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ABSTRACT 
 

This paper discusses cloud ERP security challenges and their existing solutions. Initially, a set of 

definitions associated with ERP systems, cloud computing, and multi-tenancy, along with their respective 

challenges and issues regarding security and privacy, are provided. Next, a set of security challenges is 

listed, discussed, and mapped to the existing solutions to solve these problems. This thesis aims to build an 

effective approach to the cloud ERP security management model in terms of data storage, data 

virtualization, data isolation, and access security in cloud ERP. The following proposed techniques are 

used to improve the security for multi-tenant SaaS: database virtualization, implementation of data 

encryption and search functionality on databases and developed systems, distribution of data between 

tenant and ERP providers, secure application deployment in multi-tenant environments, implementation of  

the authentication and developed systems together as a two-factor authentication, and improved user 

access control for multi-tenant ERP clouds. 
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1. INTRODUCTION 
 

This section focuses on the main purpose of securing cloud enterprise resource planning (ERP) 

systems, a new proposed model to secure the cloud ERP environment. The primary focus is on 

the services provided by SaaS, PaaS, and IaaS to discuss the main problems and issues associated 

with the security and privacy thereof. The current research provides an in-depth understanding of 

the cloud-based ERP and the multi-tenancy architecture. Furthermore, this research addresses the 

issue of how to improve the privacy and security in a multi-tenant cloud system for higher 

education. The security of data storage and user authentication are our primary research concerns. 
 

In this study, we aim to investigate and discuss the potential security issues and challenges arising 

from cloud ERP and list some existing solutions. In addition, the contributions of this paper are: 

1) providing an overview of cloud computing services models, approaches, and requirements; 2) 

understanding the relationship between cloud computing security risks and cloud computing 

models; 3) understanding the risks, success factors, benefits, and main drivers of ERP clouding; 

4) analyzing the existing security controls, threats, and legal issues of clouds; 5) discussing major 

issues of infrastructure security in cloud ERP; 6) improving data storage and access security in 
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cloud ERP; 7) improving application security in cloud ERP; 8) proposing trusted platform models 

of the computing environment for cloud computing without vulnerabilities; and 9) proposing 

flexible data storage for cloud computing. 
 

The research methodology is based on a literature review of cloud ERP systems to define the 

security challenges and issues arising from the cloud ERP from the perspective of both the user 

and service provider. We use the best ideas and suggestions collected in the literature review to 

propose a model to improve the security and privacy in the cloud ERP. Additionally, we analyze 

ERP cloud architecture to determine the security improvement points. Moreover, the potential 

security attributes are defined to show how our model can satisfy these requirements taking into 

consideration the challenges discussed. Finally, we design a model to improving the security and 

privacy of the data based on authentication, authorization, and encryption. 
 

This paper is organized as follows: Section 2 details the background of ERP systems, cloud 

computing, cloud ERP, and multitenancy architecture. Section 3 is a literature review of prior 

works related to the above-mentioned subjects. Section 4 describes the proposed model to secure 

data storage in cloud ERP systems. 
 

2. BACKGROUND 
 

In this section, we present a theoretical background of both main topics of this paper, namely 

ERP and cloud computing. We provide detailed descriptions of the ERP lifecycle, ERP platform, 

cloud computing service models, cloud computing modes, cloud ERP, and the multitenancy 

model. 
 

2.1. ENTERPRISE RESOURCE PLANNING (ERP) 
 

With the advent of E-Business and the need to leverage multiple sources of information within 

the enterprise, ERP (enterprise resource planning) software has appeared as a major area of 

interest for many businesses. ERP systems are currently concerned about every aspect of 

organization as they provide a highly integrated solution to meet the information system 

requirements. ERP has become a basic business information processing requirement for large 

leading companies. Today, ERP systems are considered to be an essential information systems 

infrastructure 
 

ERP is a software architecture that facilitates the flow of information between the different 

functions within an enterprise. Likewise, ERP assists information sharing across organizational 

units and geographical locations. ERP consists of management, documentation, planning, and 

control of all business processes and resources of an enterprise. ERP is used to manage and 

integrate all the business functions within an organization, which usually include a set of mature 

business applications and tools for financial and cost accounting, materials management, sales 

and distribution, production planning, human resources, and computer integrated manufacturing, 

supply chain, and customer information [31]. 
 

Successful implementation of ERP systems needs to involve excellent project management of an 

organization to implement it successfully. ERP implementation project consists of defining 
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objectives clearly, developing resource and work plans, and tracking the progress of the project 

carefully. Therefore, the project plan should consist of aggressive and achievable tasks organized 

into schedules that enhance the perception of urgent and dependent tasks [35]. 
 

2.1.1 ERP LIFE CYCLE 
 

In 1999, Estaves and Pastor proposed a framework of ERP lifecycle that included structured 

phases, and consisted of multiple stages that hosting organizations should follow throughout the 

ERP life cycle [33]. 
 

This section focuses on the structured stages of ERP systems, as follows: 
 

• Adoption decision stage: This stage allows managers to identify their requirements for 

ERP implementation by addressing their critical challenges, selecting the best approach 

for general information systems, and improving the organization’s strategy. 

• Acquisition stage: In this stage, managers should select the best-fit product compatible 

with the specified and minimized customization requirements. 

• Implementation stage: This stage is also called customization of ERP software package to 

fit with the organization’s needs, including ERP parametrization and adaption. 

• Using and maintenance stage: The ERP packages are applied in this stage to return the 

expected benefits with minimized interruption. 

• Evolution stage: Additional ERP systems benefits can be obtained through the integration 

of additional capabilities to existing implemented functionalities. 

• Retirement stage: ERP systems are not stable; however, they are modified continuously 

according to organization’s needs and the evolution of new technologies [33]. 
 

2.2. CLOUD COMPUTING 
 

Cloud computing changes the way enterprises and industries create a new brand of opportunity to 

conduct their processes over the internet in dynamic scalable resources virtualized and provided 

by the internet [36]. 
 

Cloud computing refers to both the applications delivered as services over the internet and the 

hardware and systems software in the datacenters that provide these services. Cloud computing 

offers the major opportunities known as X-as-a-Service offerings. This utility-based payment 

model is considered one of the main benefits of cloud computing [26]. There is no need for up-

front infrastructure investment, such as investment in software licenses, i.e., no risk of unused but 

paid software licenses; and investment in hardware infrastructure and related maintenance and 

staff. Users of cloud services only use the volume of IT resources  required, and only pay for the 

volume of IT resources used. They take advantage of the scalability and flexibility of the cloud. 

Cloud computing enables easy and fast scaling of the required computing resources on demand 

[1][6][10][23]. 
 

Commercial cloud computing typically includes three divisions: platform as a service (PaaS), 

infrastructure as a service (IaaS), and software as a service (SaaS). Different service models of 

cloud computing aid understanding of cloud communications. PaaS allows customers to deploy 
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their own applications by accessing the different platforms of clouds. At the lower level, IaaS 

allows access to network requirements, systems, operating system management, and storage 

services. SaaS is the most well-known segment and allows customers to purchase the service 

hosted in the cloud by accessing an application [39].  
 

ERP software that is deployed in a cloud environment becomes "Cloud ERP Software". Most (if 

not all) cloud environments are built using virtualization and load balancing technology that 

allows applications to be deployed across multiple servers and database resources. Cloud ERP is 

positioned as a revolutionary approach to deploy ERP solutions. It provides solutions that are 

scalable, flexible, affordable, adaptable, and efficient. Cloud ERP as a business management 

software has delivered critical business data with immense success [14][18]. 
 

Figure 1 illustrates the structure of cloud computing security, showing the frame structure of 

safety certification. This structure allows users to register and have authentication measures to 

access the cloud computing private cloud. The authentication verifies the users using the data 

security model, which allows users to pass their information to the clouds to be stored in 

protected databases, and the clouds should be safety certified to guarantee continuous security 

updates [34].  

 

 

 
 

 Figure 1: Structure of cloud computing security [34] 

 

2.2.1 CLOUD COMPUTING PLATFORM 
 

The earliest key business technology trends, such as cloud, internet of things, and collaboration, 

have been identified as major factors in reforming international enterprises. One such smart 

technology is cloud computing, which is the major contributor to the transformation of the 

manufacturing industry to be enabled with smart technologies and IT. In distributed 

environments, the primary function of cloud computing is to provide on-demand cloud computing 

services and to introduce high availability, reliability, and scalability cloud services [36]. 
 

Analysis of the convergence of computing trends and the evolution of several cloud computing 

technologies have resulted in them being considered as multidisciplinary research fields, 
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including utility computing, distributed computing, internet delivery, virtualization, storage, grid 

computing, and content outsourcing. Cloud computing could be considered as the grid computing 

evolution of business oriented services, shifting business and IT infrastructure to be implemented 

using cloud computing with data storage, services, and computing power provided to customers 

by a third party [36]. 
 

2.2.2 CLOUD COMPUTING DEPLOYMENT MODELS 
 

The models of deploying cloud computing are: private, public, cloud of community, and cross-

clouds, providing a single point of access for ubiquitous cloud services suitable for different 

situations and models. The public model of cloud computing can be employed in multi-tenant 

cloud environments by sharing the third-party services and infrastructure located in the off-site 

provider. In contrast, the private model of cloud computing can be employed in a single-tenant 

environment by sharing the provider’s infrastructure and the services of the organizations. The 

private cloud is suitable for storage of critical mission and core business applications of 

enterprises, whereas the cloud of community is not sufficiently protected because it supported by 

a specific community that shares the most common concerns and interests, and can be shared by 

various enterprises. 
 

The fourth cloud model is the hybrid cloud which contains several private and public clouds, 

making the provision of cloud services more challenging owing to the added complexity of 

distributed applications determination across internal and external clouds [36]. 
 

2.3. CLOUD ERP 
 

The cloud ERP software serves multiple customers as a platform with a new solution. This 

concept of cloud ERP could be confused with ERP hosting, which acts as a third party to support 

software infrastructure and application services delivered by the cloud environment. Others 

defined cloud ERP as cloud computing platforms used to provide services for businesses to be 

flexible in conducting their processes [38]. SaaS supports cloud computing services for business 

embedded with capabilities of communications, for example, ERP systems [39]. 

The companies of cloud-based software can develop their functionalities speedily because cloud 

computing can improve the perspective of ERP deployment in innovative ways. The cloud users 

can use the provided services directly with speed of implementation. The moving from traditional 

ERP to the ERP cloud environment has critical issues with greater responsibilities, such as the 

possibility of attacks from the internet environment or from the internal and external security 

consultants of the cloud provider [38]. 
 

Cloud-based ERP is a development of integrated business suites supporting ERP, CRM, and E-

Commerce capabilities where application modules can be accessed using the software as a service 

(SaaS) delivery model, and where application users have flexibility to configure and subscribe to 

a set of application modules based on an architecture called multi-tenancy [12][25]. 

Security control problems can be reduced by using cloud ERP, which helps users to avoid 

conventional ERP systems, owing to the advanced security concerns that cloud providers can 

perform. One of the main challenges of data security is to ensure security controls in software and 

hardware using IT security experts, which can be offered by cloud providers with high levels of 
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security, processing power, and storage units. A further essential challenge for cloud ERP is to 

establish suitable mechanisms of authentication and authorization owing to the service sharing 

with several tenants by the cloud provider. The cloud ERP provider, third party, and user should 

have their access roles to access the cloud ERP application interface using their authentication 

credentials. In cloud ERP, there are many access control methods that can be used to ensure 

secure access of different tenants that share resources and services in the cloud environment [49]. 
 

2.4. MULTI-TENANCY ARCHITECTURE 
 

The concept of multi-tenancy defines the main goal of increasing resource sharing between SaaS 

application clients, and reducing the clients’ operational costs. Clients can apply different 

strategies of multi-tenant architecture to accomplish multi-tenancy [40]. 
 

The client, called a tenant, pays according to a certain subscription package with remote hosting 

on the internet by the SaaS model of software delivery. SaaS has a high reliability of provided 

services at low cost to give clients freedom and the ability to own, host, and maintain the 

infrastructure and software application of the hosting environment [41]. 
 

Multi-tenancy on the application level is an example of a SaaS application, and includes an 

architectural design principle that allows multiple customers to be hosted by a single application 

instance or server. The current models of multi-tenant application design are not flexible, despite 

the operational cost and maintenance benefits of the application-level multi-tenancy that provides 

multiple software variations to multiple customers. Multi-tenancy architecture is designed for 

SaaS applications, which allow multiple customers (tenants) to share the same application. 

However, this application is sufficiently flexible for the tenants to customize to their specific 

needs. It is based on a predictable monthly subscription; tenants only pay for what they use 

[7][8][40]. 
 

Limited PaaS solutions provide a support for building multi-tenant applications; however, they do 

not directly support tenant specific customization without offering the same flexibility as SaaS 

solutions. The mechanism of multi-tenancy provides application data partitioned between tenants, 

including the ability to offer a unique namespace string ID for each tenant supported by various 

vendors of multi-tenancy services, such as data isolation, data store, and caching service [40]. The 

aim of multi-tenancy is to reduce operational costs, and to increase the sharing resources of SaaS 

applications between customers [40].  
 

 

3. LITERATURE REVIEW 
 

Security tends to be more complex in cloud computing, and this tendency is becoming more 

pronounced. Although there are some studies regarding the techniques used in cloud computing, 

few researches enter the cloud ERP field. 
 

In [20], the authors mentioned that providing an ERP platform for small and medium-sized 

enterprises raises numerous new questions. Most of them are concerned with the appearance of 

multi-tenancy. Thus, mastering multi-tenancy is one of the keys to provide an efficient and 

customizable platform for business applications. They identified two cornerstones of a multi-



Advanced Computing: An International Journal (ACIJ), Vol.8, No.5, September 2017 

7 

tenancy aware infrastructure in the context of customization, namely dynamic instance 

composition and abstraction from the persistency layer. 
 

In [21], the authors stated that cloud computing can be highly efficient and effective; however, 

along with these benefits, security vulnerability and risk have been increasing, especially 

regarding privacy and data loss. They provided a security threat evaluation model for use in 

measuring threats and negotiating security service level agreements (SLAs) that cover emerging 

security issues, as well as traditional aspects of security, such as integrity and confidentiality. 

In [19], the authors proposed an algorithm through which the cloud service provider can give 

control to the user itself, using two different techniques, namely compression and encryption. The 

encryption technique uses two different keys for better security and is performed on the user side, 

and for compression they used an existing method of arithmetic coding. This hybrid model 

reduces the size of data saved to the storage space of the cloud server and increases the 

throughput of cloud computing. 
 

In [29], the authors proposed a secure model for cloud computing based on the concept of two 

cloud service providers, where the storage service is provided to one cloud service provider 

(CSP) and the authentication, encryption/decryption, and auditing services to another CSP. In this 

model, data can be protected only from service provider, and not from external hackers. Thus, it 

is not highly effective for the user and service provider. 
 

In [27], the authors proposed a double encryption strategy; one on the client side during file 

upload, and the other during file distribution. Moreover, they provide back up for the data stored 

in the cloud. They used the hashed message authentication code (HMAC) scheme for encryption 

of the data. However, the use two encryptions results in double the duration, which increases the 

time complexity. 
 

In [2], the authors designed a new trust model for the security of cloud storage, which examines 

all outgoing cloud requests in real time to identify sensitive data, and uses the trusted platform 

module (TPM) to encrypt these data. They used Kerberos authentication service for user 

authentication. Kerberos is a secure method of authenticating requests for any service, and is used 

to authenticate end users of the trusted gateway. 
 

In [24], the authors presented a cloud computing architecture focused on SaaS called multi-

tenant, secure, and load disseminated SaaS architecture (MSLD). This architecture is divided into 

five services, one of which is the security service, which controls the authentication and 

authorization process. It validates that whether the incoming request is from a legitimate user. In 

addition, it confirms whether the requester possesses the rights to use the service. 
 

In [4], the authors stated that security is a key requirement that must be addressed when 

engineering new SaaS applications or re-engineering existing applications to support multi-

tenancy. They proposed a model called TOSSMA, a tenant-oriented SaaS security management 

architecture. TOSSMA mitigates four main problems in multi-tenant cloud applications: loss of 

security control, integration of SaaS application security, customization of SaaS applications 

security, and the provision of isolation between the tenants’ data. 
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In [3], the authors proposed a distributed scheme through a homomorphism token with distributed 

verification of erasure-coded data. Many companies are not yet ready to implement cloud 

computing technology owing to lack of proper security control policies and weakness in 

protection which lead to numerous challenge in cloud computing. Additionally, their technique 

provided a process to avoid collusion attacks of server modification by unauthorized users. 

In the study of [44], the authors aimed to understand data confidentiality by reviewing the 

encryption techniques . This study concluded that the most common approaches for data 

encryption are based on RSA, indicating that most researchers of the cloud computing 

environment are interested in RSA encryption techniques. The revealing result of this study 

showed that the proposed approaches have a lack of validation in cloud computing, which needs 

to be addressed to improve confidence and trust [44]. 
 

In [45], the authors focused on the security of data storage in the cloud. They evaluated several 

modern encryption techniques tested randomly in the cloud computing environment using the 

pseudo random number generator (PRNG) according to NIST statistical testing. The results of 

this study showed that there are some differences between algorithms and techniques, without any 

strong indication of statistical weakness of the selected algorithms in the cloud environment. 
 

In [46], the primary contribution was to securely motivate multi-tenancy to design and implement 

multi-tenancy without modifications. The discussion of multi-tenant design and implementation 

evaluates the architectural performance of multi-tenancy, including clustering architecture into 

tenants and sharing data across them. In detail, multi-tenancy can be used as a major component 

of PaaS services, including resource sharing in private clouds. 
 

The study of [43] analyzed security threats and opportunities to provide secure cloud services. It 

presented the requirements of secure cloud services, which assists in introducing a new research 

attitude in the context of security. This study investigated security technologies to establish a 

secure environment of cloud computing. It analyzed security threats, security technologies, and 

security requirements of cloud computing services from the aspect of providers and end users. 

The authors of [42] provided an overview of the essential differences between multi-tenancy 

architecture and other related concepts. The primary contribution was the discussion of multi-

tenant applications and their architectural implementation concerns from the aspect of vendors. It 

discussed the relationships between the major architectural concerns of multi-tenancy design. In 

addition, this study discussed and classified the concepts of performance isolation, quality of 

service, customizability, and persistency. 
 

The authors of [49] aimed to present an investigation of probable security issues of cloud ERP 

deployment inherited from ERP and cloud computing from the customer and provider 

perspectives. This study used the methodology of qualitative research by interviewing 

professional ERP, cloud computing, and cloud ERP. The results of this study categorized the 

security issues of architecture, threats, authentication, authorization, and data security into three 

groups: ERP and cloud ERP security issues, contemporary challenges in cloud ERP, and cloud 

ERP solutions. 
 

The study of [37] demonstrated that the configuration of the SaaS environment with ERP 

multitenancy can change all the application layers. The authors proposed a secure multi-tenant 
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environment using a central configuration with flexibility to solve security and privacy issues. 

Additionally, they addressed the performance issue using different techniques of configuration 

isolation and tenant data base isolation, providing a high-performance solution for multi-tenancy 

SaaS environments. 
 

Despite the numerous advantages of cloud ERP systems, there are many probable challenges, 

issues, and drawbacks. In [32], the major cloud ERP system issues include: flexibility, ownership 

of data, security issues, customization, and provider issues. Other issues such as system, 

performance, system reliability, and security concerns were addressed in [30]. Customers should 

make a trade-off between different provisions of cloud ERP, such as storage scalability, security, 

performance, interoperability, and network services [28]. In [22], a set of cloud ERP solutions 

was discussed to determine the advantages of adopting in-house enterprise solutions. 
 

In this paper, the authors motivate large companies to employ in-house ERP solutions owing to 

their increased customization ability. Additionally, cloud ERP solutions are limited to their 

vendors. Cloud ERP solutions are difficult to change according to organizations’ needs because 

their flexibility remains inadequate. ERP systems require heavy customization to handle complex 

and distinct business processes for better performance of these solutions [17]. Multi-tenancy 

solutions increase the complexity of ERP systems, despite their provided advantages. The 

customization of cloud ERP multi-tenancy is partially solved. Moreover, all tenants can be 

updated simultaneously; however, the configuration of tenant-specific is more difficult because it 

requires the redeployment of every tenant of configuration data [16]. 
 

PaaS and SaaS cause data security challenges and issues. The challenges of SaaS applications are 

similar to those of web applications, but protecting them from attacks requires more than 

traditional security solutions. SaaS providers should secure their provided software and PaaS 

should secure the platforms of these services and new approaches to security are required [15]. 

Limited resources regarding cloud ERP security issues are provided in the literature. Some cloud 

services use multi-tenant architecture for accessibility by several users. The security of data 

associated with cloud applications is the responsibility of the providers, whilst data need to be 

secure during processing, transferring, and storing [15]. 
 

One practical solutions is to use dynamic credentials to change their values according to the 

user’s location or data packets [15]. An alternative solution is to use digital signatures for data 

security using recognizable RSA algorithms of data transferred over the internet in the cloud 

environment [13]. At the same time, strong encryption techniques such as SSL and AES can be 

used to secure the sending and storage of sensitive data in clouds. Some encryption algorithms are 

used to mitigate attacks of cloud storages [11]. The use of data prevention tools aims to prevent 

leakage of sensitive data from clouds through data transmission. Additionally, they can assist in 

addressing the most important data to be secured, and identifying users’ rights and actions 

regarding the sensitive data stored in the clouds. 
 

Data integrity is a further concern in clouds services providers; to ensure the data is up to date, 

integrated, and available in a way that satisfies users’ needs and expectations. The provider of 

clouds services can improve the security by continually keeping a backup for each update. Thus, 

a set of protocols can be used to integrate the network security; however, the backups can 
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maintain different versions, partially or fully based on a specified amount of time. From a 

physical security perspective, the cloud service provider should support the physical access with 

strong security measures and a disaster recovery. In contrast, each user should be responsible for 

his/her duties to ensure traceability and to use data logs for data recovery from data loss.  
 

Tenant authentication in cloud computing has modern opportunities and challenges. Some parties 

such as cloud providers and users in the cloud environment share overall responsibility. In this 

context, the network security is the responsibility of the user to access the services over the 

internet, whereas physical security and additional network security policies, such as firewall 

rules, are the responsibility of the cloud [9]. 
 

Data storage in cloud ERPs should be secured by the security management module to allow users 

to access stored data. Moreover, business logic is available in the systems used by users and they 

should be open only to legal users, and should be separated from other users’ data. The security 

management module of the cloud data storage includes three significance components: encryption 

component, privacy component, and backup component. First, the encryption uses private or 

public keys to encrypt sensitive data stored in the cloud database to ensure that direct access is 

prevented by business and application logic. However, the encryption process requires decryption 

and both are costly for the clouds; thus, to minimize remaining costs, non-sensitive data can be 

stored without encryption. Second, the privacy component should restrict a clear border between 

the different users’ data to permit several users to concurrently save their data in a location that 

can be used by other users. The multi-tenancy enables cloud computing to be accepted by major 

users, but the interruption between different users’ data makes them accessible [5]. 
 

Third, the backup component ensures that if all data stored for a specific enterprise is backed up 

periodically to allow the cloud-based enterprise system in disaster recovery to restore all stored 

data. Further, all stored backup data should be encrypted to prevent illegal access to sensitive 

data.  
 

4. PROPOSED MODEL 
 

In our proposed security model for multi-tenancy architecture, we provide storage and 

communication overhead for verification of authorized cloud users and to access the cloud. The 

design of our model can block level data operations by designing efficient block-level encrypted 

data operations. Additionally, we propose a confidential and integrity design for data encryption 

prior to outsourcing to the cloud server, while the decryption algorithm can be used on the user 

side. The data owner can encrypt the intended file data before sending it to the cloud. Our 

proposed encryption algorithm has several factors; the information is at the highest factor by 

applying a set of rotations for each block character. The benefits of our proposed encryption in 

the cloud ERP environment are: 
 

• Encryption algorithm can ensure organizational data privacy according to the three states 

of encrypted data; in transmission, in use, and in storage location. 

• The proposed encryption algorithm can assist in achieving secure multi-tenancy in the 

cloud encryption of data in the cloud ERP environment. 
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• Data owners can avoid the cloud service provider accessing the data by holding the 

encryption key. 

• The encryption algorithm provides confidence of data backups to store them safely in the 

cloud ERP environment. 

• Our proposed model can be expanded to be customized according to customers’ 

requirements. 
 

Only the data owner can manage data access. A query is responded to over a consistent duration 

that does not rely on the request size. The public key cloud server is unable to read encrypted data 

or queries, because data can be decrypted only with the key provided by the data owner. Even 

with all the advantages of public cloud infrastructure, it is widely accepted that cloud storage 

suffers from major obstacles. These obstacles, such as data integrity, confidentiality, 

responsibility, and accessibility, from only authorized users are the major concerns in the public 

clouds. The customer is assured of data safety in the cloud from internal and external threats, 

because the data security guarantees that only cloud providers can provide data access. In cloud 

infrastructure, all channels used to communicate to data owners, clients, and cloud service 

providers are protected to securely exchange public keys between partners. However, all client 

devices are unable to perform expensive computations and operations because they have 

inadequate processing capabilities. All clients trusted to access data only have accessibility to the 

encrypted index of accessible data. 

This layer restricts access to the data by only using data object classes. Tenants and cloud 

providers should use data object layers to read and update the database. The data object classes 

also use access control to give the right access authorizations to users. 

Each table in the database has a corresponding class in the data object layer. The data object class 

has four methods: 
 

• Get method: This allows selection from a database table 

• Insert method: This allows insertion of a row or set of rows in a database table 

• Update method: This allows updating of a row or set of rows in a database table 

• Delete method: This allows updating of a row or set of rows in a database table 

            Each method is designed as follows: 

• Read input parameters (table attributes) 

• Filter the attributes based on access control 

• Build SQL script 

• Execute SQL script 

• Return the result based on the filtered attributes 
 

It is a challenge to using public cloud servers to store clients’ data. Data access policies should be 

enforced to protect confidentiality of the data stored on the public server. This problem is 

addressed in this work, which proposes a cryptographic technique. The data owner keeps the 

secret keys used to encrypt data before storing them on a server; the only way to access the data is 

to supply the corresponding decryption key to the client. The robust systems should be able to 

defend against internal and external attacks of the organization. Clients must be granted privileges 

by the data owner with respect to the private keys to allow them to access external cloud data. 

Clients can download data from the clouds by decrypting the data locally after a successful 
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authentication process. The distribution of data is another mechanism provided to the tenant to 

save and secure his/her data. The tenant can select which database table he wants in his company 

database and which database table will be on the provided database side. 
 

To normalize data access and to improve the performance regarding access the data for two 

datasets, we propose the data on memory technique, which means we load the tenant databases on 

the memory at the beginning of the business day and then return it to the database at the end of 

the business day. By using the distribution technique, the tenant will have better privacy on his 

data, without losing the performance, because all the data will be on memory. 
 

4. CONCLUSIONS 
 

This research studied several problems in multi-tenant cloud applications: loss of security control; 

integration of the SaaS application security; customization of SaaS applications security; and 

provision of isolation of tenants’ data. One of the main purposes is to secure cloud ERP systems 

using a new proposed model to secure the cloud ERP environment. The primary focus was on the 

services provided by SaaS, PaaS, and IaaS and the main problems and issues associated with the 

security and privacy. The main problems that limit the performance of ERP systems are 

networking requirements, large storage requirements, and employee training requirements. 

Additionally, there are a set of disadvantages, including privacy concerns, prohibitive costs 

against low budgets of small businesses, ERP setup and implementation and maintenance 

requirements, training requirements affecting the efficiency of ERP, and the consumed time and 

cost for ERP customization. One practical solution that has been proposed is to use dynamic 

credentials to change values according to the user’s location or data packets. Another proposed 

solution is to use digital signature for data security using recognizable RSA algorithms of data 

transferred over the Internet in cloud environment. This study purposes to build an effective 

approach of cloud ERP security management model in terms of data storage, data virtualization, 

data isolation, and access security in cloud ERP. 
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