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Preface

The 5" International Conference on Computer Science and Engineering (CSEN-2018) was held in
Dubai, UAE during August 25 ~ 26, 2018. The 4™ International Conference of Networks,
Communications, Wireless and Mobile Computing (NCWC 2018) was collocated with The 5"
International Conference on Computer Science and Engineering (CSEN-2018). The conferences
attracted many local and international delegates, presenting a balanced mixture of intellect from the
East and from the West.

The goal of this conference series is to bring together researchers and practitioners from academia and
industry to focus on understanding computer science and information technology and to establish new
collaborations in these areas. Authors are invited to contribute to the conference by submitting articles
that illustrate research results, projects, survey work and industrial experiences describing significant
advances in all areas of computer science and information technology.

The CSEN-2018, NCWC-2018 Committees rigorously invited submissions for many months from
researchers, scientists, engineers, students and practitioners related to the relevant themes and tracks
of the workshop. This effort guaranteed submissions from an unparalleled number of internationally
recognized top-level researchers. All the submissions underwent a strenuous peer review process
which comprised expert reviewers. These reviewers were selected from a talented pool of Technical
Committee members and external reviewers on the basis of their expertise. The papers were then
reviewed based on their contributions, technical content, originality and clarity. The entire process,
which includes the submission, review and acceptance processes, was done electronically. All these
efforts undertaken by the Organizing and Technical Committees led to an exciting, rich and a high
quality technical conference program, which featured high-impact presentations for all attendees to
enjoy, appreciate and expand their expertise in the latest developments in computer network and
communications research.

In closing, CSEN-2018, NCWC-2018 brought together researchers, scientists, engineers, students and
practitioners to exchange and share their experiences, new ideas and research results in all aspects of
the main workshop themes and tracks, and to discuss the practical challenges encountered and the
solutions adopted. The book is organized as a collection of papers from the CSEN-2018, NCWC-
2018.

We would like to thank the General and Program Chairs, organization staff, the members of the
Technical Program Committees and external reviewers for their excellent and tireless work. We
sincerely wish that all attendees benefited scientifically from the conference and wish them every
success in their research. It is the humble wish of the conference organizers that the professional
dialogue among the researchers, scientists, engineers, students and educators continues beyond the
event and that the friendships and collaborations forged will linger and prosper for many years to
come.

Dhinaharan Nagamalai
Jan Zizka
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DATA PROVENANCE IN THE INTERNET
OF THINGS: VIEWS AND CHALLENGES
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ABSTRACT

The IoT is a rich and dynamic network of interconnected networks where various devices share
information, create knowledge and perform actuations events. In such an environment, it is
important to precisely trace the origin of data and the events that contributed to their changes.
This concept has long been known as provenance. This paper attempts to shade some lights on
the importance of data provenance in the IoT, its application, and the challenges associated
with data provenance in the IoT.

KEYWORDS

Internet of Things, Wireless Network, Data Provenance, Security & Trust

1. INTRODUCTION

Earlier forms of provenance appeared as a method to validate the authenticity of an artefact by
examining an object’s origin, ownership or any modifications made to the item (Dogan, 2016a).
In a world entangled in a mesh of connected networks i.e. the Internet of Things (IoT),
provenance becomes even more vital to keep track of events, the source of information, decisions,
and origin of data and the metadata. E-Science relies on provenance to measure the quality of the
data[1]. Nowadays, data provenance is no longer just concerned with finding the origin of the
data, but it extends to include the capacity of tracking any events or modification made to the
data. Example includes the followings applications[2]:

e C(Creating a file and any subsequent modifications to it and defining the ownership and
accessibility is a form of File Systems provenance[1].

¢  Administrative systems and intrusion detection aided by logging system events is a form of
Operating systems provenance.

e  Similarly, compliers and run time errors can be detected by tagging the source line using
compilers.

e Records of any insertion, modification and deletion are an application of provenance in
curated databases[2].

¢  Browsing history is considered a form of web browsing provenance.

Additionally, several financial institutions are required by laws to record the source and origin of
each digital transaction. This highlights the importance of provenance in the financial industry
where each paper notes and its origin is treated as provenance. Intelligence and hospital systems
are some of the prime users of provenance information[2]. A discrete information system having

Dhinaharan Nagamalai et al. (Eds) : CSEN, NCWC - 2018
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adequate relevance, capable of undergoing classification into various domains for the purpose of
evaluation can be considered as Intelligence. Hospital records and related data protected by the
Health Care Portability and Accountability Act (HIPAA) act makes it obligatory to record and
store all hospital records and data in addition to managing proper authorised access to the
data[3].Information and lineage data used as provenance must possess some inherent technical
features in order for it to be reliable. Some of these features are as follows:

e Information about every action performed on data needs to be preserved and stored
completely[4].

e  Ensuring that no manipulation of the data with a malicious intent takes place (Integrity).
Provenance data should be available readily without any hassle (Availability).

e By providing authorised access to provenance data, confidentiality of the information can be
ensured[5].

¢  Provenance data in the E-science field must be obtained in an economically feasible manner.

e  Provenance data must be stored and available in such a way that the privacy of a person is
not compromised, especially in the IoT[6]. Systems involving data provenance data need to
deal with diverging aspects of ensuring that no outside entity or system is able to access the
data and at the same time data within the system is readily available and shared among
authorised entities for transparency[5].

2. APPLICATIONS OF DATA PROVENANCE
Some of the most common applications of provenance have been listed below:
DIAGNOSTICS:

Provenance has been used for debugging and detecting real time anomalies in a distributed
system [7] If a monitoring system is based on declarative monitoring, there is a provision to
analyse the network traffic which indirectly can be employed for detecting an intrusion[8].
SeNDlog can dynamically trace changes to a routing table and helps in generation of an alarm if
the number of changes made are above a certain threshold value. Once an alarm has been
generated a distributed recursive query on the network performance can trace the origin of any
malicious activity[9].

SECURITY:

Data provenance covers historical data in addition to real time data as well. This helps in finding
correlations in the network pattern of an attacker; thus, helping in the security of vital assets.
Locating the source or filtering the IP address from the traffic is a typical example[10].
Annotations can be used in data provenance to help identifying potential attacker as well as
tracing back information for forensic analysis[8]. Provenance can also be used to identify any
malicious packets dropping in a sensor network[11].

ACCOUNTABILITY:

Data Provenance ensures a proper accountability for an action as well as data. In conventional
forensic analysis, call-details consisting of information, time and location of the call are a form of
data provenance. Network Provenance can be also used to manage trusts in a distributed
environment[12].
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TRUST:

By enabling a network of information where nodes are capable of tracing the origin of data,
effective trust policies can be implemented[8]. Multi-hop networks and Body Sensor Networks
rely also on data provenance to ensure trust[13]. Provenance can be used in quantifying trust,
which enables sensors to process information from trusted nodes only (Wenchao et al., 2008).

OPTIMIZATION:

Monitoring of a system and tracing important events using data provenance in sensor networks
can help in optimization of resources[2]. Resource allocation and finding bad routes or draining
nodes are good examples.

DEVELOPMENT PROCESS:

Provenance logs can be used to capture changes in a network before and after an event takes
place[14]. Comparing the snapshots before and after to see the changes in energy and other
resources and using provenance to gauge the dependencies of a system can help in the
development of a smooth process.

RECOVERY:

Provenance is often used to restore a system after a failure and for success validation[2].
In a sensor network, it is vital to not only identify the points of failure but also to avoid
those which cause system anomalies. Provenance of graphs plays a key role in scenarios
requiring troubleshooting as well.

3. DATA PROVENANCE CHALLENGES IN THE 10T

The IoT proposes various revolutionary concepts by employing millions, even billions, of tiny
sensor or actuators nodes collecting and communicating information just about everything[15].
The volume of data collected in such a large network will have a high velocity, volume and
divergent variety. This augments the significance of analysing the data for trustworthiness
establishment in order to make better decisions. Therefore, it is becoming increasingly important
to analyse a distributed network for possible anomalies and to pinpoint any erring node. These
capabilities are some of the functional requirements needed to provision for Network
Accountability and forensic analysis. Therefore, provenance of information or data plays a critical
role in such environments. On the other hand, in an IoT smart based environment, the flow of
information is relayed ultimately through the open Internet. It is a well-known security principle
that the Internet is insecure. Therefore, it is essential to have reliability, trust, accountability and
similar security principles addressed by employing a strong provenance enabled system.

To this end, as new, comples and dynamic data exchanged by IoT devices gets published on the
Internet -where platforms accessing, publishing and modifying the data can be also diverse-, it
becomes important to address the lineage, trustworthiness, reliability and accuracy of data in the
IoT[16]. While papers’ provenance has been employed in several systems, the IoT poses some
unique challenges to the provisioning of data. Some of the challenges are listed below.
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SECURITY

Data transmitted through an IoT system is extremely susceptible to attacks by a third party[17]. If
provenance of data is insecure, it can result in a breach of sensitive information. The challenge is
to impart enough confidentiality so that provenance can be accessed by only authorised
individuals. Under certain circumstances, identity and location of the IoT device needs to be
secured above all as the device may be more valuable than the data it sends. A robust security
mechanism should incorporate confidentiality, integrity, privacy and availability of the
information[18]. However, a high level of heterogeneity coupled with the massive scale in which
IoT devices are likely to be deployed complicates the security issue of data provenance in the
IoT[18].Moreover, IoT devices lack the computational power and energy requirements to
incorporate complex security solutions such as encryption, cryptography, public key and
symmetric key infrastructure[19]. Integrity of data provenance to assure a level of trust should be
considered as well. This demands the use of cryptographic hashes algorithms which are extremely
difficult to implement in the IoT due to the resource constraint feature of IoT devices[17].

B1G DATA

The massive volume of data produced by sensor networks in the IoT can result in the generation
of petabytes of data, thus resulting in additional computational burden on the already fragile
system[20]. Some researchers point out to the fact that Big Data and IoT need to be treated in
tandem rather than as separate entities[21]. Querying and tracing Provenance information in such
a system to point out the anomalies and other faults in the system is extremely difficult. Data
Provenance may consume a lot of network resources, which in turn may hamper the operational
efficiency of the system[17]. To ensure that Metadata is readily available upon request, there is a
need to design systems which have a very low computational overhead to ensure smooth
performance[22].

INDEXING:

A complete list of provenance in an IoT environment is practically impossible owing to the large
nature of information. Hence, an indexing scheme is normally used[22]. However, it is likely that
information can’t be queried in a conventional manner wherein looking-up an attribute to retrieve
the data is common. Users often have to query the dataset, which is essentially a subset of an
attribute. Even in XML-based schema used for mapping names and values may prove not to be
sufficient without the help of additional structures.

MULTIPLE CONSUMERS:

IoT data can have potentially vast and diverse range of consumers, with clients possessing
divergent requirements. Some clients may need data on a real time bases, whilst others may just
need to archive the provenance data. For example, while managing a smart city environment,
provenance data may be required dynamically to make better decisions and rectify any anomalies
in a system. Therefore, adequate flexibility is required for the provenance of data in the IoT.

TRANSFORMATION OF DATA:

Sensors in an IoT network collect data and pass or route them to other sensors, which may modify
the information before passing it on to a more computationally powerful device. In other cases,
actuators may receive data modified by various sensors during the transfer phase and thus, it
becomes necessary to overcome the challenges encountered in representing such a complex
provenance of information[17].
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QUERYING INFORMATION:

Just tracing the lineage of data and its object may not be adequate for future systems and powerful
querying tools need to be deployed to meet the cybersecurity challenges of next generation [23].
Records may need to be queried based on the context and requirements while maintaining the
confidentiality at the same time may be essential [17].

INTEROPERABILITY:

IoT devices need to work in an extremely interoperable environment to ensure that the data
collected by the sensors is successfully delivered to the target location. Also, various intermediate
nodes or platforms are capable of reading or modifying the data. In such as case, Data Provenance
demands that all the devices present in a system to be interoperable by having sufficient features
to use each other’s data. Keeping in view the limited computational power and resources of IoT
devices and ensuring security of the system, achieving efficient interoperability in the IoT is still
not an easy task[24]. IoT devices are manufactured by different vendors and may use different
networking and routing protocols and often there is no standard or regulation yet in place to
ensure uniformity and interoperability of devices.

DATABASE MANAGEMENT:

IoT data can be discrete, continuous, and dynamic. Certain data can be descriptive or based on
environmental factors. Other can be in the form of addresses such as RFID tag format[25]. As the
number of IoT devices may run into Billion coupled with limited computational capability of
devices, it is almost impossible to adhere to IPv4 protocol for IoT Devices. Thus Internet
Engineering Task Force (IETF) has introduced various protocols for IoT based in [Pv6 addressing
format[26]. But in doing so the header size has been increased from 32 bit to 128 bit addressing
scheme, thus making it extremely difficult for resource constrained IoT devices to implement the
system[25]. Thus, traditional databases may not provide a complete solution for such a complex
system and it becomes imperative to deploy innovative and non-traditional databases.

An innovative approach is needed to cope up with the challenges associated with data provenance
in IoT. In this case numerous protocols have been put forward such as the 6LoWPAN (IPv6 over
low power wireless personal area network) protocol which is specially designed for resource
constrained devices. The protocol is based on IPv6 and ensures universality, stability and
additional features for IoT devices[26]. 6LoWPAN protocol suite specifically targets the
integration of IPv6 and MAC (Media Access Control) and physical layers used in IEEE 802.15.4
standard. It is pertinent to mention that the maximum frame size of 127 bytes supported by IEEE
802.15.4 standard hinders the use of IPv6 and MAC header. By incorporating such a technology,
it is possible to address various security and provenance issues using symmetric key and public
key cryptography solutions.

One must also considers that not all IoT devices can transmit data. Hence, IoT gateways are used
in some cases to bridge between the IoT devices with the Internet. Therefore, helping in
harnessing the full potential of the technology[27]. The gateways provide a mechanism to ensure
the computational power of IoT devices does not need to be high enough to increase the overall
cost of the system, but at the same time they are able to smoothly operate in tandem with external
applications and computational devices without compromising the efficiency and effectiveness of
the system. Constricted application Protocol (CoAP) for device to device communication is
employed to enables IoT devices to use the Representational state transfer (REST) mechanism
which is similar to HTTP. This enables data provenance to be written using standard HTTP
queries, which helps in mitigating the complexities of collecting provenance of data in IoT
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applications. The use of several NoSQL like CouchDB, MongoDB etc. databases to store
provenance data is recommended as they enable extensive flexibility during storing and retrieving
of information.

4. CONCLUSIONS

The IoT with its diverse and heterogeneous nature of communications requires the provisioning
of data provenance. Undoubtedly challenges associated with data provenance, especially in the
IoT are enormous owing to the constrained resources available to IoT devices. Certain areas such
as in the health and security domains demand elaborated provenance mechanisms whereas such
intricacies may not be desired in simple IoT application such as controlling lighting in a smart
building. Our future work will look into solutions that employs a middleware to leverage the
overhead associated with the provision of data provenance in the IoT.
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SECURITY AND PRIVACY IN IOT
ENVIRONMENT: A SYSTEMATIC MAPPING
STUDY
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ABSTRACT

Over the last decades, the rapid grow of Internet of Things or IoT connected to the Internet
has accelerated sensitive and non-sensitive data exchange such as lifestyle, personal data
(using we arables sensors, smart devices). A huge number of heterogeneous sensors may
convey or collect and dispatch sensitive data from an endpoint to worldwide network on
Internet. Privacy remain an important issues, therefore Internet of Things has developed
significant attention in the research. In this paper, we aim to evaluate current research
state related to privacy and security in IOT by identifying existing approaches and
publications trends. Therefore, we have conducted a systematic mapping study using auto
mated searches from selected relevant academics databases. The result of this mapping
highlights research type and contribution in different facets and research activities trends
in the topic of “security and privacy” in loT edge, cloud and fog environment.
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1. INTRODUCTION

Recently we are witnessing the increase use of “Internet of Things” (IoT). According to Gartner’s
report on “IoT Technology Disruptions”, ToT security market will grow from $547 million in 2018 to
$841 million by the end of 2020. Gartner predicts that the use of the IoT will increase of 31% up.
Approximately 67% of the use of IoT will be located in North America, Western Europe and China.
From RFID technologies in supply chain management, to wearables devices in lifestyle or healthcare
monitoring system, and smart sensors in automotive or in home automation, the use of “Internet of
things” has led to change our life.

However, data collection raises privacy and security issues in Internet of Things (IoT) environment.
Using heterogeneous protocols that are WiFi, Bluetooth, ZigBee, sub-GHz, Z- Wave, Thread and
2G/3G/AG cellular, along end-to-end communication how to ensure security and preserve privacy?

In this paper, we conducted a systematic mapping study to perform thematic analysis, trends and
future works about security and privacy-preserving methods and models in IOT environment.
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The paper is organized as follows: Section 2 presents related work in the research, Section 3 defines
the research method, Section 4 provides the results of the systematic mapping and describes overview
of included studies while Section 5 try to respond to the research questions and discussing main
findings. Section 6, deal with the threats to research validity and Section 7 provides conclusions and
directions for future work.

2. RELATED WORK

In the literature, privacy and security issues are challenged and several security models for IoT have
been designed. The rapid growth of IoT has extended Internet to any small smart devices in
distributed environment [11] thus has introduced a serious problematic. As IoT environment is
more heterogeneous, more complex [17] and maintaining security is very critical in distributed
system as well as cloud and fog environment [1] [2] [23] [32].

Most research studies [5] [8] [16] [17] [18] [27] are focused on how to integrate security among
application, perception and transport layers level for distributed or cloud environment such as [aaS
(Infrastructure as a Service), SaaS (Software as Service), and PaaS (Platform as Service). Except
rare studies [12] [25] [33], focused on specific use, we found only one research paper using
systematic mapping study on IOT and cloud computing [7].

To protect sensitive data a huge of privacy-preserving algorithms have been developed such as k-
anonymity, l-diversity. The concept of k-anonymity has been introduced by L. Sweeney and
P.Samarati [21] in order to preserve privacy. While l-diversity is a data anonymization technique
based on generalization and suppression often with a loss of the quality of the information. L-
diversity is defined as extension of the k-anonymity [30]. Another algorithm "t- closeness" [22] has
been developed to anonymize data [8][20]. This technique is an extension of l-diversity and
designed to preserve the confidentiality of sensitive data while reducing the granularity of data
representation.

3. RESEARCH METHOD

In the experimental software engineering, there are two main approaches to conduct a literature
reviews that are “Systematic Mapping Studies” and “Systematic Literature Reviews”. If a researcher
aims to identify, classify, and evaluate result to respond for a specific research question
“Systematic Literature Reviews” is the adequate approach but if he seeks to answer for multiples
research questions “Systematic Mapping Study” is the best one. In this paper, we have conducted the
formal guidelines of Systematic Mapping Study from Petersen et al. [25] performed in five steps.
The outcome from each step gives the input for the next step. SMS start with the initial research
questions built up to provide a general scope for the study used to find out research papers (step
2) from the selected digital libraries (according the research fields). In the next step, screening
process start with a set of inclusion and exclusion criteria to select relevant papers (step 3). Finally,
the keywording process (step 4) enable classification and data extraction (step 5) wich would have to
answer the research questions (figure 1).
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Figure 1: Systematic Mapping Process
3.1 OBJECTIVES

We aim to assess how privacy and security are managed in different context of use of IOT such as
IOT edge, 10T cloud and fog environment. We aim to analyse and map research studies that deal
with security and privacy concerns in the use of Internet of Thing. Thus, we conducted systematic
mapping study to assess data securisation methods and privacy-preserving technique in the
research field. We aim also to analyze research contributions and trends in IOT edge, IOT cloud
and fog environment.

3.2 RESEARCH QUESTIONS
“How security and privacy are provided and maintained in IOT enabled-technologies?”

We have decomposed this main research question into four specific questions as show in the table
1.

Table 1. Research questions

N° Questions Motivation

RQ1 What are security and privacy issues in Find out an overview of studies about
10T environment? security and privacy in IOT.

RQ2 What are the field of the studies? Find out the context of the related studies.

RQ3 How provide security and privacy in Explore the state of the related research
IOT environment? activities and their evolution.

RQ4 What are research trends in IOT Assess future trend of the research activities

environment about security and privacy about security and privacy in IOT.
concerns?
3.3 SEARCH STRATEGY

According to our research questions, we have built up our Search Strings formulated using general
terms with AND clause as “IOT AND (security and privacy)”. We adopted use of boolean
operator such as “AND” to focus our search only on specific subjects. Therefore, we have
restricted our search items to select from digital libraries only scientific papers, with as the specified
keywords related to security and privacy in IOT. Then we used that search string above in the
major search engines for academic studies, which are ACM, DBLP, Google Scholar,
iEEE, Science Direct, Springer. For each digital libraries, according to their search rules, we did
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some customization in order to adapt our generic search string.
3.4 INCLUSION-EXCLUSION CRITERIA

We filtered out the result of the automatic search; in the relevant academic libraries as explain in the
previous subsection, by applying inclusion and exclusion criteria detailed in table 2. The main
selection criteria are:

e Selection by “title’” and by ““abstract”: we first selected papers only with “IOQT” and
“privacy” or “security” terms in the title or in the “abstract”.

e Selection by full paper reading: we selected paper in English and with a research contribution
in IOT environment related to security or privacy.

Table 2. Inclusion / Exclusion Criteria

Inclusion Exclusion
Studies with title related to IOT. Paper in other language than English.

Studies related to security in IOT. Paper without Abstract.

Studies related to privacy concern in Paper from workshop.
IOT.
Studies presenting security and privacy Books.
concerns in IOT environments
Studies about security and privacy Studies about other issues in
in IOT cloud environment. 10T environment.
Studies about security and privacy Paper out of our scope

in IOT fog environment.

4. EXECUTION
The search is executed using automated search engines. During screening process of relevant
studies according to our inclusion-exclusion criteria defines previously, we examined firstly

title, then abstract and keyword. For those without sufficient details in this part, we did full
reading of the content of paper.

4.1 CONDUCTING THE SEARCH

We adapted the search string to each databases and obtained relevant studies in four steps as shown
in figure 2:

Step 1: We obtained 3205 studies by putting our search string into the search engines of
ACM,DBLP, Google Scholar, iEEE, Science Direct, Springer databases.

Step 2: We remove duplicated studies from more than one source and we obtained 2807 papers.

Step 3: We obtained 522 potentially relevant studies after removing all studies that not matching with
research questions.
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Step 4: Finally, after applying selection criteria, we obtained 54 relevant papers.

= 3205 search results

= 2807 potentially relevant without
duplicates

522 pottentially relevant after
application criteria selection on title,
abstract and keywords

= 81 potentially relevant after removing
all studies from workshop

= Final set: 54 studies

€€ €k

Figure 2: Main steps for selecting relevant studies

4.2 ANALYSIS AND CLASSIFICATION

Keywording phase remains important in the systematic mapping process: after reading firstly title,
then abstract and when it is necessary we did full paper reading to search terms and concepts
reflecting the research contribution. During abstract or full paper reading process, we categorized
relevant papers into one facet or research contribution. Selected studies may be mapped according to
their research focus and the context. Then, we can build-up a cluster from classification scheme.

We regrouped all relevant publications into three contributions research type facets such as:

e Security facet: IAM (or identity and access management), AAA (or Authentication
Authorization Accounting), privacy, K.E.M or (Key Exchange and Management) , trust,
confidentiality, integrity, cryptography, availability, [.A.A (or Identification Authentication
and Authorization), Anonymity

e Application context or application field facet which are: medical, industrial, public

e Environment facet: IOT Edge, IOT Distributed, IOT cloud, IOT Fog.

In addition, we have obtained flowing research type such as:

e Opinion papers : the author gives his views about technical solutions or approach given by
others.

e Survey papers: In a survey paper, data and results are taken from other papers, the
authors draw out some new conclusion.

e Solution proposal

e Evaluation research papers
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Figure 3: Contributions of relevant studies

S. DISCUSSION
5.1 RQ1: WHAT ARE SECURITY AND PRIVACY ISSUES IN IOT ENVIRONMENT?

Throughout the systematic process, we have identified that all relevant papers discuss about
how to secure end-to-end communication. Main issues related to privacy and security are using
authentication, data encryption, key exchange mechanisms. Privacy issues are well discussed in
general but solutions are not given in details.

mMedical “ndustrial ZPublic
Anonymity 11
LAA 02

Integrity B 5777777 i,

Confidentiality Bl = 7~~~ 48

Trust @307 7 14

(] 10 20 in H 50 60

Figure 4: Contributions of relevant studies
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5.2 RQ2: WHAT ARE THE FIELD OF THE STUDIES?

Most of the papers (85%) are addressed to public domain. The rest is related to medical (2%) and
industrial uses (9%). There are some papers (4%) dealing with all three domains which are public,
medical and industrial.

5.3 RQ3: HOW EVOLVED SECURITY AND PRIVACY IN IOT ENVIRONMENT?

From classification scheme in figure 3, the contribution of relevant studies are about mainly
authentication, authorization, data encryptions. In the cloud as well as in the distributed IOT
environment, the existing securization methods in the literature are used. Most of the selected
papers deal with privacy issues without developing algorithms or giving out a methodology.

5.4 RQ4: WHAT ARE RESEARCH TRENDS IN IOT ENVIRONMENT ABOUT
SECURITY AND PRIVACY CONCERNS?

From selected papers after data extraction and contributions mapping (figure. 5), we can assess
research trends. IOT uses are widespread in public area while in medical and industrial fields IOT
remains less developed. On the other hand, most of relevant papers are dealing with security
concerns in distributed environment. Globally, privacy concerns in personal sensitive data
collection in IOT cloud or fog environment are not detailed and remain in embryonic stage.

Availability
AAR

Anonymity 1
Privacy 5 7 *
AAA T ) 0
LAM 3 3 19
KEM 1 3 18

Trust T ) 1

Cryptography
Integrity 3 5 13

Confidentiality = -

10T Fog 10T cloud 10T distributed Medical Industrial  Public

Figure 5: Result mapping of selected studies

6. THREATS TO VALIDITY

In this paper, the method adopted may occur a number of known threats to validity that can bias the
result. In our study, we given attention to these threats and more efforts have been done to mitigate
these risks. In this section, we list the main threats, which may occur while conducting a
Systematic Mapping Study. First, the search criteria of our study were defined on the assumption
that our work should only be oriented towards publications related to our research questions (e.g table
1). However, there is a risk that the search engines may have used some relevant publications. To
minimize the risk we used unambiguous terms with logical operator to construct a search string. Then,
to conduct this study, we selected some academic databases that we considered relevant to our study.
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All these digital libraries have been selected on the one hand for their field of application relating to
our study and on the other hand for their ranking in scientific research. It is possible that we have not
integrated some libraries with relevant publications related to our study. Thus, some relevant articles
would be omitted. However, this risk is mitigated by the fact that most of the databases contain a
large number of identical items, and we have already experimented with this redundancy in the
databases we have selected. Therefore, article redundancy mitigates this risk.

The inclusion and exclusion criteria were defined in a top-down approach from title, abstract,
and then full content. First, we have selected publications with title and abstract in English.
Then we selected potentially relevant papers that having key terms of our search in the title a nd in
the abstract. Finally, we filtered all papers by full content reading according. We probably omit
some relevant papers in others languages but our strategy is to execute search string similarly in all
selected digital libraries. Finally, the classification scheme of research type or research contribution
may be different from one research to another. In our case, we adopted to classify all relevant
publications according to the similar terms redundant in their keyword or in their main content.

7. CONCLUSION

By identifying, analysing, classifying publications, we have conducted a systematic mapping
study to perform thematic analysis, trends and future works about security and privacy in IOT
environment. We have screened 3205 publications, only 54 studies were considered as relevant
according to inclusion-exclusion criteria we defined. All papers have been classified
according to research type contribution and research type facet. We mapped all papers according
to their research contributions and we obtained a graph to assess the current research contributions
and their trends in the future.

Our future work will be to complete this work by writing a survey paper to assess all possible
solutions to secure and preserve-privacy in IOT environment.
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ABSTRACT

The complexity of Internet of things applications is inherited from the nature of Internet of
things components interactions, construction, and implementation of non-functional
requirements (crosscutting concerns). Managing such complexity is extremely difficult since
implementing crosscutting concerns tend to be spread out and tangled across core IoT
architecture. In this paper, we propose an aggregated model of aspect orientation paradigm
and BIP components to provide better means to deal with these complexities. Our proposed
model provides loT high level abstractions which gathers relevant contextual properties
pertaining to the environment of IoT interactions. We integrate BIP components to generate
solutions for a complex tracking and tracing logic of interaction characteristics that might
provide better separation of concerns and modularization.

KEYWORDS

Aspect-Oriented Programming, Aspect Orientation, Modularization, Behavior-Interaction-
Priority Model, BIP Components, Internet of things, loT, crosscutting concerns, Aspects

1. INTRODUCTION

Internet of Things (IoT) is a modern technology evolved throughout the years. IoT has turned into
the most crucial and prevalent system that empowers everybody to make, create, offer, utilize the
data to produce information. IoT is the network of physical things, cars, water systems, home
appliances and other items embedded with electronics, software, sensors with different types, and
networks which enables these objects to connect and exchange data [3]. [oT targets at connecting
of smart devices facilitating interactions among things and people. With IoT real word and digital
words are interacting through various kinds of technologies such as internet protocols, sensors
types and communication [4]. Having all these issues in mind, there will be so many crosscutting
concerns that spread across different components of IoT architecture [15]. Managing and dealing
with these crosscutting concerns in IoT environments is not an easy task, due to lack of
management tools that ensure the performance, robustness, dependability, and security of IoT
systems [2].

To address such issues, we need to introduce a dynamic management approach which provide
better separation of concerns. Aspect Orientation (AO) is a suitable technique that introduce a
modularization concept to encapsulate common crosscutting concerns into lossy coupled
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abstraction [12]. However, Aspect-Oriented Programming (AOP) is limited to a set of specific
programming constructs such as constructors, methods, and proprieties. Consequently, less
attention has been paid on developing AO to be used for model based design flow. Behavior-
Interaction-Priority (BIP) model has been designed to provide a formal description language for
essential real-time interactions (e.g. IoT systems) between system’s components based on a set of
priority rules for the transition of the behavior [7].

In this paper, we present and discuss the modelling of a combination model-based design of both
BIP and AOP (named BIP-AOP) to overcome the challenges of modularizing IoT-related
crosscutting concerns. The proposed model presents BIP-AOP as an loT-aware interaction design
through introducing a set of intercepted invoke/execution points. These points represent loT-
related context information, which are encapsulated into a high-level abstract aspect. Our abstract
aspect can be extended to create an efficient runtime crosscutting module. Such a module is
implemented into runtime advices that might be woven into an IoT-based system dynamically.
BIP-AOP consists of three-layer architecture: IoT layer, AOP layer and Application layer. IoT
layer represents systems interactions between components; AOP layer represents a mediator on
the IoT infrastructure to glue the IoT-related components with needed application concerns; and
Application layer allows developer to customize the IoT behaviors without prior implementation
knowledge. All those layers are mapped into BIP components to address the design of an event-
based interaction components as a solution for pulling all relevant context information from IoT
components.

The paper is organized as follows: section 2 provides an overview of the AOP and BIP
components and a set of important related works, section 3 illustrates the motivated case study
that inspired us to propose our model. Section 4 discusses our proposed model, finally conclusion
and future work have been presented in section 5.

2. BACKGROUND AND LITERATURE REVIEW

Crosscutting concerns in network systems using [oT face challenges stemmed in nature of the
interactions between nodes and resources. This makes the dynamic control and management at
run-time is a fundamentally complex problem. Managing interpretability and complexity are one
of the key essential ways of controlling the run-time interactions between connected nodes at
different IoT layers architecture [1]. This section explains a little bit of background and essential
major related studies and works that focused on managing IoT application complexity and
portability either using AO or non-AO methods.

2.1 NUTSHELL BACKGROUND

The interactions amongst the different abstraction layers of the loT-based application architecture
impact the overall system's complexity and portability. IoT-based applications are overlapping
networks of heterogeneous objects. Thus, the Representational State Transfer (REST) design is an
architectural style that enables application-layer interoperability and reuse. Additionally, AOP is
used to decompose systems, but the nodes may be tautly coupled in a design IoT-centric
component, which is more often complex. Here, we use the most IoT systems support for the
design REST-based applications. Understanding the below concepts are vital to understanding the
novelty of the idea.

2.1.1 ASPECT-ORIENTED PROGRAMMING (AOP)

Generally, the relationships among user requirements and program components intersect or
crosscut in distributed and extended systems. In other words, a requirement may have to be
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implemented through several components; while on the other hand, a single component could
cover more than one requirement or different parts of more than one requirement. Thus, a
component may provide core functionality and at the same time include code for several other
system requirements. An approach that tries to overcome this programming difficulty is called
aspect-oriented software development (AOSD). These aspects encapsulate the functionalities that
crosscut other functionalities in different parts of a system (Ex IoT systems). In AOSD, an
executable AO program is created by automatically combining or ‘weaving’ together objects,
methods and aspects to create a program that is not only easier to maintain, but also to reuse [5].
Aspect-oriented programming (AOP) is one of the most promising methods that developers can
use to produce encapsulated objects that do not have any unnecessary additional functionality.
This type of programming enables the developer to divide crosscutting concerns (i.e., an activity
is also known as the separation of concerns (SoCs) into single logic, i.e., aspects. These aspects
are the modular units of crosscutting concerns. In addition, as mentioned above, new behaviour
can be added to a cloud application without the need to alter or interfere with the base source
code. There are three key components in AOP: joinpoints, pointcuts, and advices [8] [9].

2.1.2 INTERNET OF THINGS (I0T)

Internet of Things has been defined as a paradigm consisting of a variety of uniquely identifiable
day to day things communicating with one another to form a large scale dynamic network. The
exponential growth in semiconductor domain has resulted in an explosion of usage patterns of
cost-effective sensor based processor system. These systems when get empowered with advanced
communication technologies (e.g., Bluetooth Low Energy, LoRA, ZigBee, Insteon, 3G, 4G, 5G
etc.) converges into an emerging form of technological domain-Internet of Things or in short IoT.
IoT aims to offer, a massive scale, heterogeneous, interoperable, and context-aware, and simplified
application development cum deployment capabilities to the enterprises and end-users. The
Internet of Things (IoT) envisions a world in which everyday objects collaborate using the
Internet in order to provide integrated services for users. This vision defines the IoT as a dynamic
global network requiring global self-managing capabilities, based on standard and interoperable
communication protocols.

2.1.3 BIP COMPONENT FRAMEWORK

BIP stands for (Behaviour-Interaction-Priority) [6] is a formal framework for building complex
systems by coordinating the behaviour of a set of atomic components. Behaviour is defined as a
transition system extended with data and functions. The definition of coordination between
components is layered: in the first layer lie the component interactions, while the second layer
involves dynamic priorities between interactions [10].

2.2 RELATED LITERATURE REVIEW

Our literature review is focusing on investigating and reviewing the existing works those talks
about utilizing AO in IoT systems, AO and BIP model in IoT and other approached were used to
maintain portability of IoT applications. As stated in [4], there is the decent amount of works
have been done to maintain service discover and service quality using different approaches, in [4]
they have proposed AO to extend and enable IoT application to be more portable. They have
stated that IoT derives various challenges from the Internet in the context of scalability,
heterogeneity, undefined topology and data point information, incomplete metadata, and conflicts
in user preferences. They have investigated the ability to develop an AO intermediate layer to
inject the needed context related functionality. Their proposition works as a layered interface
between IoT applications hardware and data gathered at software.
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Few more works such as [1] have proposed a model-based design flow for networked systems
with nodes running an Internet of Things (IoT) operating system. The design flow specifically
targets web service applications of REST style and it is based on a formal modelling language,
the BIP component model. Figure 1 explains their approach to managing IoT applications by
using the BIP model. However, in [7] defined a method to modularize crosscutting concerns in
the BIP component-based design. The authors have defied the BIP using AOP in a formal method
and have given a mathematical representation for the AO and BIP concepts. However, this work
has not proposed a solution for possibly modularization the IoT system concepts and related
common crosscutting concerns.
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Figure 1. Model-based design flow for IoT [1]

Aspect-oriented programming is being used to manage systems (such as component-based
systems) where IoT is considered as one of them. Some of the decent amount of works have been
proposed at this space [11] [12].

3. CASE STUDY

IoT environments have a significant potential to provide for monitoring of water services to
promote the possibility of tracing water flow. Such environments are typically equipped with
many heterogeneous sensors that monitor both water and environmental parameters. The best
example of it is water level display in the tank. IoT water system is used by water-level sensors to
determine the level or amount of water that flow in an open or closed water system. Sensors
usually detect the specific battery energy levels, if the sensing state is low then the brightness of
dashboard light is reduced. It is integrated into the single device to get an alarm or trigger. These
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sensors measure water levels within a specified range and continuously make a notification of the
water the level.

Figure 2 illustrates basic IoT water system components that represent the dashboard that consist
of data input and sound components. The energy management component is responsible for
keeping track of power level for turning off or sleeping the dashboard and responsible for
controlling on the level of dashboard brightness (LED) by observing the percentage of power
volume.

Energy management is a common crosscutting concern and often poorly modularized in
traditional design approach. Battery-level applications such as remote controls, dashboard, sound
and sensor network can be preserved: (a-Low energy state) by reducing sound volume by 33%
turn off dashboard after 10 seconds of no interaction; (b-medium energy state) by reducing sound
volume by 25%, and reducing display brightness to 50% after 5 seconds of no interaction; and (c-
high energy state) by reducing sound volume and brightness 0%. Implementation energy
management component as an aspect-oriented extension that supports decomposition and
integration of it with core IoT water system including that management as crosscutting. From
secondary requirement perspective, focus on the energy management concerns that will manifest
as interaction in the IoT system, can be encapsulated in loosely coupled aspect module.
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Figure 2. Basic IoT Components for Smart Water

Traditionally, EnergyManagment implementation is scattered across multiple classes (Dashboard
and Sound) while calculation of energy state is tangled across multiple components. Indeed, the
main difficulty is not the code complexity only, but it is mainly associated with interactions IoT
nodes and component state they effect, which might refer to these interactions as “spaghetti bowl”
[13] [14], as shown in Figure 3.
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BIP is a model-driven engineering approach can help in reducing the complexity of IoT systems
designs through its support a clear separation between architecture and interaction to allow for
compositional design and analysis of systems [7]. However, BIP does not address the design of
crosscutting concerns that do not manifest as code in the system but is complementary to existing
techniques for capturing such requirements. In general, the code of such management interaction
cuts across the system components, so their modularization significantly reduces their
complexity, where the state of practice is to use BIP constraints for some behavior characteristics,
BIP-AOP is an extension on top of such techniques to demonstrate its use to modularization and
reuse. See next sections for more details.

4. PROPOSED BIP-10T SYSTEM DESIGN USING AOP

During a comprehensive analysis of an IoT application, it emerged that concerns related to IoT
architecture and behaviour were most significant. Inspiring BIP with the AOP technique was
conceived to design and support the modularization during the development of IoT applications
[7]. Our design has a formal semantics and makes a clear separation between IoT components to
allow for decomposition IoT design into maintainable and reuse modules. Figure 4 shows
context-aware aspects that is utilized to capture the behaviour and interaction concerns of IoT
components. It presents components, interactions, priorities, and their composition. An atomic-
context aspect is the basic low-level computation modules, which encapsulate IoT-related context
information. It is implemented as an aspect and their behaviours defined as a glue-aspect that is
extended with high-level abstractions. Transitions are represented as arrows associated with
context-related IoT components to transfer data and messages between components.

Figure 4 demonstrates artifacts of the proposed aspect layer- model design, they are possible to
generate the BIP-AOP components to be reused in the IoT application. The IoT components are
instantiated from the IoT design definition including the IoT’s application mapping onto AOP
system components. Atomic-context components obtained by pulling a set of interactions among
low-level components occur when execution of one component modifies the behaviour of another
one. Such interactions may cause by modification or extension aspects to any state that is
accessible by high-level glue-aspect components, including the state of the core IoT application,
communications, protocols, and network.
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Figure 4. Standard IoT Design-based Model with AOP
4.1 THE BIP MODEL OF THE I0T APPLICATION

The overall our approach involves converting the application design definition for the IoT
application and its protocol, e.g., REST, into BIP components as shown in Figure 5. Description
of structure allows constructs application analysis findings back to the IoT design definition. The
BIP components implemented by the BIP-AOP architecture are instantiated from the IoT
framework through determining the components’ context parameterization and their
characteristics. These are encapsulated in the atomic-context component which is formalized as
an observer for tracing the state space of secondary requirements, i.e., crosscutting concerns, with
the BIP components as mentioned. Validation of properties derived from functional and non-
functional IoT requirements takes place with by state-space exploration with BIP components
according to the specified mapping onto system’s component.
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Figure 5. Architectural BIP-AOP for IoT Activities
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The runtime properties IoT requirements take place by invoking the generated code on the
components and within IoT environment. All IoT constraints are pulled and weaved to/into the
core code modules. In AOP, for instance, abstract aspect used to impose constraints on the
matching of pointcuts and application of advice. Glue-Aspect components can be framed as the
abstractions directly representing the architecture of IoT event-based interactions as detailed
below.

4.2 INITIAL CONTEXT-AWARE ASPECTS

Context primitives allow the IoT application developer to identify scattered and tangled over
multiple codes using existing standards, technologies, and protocols for encapsulating IoT
crosscutting concerns and leverage wherever possible [16]. BIP encourages the development of a
smaller set of defacto standards for IoT concerns (e.g., implement policy and practice to ensure
the monitoring concerns of IoT interactions of distributed components), an interaction is a
software implementation based on behaviour function(s) that transforms groups of data into
context data, and priority is a selection process, we select more sequence of execution flow of
advices out of many other advices.

In context-aware IoT applications, Definitions 1&2 identify the semantic properties for support of
the different type of information that allows applications to adapt their behaviour in response to
interaction in the IoT environment using AOP. These properties are encapsulated in the aspect-
oriented abstract layer.

Definition 1 (Advice): An advice A encapsulates a set of context data C, is defined by a pointcut
P and a set of joinpointthe J,, such thatvp € P:J,, € C,.

Definition 2 (Atomic Context Aspect Ap ): An abstract aspect is a tuple(Ca |P| ]p), where Ap is a

transition state consists of relevant context proprieties, which is possibly receiving the new
valuation of the J;, holds the application of computation Advice with the set possible properties in

C, of.

Develop scalable approaches for separation of resource-constrained IoT nodes. We adapt some
fundamental IoT-related context concepts into BIP components. IoT nodes interactions require
that applications deal with the inherent unreliability of communications and processes. We have
identified six primary context concerns that require support by developers. They are distributed,
node discovery, limited connectivity, location, proximity, and quality of service. This context
information can be exploited to address the semantic heterogeneities of data exchanged by nodes
interactions, e.g., Atomic-context data of sensors, s1 — d1 means that sensor 1 has produced a
piece of data that is numbered 1. Likewise, s2 — d2 means that sensor 2 has produced a piece of
data that is numbered 2. Sensors will likely be heterogeneous, from different manufacturers, and
collect data, with varying levels of data integrity. Usually, sensors are geographically located.
Sensors may have an owner(s) who will have a control over the collected data, who can access it,
and when. Implementing such input leads to scattered across multiple modules which cause
spaghetti bowl as discussed in section 3.

Interaction £ serves as the glue-aspect component that encapsulates crosscutting concerns
through their atomic-context components. An interaction involves one or more abstract aspects of
different atomic-context properties and extends advice that realizes data management between the
IoT application components.

Definition 3 (Interaction): An interaction £ is enabled iff its C, holds and all its pointcuts are
invoked. An invoked interaction is called from the complete list of possible interactions that
based on the states of the atomic-context components.
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The BIP approach defines the invoked interactions and executes its Advice, which defined in the
application context with an atomic-context aspect that is extended by implementing the logic that
interferes with the execution of an IoT-based component used a special kind of inner class. Hook
atomic-context components invoke their corresponding pointcuts given the new value received by
the designated joinpoints. In the following, we consider an atomic-context component C,with
behavior is filtered the invoked higher-level abstractions dynamically and decrease non-
determinism.

Definition 4 (Priority): Priorityp is a set of advices to be applied once a pointcut p has been
matched to be found simply by specifying the precedence ordering to the abstract aspects, which
contain the advice in the glue-aspect components.

Apart from these changes, the weaving semantics for regular aspects does not have to be modified
for IoT-based aspects. Priority p over C, is used to define the event that should be performed
preceding or succeeding a function execution. BIP-AOP model components are elaborated on
AOP processes. It extends by defining glue-aspects for capturing multiple concerns and
specifying a precedence order on the set of interactions €, which is defined the set of transitions
satisfying Definition 4.
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Figure 6. BIP-AOP Architectural IoT Pattern Design

4.3 BIP-AOP MODEL-BASED ARCHITECTURE

Figure 6 illustrates the architectural BIP-AOP design model in IoT domain. It traces state of every
distributed IoT components based on using observing state approach. In case, the state of
interaction changes, IoT components will be notified at different levels in the system. We define
many BIP components to provide the understanding of using different IoT concepts (thing,
protocol, node, communication, etc.) in an IoT context as discussed earlier.
AtomicContextAaspect is an aspect component acts as an observer into a spectrum of the lower-
level model to be a controller of the IoT components interactions. In other words, it represents the
aspect that implements the advice function whose task is to handle all the crosscutting concern
logic (e.g., monitoring, security, management, etc.). It relies on AOP inter-type declarations to
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introduce context properties and methods to IoT components and APIs. We extend this aspect
with the proposed high-level customization aspect called GlueAspect, to weave custom logic or
amend the normal workflow of interaction in the system. The idea behind defining such aspect is
to decouple the implementation by offering pointcuts, advices, inter-type declarations were
defined in AtomicContextAspect to exclude components dependency. GlueAspect involves a set of
joinpoints such as initialization, call and execution for the [nitializationJP, MessageJP,
CommunicationJP, EndJP, ControlJP, ThingJP and so on. GlueAspect offers pointcuts to pick up
those joinpoints and then use advice to inject the logic of the crosscutting concerns. Once running
the IoT application, the state of the one thing object has been changed by the BIP event handler
(such as call, initiation, exit, etc.) all other components objects depending on it will be notified
and take appropriate action as shown in Figure 6. The RegistryAspect then takes responsibility to
register and monitor all IoT components interactions states.

5. CONCLUSIONS

This paper has proposed an integrated model of using AOP and BIP to provide a better
modularization of cross-cutting concerns in of IoT applications. The proposed model
demonstrates crosscutting issues in IoT application and highlights how AOP addresses them.
Specifically, the purpose of this paper is to provide a roadmap for using BIP model components
with AOP to deal effectively with crosscuts in IoT application design, systems interaction, and
integration. In the future, we will work on conducting a primary experiment to showcasing the
efficiency and effectiveness of using our model in encapsulating, modularizing and separating
crosscutting concerns obliviously.
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ABSTRACT

Recently, the need to improve the security of software has become a key issue for developers. The security
function needs to be incorporated into the software development process at the requirement, analysis,
design, and implementation stages as doing so may help to smooth integration and to protect systems from
attack. Security affects all aspects of a software program, which makes the incorporation of security
features a crosscutting concern. Therefore this paper looks at the feasibility and potential advantages of
employing an aspect orientation approach in the software development lifecycle to ensure efficient
integration of security. It also proposes a model called the Aspect-Oriented Software Security Development
Life Cycle (AOSSDLC), which covers arrange of security activities and deliverables for each development
stage. It is concluded that aspect orientation is one of the best options available for installing security
features not least because of the benefit that no changes need to be made to the existing software structure.

KEYWORDS

Aspect Orientation, AO, Aspect-Oriented Programming, AOP, SSDL, Software Security Development Life
Cycle, Security.

1. INTRODUCTION

The software development life cycle (SDLC) of an information system (IS) consists of four main
stages: planning, creating, testing, and deployment. It has also been described as involving a
requirement, design, coding, and documentation phase. The SDLC is applicable to a variety of
configurations because an IS can comprise just hardware, just software, or both [3]. Given the
current global situation and the heightened need for security in both industry and government as
well as in personal life, are search area that is growing in importance is the enhancement of the
SDLC to include the implementation of the security software development life cycle (SSDLC).

Some of the recent security threats and attack reports can be found in [19] and [20]. A more
comprehensive analysis of the exploits, vulnerabilities, and malware based on data from Internet
service providers and over 600 million computers worldwide can be found in [1]. Figure 1
illustrates the attacks that focused on applications during the period of 2016. According to [1],
“Disclosures of vulnerabilities in applications other than web browsers and operating system
applications decreased slightly in first half of 2016, but remained the most common type of
vulnerability during the period, accounting for 45.8 per cent of all disclosures for the period.”

Dhinaharan Nagamalai et al. (Eds) : CSEN, NCWC - 2018
pp- 33-47, 2018. © CS & IT-CSCP 2018 DOI : 10.5121/csit.2018.81204



34 Computer Science & Information Technology (CS & IT)

3,500

:

5

¢

i@yl i il i hility R0
- B ¥
]
=1

—rr— ] Dperating
00 '7_‘_,_——0"—/0—_—4 iitem
— applcations

‘Wieb browsers

2H13 1+ 14 T 115 15 1H1E

Figure 1: Example of a Microsoft Security Intelligence Report [1]

Thus, it can be said that security is the main requirement of all users, especially those in charge of
critical infrastructure. Therefore it is crucial that software vendors address the issue of security
threats head on. However, creating software that is ever more secure is a huge challenge [2].
Nevertheless, software vendors must endeavour to do so in order to maintain society’s trust in
computers in this digital era One of the key steps that software vendors and their collaborators
need to take is to shift to a substantially more secure SDLC process that places a greater
emphasison security in order to reduce the amount of vulnerabilities in all stages of the process—
from requirement to documentation—and that attempts to reduce such vulnerabilities as early in
the SDLC as practicable.

The SSDLC helps developers build more secure software and address security compliance
requirements. It is created by adding security-related activities to any stage of the software
development process by incorporating the concept of aspect orientation (AO) into the SDLC, as
shown in Figure 2.

Requrement Desgn Coding and
Documentation
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Figure 2: Inclusion of security activities in the SDLC
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The two main goals of this study are to identify the techniques currently being used to enhance
the security of the SDLC through an in-depth review of the literature and to propose a model to
enhance the security of software development. The main objective of this study is to utilize the
strength of AO and its concepts to enhance software development security. This work aims also
to eject security activity into SDLC with less amount of impact on the standard process of
development. The study was guided by two research questions: “What is the practical
applicability of existing models for a secure software development life cycle?’and “How can
aspect orientation enhance SSDLC?”

The remainder of this paper organized as follows: section 2 provides an overview of the key
concepts addressed in this paper. Section 3 explains the methodology used in this research.
Section 4reviewsrelated works. Section 5 explains the proposed aspect-oriented software security
development life cycle (AOSSDLC) model, and finally, section 6 contains a conclusion and
suggestions for future work.

2. OVERVIEW

Before discussing the research methodology, an overview of the key concepts of AO and SSDLC
is provided in order to clarify their contribution to the main aim of this study.

2.1 ASPECT ORIENTATION

A research team headed by Gregor Kiczales at Palo Alto Research Center coined the term
‘aspect-oriented’ when they were developing aspect-oriented programming (AOP) as well as
AOP language (Aspect]),a language that is now very popular among developers working in Java
[21]. Just as object-oriented (OO) programming [22] before it resulted in a wide range of OO
development methodologies [23], AOP has engendered a growing number of software
engineering technologies such as AO development methods, modelling techniques that are
usually based on the principles of unified modelling language (UML) [24], and assessment
technologies to test the effectiveness of AO approaches. Nowadays, the term ‘aspect-oriented
software development (AOSD)’ is used to refer to an array of software development techniques
that support the modularization of aspects (also known as crosscutting concerns) throughout an
entire software system [25]. This modularization covers requirement engineering, business
process management, analysis and design, and programming. Aspect orientation offers a
systematic means by which to modularize crosscutting concerns which, as the name implies, has
an effect on the other concerns. More often than not, crosscutting concerns cannot be smoothly or
completely decomposed from the rest of the system in the design or in the implementation phase,
which means that, at implementation, scattered code (code duplication) and/or tangled code
(significant dependencies between concerns) can appear. Figure 3 illustrates both of these
problems: Figure 3(a) shows how the logging aspect code can get scattered and duplicated in
other concerns while Figure 3(b) shows how that same code can become tangled up in one
concern.
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2.2 SOFTWARE SECURITY DEVELOPMENT LIFE CYCLE

During the SSDLC the processes of software development are modified by embedding activities
that result in enhanced software security. This section summarizes these activities and the ways in
which they are incorporated into a SDLC in general terms. Here, the SDLC consists of
requirement, analysis, design, and implementation. Also, it should be noted that the modifications
are not designed to completely change the developmental process, but to add clear deliverables
for software security. Moreover, the software architecture should be designed in such a way that
the software is able protect not only itself but the data it processes [2]. Hence it is important that
designers assume that security faults will exist in a system and that software should therefore run
with the least privileges. Services that are not regularly needed should be disabled by default or
made accessible to just a few users or distinct groups of users [2]. Also, tools and guidance
should be provided with software at deployment to help users and administrators use it securely,
and updates should be easy to deploy. The implementation of security measures in the SDLC is
not limited to the above; it needs to be considered in the requirement, implementation,
verification and release stages as well.

3. METHODOLOGY

As mentioned in the introduction, this study attempts to answer the following questions:

RQ1. What is the practical applicability of existing models for a secure software development life
cycle?

RQ2. How can aspect orientation enhance the SSDLC?

RQ3: What would be the impact of employing AO and its concepts to enhance the security of the
SDLC?

In order to find answers to the above questions, we analysed a large number of research papers
that were published during the period January 2003to November 2017. The year 2003was chosen
as the start date because it was during that year that publications on the security of the software
development life cycle began to appear. The papers were collected by using three complementary
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search methods in order to achieve the maximum coverage of the domain, as illustrated in
Figure4. First, we performed a manual search of the proceedings of several conferences which are
particularly relevant to the SDLC. Second, we searched through a number of digital libraries.
Third, we performed a snowballing search [34] on the papers collated by the first two search
methods. Snowballing involves retrieving papers that are cited by the considered papers (forward
snowballing) and papers that cite the considered paper as a reference (backward snowballing).
For forward snowballing, we used the bibliographies of the identified papers. Google Scholar was
used to perform backward snowballing; Figure 4 illustrates the search process.

Manual Search Filtering Step | | Seeand
| Papers

O\

Snowhalling | Filtering Step 1 ——  Selected '_h—nl.ﬂ-i"z = Ll ?r?:Iudth
Search Papers AETING 2P - ﬂi ot
Azalysis

R
'_J'-;:'La”:""'h”::' f——— Filtering Step 1 o Gelected /
L

Papers

Figure 4: Search strategy

4. LITERATURE REVIEW

Before presenting the proposed model, this section reports the results of our review of literature
that was undertaken to discover whether any of the existing models use AO in the SSDLC.
Literature review consists of reviewing, extracting and evaluating and then analyzing and
interpreting the studies that are relevant to this research. Most research starts with a literature
review. However, unless a literature review is fair, it is of little scientific value [4]. With the
extended article of this work, we will be adopting a systematic literature review approach [5] we
were able to find the best and most-cited works that are relevant to the research question posed by
this study, i.e. What would be the impact of employing AO and its concepts to enhance the
security of the SDLC? It is worth noting that research on the use of AO to improve the security
of the SDLC is quite scarce. This section is exploring major works and categories of works that
have been done to employ security in SDL.

4.1 MICROSOFT SECURITY DEVELOPMENT LIFE CYCLE (MSSDLC)
One of the first initiatives in relation to the SSDLC was the MSSDLC proposed by Microsoft,

which works in line with the phases of a classic SDLC. Microsoft proposed some of the best
security practices to fit with each stage of its classical SDLC, which is shown in Figure 5 [6].

DD

Figure 5: Classical software development life cycle of Microsoft [6]
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For the training stage, which is the initial stage of the classic SDLC at the company, Microsoft
proposed some core security training to secure the other upcoming stages and focused particularly
on the issue of privacy. At the stage of Requirements, Microsoft proposed quality gates and
privacy risk assessment to determine on the privacy impact rating. The same thing goes to the
other stages, for the design phase, Microsoft proposed quite a few security practices such as threat
modelling and attach surface analysis. As for implementation, they suggested using approved
tools, deprecating unsafe functions and performing static analysis. For all stages, best practices
were applied to ensure the highest possible levels of security. Figure 6provides a summary of the
main security activities Microsoft deployed for each SDLC stage [10].
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Figure 6: Secure software development process model of Microsoft [10]

4.2 MODEL-DRIVEN ARCHITECTURE FOR THE SECURE SOFTWARE
DEVELOPMENT LIFE CYCLE

A model is a crucial component of the design process in many engineering disciplines, including
software engineering, as it represents a real system or entity and enables developers to test a
proposal or prototype before expending a significant sum on the real thing[10]. To facilitate the
software engineering process, the Object Management Group (OMG) developed model-driven
architecture (MDA) (The OMG describes itself as an international, open membership, non-profit
computer industry consortium and it came into being in 1989.)It is essentially a methodology that
helps to specify software system specifications regardless of the hardware and platforms being
used for the implementation. In MDA, there are three default models (CIM, PIM, and PSM), as
shown in Figure 7 [7]. The concept has been involved in model-driven security (MDS), which
can model security requirements at a high level of abstraction.

Compulation Platform Platiom implementation
Cim PIM PSM CODE

Figure 7: Structure of model-driven architecture [11]
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Following the MDA for SDLC proposed in [9], an architecture known as MDA-SDLC was
proposed [8], which considers security requirements, security models and system requirements
and modelling throughout the SLDC stages. It illustrates the main roles and responsibilities along
with technical skills set needed for requirements and software model requirement. At design
model, architectural model and pattern model is suggested. The rest of stages contain few more
activities suggested at each stage as illustrated in Figure 8.
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Figure 8: Overview of architecture of MDA SDLC [8]

A number of formal methodologies have been proposed to aid in the development of secure
software systems and they cover several different SDL stages. The methodologies are
mathematically based on specifications that represent software system behaviours. The
specifications themselves employ a formal syntax and can be used to garner key information
about a software system. Developers can produce software programs in a formal manner by using
a formal methodology [7]. An illustration of a typical formal methodology is provided in Figure
9.

With respect to the SDLC, there are two types of formal methodology that can be employed: the
software security assessment instrument method and the construction method. The first type
involves the development and use of tools and a variety of information resources to ensure the
security of software, for example by using model checkers. The second type uses a range of
formal methodologies for the entire SL.C, including formal description language for the system
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specification and unequivocal programming language and bug prevention fixes, which enables
analysis of the software to be very stringent in even the earliest stages of software development.

Pl Highleveldesign [ Test specification ————————  Soltware Build
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Figure 9: Application of typical formal methodology to SDL

4.4 ASPECT-ORIENTED MODELLING FOR REPRESENTING AND INTEGRATING
SECURITY CONCERNS IN UML

This study suggests a new way of specifying security aspects in UML and, moreover, it enables
security aspects to be systematically and automatically woven into UML. The main aim is to
identify and deal with security-related concerns and model them during the design stage of the
SDLC. To do this, it uses the class diagram as one of the UML design diagrams. Figure 10 shows
the security aspect by using the class diagram.

<<aspec >

<LlasRAdAPLALIGN >
RuleAddiion

<epdds> AddRGlE)
(name = Role) (type = Class)

(position = Ingide)

(pointeut = SubscriberPackagePoinkcut)

<<ponicut*SubscrberPackagePointcul)
(lextExpression = patkage(SubscriberPackage))

Figure 10: Class diagram of security aspect

Other approaches, such as [14], implement a risk management analysis in order to incorporate
security into the SDLC. Other related works such as [27-32] have attempted to improve security
by using AOP at the SDLC implementation stage. Moreover, among these works [27] and [28]
have also proposed a method to integrate security using AOP at the implementation stage, while
[29] and [30] have investigated aspectizing security at the programming stage. Additionally, [31]
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and [32] have considered using AOP only during the programming stage to ensure that the system
is trustworthy during the development process. Generally, less attention has been given to
utilizing the benefits of AO and its related concepts for other (earlier) SDLC stages as a means to
improve the security of software. However, it makes sense to employ AO as early as possible in
the SDLC, otherwise it might be too late to address all the security dimensions.

5. ASPECT-ORIENTED SOFTWARE SECURITY DEVELOPMENT LIFE CYCLE

This section focuses on describing the architecture of the AOSSDLC proposed in this paper. As
mentioned in the introduction, finding ways to ensure the highest level of security during the
development of complex software systems is now more critical than ever because software now
pervades almost all aspects of our lives both professional and personal. Aspect orientation has
been shown to be effective in dealing with the crosscutting nature of security requirements so it
could be particularly useful not only when developing and designing applications but also when
implementing them. In our work, we aim to bring different fields together to discover whether the
AO concept can be successfully utilized to improve SDLC security and consequently reduce
security-related attacks and vulnerabilities. Figure 11shows how we see the various fields linking
together.

Security Development
Lifecycle

Security

Aspect-Orientation

ofiterare Secarity
Development Lifecyele

Figure 11: AOSSDLC areas of collaboration

Perhaps the major benefit of using AO is that it can weave any kind of crosscutting concern,
including security and security-related concerns, into a system, even if they are scattered and
tangled [26] throughout the system, without having an adverse effect on other concerns.
Moreover, this weaving process can occur at any stage in the SDLC. In other words, adding or
removing aspects in any stage of the SDLC becomes less problematic and less time consuming
[15][17]. One more dimension to consider which motivated this work is that, the evolving field of
securing SDLC [1] [8]. Having said that, it was essential to investigate and explore the ability to
connecting these topics with each other to come up with relativity reliable secure software
development life cycle depending on AO. Our proposed model, the AOSSDLC combines these
advantages and addresses these issues. Figure 12 illustrates the application areas of the proposed
model.

In the design, development and implementation of a secure system the security-related properties
in the system should be abstracted out of the main system to improve clarity, maintainability,
manageability and reuse [18]. Also, where legacy source code has identified or potential security
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vulnerabilities the code should be patched by adding the smallest possible amount of new code
and ideally the original code should not be changed. In addition, where appropriate, it should be
possible to reuse security-related properties in a range of applications [28]. It is noteworthy that
all the above can be achieved by using AO [18] because AO automatically checks for errors in
security-sensitive calls, automatically logs data on security concerns, replaces generic code with
secure code and specifies privileges, abstracts some concerns, replaces concerns with the
minimum changes necessary and its changes are reusable in any stage of the SDLC. Thus, it
becomes clear why our model is designed in accordance with the concept of AO in order to
attempt to integrate the above mentioned highly desirable security-related activities into the
SDLC. In AO there are two kinds of crosscutting concerns (aspect concepts) that applicable to
any stage of the SDLC: dynamic crosscutting and static crosscutting. They can both be utilized to
embed security-related crosscutting concerns into any part of SDLC. These types of crosscutting
are described in brief in the following subsections.

Authentication
Encryption e
Risk - AOSSOL < Destigns
MAecess Contral Imyplementation
Denial Mtsck Testing
Security Crosscutting Concerns

Figure 12: Application areas of proposed AOSSDLC model

5.1 DYNAMIC CROSSCUTTING OF AOSSDLC

Dynamic crosscutting is a technique that allows points to be defined and changes (pieces of code)
to be recommended in the SDLC coding stage of the dynamic execution of a program. Our
proposition extends this dynamic crosscutting technique to other SDL stages. Our proposed
model utilized the dynamic crosscutting sub concepts join point, pointcut, and advice not only in
the programming stage but in all the other SDLC stages as well in order to include dynamic
security-related crosscutting concerns in the SDLC. In the AOSSDLC model, join points are
predictable points in the execution of a program, and they are the points at which security activity
must be added at a specific SDLC stage to ensure the security of the software. It is the pointcut in
the AOSSDLC model that is designed to identify and select the join points where the security
activity needs to be added. When the model gives advice this refers to the model identifying the
actual security activity that needs to be injected and executed when a join point is reached. Figure
13 illustrates the proposed AOSSDLC model.

Join points are predictable point in the execution; it would represent the point where we would
need to add the security activity at a specific SDL stage. Pointcut of AOSSDL is designed to
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identify and select join points where the security activity will be added. Advice of AOSSDL is
the actual security activity to be injected and executed when a join point is reached.

Jaar Paimt s

Join Point
1 Find l'a---h.u!J rvohe Sacurity Axpects

Figure 13: AOSSDLC model
5.2 STATIC CROSSCUTTING IN THE AOSSDLC

Static crosscutting is an inter-type declaration that can add attributes and/or methods to an
existing structure. It is a powerful technique because it provides the developer with the capability
to add new attributes and operations to a class or aspect, as well as a whole range of other
declarations that affect the static-type hierarchy. In our proposed model, we use it to add
attributes to a specific classification in the SDLC.

5.3 ASPECT WEAVING STEP

In this model, it is the weaving of the security aspects into the SDLC that makes the SDLC
secure. This is done mainly by the following generic steps:

1) Locating the security join points, which involves identifying the locations at which the
SDLC stage/activity and the security requirements/design aspects interact; analysing the
vulnerabilities of and the threats posed to the software based on the security requirements
and security design; and specifying the security join point setting for the connectors in the
SDLC.

2) Constructing security advice, for which actions are defined in order to enforce security in
the required SDLC stage through locating the join points that have the same vulnerability
and grouping them together as a pointcut.

3) Weaving the security aspect into the SDLC in order to incorporate the security aspect into
the SDLC, this involves systematically searching for join points so that the security
advice/aspect can inject the required security behaviours into the SDLC in the correct
places.

From a comparison of the proposed model with those in the literature, it would seem that the
proposed model is better structured because not only does it have clear steps for defining changes
in security at specific points in the SDLC stages, it also contains a weaving step to enable the
injection of aspect changes. Moreover, the proposed model is based on a bottom-up technique
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that maps the AOP elements (such as Aspect]) so that they can be embedded into the early stages
of the SDLC.

5.4 APPLICATION OF THE AOSSDLC
The AOSSDLC model shows how the aspects are used and woven to inject a change and a

modification at any stage of the SDLC without the need to work manually on the change. Figure
14 illustrates how AO is used in each stage.

il Dheaign [T P E——— Testing and Conflgsration

Figure 14: AO in the SDLC stages

Due to the limitation of space, here we illustrate how AO can be used in the requirement stage of
the SDLC only. If the requirements have already been elicited from the clients, no major changes
should need to be made to the actual requirements. Where a change does need to be made to a
specific part of the natural text/requirement this will result in a change to another requirement
because all requirements are connected and traceable. When there is a need to make such a
change manually, the AOSSDLC model suggests utilizing the dynamic concept and structure of
the aspects and aspect weaving, as shown in Figure 15.

I‘\spect ReqguirementChangeAspect {

At Poincut ReguirementChange (InitiateRQChangelP _RQx): Execution
{RequirementChangeAspect.Begin(..) && Args (RQx) )

BeforeAdvise (InitiateRQChangelP) {

Check and add any prerequisite before changing and amending
requirement/s

Proceed (_[nitiateRQChangeJP)}
AroundaAdvise (InitiateRQChangelP) {
Check and add roles of amending the requirement/s
Proceed (_[nitiateRQChangeJP)
t
AfterAdvise (InitiateRQChangelP) {
Add the rules of after changing and amending requirement/s
Proceed (_[Initiate RQChangelP)
t

Figure 15: Example of using of aspect orientation to make a change at the requirement stage of the software
development life cycle
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In light of the above discussion, we believe that this study was able to achieve its main objectives
of identifying what models are currently being used to secure the SDLC and how AO can be used
to make the software development process more secure.

6. CONCLUSION AND FUTURE WORK

This paper proposed an AO-based model for embedding security activities in the SDLC. Our
ultimate aim is to develop a model that is practical and extensible for different SSDLCs and
research projects. Our next step is to apply the AOSSDLC model to some real-life case studies,
which will help us in assessing its performance in terms of how it deals with threats, the nature of
its limitations, and its potential for scalability. The results, outcomes and feedback will be used to
enhance the model and improve its feasibility and, consequently, promote its usage. We also
intend to investigate the usage of AO in the so-called agile SDLC because this type of
development life cycle has less stringent guidelines for the initial stages of development and then
adjustments are made as and when needed throughout the remainder of the process, which is AO
kind of behaviour where it does not affect any other processes and stages.
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