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ABSTRACT 
 

The rapid evolution of technology has increased the role of cybersecurity and put it at the center 

of national critical infrastructure. This role supports and guarantees the vital services of (CNI) 

while provides the proper functionalities for running operations between the public and private 

sectors. This evolution has had the same impact on cyberattack tools, methods, techniques used 

to gain unauthorized access to these computer systems that contain confidential and high-value 

information in the digital data sales market or as it called "darkweb". 

 

As a result, it has become necessary to monitor all events of the National Critical Infrastructure 

(CNI) computer systems. This proposed system uses a centralized National SIEM (N-SIEM) 

specializing in the correlation of security events caused by cyber attacks, collected by CNIs 

systems while integrating with an International Cyber Threat Intelligence system (ICTI-CNI). 

 

In addition, this conceptual model collects security breach events of CNIs systems, analyzes 

only cyber attacks, and correlates these security events in real-time with an intelligent 

automated platform while reducing the response time of security analysts. 
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1. INTRODUCTION 
 

Today, cyber security incidents are constantly increasing in frequency and size, becoming more 

complex and unrestricted by state borders.[1] Consequently, when incidents occurred in these 

critical infrastructures, they can cause catastrophic damages for the country and its sectors by 

directly affecting human society. 
 

1.1. Critical National Infrastructure (CNI) 
 

Protecting critical national infrastructure is the primary goal of cyber security.[2] The Critical 

National Infrastructure (CNI) includes all the sectors of a country that work at all capacity 24 

hours, seven days to ensure the existence, continuity, and vitality of the essential services used by 

society today. The protection and provision of this infrastructure is a responsibility shared between 

the two constituent sectors of the country: public and private, to ensure the availability of these 

services. By definition [3], Critical National Infrastructure (CNI) includes these categories: Food, 

Water, Chemicals, Health, Energy, Communications, Transport, Emergency Services, Civil 

http://airccse.org/cscp.html
http://airccse.org/csit/V11N18.html
https://doi.org/10.5121/csit.2021.111818


212         Computer Science & Information Technology (CS & IT) 

Nuclear, Finance, Government, Defence, and Space. But each country can specify its most 

critical infrastructure, relying on those individuals sectors that provide the most necessary and 

crucial services to their society. Almost all of this infrastructure (CNI) has fallen under the 

control of advanced computer systems.[4] Damage to the security and availability of this 

infrastructure (CNI) would bring chaos throughout the country. This chaos comes because these 

sectors do not function separately but together consequently, a cyberattack on one of the 

infrastructure sectors would negatively affect all other sectors. In this way, is requisite complete 

security between the critical national infrastructure at the local, country, regional and international 

levels. Attackers often target this infrastructure (CNI) for various purposes ranging from gathering 

financial and confidential information to terrorist purposes. 

 

2. BIG PICTURE 
 

The most advanced cyber attacks can paralyze the most crucial communication hubs of the 

country by blocking public or private services but can also have devastating effects if these attacks 

affect the physical damage of critical national infrastructure which can cause human loss. 

Cybersecurity and Infrastructure Security Agency (CISA) identified critical national 

infrastructure (CNI) as the primary target of SolarWinds mass hacking that happened this year 

and the true impact of this attack is still unknown. [5] In the future, as a result of the exposure of 

this information and computer systems, countries may have interruption of services provided by 

this infrastructure (CNI). From this study [6], CISA, National Security Agency (NSA), and 

Federal Bureau of Investigation (FBI) have instructed all countries and organizations to do all the 

recommended patches of computer systems, especially vulnerabilities that are targeted by state- 

sponsored hackers. 

 

For this reason, all sectors of CNI and the services they provide that are considered critical must 

be monitored and protected in real time 24 hours in 7 days from cyber attacks, ensuring 99.999% 

availability of the necessary services in the daily life of human society. To ensure these vital 

services to society is required not only that monitoring of this infrastructure but more decisive is 

the reaction time to these cyber attacks when they occur toward CNI. According to [7], the process 

of sharing information between countries and organizations that have previously encountered 

these cyber threats to their critical national infrastructure is relevant for detecting and preventing 

possible future cyber attacks. 

 

This paper will be divided as follow: in section 3 we are presenting the essential role of this 

infrastructure, which is vital for the maintenance of societal functions and analyze the cyber 

threats that can be occurred to these CNIs.In section 4 will be analyzing the advantages and 

disadvantages of the actual technologies where our proposed will be mostly based. The proposed 

approach will be then presented in section 5, a new model and architecture for monitoring this 

critical infrastructure from security events generating by real attacks based on National SIEM 

integrated with a ICNI-CTI platform. Finally, section 6 is dedicated to the cyber attackers that 

had attacked that infrastructure in the past and a list of their APTs, group by countries suspected 

of these attacks. 

 

3. RELATED WORKS 

 

3.1. Definition 
 

A cyberattack is a malicious attempt by an individual or group to attack and compromise the 

confidentiality, integrity, and availability of the systems that store valuable information which 

can be stolen and used for various purposes. 
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3.2. Requirements of cyberattack 
 

Cyber attacks targeting this infrastructure (CNI) require more time and experience than attacks on 

widely used computer systems. The impact of these factors is reduced when considering that most 

cyber attacks are organized by the countries and their intelligence agencies that have the proper 

resources to attack this type of infrastructure (CNI). 

 

3.3.  Goals of cyberattack 

 

The principal goal of a cyber attack is to affect the actual world but the real actions happen in the 

virtual and artificial world where they have involved: computers, servers, databases, or other 

devices that may have exploitable vulnerabilities. [8]. 

 

3.4. Categories of cyber attacks to CNI 

 

Cyber crime (CC) - The activity of using technology or exploitable vulnerabilities discovered in 

these computer systems [9] to gain unauthorized access to confidential data that are used for 

financial gain. 

 

a. Cyberthieves are individuals or groups involve in illegal cyber attacks for monetary gain and 

those stealing are considered low-risk for cyberattackers and costly for victims, with some 

estimates placing the annual global cost as high as hundreds of billions of dollar [10]. Cyber 

espionage (CE) - The activity of using technology or exploitable vulnerabilities discovered 

in these computer systems [9] to gain unauthorized access to classified data, stealing: 

industry or military trade secrets for economic gain, competitive advantage, or political 

reasons 

 

b. Cyberspies are individuals or groups involve in illegal cyber attacks who steal classified or 

proprietary information used by governments or private corporations to gain a competitive 

strategic advantage. These individuals often work at the behest of and take direction from, 

foreign government entities [10]. Cyber warfare and Cyber sabotage (CW/CS) - The activity of 

using technology or exploitable vulnerabilities discovered in these computer systems [9] to 

damage the critical national infrastructure (CNI) of the target country, an action that could 

bring military precedent. 

 

c. Cyberwarriors are state-sponsored and non-state actors who develop capabilities and 

undertake cyber attacks in support of a country’s strategic objectives [10] 

 

4. CNI MONITORING SYSTEMS 
 

To monitor the critical services provided by this infrastructure (CNI), a security event 

management system (SIEM) is required to monitor all types of security events related to cyber 

attacks that can occur on a CNI. 

 

4.1. Definition of SIEM 
 

Gartner describes this security incident management system (SIEM) as a system needed for real-

time data analysis for faster detection of information leakage and cyber attacks against internal or 

external threats. This system also collects, stores, and reports these cyber attacks in log format to 

respond more rapidly against cyber incidents. Additionally can be used in the digital forensics 

process or for legal procedures and compliance policies. [11]. 
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4.2. Components of SIEM 
 

A SIEM is composed of two main components which are: 

 
1) Security Event Management (SEM) - provides real-time analysis, correlation, normalization 

of data collected from computer systems, infrastructures, network devices, and applications in 

log data format to provide a manual or automatic response, thus simplifying the management 

process by cyber security analysts. 

 
2) Security Information Management (SIM) – SIM provides real-time analysis, storage, and 

reporting of collected (historical) security events to provide a data collection database by 

providing additional functionalities that simplify the process of investigating cyber events. 
 

When these two microsystems are combined, a Security Information and Event Management 

(SIEM) is created with the focus on collecting, analyzing, storing, and presenting the data 

collected by technological devices and entirely monitoring the infrastructure. 

 

4.3. Disadvantage of SIEM 
 

Most of today's SIEMs function by collecting, correlating, analyzing, and presenting security 

events in the most understandable forms by the cyber security analyst whose function is to 

investigate cyber incidents. In the case of critical national infrastructure, the response should be as 

fast as possible. This event affects the response time because it needs time to accurately the data 

received, manually reduce the false positives, and verify the real malicious indicators. 

 

4.4. Reaction time dependence of SIEM 
 

This time depends on the accuracy of data collected and correlated by all their internal and 

external IT and ICS infrastructures. Response time increases if the cyberattack has recently been 

identified and there is no available information on the methods used by the attackers to compare 

with other organizations or the infrastructure of the countries that may have been affected by this 

type of cyber attack 

 

4.5. Monitoring and Intelligence integration 
 

These systems are integrating with a new technology called Cyber Threat Intelligence (CTI) 

which includes more than raw data. This technology requires more detailed information collected 

only when human analysis is involved in this process. 

 

This detailed information includes the tactics, tools, and procedures used by an attacker to predict 

those techniques that may use during other cyber attacks in the future. It should also include the 

link between compromise indicators (IP addresses, risk-related domains, or hashes associated with 

malicious files and intruders (motivations, goals, and information about what they are targeting). 

[12] 
 

5. PROPOSED SYSTEM DESIGN 

 
Given the increasing complexity and vulnerability of CNI, the security of this infrastructure will 

continue to be crucial in the future. Consequently, the response to these cyber incidents should be as 

fast as possible, considering this importance. 
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5.1.  Why a new system? 
 

At present, there is a high number of open-source or commercial platforms of this technology 

used to share cyber attacks. These platforms sometimes have many Indicators of Compromise 

(IOCs), obtained either from cyber attacks that have occurred and verified or from voluntary that 

can manually add the (IOCs) and those are not verified. 

 

Add to the fact that these platforms don't orientate according to the critical national infrastructure 

sectors where the same threat feed serves for all (CNIs) sectors. So increases the likelihood that 

some of these indicators (I0Cs) will be false positives by notifying security analysts about 

preventing cyber attacks that are not actually happening, thus wasting time responding to and 

preventing cyber attacks that are likely to occur. 
 

5.2. The concept of new system 
 

“Share early and share often” it is essential in times of crisis. A cyber attack on critical 

infrastructure can have a cascading impact on multiple sectors across multiple jurisdictions, 

providing little time to contain and mitigate damage and prevent any follow- on attacks. [13] 

 

The new system should rely on threat feeds focused on exact national critical infrastructure 

sectors, analyzing and correlating security events occurring in the internal (CNI) with events that 

appeared in the (CNI) of other countries that had the same attack behavior. This system (ICTI-

CNI) should work as a correlation platform with their actual current N- SIEM. 
 

5.3. Requirements of new system 
 

1. Reciprocal cooperation is required between countries and sectors of the same category, 

where shared information from a country that has been attacked is used to prevent an attack 

on another country within the same group. 

2. The ICTI platform should create a clear channel for the classification and declassification of 

attack information. The exchange process must take place between specific sectors of the 

CNI and countries, also the same between the public and private sectors providing vital 

services to society. 
 

This proposed system is supposed to provide a more effective service while offering automated 

information sharing and alerting each other to incidents or cyber attacks that just happened in 

similar infrastructure. 
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5.4. Architecture of the system 
 

 
 

Figure 1. Architecture of the proposed system ICTI-CNI 

 

This proposed system is composed of two components which are: 

 
1) ICTI - CNI Client 

 
It will be called any country that agrees to exchange information on cyber attacks occurring on 

their infrastructure (CNIs). Once the ICTI-Client is synchronizing with the central database, cyber 

attacks events that occurred in this client infrastructure (CNIs) will be an automatic correlation 

with other cyber incidents stored in the database. 

 
2) ICTI - CNI Database 

 
It will be called the central database, where all the information collected from the clients 

infrastructure that will be part of this exchange process will be stored and analyzed. 

 
After the correlation of security events related to cyber attacks and according to the analysis of 

this information, the proper classification and categorization will be achieved. The information is 

then authorized to be shared with other clients within the same group. 
 

5.5. Integration with existing systems 
 

All agencies that have the responsibility to protect those infrastructures can have their own 

commercial or open-source Threat Intelligence Feeds and continues to use even after implementing 

this proposed system. But on the ICHI, they should only share indicators of compromise 
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(IOCs) of attacks that have occurred in these infrastructures (CNIs) by grouping them in 

specific sectors. 
 

5.6. Non-Disclosure secret agreement 
 

All agencies that share information that corresponds to cyber attacks detected in other countries, 

in critical national infrastructure, must maintain the confidentiality of data and not share it with 

other organizations outside the sector where it operates 

 

6. ADVANCED PERSISTENT THREATS 
 

In most cases, cyber attacks conducted on CNI are state-sponsored, and detection of those attack 

campaigns has become extremely difficult while considering the evolution of strategies, 

techniques, and tactics used by cyber attackers on these infrastructures. 

 
Advanced persistent threat (APT) refers to a group state-funded or the foreign government using 

intelligence gathering techniques to access sensitive information targeting a specific entity. [14] 

Objectives of APT attacks include continuous exfiltration of information, cyber warfare, damage 

to critical infrastructure, and degradation of military assets. [15] 

 

Why is calling APT? 
 
Advanced 

 

Attackers use a variety of intelligence gathering techniques, including computer and conventional 

technologies such as telephone-interception technologies and satellite imaging. They often 

combine multiple targeting methods, tools, and techniques to reach and compromise their target 

and maintain access to it. [14] 

 
Persistent 

 

Attackers give priority to a specific task guided by external entities. The targeting is conducted 

using a “low-and-slow” approach through continuous monitoring and interaction to achieve the 

defined objectives. If the attackers lose access to their target, they usually will reattempt access 

because the purpose of this attack is to maintain always long-term access to the target. [14] 

 
Threat 

 

Attackers are a threat because they are skilled, motivated, organized, and well-funded also have 

both capability and intent to attack and damage these critical infrastructures. Those attacks are 

executed by coordinated human actions rather than by automated pieces of code. [14] 

 
Below are listed the most known dangerous APTs, which are often state-sponsored, where each of 

them has attack campaigned against many sectors of CNIs, including international and military 

organizations. 

 

All pieces of information on APT are taken from [16] [17] [18] [19], analyzed, grouping, and 

presented graphically in the following tables on the most popular APTs groups that exist today. 
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 6.1. Suspected attribution 
 

 6.1.1. China 
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 6.1.2. Russia 
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 6.1.3. Iran 
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 6.1.4. North Korea 
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 6.1.5. USA and UK 
 

 
 

7. CONCLUSIONS 

 

Most of these CNI are connected to the Internet because it is easier to remotely manage these 

complex sectors while using technology devices than to physically send a technician engineer to 

manually checking the functionality of every individual of them. 

As the use of the Internet increases, so does the probability of these infrastructures being cyber- 

attacked by APTs groups to steal unauthorized confidential information for various purposes such 

as intelligence gathering, financial gain, or sabotaging vital services of a country. 

In this paper, we proposed a new system to monitor and protect these critical infrastructures (CNI) 

based on National SIEM integrated with a CNI-CTI platform from cyber-attacks that occurred in 

different sectors of CNI. 

The way to achieve this advanced cyber intelligence is by improving the exchange information 

process on cyber attacks across all countries' infrastructure (CNI) sectors. 

The efficiency and velocity of this system improve security analyst's response time to take 

accelerated countermeasures by applying specific policies to their CNIs. 
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