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ABSTRACT 
 

This paper presents an innovative redesign of a doorbell system in order to eliminate 

unnecessary ringing noise from users’ daily life. Employing artificial intelligence for face 

recognition, the IoT doorbell system define the visitors as complete strangers or someone who is 

expected. The next step operates based on this result; the doorbell system will either ring or 

send out notification to the users’ phone depending on the familiarity of the visitor and the user.  
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1. INTRODUCTION 
 

In today’s world, doorbell plays an unseeingly crucial role. Although it is just a small device that 
makes a sound when triggered, it is located next to almost everyone’s front door as people rely on 

its clangorous notifications of coming visitors. 
 

However, despite its convenience, doorbell is also bothersome. When it rings at a wrong time or 

is activated by an unwanted person, the deafening ringtone can easily interrupt people’s normal 
life rhythm, making them feel extra tired [1]. For example, Sunday mornings are one of the few 

precious sleeping times for people who are worn out by their overloaded weekday schedules, but 

the bell rung by a delivery man just to inform them their package has arrived will surely ruin this. 
Another example, parents of a newborn baby are exhausted after working for eight hours and 

decide to relax while the baby is sleeping, but the doorbell rung by an uninterested political 

campaigner can easily ruin this as the baby starts to cry. 
 

As a result, people might unplug their doorbell angrily, but soon plug it back in as they do not 

want to leave themselves at the risky edge of missing out important visitors, such as a delivery 

that requires a signature.  
 

Although the overall impact of the doorbell seems to be negligible, people should never overlook 

the potential butterfly effect [2]. In modern society, living under the pressure from work, family 

and personal social life, people will inevitably be in some extent of anxiety that keeps building up 
if they lack proper rest [3].  
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As a solution, the approach presented in this paper includes revolutionizing a traditional doorbell 
with features such as internet connection and face recognition. By attaching a camera on its 

device, Smart Doorbell will record the visitor’s face when they press the button and use its 

algorithms to determine the familiar level of the visitation to the house owner. Based on the result, 

Smart Doorbell will then choose one or both of the notifying methods: rings directly or sends out 
notifications to the user’s phone through the corresponding app, along with the visitor’s photo, 

prediction of his or her identity and the visiting time. 

 

 
 

Figure 1: Component of IoT Doorbell System 

 

The rest of the paper is organized as following: Section II details the challenges encountered 

during the research and building process of the project while Section III demonstrates the 
solutions; Section IV displays the empirical results on the accuracy of the face recognition; lastly, 

Section V, Section VI, and Section VII include related work, conclusion and future work, and 

references respectively. 
 

2. CHALLENGES 
 

2.1. Setting up connection between Raspberry Pi and users’ phone 
 

When outlining my project, I had some difficulties in trying to connect the two devices. At first, I 

was thinking to connect them directly through Bluetooth but then realized the limitation; they 
would have to be within a range of distance to stay connected [4]. After some research, I learned 

that connecting through cloud would be a better idea because now everyone has Wi-Fi in their 

house and it would be effective in reaching to the users since there was no limitation. 
 

2.2. Setting up the connection between Firebase and the mobile app 
 

It was not hard to just set up Firebase; however, it was challenging when I tried to have interacted 

connection between Firebase and the mobile app. To solve this problem, I did numerous 

researches on methods to link Android Studio and Firebase and learned about the usage of token 

during the process [5]. 
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3. SOLUTIONS 
 
As shown, the IoT Doorbell System consists of the following main aspects: Raspberry Pi, speaker 

and phone app installed on users’ phone. In order to boost the whole system and connect the dots, 

every component should be able to interact with each other once the system is triggered (when 

someone rings the bell). 

 
 

Figure 2: Component of IoT Doorbell System 

 

3.1. Connection Between Firebase and Raspberry Pie Through Wireless Local Area 

Networking 
 
In order for the raspberry pi to be able to connect to users’ phone in long distance, there should be 

a cloud in between. Thus, I set up a cloud on Firebase as well as its connection with the raspberry 

pi and users’ phone. 

 
Above is the code implemented to give the Raspberry Pi access for updating and receiving data 

on Firebase. 
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Following is the code for uploading visitors’ pictures once the button is pressed: 
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3.2. Connection between firebase and user’s phone 
 

To fully set up an IoT Doorbell System, users’ phone should be connected to Firebase so that it 

can interact with the doorbell. As the following code is executed, both the visitor’s photo and the 
prediction of his or her identity will be sent to users’ phone, along with the visiting time and the 

message “Someone is at your door.” 

 

 

 
4. EMPIRICAL RESULTS 
 

To evaluate the accuracy of facial recognition, I uploaded up to 24 different faces to the cloud and 

chose two time periods—8am and 8pm—for testing. In order to be able to compare the data, I 

conducted experiments to verify two aspects: the accuracy of facial recognition under the 

influence of number of stored faces on the cloud and the time of the day. The results are as 
following: 
 

4.1. Accuracy of the Facial Recognition based on the number of faces stored on 

cloud 
 

To test out the accuracy, I designed an experiment consisting of 10 trials for each face. Out of the 

10 trials, the number of correct matching results were divided by 10 to calculate the accuracy. 
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Figure 3: Facial recognition Result 

 

Figure 3 illustrates the decreasing trend of the accuracy of facial recognition as the number of 

faces that are stored on the cloud. As can be seen, when there are fewer than 6 faces, the accuracy 
is 100%. As visitors’ faces are added up to 9, the accuracy decreased by about 2%, still nearly 

perfect. However, when it was added to 12, a huge decrease in accuracy appeared. But this sharp 

decreasing trend seemed to grow slighter, as the accuracy reduced by about 4% from 10 to 21 

people. When added 3 more people, the decreasing trend went steep again; the accuracy declined 
from 86% to 80%. 
 

4.2. Accuracy of Facial Recognition based on time 
 

The assessment of accuracy based on time was conducted as following: test out the 10 trials of 

each face at 8am and 8pm. Record the number of correct matching and then divide that by 10 to 

calculate the accuracy for each time period. 

 
Figure 4: Accuracy During Daytime and Nighttime 
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Overall, figure illustrates a decreasing trend for both daytime and nighttime, while the nighttime 
accuracy has a steeper decline. As can be seen, when the number of faces on cloud is limited to 6, 

daytime can be 100% accurate, while nighttime accuracy already decreased about 5%. When 

number of faces is added up to 12, daytime accuracy started to reduce, with an accuracy of 

around 94%. Nighttime accuracy, however, decreased to about 85%. As added to 18 faces on the 
cloud, both daytime and nighttime experienced a steady decline, with an accuracy of 88% and 

79% respectively. When added to 24 faces, daytime accuracy is about 82% and still kept a steady 

decreasing trend, while nighttime experienced a sharp decline to 64%. 
 

5. RELATED WORK 
 

Being a new emerging yet popular topic, deep learning in face recognition has acquired plenty 

studies. In PARKHI et al, the authors presented a deep learning approach in the application of 

face recognition using a convolutional neural network [6]. They also managed to maintain the 
accuracy in face recognition even with big data. Additionally, Turk et al employed a working, 

near-real-time face recognition, similar to the operation of IoT Doorbell System which relied on 

real time face recognition and notification sending [7]. In Robust Face Recognition via Sparse 
Representation, the authors pointed out the feature extraction and robustness to occlusion in a 

functioning deep learning-based face recognition [8]. In the project of IoT Doorbell System, I 

fulfilled both anticipation as the face recognition retained a high accuracy when the number of 

faces on the cloud remain in a small number. 
 

6. CONCLUSION AND FUTURE WORK 
 

In conclusion, this paper proposed an intelligent approach to the problem of anxiety brought by 

traditional doorbells utilizing aspects of machine learning. In addition, a mobile app has been 

developed for uses to receive notification from the IoT Doorbell. Currently, with the employment 
of deep learning in facial recognition and internet connection in long-distance notification to 

users, IoT Doorbell System effectively prevents unnecessary doorbell ringing from interrupting 

users’ everyday life as an alternate for a traditional doorbell. For future work, I would focus on 
two aspects: optimization of the phone app and improvement on facial recognition accuracy. 

Though being able to send out notifications, the phone app contains only basic functions such as 

logging in and checking visitors’ photos. Hence, I envision further enhancement on the variety of 

functions. For face recognition, I would boost its accuracy by trying other developing softwares 
such as Machine Box, etc. 
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