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ABSTRACT 
 

This paper proposes the concept overall concept of a bluetooth-based proximity IoT device. Its 

methodology is introduced along with a working prototype. Potential applications and viability 

for data analysis is also discussed. In summary, such a device accomplishes the goal of close-

range information communication in an effective, secure and reliable way through the use of 

beacons utilizing the BLE (Bluetooth Low Energy) Technology, a variety of different receiver 
devices that has native support for Bluetooth as well as a database used for data storage and 

retrieval. The biggest advantage of this technology is that proximity-based Internet has virtually 

endless potential for applications in the real world, including healthcare, retail and industrial 

manufacturing. 
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1. INTRODUCTION 
 

Throughout history, technology has always been seen as a powerful way to fundamentally 
transform societies: the industrial revolution in the 1800’s, the invention of automobiles, 

telephones and airplanes had all been historically significant to their respective eras.  
 

The modern society, on the other hand, attributes to one critical new advancement: the invention 

of the Internet. Unlike many previous inventions, the Internet itself isn’t a physical entity but a 
protocol that allows for the instantaneous communication among various devices located 

throughout the world, enabling them to send and receive information from one another. As an 

example, when a person looks up the definition of a word on an online dictionary, that person’s 
computer would establish a connection with an online database and retrieve information from it. 

The Internet’s importance lies in its ability to quickly process and analyze details, improving the 

general public’s ability to access knowledge and materials that were previously beyond their 
reach [1]. 
 

The idea of sharing information among various devices can be similarly applied to the concept of 

communication within a close proximity [2].This is when the Bluetooth technology come into 
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play. Similar to the Internet, Bluetooth can also be used as a medium for interactions among 
various devices, but with it, data can only be transmitted over short distances. This is an unlikely 

advantage because due to the Internet’s dependence on a series of complex infrastructure 

requirements, including undersea fiber optic cables, interacting servers as well as its vulnerability 

from security breaches [3], it is not particularly effective when the two communicating devices 
are physically close to one another. Bluetooth capabilities, on the other hand, are usually standard 

on most mobile devices, requiring no additional equipment support, and its ability to send or 

retrieve data over small distances could cover the gray zone between Internet-based information 
sharing and face-to-face communication.  
 

Over the past decade, Bluetooth had gradually developed from originally a phone-to-phone data 

transfer system (Bluetooth 2.0) into a far more sophisticated system that consists of useful 
features such as a significantly improved battery life, a decrease in discovery time as well as an 

increase in the speed of data communication [4]. Bluetooth’s proximity-based nature, new 

capabilities, coupled with low-running costs, makes such a device ideal for many tasks that 
involves data analysis. 
 

1.1  Open Problem 
 

In the modern society, many professions incorporate the use of technology to solve problems in 

their field of study or provide supplemental information for research studies and decision-making. 

With different adaptations, a Bluetooth-based proximity IoT device can satisfy most of these 

functions using processes such as crowdsourcing, artificial intelligence learning and so on. This 
paper will discuss the methodology and a few applications of a Bluetooth-based communication 

system, what that entails as well as their potential for comprehensive data analysis. 
 

1.2  Overview of a solution 
 

The solution to the aforementioned problem involves the use of a device known as an “iBeacon”. 

This device consistently broadcasts a Bluetooth 4.0 signal (BLE) [5] with its pair of two integers 
that serves as the device’s unique identification tag, known as its “major” and “minor”. Whereas 

most bluetooth devices require a process called “pairing” for data transfer, in which the owner of 

the device has to confirm the exchange on both devices in order for the action to proceed, an 

iBeacon’s communication is one-way, meaning that an iBeacon could transfer information to a 
receiver device (such as a mobile phone, a laptop etc.) without the need for pairing, making the 

process significantly simpler [6]. Although the only detail that is actually passed on to the 

receiver is its identification tags, more information can often be obtained through a variety of 
techniques, including the use of signal strength, location systems and artificial intelligence. 
 

2. DETAILED SOLUTION 
 

The solution to the aforementioned problem involves several interacting components ranging 

from the iBeacon itself, mobile devices, hardware devices, a database, software applications and 
so on. The functions and contributions of each component to the working system will be 

presented below. 
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2.1  Qualities of an iBeacon 
 

Most iBeacons employ a compact Bluetooth Low Energy (BLE) chip, which is programmed to 

perform all of its predetermined functions and a small coin 3 volt coin battery. Because of these 

attributes, most beacons are fairly small, approximately five centimeters in diameter and around 
one centimeter in height. These physical characteristics contribute to another advantage of 

iBeacons: they are convenient and portable. Furthermore, a typical BLE chip with consistent 

broadcast intervals of 500 milliseconds consumes very little energy, and requires at most one 

battery replacement every year, making them extremely reliable under most circumstances [7].  
 

2.2  Methodology 
 

As stated above, iBeacons are capable of constantly broadcasting signals that consist solely of its 

identification tags. Due to native support from various operating systems such as iOS, Android, 
macOS, Windows and so on, the broadcast signal would eventually reach a device, where, the 

receiver device will acknowledge the iBeacon’s presence by taking in its identification tag and 

then determining the strength of the accepted signal [8]. These values will eventually be 

published to a secure database where information can be retrieved for any individual who has 
permission to access the data at their disposal either through a website or through an OS-specific 

software. After that, the obtained information would undergo application-specific processes (such 

as calculations, data analysis) to find the desired outcome to satisfy a predetermined function and 
the complete content will be displayed on an online console [9]. To address data security, an 

authentication system is in place where the iBeacon’s information will not be displayed or 

processed unless the correct major and minor are inputted for that device [10].  
 

2.3  Receivers 
 

There are two main types of devices capable of receiving information: mobile devices (mobile 
phones, tablets etc.) and hardware devices (computers). Mobile devices are considered 

particularly effective when it comes to iBeacon reception, its portability and convenience allows 

for collected data to be processed virtually anywhere. Hardware devices, on the other hand, are 
less versatile because they are limited to one single location and requires a consistent power 

source for it to function [11]. However, when it comes to beacon detection, there is a large 

difference between the two. In the figure below, hardware receivers can process individual 

signals at once every 0.3 seconds while mobile receivers is capable of processing requests once 
every 2 to 3 seconds. 
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Furthermore, there exists a noticeable range difference among the different types of devices. 
Shown in the figure below, iOS devices are able to detect beacons from up to 80 meters away, 

while that range is slightly less for the computer receiver (the Raspberry Pi). Android devices 

have detection ranges of approximately 50 meters. 

 

 
 

The mobile application consists of three main screens that are intended for authentication, signal 
reception and application-specific functions respectively. On the authentication page, the major 

and minor can be inputted to confirm secure access of the iBeacon’s details along with the desired 

nickname of which the iBeacon will go by. On the signal reception page, whether the phone is 
able to discover an iBeacon signal can be toggled to ensure maximum security. And on the 

application-unique page, information and analytics needed specifically to serve that specific 

function are able to be displayed. (In this case a wearable iBeacon used to locate lost pets) 
 

 
 

3. APPLICATIONS 
 

As stated before, a proximity-based system has a number of potential applications in real life 

situations.  
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3.1  Applications in the community 
 

Although it seems that technology is generally accessible to almost everyone in the society, many 

individuals are not able to access these products and services due to medical conditions (such as 

Alzheimer’s) or other special circumstances. Because of this, these people can face many notable 
challenges in the society [12].   
 

This social problem can be solved with the help of Bluetooth beacons. When a receiver device 

detects a BLE signal broadcasted by a nearby iBeacon, that receiver would log its own location, 
which, after factoring in signal strength to determine its approximate location respective to the 

receiver, can represent the approximate location of that iBeacon [13]. This information can then 

be published to the database and made available for a family member. Along with the iBeacon’s 
reliability and convenience, the concern can be finally alleviated because their whereabouts will 

be known at all times [14].  
 

3.2  Applications in research and analytics 
 

Although there exists research and analytics on a huge variety of different levels ranging all the 

way from academic studies to scientific research, this application will specifically focus on the 
business and retail aspect of research and analytics due to its practicality and relevance to real life 

circumstances. Nowadays, many small businesses use research and analytics as important tools to 

assess important factors that will contribute to the success of their businesses, such as the 

popularity of different products, customer tendencies and so on. With the help of Bluetooth 
beacons, this purpose can be fulfilled easily through the use of iBeacons as a medium for the 

vendor to interact with his or her customers. In such a case, beacons would be mounted on the 

walls or next to items of special interest -- or items which the vendor would like promote or gain 
feedback on. When a customer’s receiver device detects a BLE signal broadcasted by such an 

iBeacon of a certain strength nearby, the receiver device, prompted by this change in signal 

intensity, would display information that corresponds to or represents that item [15]. If a shopper 

shows interest and responds to interactive elements (such as buttons, text boxes) about the 
product on display, specific data would be sent to the vendor, who is then able to make specific 

decisions to improve his or her business. 
 

4. DATA 
 

The advantage of using a proximity-based Bluetooth device mainly lies in its versatility for the 
obtainment of data and potential within that system for data analysis to reach results and 

conclusions. 
 

4.1  Data Collection 
 

The close-range nature of this system presents it with a great advantage, that the collection of 

information will involve real people who have established connections with the collector of data 
(developer to user, vendor to customer etc.). In other words, data collection by this system is 

typically accomplished with a process known as “crowdsourcing”, which is defined as the 

practice of obtaining relevant and helpful information for a specific cause by engaging with a 
large group of users [16]. Through crowdsourced data, one is able to make accurate 

generalizations for specific populations he or she studies, and through making these assumptions 
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arrive at more effective and practical results that positively contributes to his or her ability to 
make changes to his or her cause and achieve a certain goal.  
 

Overall, the collection of data can be done rather simply, as the only essential pieces of data that 

can be collected with a bluetooth-based proximity beacon are the device’s identification tags and 
the strength of that device’s signal. However, because so few pieces of information are collected, 

the system could be able to be placed anywhere and at anytime, and would still be functional. 

Although the information obtained is seemingly useless in most situations, they can be used in 

company with many already-known factors specified by the data collector according to the 
situation to facilitate data processing [17].  
 

4.2  Data processing, implementations and results 
 

The methodologies of data processing can greatly vary according to the goal of data collection. 

However, as previously stated, a beacon’s identification tags and its strength can play an essential 

role in many cases of data processing.  
 

A beacon’s identification tag serves as its unique name, distinguishing itself from other beacons 

in the same area. This information could be used to establish discrete profiles for data points. 

Then, through a time interval, each beacon’s interactions with receiver devices can be recorded to 
reveal long-term tendencies. It is possible to obtain generalizations about the data, resulting in the 

implementation of changes that are relevant to the ultimate goal [18]. For a retail shop, for 

instance, the vendor will be able to track customer inclinations on various products, by mounting 

BLE signal-emitting beacons near these products’ locations. The information obtained after long-
term assessment will be able to reveal a shift in popularity of certain items, allowing the vendor to 

adjust various business practices such as advertising, pricing and so on to optimize sales and 

revenue.  
 

On the other hand, the beacon’s strength is dependent mostly on the distance between that beacon 

and its receiver device. If a beacon emits Bluetooth signals that are detected by multiple receiver 

devices simultaneously at different locations, each receiver device would record a distinct value 
that represents the signal’s strength when it reached that very device. Similarly, when a receiver 

device takes in Bluetooth signals from multiple beacons, it would match individual signal 

strengths with that beacon’s unique identification tag. Many advantages come out of this 
sequence of interactions. The biggest benefit being that the practice of crowdsourcing can be 

successfully accomplished because receivers’ common ability to take in multiple different points 

simultaneously and distinguish them from one another. This is particularly useful in situations 

that involve the real-time location tracking of a beacon, especially when there are several receiver 
devices. Suppose the detection radius of each receiver is shown in the figure below as one circle 

and that there exists one beacon that is constantly emitting bluetooth signals within the system: 

whether the beacon is detected by only one receiver, or simultaneously detected by two receivers 
or three receivers can produce information that can effectively narrow down possibilities for the 

beacon’s location. When the beacon’s relative strengths experienced by each receiver is taken 

into a set of calculations, it is completely possible to pinpoint that beacon’s exact position [19]. 

The results can then be used for a variety of purposes, including the drawing of conclusions and 
further data analysis. 
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4.3  Privacy 
 

The complex interactions that happen among different components of this bluetooth-based 
proximity IoT system could come with a few risks involving data privacy. Several methods are 

implemented to protect user data from potential dangers and cybersecurity breaches. As 

previously mentioned, there exists an authentication process which requires a user to input 

necessary credentials and identifying information, proving ownership of the beacon before 
gaining access to data concerning specific beacons. Conversely, the beacon’s owner has the 

option to switch it on or off, and they either agree or deny to give data collectors permission to 

obtain data using their beacon. It is also possible for receivers to completely reject signals from 
beacons automatically. Furthermore, beacons are practically anonymous, because only two types 

of data (I.D. tag and strength) are involved in their operations, neither of which consists of 

sensitive information [20]. Last but not least, operations involving data always occur after the 
original data was retrieved from the database, minimizing the information’s usefulness in its raw 

form. 
 

5. RELATED WORK 
 

The concept of a “beacon” revolves around a reliable, durable and low-cost device that uses the 
concept of a proximity-based bluetooth signal emitter to facilitate the process for individuals 

(such as marketers, certain professionals etc.) to obtain data from their consumers or subjects for 

the improvement of services or to achieve a specific goal. Specific functions range from real-time 

location to data collection and analytics can be activated according to individual needs or goals. 
BLE beacons are especially crucial in this time and age because they are able to overcome 

various real-life obstacles, including secure, proximity-based data transfer, location-based 

services, and data collection in general. 
 

6. CONCLUSIONS AND FUTURE WORK 
 

This paper proposes the concept overall concept of a bluetooth-based proximity IoT device. Its 

methodology is introduced along with a working prototype. Potential applications and viability 

for data analysis is also discussed. In summary, such a device accomplishes the goal of close-
range information communication in an effective, secure and reliable way through the use of 
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beacons utilizing the BLE (Bluetooth Low Energy) Technology, a variety of different receiver 
devices that has native support for Bluetooth as well as a database used for data storage and 

retrieval. The biggest advantage of this technology is that proximity-based Internet has virtually 

endless potential for applications in the real world, including healthcare, retail and industrial 

manufacturing. 
 

Future work for this project will involve the actual implementation of the aforementioned 

prototype. Long term tests on its functionality in real life will be conducted along with efficiency 

at data transfer. 
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