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Abstract

In computer domain the professionals were limited in number but the numbers of institutions looking for
computer professionals were high. The aim of this study is developing self learning expert system which is
providing troubleshooting information about problems occurred in the computer system for the information
and communication technology technicians and computer users to solve problems effectively and efficiently
to utilize computer and computer related resources. Domain knowledge was acquired using semi-
structured interview technique, observation and document analysis. Domain experts were purposively
selected for the interview question. The conceptual model of the expert system was designed by using a
decision tree structure which is easy to understand and interpret the causes involved in computer
troubleshooting. Based on the conceptual model, the expert system was developed by using ‘if — then’ rules.
The developed system used backward chaining to infer the rules and provide appropriate
recommendations. According to the system evaluators 83.6% of the users were satisfied with the prototype.
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1. INTRODUCTION

Computer systems (hardware, software and network connection) face problems from time to time
and endanger the functionality of the institutions. These problems need Information and
Communication Technology (ICT) technicians to be solved. The ICT technicians follow
traditional (manual) ways of solving computer problems which is taking long time and high cost
to reach the solution.

An intelligent system is one component of an artificial intelligence which is working like human
expert but it cannot replace human expert. It supports human experts in making decision, i.e., it
acts in all respect of human counterpart. Sometimes interchangeably used as knowledge-based
system and is computer software which makes decision like a human expert [1, 2]. The benefit of
intelligent system above traditional programming language is it does not depend on the code
instead the data is stored in different location called knowledge base. Due to this reason,
intelligent systems are not required to be programmed as the domain knowledge changes from
time to time or from expert to expert knowledge. In real situation intelligent systems are applied
in different decision making process from medical activities to intelligent decision making
purpose [3].

This Self Learning Computer Troubleshooting Expert System (SLCTES) helps a user to search
solution with specific answer for the specific problem. This SLCTES was designed to indicate
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appropriate troubleshooting for maintenance, fault indication, and accessing the knowledge base
[4]. The computer troubleshooting expert system presents the technician with a list of guiding
questions, when answered; provide the system with information about what problem sets the issue
may belong to, and which ones it does not belong to. It then generates another list of questions
that apply to subsets of those identified questions. After finding specific causes the system
provides possible troubleshooting mechanism for the technician. This process can save time,
energy and cost through by saving the current list of questions and possible solutions [5].

There are a number of different approaches for designing knowledge based system but this self
learning computer troubleshooting expert system focused on rule based approach. According to
pira et al. [6] “a rule base is the central part of an expert system that extracts the knowledge from
domain experts in the form of inference rules. Structural errors usually appear by augmenting the
knowledge base rules. The typical types of structural errors include confliction (conflict rules),
unreachability(unreachable rules), subsumption (subsumed rules), redundancy (redundant rules),
and circularity (circular depending rules).”

This self learning expert system has ability to make computer troubleshooting process automatic
and help ICT professional to find the cause within few seconds, save energy and financial cost in
fault maintaining process. Computer components are classified basically into two: such as
hardware and software. The hardware itself classified into different specific components and
software is also classified into application software and system software. These components may
face problems due to different reasons. Troubleshooting faced problems in manual way is not
suitable and simple. To make the problem solving more simple and appropriate intelligent system
is very essential because it have ability to find faults and suggest appropriate solutions based on
the knowledge stored in the knowledge base. Depending on the questions issued by the user or
ICT technician the system looks its knowledge base and then responds the questions and lastly
suggests possible solution for the problem occurred in the computer system. The SLCTES have
ability to indicate its reasoning mechanism [7]. This expert system has also self learning ability to
handle new problems occurring in the computer system and their respective solutions [8].

2. PROBLEM STATEMENT

Each computer parts have its own troubleshooting mechanisms to assure its integrity in the time
of problem occurrence in the computer system. But, there are limited numbers of troubleshooting
resources and standardized maintenance strategies to find out the problem in general level or
specific maintenance level. Therefore, fetching out one or more problems occurred in the
computer component is challenging task for the ICT technician. The ICT professional is educated
to use this limited number of troubleshooting resources to maintain computer components
problem specifically, due to this solving the problem is not simple task for the technician. To
solve the problem of limited number of troubleshooting resources and to support ICT technician
skill expert system support is crucial. By using the intelligent system, the required time and cost
for identification of fault and repairing the fault is decreased [7]. According to Mandal, “the
demand for higher availability of production systems to have a cost-effective distribution of fixed
assets and to minimize manufacturing delays due to machine failures caused by unplanned
downtimes. Unplanned downtime increases the maintenance costs and reduces productivity. The
manufacturing units may cancel customers or delay, as it happens regularly, the preventative
maintenance project days in not advance” [4].
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As the researcher’s knowledge, there are no local researches in self learning computer
troubleshooting expert system but there are international works in the area. Those international
works advice computer users and experts how to solve problems occurred in the computer
system.

3. OBJECTIVES

The objective of the study is to develop self learning computer troubleshooting expert system
which enables users to perform computer troubleshooting so as to utilize computer and computer
related resources effectively and efficiently. Specifically:

e To acquire the required knowledge from the human expert, documents and
observation

¢ Modeling and representing the tacit knowledge in a suitable way for knowledge
based expert system implementation

¢ Designing the prototype self learning computer troubleshooting expert system

e Measuring the performance of the designed expert system

4. SCOPE

For designing expert systems, a number of approaches are available but this self learning
computer troubleshooting expert system used rule based approach. The system learns new cases
of the problem and provides support for decision making. There are different problems related to
computer system but including all maintenance issues influence the system performance. Due to
this reason this study focused on basic hardware problems, software (power problem, storage,
compatibility and fixing) problems.

5. LITERATURE REVIEW

The core of expert system is developed from the field of artificial intelligence. The way of
representing domain knowledge and the reasoning mechanisms are the reasons to bring domain
experts knowledge into existence. Also they are very crucial part of artificial intelligence because
they handle behaviors difficult to handle by other mechanisms [9].

Expert system (ES) and knowledge based systems (KBS) are synonym terms used in machine
learning [10]. KBS is one of the major family members of the Al group. Expert systems have
ability to act as human expert and it is used on demand without waiting long time and any place
for maintenance. KBS can save money by leveraging human expert, allowing users to function at
higher level and promote consistency of work. Some domain experts take expert system as
helpful and productive because it has ability to store the knowledge of different experts for longer
time. In reality, expert systems are computer dependent systems they capture and store domain
expert’s knowledge [11].

The following figure shows the building blocks of expert system architecture which is adopted
from [12].
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Figure 5.1 Architecture of knowledge based system

5.1 The expert system Designing Process

The development of expert system is the integration of many components. Figure 5.2 below
shows the overview of expert system designing stages [10].
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Figure 5.2 Expert System designing process
5.2 Knowledge Based Reasoning Techniques
In the designing process a lot of knowledge based reasoning mechanisms are there. The well-
known reasoning approaches are ontology based reasoning, case based reasoning and rule based

reasoning. For the purpose of this research work, a rule-based reasoning approach was discussed
as follows:
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5.2.1 Rule Based Reasoning

One of the approaches used in knowledge based reasoning technique is rule based reasoning
(RBR) approach which is a system whose knowledge representation involves a set of conditions
[13]. Symbol dependent rules are the most known reasoning methods and this popularity is
mainly due to their naturalness, which facilitates comprehension of the represented knowledge.
The basic forms of a rule, If<condition> then <conclusion> where <condition> represents
premises and <conclusion> represents associated action for the premises. The conditional
statements of the reasoning rules are linked with each other by using logical operators to generate
logical functionalities. When sufficient conditions of a rule are satisfied, then the conclusion is
derived and the rule is said to be fired. Rule based reasoning was dominantly applied to represent
general knowledge. Rule based expert systems have a significant role in many different domain
areas such as computer maintenance, medical diagnosis, electronic troubleshooting and data
interpretations. A typical rule based system consists of a list of rules, a cluster of facts and an
interpreter [13].

Rules: the rules in the knowledge base are representing what should be done and what should
not be done while some conditions are fulfilled. In the same way, the knowledge acquired from
domain experts stored in the knowledge base as rules [14]. Generally, the rules are presented as
follows [15].

IF
First premise, and
Second premise, and
Third premise, and
THEN

Conclusion will be drawn

In the rule based system left side and right side is available so that, the left side indicates the
conditions and the right side or the THEN side handle rules. Semantically the above description is
the same as a Prolog rule:

Conclusion:- first_premise, second_premise ...

Previous circumstances are measured depending on what is known about the problem solved
before. This mean if all antecedents (premise) of the rule evaluated is true, the actions in the
consequents part is executed. Each predecessor of a rule specifically looks the given problem
instance that satisfies the given conditions. When the consequents of the rules are executed, the
rule is said to be fired [16].

5.2.2.1 Rule Based Reasoning Techniques
There are two main inference methods in rule based reasoning mechanism. These are backward
chaining and forward chaining. The first one is leaded by the given goals or conclusions, whereas

the second one is guided by the given facts [13]. For this study backward chaining was used to
check whether the goal is succeed or not.
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5.2.3 Knowledge Based System Implementation Tools

Lou Maher indicated “Three languages, OPS5, SRL, and PROLOG, were discussed by
implementing an engineering design paradigm. A simple problem was chosen to illustrate various
features of these languages; the problem itself could have been easily coded in FORTRAN or any
other procedural language. The three languages were chosen to illustrate different representation
formalisms - rules, frames, and logic - commonly used in the development of expert systems.
While OPS5 and PROLOG provide the user with a primitive inference mechanism, SRL requires
the user to write the inference mechanism in LISP; it was easier to implement the example in
OPS5 and PROLOG than in SRL. However, the inheritance mechanism provided in SRL is very
useful for implementing the hierarchical design process [17].”

5.3 Related Research Works

Sylvester and his colleague introduced a computer troubleshooting system depending on the
problems based on intelligent system. The system is developed to detect hardware fault detection
in any computer system. Various hardware, software or electronic resources challenged by
application problems similarly hardware problems. The paper focused on automating the system
which has ability accept the fault of systems and looks the intelligent database for probable
solutions or recommendations [18].

DART: is a system which is giving advisory service for IBM field technician; on troubleshooting
computer installation problem. The system finds out individual components problem in hardware
or software and provides recommendation for main problems and adds causes that indicate the
problem. DART was designed by using HMYCIN. It is huge finding for troubleshooting
computer fault diagnosis. The DART knowledge base consists of 300 EMYCIN causes and 190
rules. It was developed for more than 8 months. 50% of diagnostic processes were correctly
responded from online exploration [19].

Development in modern technology supported system designers to develop an automatic
computer fault troubleshooting systems for enterprises in the near future. The system involve easy
communication interface for the users and apply different expert system development approaches.
The system has ability to detect Power-On-Self-Test beep sound errors and intelligent part which
support in acquiring the knowledge from the domain experts. This system is a mechanism for
automating computer troubleshooting process and support human technician in troubleshooting
process [20].

The study conducted by Khayut [21] reveled that “ IUI function is to facilitate the user to perform
analysis, planning, decision-making, management and coordination of organizational unit. Under
the facilitating in IUI is understood the full use of intelligence of the system to perform these and
other functions by interacting with it in natural and/ or other language. In this regard, the function
of the IUI should be based on the perception, processing and synthesizing knowledge in real time.
The results of the work focused on the creation multi-agent IUI for multilingual interaction in
autonomous, situational, intelligent, multi-agent information control systems of robots, unmanned
production and spacecrafts and others, functioning in the fuzzy environment and unforeseen
situations in advance.”
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Pohronska [22] tried to develop schemes for embedded intelligent system, by determining the
form of knowledge-base suitable for embedded intelligent systems. He developed a tool for
automatic creation of system architecture from intelligent database and he stated shortest rules
insisting the decision on the embedded intelligent [expert] systems implementation method
selection.

The system designed by Golanski and Madrzycki [23] presented the concept of using expert
methods for M-28 aircraft maintenance. It used CLIPS intelligent system development language
like C language. This system evaluated by using expert systems evaluation technique on simple
maintenance steps of M-28 aircraft. The encouraging result of the evaluation showed appropriate
improvement of the intelligent database is possible in building a fully functioning troubleshooting
system for the M- 20 aircraft.

6. KNOWLEDGE ACQUISITION AND CONCEPTUAL MODELING

Knowledge acquisition (KA) is the process of acquiring relevant knowledge from domain experts
and other sources of information such as books, databases, guidelines, manuals, journal articles
and computer files. KA is the process of eliciting, structuring and representing (formalizing)
domain knowledge acquired from different sources. The term knowledge acquisition and
knowledge elicitation have been used interchangeably in the field of artificial intelligence (Al)
literature. The collected knowledge from the domain experts is specific to the fault, the fault may
be whole or simply it is describing about the knowledge. Knowledge acquisition is the first step
and time consuming task in the development of knowledge based system [24].

The objective of knowledge acquisition is to gather the required knowledge, interpreting the
acquired knowledge, analyzing and validating the knowledge content. Based on the acquired
knowledge, the KBS was designed using decision tree model.

Therefore, knowledge acquisition process of this thesis was based on domain expert interviewing,
observing and reviewing of related documents.

6.1 Interviewing Domain Experts

Primary sources of knowledge were acquired from human experts in the domain area at Addis
Ababa University ICT office. Four (4) domain experts were selected using purposive sampling
technique. These experts were selected due to their managerial position and experience in the ICT
office.

During the extensive discussion, the researcher acquired the relevant knowledge which was
significant to generate the rules. In addition, the domain experts were actively participated
throughout the research work and they were consulted to confirm the correctness of the acquired
knowledge. Profiles of domain experts participated in the interview process were presented in the
Table 6.1 below:
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No Educational level | Specialization Area interviewed Position

1 PhD. ICT Computer and network ICT director

2 Msc. ICT Network Network administrator
3 Bsc. ICT Computer ICT technician

4 Bsc. ICT Computer ICT technician

Table 6.1: Profiles of domain experts

6.2 Observation and Document Analysis

To find additional information in addition to interview questions, observation and document
analysis was used when the human expert is troubleshooting the problems occurred in the
computer system and guidelines used for troubleshooting were analyzed.

6.3 Conceptual Modeling

In modeling expert systems knowledge base there are different modeling techniques; one of them
is Decision tree. It is used in different settings to order and classify data for conceptual modeling
[25]. They are the bases for the development of self learning computer troubleshooting expert
system. The expert system follows the same procedures as presented in the decision tree when
diagnosing computer problems. Some of the causes were modeled by using decision tree as

follows:
Power supply
/{es no
No power No LED light
té %\ yes,/ 1
Source Computer power on Internal power cable No sound from
power is off button is off isdisconnected power supply
‘Y)s/ n\{‘ 2,y/ n\' };{ n\;& )2§ he\‘

Switch on Check Switch on Check Internal power || Check Change Clean
source power computer computer cableis connect power power
power cable power cable disconnected or supply supply fun

Figure 6.1 Decision tree for power supply problem
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Figure 6.2 Decision tree for sound problem

7. KNOWLEDGE REPRESENTATION

Representing acquired domain knowledge is one of the core stages in the steps of intelligent
system development cycle. Knowledge representation is the process of interpreting domain
knowledge into computer understandable form by using knowledge representation methods.

The collected expert’s knowledge is represented as a set of conditions which have facts and rules
in the intelligent database. Rules in the knowledge base were constructed based on the decision

tree structure on conceptual model discussed above.

To make easy and understandable prolog rules, the acquired knowledge from the domain experts
represented using the “IF-THEN” form. The rules are the base for the construction of KBS. The
following are sample rules which are incorporated in the knowledge base.

If the computer has no power,
The power source And/Or the computer
power On button is off,
Then switch On source power And/Or switch
On your computer.
If the computer has no LED light,
The internal power cable is
disconnected,
Then connect the internal power
cable.
If there is no sound from the power supply,
Damaged fuse And/Or damaged power
supply,
Then change the power supply.
If the hard disk drive specification error,

Drive has not been formatted,
Then run FDISK to create partition.
If SMART warning displayed,
Serious mechanical problems are
detected,
Backup and replace your drive.
If hard disk drive type error,
The drive not formatted,
Then format the drive.
If no drive,
Power cable is disconnected,
And/Or data cable is disconnected,
Then connect,
Data cable And/Or power cable.

Similar procedures have been used for all rules incorporated in the knowledge base.
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8. IMPLEMENTATION

The most important criterion for any expert system is the accuracy of their inference engines.
Also robustness of the system is very important when some information is missing, redundant and
inconsistent. Human readability helps the domain experts to understand knowledge content and
even to modify its content. The system’s dynamic nature to adopt a new knowledge from the user
response is critically important to measure system performance. When implementing the self
learning computer troubleshooting expert system the conceptual modeling was used as its core.
The if-then rules of SLCTES are generated based on the decision tree structure.

The expert system designed for SLCTES incorporated knowledge base, inference engine,
learning component, user interface, and explanation facility components as shown in figure 8.1.

Expert Knowledge UBTB

Knowledge base User Interface
[ Knowledge Base I acquisition Facilities

r

: - »] Explanation Facility
Learning Component Inference Engine

Figure 8. 1. Architecture of rule based system

9. TESTING AND EVALUATION

In this study the performance of the system was measured against human expert decision using
predictive validation method. The user acceptance of the system was carried out during system
user interaction. The expert system user acceptance was measured by using open and close ended
questions. The system evaluators directly interact with the system to measure its performance
from the points of its correctness in providing solutions for different problems.

The system performance evaluation was carried out by using questionnaires. Totally fifteen
evaluation questions were prepared for 10 (ten) system evaluators. Questions used for system
evaluation are divided into two: open and close ended questions. These questions are used to
collect feedback from the system evaluator’s depending on the system’s
solution/suggestion/recommendation. The following table 9.1 summarizes the results obtained
from the respondents.

No | Questions 1 2 3 |4 |5 |Avg | Total
Perf.

1 Is the SLCTES system is efficient in time? 0 0 1 514 143 86

2 | What is the accuracv of the expert svstem? 0 (0] 2 4 14 142 84

3 | Does the system incorporate sufficient knowledge to | 0 0 0 6 |4 |44 88
solve problems?

4 | Does the system update its knowledge base? 0 0 1 514 |43 86

5 | What is the contribution of the system in the domain | 0 0 3 710 |37 74
area?

Total average 4.18 | 83.6

Key: 1=poor, 2=fair, 3=good, 4= very good, 5= excellent
Table 9.1. Performance evaluation
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When summarizing table 9.1 above, based on the responses of ten system evaluator, the average
performance obtained is 4.18 on a scale of 5. This value is the result obtained from the values
assigned for each close ended question. The result indicated that about 83.6% of users were
satisfied by the performance of the expert system. It means that the expert system gained about
83.6% of user acceptance.

10. DISCUSSION

The prototype Self Learning Computer Troubleshooting Expert system is promising and
applicable in the domain area. The results and recommendations of expert evaluators indicated
that SLCTES got very good acceptance. The system acceptance evaluations used open and close
ended questions to directly interact with system.

The table 10.0 below shows the summary of system performance evaluation result obtained from
close ended questions.

Domain experts 1(poor | 2(fair) | 3(good) | 4(v.good) | 5(Excellent) | Total Avg/
responses ) Prf. %

Total number 0 0 7 27 16 418

Average out of 100% 0 0 14% 54% 32% 83.6

Table 10.0 system evaluators Result on Close Ended Questions

As the table 10.0 above indicated, based on system performance gained from user’s visual
interaction with the prototype expert system using the close ended questions; There is no
evaluators respond as poor and fair, evaluators responded good fourteen times (14.2 %), very
good fifty four times (54%) and excellent thirty two times (32%). The total average user
acceptance evaluation result of SLCTES is about 83.6%. This result shows that more than 83%
users accepted the correct decision, knowledge content, learning ability, contribution and
significance of the knowledge based system. Therefore, the prototype SLCTES satisfactorily
makes the right decisions and providing appropriate recommendation during computer
troubleshooting process.

The system evaluators were also provided open ended questions to collect expert’s feedback,
suggestion and opinions. These questions focus on how the SLCTES is different from human
expert in diagnosing computer problems. Furthermore the open ended questions help evaluators
to provide their feedbacks on the contributions of the system, the uncovered knowledge issues,
knowledge content of the system, the limitations and strength of the knowledge based system.

The result of open ended questions indicated that:

e SLCTES solve problems based on the stored knowledge in the knowledge base with in
time and cost wise. But, the human expert uses their expertise, vital signs, experience,
manuals and guidelines which is time consuming and difficult to remember

e The expert system is efficient to respond from the stored knowledge in the knowledge
base. Therefore, the knowledge base contains relevant knowledge for the selected
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problems to make the decision. But, some respondent argue that knowledge base system
will not replace the function of human expert.

e As far as the knowledge base contains all the relevant knowledge acquired from the
domain expert, the knowledge based system provides similar decision as human expert.
Even the system can be considered more flexible due to its reusability of the existing
knowledge in a better way than the human experts.

e System contains adequate knowledge for all rules incorporated in the knowledge base.
As their suggestions indicated, the system must update the existing knowledge and learn
from the environment. To handle such issues the researcher incorporated single case to
dynamically update the existing fact in working memory.

e The system adds value in the domain area. Therefore, the application of new technology
simplifies the working environment in the domain area. In addition the system also can
reduce the burden of human expert by saving their time and energy spent while referring
books and other manuals to solve the problems.

The system evaluators also provided their suggestions and comments on the weakness and
strength of the knowledge based system. According to the system evaluators the following are
some of the basic limitations of SLCTES:

¢ Cannot make creative and intelligent responses as human expert

e Lacks robustness such as sense and response ability

e The system lack the incorporation of some basic task in troubleshooting processes such
as physical inspection and screen display which is significant to make conclusion.

e The system interacts with the user using only ‘yes’ or ‘no’ replies. Therefore, it lacks
some flexibility.

The system evaluators also forwarded their constructive feedback on the strength of the
knowledge based system. The strong sides of the expert system are:

e Helps to diagnose problems in short time and solve shortage of manpower in the ICT
sector.

Consistent answers for repetitive decisions, processes and tasks

More accurate and Easy to use

Applicable anywhere, even at home we can advise ourselves by having the software
Make the diagnosing processes more clear, by showing the steps and procedures carried
out by domain expert.

As a result, the expert system has ability to assist human expert to provide a better computer
troubleshooting service. Therefore, this system helps the general users to solve problems
occurring in the computer system in their own instead of going to ICT technicians. In addition,
the system provides first level problem solving technique in order to increase the quality of
computer troubleshooting services. However, the system needs to be intelligent and learn
automatically during users’ request.

11. CONCLUSION AND RECOMMENDATIONS

The self learning computer troubleshooting expert system (SLCTES) was designed to assist ICT
technicians and computer users to solve problems occurring in the computer system effectively
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and efficiently. The knowledge’s of domain experts acquired through interview question and
document analysis and observation was made when the technicians are troubleshooting problems
in offices or laboratories. The acquired knowledge was modeled by using decision tree and
represented by rule based mechanisms. The represented knowledge was implemented by using
SWI Prolog and its performance was evaluated by experts in the ICT office of Addis Ababa
University. The result of performance evaluation indicated the expert system is very good and
have ability to support ICT technicians and computer users. The expert system should also further
strengthen to include the knowledge acquired from physical inspection of the computer condition
for better decision.

The scope of the expert system should be extended to incorporate other symptoms occurring in
the computer system such as physical appearance of the device, sound emitting, LED light, BIOS
message, POST (power on self test) and network problems occurring in the user’s personal
computer. Rule based system can handle any domain specific problem, if there is perfect
knowledge. But, most of the time the causes from the computer and the user may not satisfy the
conditions of the given rule. Therefore, if we want to conclude better solution based on the few
respondents response, then it is better to apply case based techniques in the expert system. The
challenge in developing knowledge based expert is the user interface which is not simple and
easy to interact. Because the tool used to develop self learning computer troubleshooting expert
used SWI Win prolog which uses yes and no response to communicate. To handle this challenge
the tool with better user interaction is required.
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