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ABSTRACT

The loss of business and downturn of economics almost occur every day. Thus technology is needed in
every organization. Cloud computing has played a major role in solving the inefficiencies problem in
organizations and increase the growth of business thus help the organizations to stay competitive. It is
required to improve and automate the traditional ways of doing business. Cloud computing has been
considered as an innovative way to improve business. Overall, cloud computing enables the organizations
to manage their business efficiently. Unnecessary procedural, administrative, hardware and software costs
in organizations expenses are avoided using cloud computing. Although cloud computing can provide
advantages but it does not mean that there are no drawbacks. Security has become the major concern in
cloud and cloud attacks too. Business organizations need to be alert against the attacks to their cloud
storage. Benefits and drawbacks of cloud computing in business will be explored in this paper. Some
solutions also provided in this paper to overcome the drawbacks. The method has been used is secondary
research, that is collecting data from published journal papers and conference papers.

KEYWORDS

Benefits, Challenges, Cloud Computing, Deployment Models, Service Models.

1. INTRODUCTION

Cloud Computing is quickly becoming one of the most popular and promising technologies. It
offers variety of opportunities that help the organizations to improve their business and use
technology more efficiently. Many organizations have started adopting cloud computing in their
business. It is difficult for the organizations to survive in the traditional ways and they are unable
to compete with their competitors. Especially in this competitive environment, respond quickly to
business demands is necessary. The organizations are necessary to implement strategic ideas to
gain competitive advantages. Cloud computing is an enhanced technology and become a vital
technology to run business. It acts as an excellent technological tool that helps the organizations
to stay competitive as it can be considered as an innovative way to increase business value. It
enables the users and consumers to integrate and combine many different services together that
increases the creativity and productivity. Cloud computing has successfully gained the interested
from organizations because it offers a wide range of solutions and advantages to business such as
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increase flexibility, scalability, agility, reduces costs and higher efficiencies [20,36,64]. Thus
more and more organizations start migrating their services and applications to cloud. Cloud
computing has been used and applied in organizations and it helps to gain revenue every year
[1,38]. Cloud services market revenues are expected to reach at 66 billion dollars in 2016 and its
growing rate will be around 30% per annual [7,94]. The fast growing rate of cloud computing is
unavoidable. As the technology is getting more advanced, cloud computing raises some concerns
in security, cloud attacks and privacy. The organizations should have proper protection on cloud
services to prevent their data being stolen. The objectives of this paper are to explore the benefits
of cloud computing, identify the threats to cloud computing and determine the solutions to
overcome threats in business.

At the beginning of this paper, it gives an overview of cloud computing. It discusses different
types of definitions from different experts on cloud computing. Besides, the cloud computing
service models and deployment will be provided to show the characteristics of different models.
The reasons and challenges of the adoption of cloud computing in business will be analysed.
Suggested solutions to overcome the challenges will be provided. Finally, future research has
been included in the conclusion.

2. CLOUD OVERVIEW

There are some debates on the definition of cloud computing. Confusing problem like the lack of
agreed-upon definitions, always appeared in the cloud, as different experts provide different
definitions. Different types of services will be provided by cloud computing to the subscribers
through the Internet. Cloud computing is something that all applications and services moved into
“cloud”. The word “cloud” can be defined as remote environment from Information Technology
perspective [55]. However, [7] defined cloud as a large pool where computing resources are
stored. Usually, it provides a single, simple interface for the users to use and hide the architecture.
Figure 1 illustrates the architecture of cloud computing.
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Figure 1. Cloud Computing Architecture [7].

In cloud computing architecture, there are four main layers. The first layer, fabric, contains all
physical, computational devices and hardware resources such as network bandwidths, computing
units, storage system etc. [35]. The second layer, unified resource, contains virtualized resources
which act as integrated resources. The physical machines have been encapsulated in order to act
as integrated resources for the end users [63]. In third layer, which is the platform layer, contains
new resources such as specialized tools, middleware and services. The main purpose of this layer
is to reduce the burden of deploying applications directly into virtual machine container [96]. The
development environment is provided for the developers to develop applications. Finally, the top
layer, application, contains the applications that run and execute in the cloud [35]. According to
[1], the users can use cloud services provided by cloud providers without having any operational
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knowledge. The users do not need any special requirements or devices to access these services.
The services provided by cloud are 24/7. Sometimes, it can also be used to trace when the
computing resources and applications are used. [30] found that cloud computing is able to
provide shared resources, applications and services that meet changing business needs. Cloud
computing also provides a platform that enables the developers to develop and deploy directly to
the cloud. They do not need to worry about how many resources they need, system maintenance
and upgrade as these are done by the providers.

2.1. Cloud Computing Service Models
Cloud computing providers offer different types of services to their users based on the main three

types of service models. Figure 2 shows the three main types of service models in cloud
computing.
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Figure 2: Cloud Computing Service Model [34].
2.1.1. Service as a Service (SaaS)

Service providers will install their software applications which operated by them for the users to
use as a service. The users can rent it on a subscription or pay-per use model [17]. The users can
access the software applications without the concerns of installation and maintenance. They also
do not need to know the infrastructure and platform where the applications are running [43,51].
Compared to the traditional software, SaaS does not require own software and hardware
resources. SaaS is popular due to its scalability, compatibility, accessible worldwide and the users
do not need to do/worry about scaling, configuration and updates [51]. However, users do not
have any control on the components, security and application customization [58]. Examples of
SaaS are Google Docs, Microsoft Office 365, salesforce.com etc. [96].

2.1.2. Platform as a Service (PaaS)

PaaS plays a major role in cloud as development environment will be provided by service
providers for application developers to implement and maintain their applications [27]. A
platform, including software, hardware, operating system, server, development tool and database
will be provided by service providers [17]. Users do not need to know how much processing unit,
memory, storage they need for their applications. PaaS provides a full “Software Lifecycle” since
it allows the application developers to directly implement on the cloud. The difference between
PaaS and SaaS is the users to develop the applications on cloud or host the completed
applications on PaaS while the users can only host the completed applications on SaaS [68].
Some examples of PaaS are Amazon Web Services, Google App Engine and Microsoft Azure
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2.1.3. Infrastructure as a Service (IaaS)

The bottom layer of service model is IaaS. The main concept of laaS is virtualization. IaaS
provides the infrastructure for the applications to run. IaaS provides the necessary computational
resources and infrastructure such as storage, processing unit, networks etc. [42]. [S51] said that
TaaS is like located in the middle of the other two services as it acts as a physical or a virtual
machine to support users’ applications. It allows users to deploy and run both operating systems
and applications. The main benefit is that users do not take any responsibility on deployment,
administration and maintenance [11]. An example of [aaS is Amazon EC2 [37].

2.2. Deployment Models

Cloud computing has been classified as four types of deployment models: public cloud, private
cloud, community cloud and hybrid cloud [87]. Each of the model has its own scope of services
offered to the users. The ways of Cloud Computing deployment will be based on different factors,
such as customization capabilities, cloud services sharing, security requirements and location the
services hosted [90]. Figure 3 shows the different types of cloud deployment models.
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Figure 3. Cloud Deployment Models [4].

In public cloud, the services are offered to everyone in general public over Internet. These
services are provided and shared with other organizations by third party service providers.
Usually the service providers have their own policy, value, costing and charging model. [90]
found that the services delivered are manageable and consistent available. However, the users are
treated as untrustworthy. Researchers found that privacy and security are the issues that always
discussed in public cloud [3,4]. Examples of public cloud services are email services and photo
storage services.

Private cloud service is for organization usage. Compared to public cloud, private cloud has a
higher security because it is only accessible by the trusted users in the organization or granted
third parties. An example of using private cloud in an organization is to share customer data to
their other branches [81]. This type of cloud service is less risky, higher security, higher energy
efficiency, more reliable, cost reduction and lower complexity [32,96]. Research has been done to
prove this by putting an organization in the most precarious situation [60]. However, an
organization needs to spend more cost on purchasing the software and equipment to have their
own cloud.
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Community cloud located between public and private cloud. There are not much different from
private cloud. The resources are shared among the organizations that have similar missions and
requirements [25]. The services may be managed by third parties or organization itself.
According to [81], the setup cost is cheaper than a private cloud because they are shared among
the organizations. Besides, it offers a higher level of security and privacy. One of the drawbacks
is the data storage needs to be shared among others. An example of community cloud service is
the educational cloud that can be shared among the universities around the world for research
purpose [4].

Hybrid cloud is the composition of two or more clouds, either public, private or community [75].
The clouds will use the physical hardware and server instances together to provide a service. This
type of cloud service offers the same advantages of public and private cloud. In hybrid cloud, it is
easier to handle data security concerns by saving the organizations’ sensitive data in private
storage. Usually this type of cloud service is used for backup purpose [83]. The organization can
host a critical application on private cloud and public cloud for less security concern [31].

3. BENEFITS OF CLOUD COMPUTING IN BUSINESS

Cloud computing tends to be different from the other computing concepts. Basically, it supports
an interactive and user friendly web applications. Different people will have their own
perspective. Some people will consider cloud computing as a virtualized computer resources,
dynamic development and software deployment. In today’s world, cloud computing has played
an important role especially in business. [66] found that cloud computing as an innovative
technology helps the organization to stay competitive among others. It is able to bring a various
benefit to business. Cloud computing is able to provide improved new capabilities which the
traditional IT solution cannot provide.

3.1. Flexibility

Most of the organizations choose to adopt cloud computing as it increases the business flexibility.
It allows every employee to be more flexible in or out of their workplace. Employees who are on
business trip can access the data as long as they have Internet connection through any kind of
device [18,54]. Various services provided by cloud computing help the organizations handle the
business demand. Cloud computing allows the employees to share documents and files over the
Internet simultaneously. Thus, every employee can get the updated version. This gives an added
advantage especially for an organization's employees who often work outside of the organization
and now they can easily access to their data [44]. Thus the business owners do not need to be in
one location, but now can spend their time on other business in another location. Besides, due to
the data and files are stored virtually on the Internet, it allows the employees to access the same
resources simultaneously.

3.2. Cost Reduction

According to [66] and [88], the main reason that organizations adopting cloud computing in their
business is it helps in cost reduction. Organizations are enamoured by the chance of cost
reduction as the cloud service providers provide “in-house” provision of these services [22,23].
Besides, the organizations pay only for what they use. It means the organizations only pay for the
services that they use when they access cloud services. Figure 4 shows the reasons of the
organization to adopt cloud computing.
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Figure 4: Reasons for Adopting Cloud Computing [66].

The main reason that motivates the organization to adopt cloud computing is cost reduction
which is 45.5%. [12] and [76] stated that cloud computing has helped the organizations to save a
huge cost mainly due to its subscription models. The resources on cloud computing can be
installed and deployed very quickly, especially SaaS, due to everything is done by the providers
[71]. Usually these services are managed, patched and upgraded by the providers. When the
responsibilities of maintaining these services have been transferred to the providers, the
organizations do not need to worry about the IT problems. Besides, the technical support is
usually done by the providers and thus reduces the burden on IT staffs [14]. This can help the
organizations to prevent any staff training cost and manpower.

3.3. Automatic Software/Hardware Upgrades

According to [61], when an IT solution has been implemented in organizations, it creates a
problem that is unable to have an appropriate financing due to the high cost of purchasing and
maintaining hardware and software. This will give a negative effect. These problems can be
solved by adopting cloud computing. The organizations can shift their capital expenses to
operating expenses. It does not only reduce the cost, but it helps to build a better relationship,
remain in technological advances, increase the profit, provide standardized and low cost services
to customers [1]. This encourages more organizations willing to purchase Supply Chain
Management and Customer Relationship Management applications because of economical
subscription fees. The employees are able to access to these applications immediately. Due to
there is no any capital investments for immediate access, it results in a faster time to the market.
Besides, cost reduction in these will also lower the entry barrier [28,29]. This will increase the
opportunities and encourage more organizations, especially in far behind IT revolution countries
to start their business.
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3.4. Agility

In today, such a highly competitive business environment, it is necessary to stay competitive. [36]
highlighted that one of the ways to make organization different from others is the ability and time
used to respond to customers’ fast changing needs. [84] stated that cloud computing can achieve
this in a more effective manner. Due to the availability of the Internet, cloud computing is around
the clock. This helps the organizations to deliver the services in shortest time, thus it can be used
as a competitive tool for rapid development [71].

Cloud computing increases agility by offering three types of low-level administrations from cloud
providers [16]:

e System Infrastructure — machines and spare part maintenances
e  Backup Policy — backup management
¢ Single Application — software management (upgrade software / application support)

Cloud computing helps to increase the agility that is able to adapt quickly to respond the changes
in a business environment. Compared to the cloud server, it will just take a minute to procure and
provision while a normal physical server will take days.

3.5. Scalability

Another benefit of cloud computing is it allows the users to adjust the resources based on the
changes of business needs. This can be done by expanding the computing infrastructure as most
of the cloud computing interface is user-friendly [21]. [10] said the traditional IT solutions do not
support scalability and it brings lots of inconvenience to the organizations. The organizations are
refusing to maintain the resources during the peak time because they are not being used in normal
time. This might cause the loss of customers due to their dissatisfaction. Due to the scalability of
services in the cloud, it helps to solve the problems and increase customer satisfaction. Cloud
computing is able to make the resources available quickly, which removes the capacity planning
needs. Cloud computing is an added advantage especially for smaller organizations because they
can expand the resources when necessary [52]. Besides, cloud computing allows the users to
analyse a huge amount of data in just a few minutes due to its processing power [24]. This has
successfully attracted the business analysts to analyse market and predict the customers’
behaviour and buying habits.

4. R1SKS OF CLOUD COMPUTING IN BUSINESS

Cloud computing, which some people claimed as a new technology, has helped a lot of
organizations in doing business. Although cloud computing brings some benefits to the
organizations as aforementioned, there are some shortcomings for decision makers that need to be
taken into consideration [6]. Cloud network traffic will be pernicious to the performance of cloud.
When cloud capacity is more than 80% occupied, the computers will be irresponsible [77]. There
is the chance of crashing between servers and computers. This will lead to the loss of valuable
data such as customers’ data, organizations’ sales report etc. Cloud attack is also a major issue in
cloud computing. Cloud computing is a place for the users to host their web services such as web
hosting and cloud storage. This has attracted the hackers to steal the business data, such as daily
sales, profit reports, financial reports etc. [33]. [69] highlighted the types of cloud attacks such as
malware injection attack, wrapping attack, SQL injection, authentication attack and Denial of
Service.
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4.1. Data Stealing

The number of users and organizations connected to the Internet is increasing. This also increases
the probability of probing and attacking using viruses, worms and cyber terrorists. An incident
has happened in one of the service providers, Google Inc., which their servers have been hacked
[13]. Figure 5 illustrates the percentage of key concerns issues in cloud computing.
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Figure 5: Cloud Computing Adoption Issues [56].

Among the issues of adopting cloud computing in business, security occupied the highest
percentage that is 66%. A survey conducted by International Data Corporation (IDC) shows that
security is the primary challenge [47]. The reason is there is the involvement of third parties to
provide services. [50] also stated that security is the most concern threat and this has brought the
pressure to cloud service providers in order to provide a better protection for their clients’ stored
data. The security issue includes networks, operating system, databases, transaction management
etc. Data stealing has become a major issue in cloud computing. Some of the service providers do
not have their own server, they acquire the services from the other providers since they are more
cost effective and flexible for operation. This increases the chances of data stolen from external
servers [2]. As cloud computing has provided powerful processing capabilities and huge amount
of storage for the users or organizations, this encourages organizations to move to cloud so they
do not need to spend money on purchasing servers. According to [86] report, around 37% of
global companies involved in a malicious attack. One of the companies, Zappos, became a target
for cyber theft. There are around 24 million of their users’ account details being stolen such as
their personal information, credit card information and also encrypted password [86].

4.2. Malware Injection Attack

The hackers will try to damage the applications and websites hosted on the cloud. Usually
hackers will find the vulnerabilities of a web application or website and make some changes to it
thus change the normal execution. Hackers will program a malicious application and use the
virtual machine to inject the malware into the cloud services. Through this the hackers can do
whatever they want such as data theft or eavesdropping [86]. Among different types of malware
injections, the most common form is SQL injection [19]. The concept of SQL injection is to
change the query structure. The hackers will use the improper validation of data to take advantage
[69,70]. Usually their target is SQL servers or databases. Besides, hackers will try to inject a
malicious code, especially to web server to bypass the login stage and gain access to the

8



International Journal on Cloud Computing: Services and Architecture (IJCCSA) Vol. 6, No. 6, December 2016

databases. They will try to modify database data, retrieve organizations’ data and even take the
control of the entire web server. The techniques or malicious scripts that hackers will use are
JavaScript, HTML, VBScript, ActiveX and Flash [85].

4.3. Wrapping Attack

Wrapping attack which uses Extensible Mark-up Language (XML) signature element in order to
weaken the web servers’ validation requests [93]. When a user requests for a service, it is
interacted using Simple Object Access Protocol (SOAP) and submitted in XML format. This type
of attack usually occurs during the translation of SOAP messages in Transport Layer Service
(TLS) layer between web server and valid user [41]. The message body will be duplicated and
send to server as a valid user. The hacker will copy the user’s account login details. During the
login session, the hackers will inject a spurious element in the message structure. They will
modify the original content with malicious code. After that, the message is sent to servers. The
server will approve the message as the body is unchanged. As a result, the hackers will be able to
access to the server resources to unauthorized access [79].

4.4. Authentication Attack

Authentication attack is also a type of attack that occurs in a cloud environment. [78] and [95]
stated that authentication is always a weak point in web server and always become a target to
attack especially the one with ineffective encryption system. Every service provider will use three
types of authentication such as something a person knows, has, are [49]. During the
authentication process, the hackers try to access the user’s credential and confidential
information. If they succeed, the hackers are able to access users’ confidential data,
organizations’ sensitive information etc.

4.5. Denial of Service (DoS) Attack

Denial of Service (DoS), which also called as Distributed Denial of Service (DDoS) or flooding
attack has become one of the most concern issue in cloud computing and a major trouble to the
services availability. Although the network security experts have been putting efforts for decades
to solve this attack, DoS attack continues to grow and have more impacts recently [92]. [49] and
[89] highlighted the types of DoS attack such as smurf attack, SYN Flood attack, PING of Death
attack, Tear Drop and IP Spoofing attack. The attackers can launch different types of DoS attack,
including resource-focused (network, memory, CPU etc.) and application-focused (web
applications, database services etc.) [92]. They make the services on cloud inaccessible,
intolerably slow or unavailable, thus degrade the quality of services and the network connectivity
[65]. One of the ways that usually attackers will do is to send large amount of data packets. The
main purpose is to overload the servers’ capacity and bandwidth and make the services
unavailable [8]. According to [39], DoS attacks can occur at any layer in network. For example,
DoS attack at network level to make the server unreachable, SYN Flood attack at the transport
layer to get the server busy and send fake requests to the application layer to consume the servers’
memory [53].

4.6. Data Privacy

In cloud computing, data will be accessed in unencrypted form by different organizations.
According to [91], data privacy risks can be illustrated from different perspectives such as
insufficient user control and regulatory compliance. Some organizations will upload files to cloud
for sharing purposes. However, this would lead to confidentiality and data privacy issues such as
protection of personal or organizations’ business information. Sometimes, the location of data
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stored will lead to privacy obligations. Failure of security access rights across multiple domain
will lead to data leakage. Besides the percentage of exposures and vulnerabilities will arise, thus
insider user threats will be made [46]. Not much controls provided by providers on the data and
information stored in the cloud. For example, in SaaS environment, [67] stated that the service
providers are responsible for data storage which control and visibility is finite. There is an
increase in threat of theft. Since all cloud processes are done by computers, the users do not know
where their data stored and what have been done to it. The storage servers are distributed in
different location around the world [26]. Sometimes it is difficult to guarantee that the data are
compliance with the legislation since the cloud computing are all around the world and will have
different legislations in different places. Thus placing data in the cloud may affect privacy and
obligation [57].

5. SUGGESTED SOLUTIONS TO OVERCOME RISKS

Cloud computing brings conveniences to the organizations, but there are some risks threatening
organizations too. In order to provide a better quality of services, the providers have
responsibilities to ensure that cloud environment is highly secured. Providers have to make
enhancement on security to gain users’ trust. There are some solutions to enhance the security of
cloud.

5.1. Data Stealing Solution

Data stealing is usually widely occurred. The attackers will try to steal users’ account credentials.
To prevent this, a special and distinct number should be generated at login session [9]. Every time
the session ends, the users are required to send an email about the usage and duration together
with the unique number for the next login. Through this, the users will be more aware of the
usage and unique number to be used for every login. For example, in Amazon EC2 cloud service,
a unique number is used to verify the users [59]. For retail organizations, it requires the users to
register as a user first before purchasing something. The information includes credit card details.
[45] stated that it is necessary to enhance registration system to reduce the chance of customers’
data stolen. This can be done by applying credit card fraud monitoring system. Security policy,
rules and regulations can reduce the risks of improper use of cloud computational power.

5.2. Malware Attack Solution

In cloud computing, the users’ requests are processed based on authorization and authentication
and these will be done between web servers and web browsers. Hackers will try to inject harmful
code to the cloud environment. To prevent this, cloud service providers need to store the
information about the Operating System (OS) the users use during the first time registration.
Since cloud computing is a fully independent OS platform, cross checking will be done before
launching an instance on a cloud. This is to check whether the OS information stored on the cloud
is matched with the instance requested from [40].

5.3. Wrapping Attack Solution

Wrapping attack can be prevented by enhancing the security between the communication with the
web server and a web browser. This can be done by adding an extra bit which called reductant
STAMP bit contains signature value to the SOAP message [15, 72]. This type of bit is used to
prevent the value being changed by the attackers. If there is any interfere during the
communication, the STAMP bit will be toggled and new signature value will be produced in
browser and is sent to the server.

10
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5.4. Authentication Attack Solution

Authentication is always a weak point, especially in a cloud environment. [82] and [95]
highlighted the ways to enhance authentication on cloud. They said it is necessary to use a
stronger authentication and ID management for both cloud providers and users. One of the ways
is to use Key Management for both sides. Server logs should be used to record the access time.
Besides, the account should be automatically locked after several unsuccessful login attempts.

5.5. Denial of Service Attack Solution

The solution to overcome this attack is still improving. One common way is to enhance the
security of networks [62]. Several approaches such as filter-based, firewall-based and signature
based can be used to eliminate the attacks [65, 73, and 79]. Filter-based approach can be used to
detect a low rate of attacks like an increase and attack in traffic rate and network. Firewall-based
approach is to use a firewall in order to enhance the strategy. It can be used to allow or deny
protocol access. For example, if an attack is coming from an unusual IP address, the firewall-
based approach will try to drop the unauthorized coming traffic. Signature-based approach is used
to compare the signature database. In the network, the traffic is monitored with the signature
pattern. If the signature does not match each other, it will block the attacks. [74] said the packets
amount sent to the server by attackers is “multiplied by a factor that is similar to the number of
hosts behind the router”. They suggested that by disabling IP broadcast can reduce the chances of
DoS attacks. Another way is applying the security patches. Operating System (OS) and
applications can be the victims of DoS attack. To prevent from the attacks, the OS should have
installed with the latest security patches. For example, when there is a SYN Flood attack, the
servers should have software patches to detect and avoid it [49].

6. CONCLUSION AND FUTURE RESEARCH

Cloud computing has become one of the transformational technologies that is tremendously
important to improve ways of doing business. It has been proved to be a valuable asset for
organizations to stay competitive. Cloud computing has been defined from different perspectives
by different experts and it is difficult to discern exactly how cloud computing is constituted. As
discussed in this paper, cloud computing brings conveniences and benefits to the organizations
such as business flexibility, cost reduction, automatic hardware and software upgrade, agility and
scalability. The main benefit is it helps to reduce the unnecessary costs such as purchasing and
maintaining hardware and software. Besides, the workers working in IT are reduced. However,
like all other technologies, there are some issues with cloud computing. The biggest concern,
issue is security, especially data stealing. More organizations will be willing to adopt cloud
computing only if the issues are solved. Some solutions have been suggested to overcome these
issues. The safety of cloud computing service should be placed at the front. Cloud service
providers should provide regulatory compliances that the users may concern about. Through the
compliances, it helps the users to be certified securely. Besides, security, policies should be
provided with details regarding access control, risk management, system backup and recovery.
Due to the time limitation, in the future, few case studies will be chosen and discussed on how
organizations gained the benefits of cloud computing. Theoretical framework will be also used to
discuss how organizations have applied framework. Different types of attacks always occur in a
cloud environment, thus a strong theoretical concept and generalized architecture especially for
security will be proposed. This is a crucial step required for the cloud service provider to handle
the cyber-attack.
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