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ABSTRACT  

 
Secure cloud transmission protocol (SCTP) was proposed to achieve strong authentication and secure 

channel in cloud computing paradigm at preceding work. SCTP proposed with its own techniques to attain 

a cloud security. SCTP was proposed to design multilevel authentication technique with multidimensional 

password generations System to achieve strong authentication. SCTP was projected to develop multilevel 

cryptography technique to attain secure channel. SCTP was proposed to blueprint usage profile based 

intruder detection and prevention system to resist against intruder attacks. SCTP designed, developed and 

analyzed using protocol engineering phases. Proposed SCTP and its techniques complete design has 

presented using Petrinet production model.  We present the designed SCTP petrinet models and its 

analysis. We discussed the SCTP design and its performance to achieve strong authentication, secure 

channel and intruder prevention. SCTP designed to use in any cloud applications. It can authorize, 

authenticates, secure channel and prevent intruder during the cloud transaction. SCTP designed to protect 

against different attack mentioned in literature. This paper depicts the SCTP performance analysis report 

which compares with existing techniques that are proposed to achieve authentication, authorization, 

security and intruder prevention.  
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1. INTRODUCTION 
 

Cloud computing offers many cloud services in internet world. Cloud computing can be accessed 

through its own way. In literature many cloud protocol has been proposed to address many issues 

in cloud computing. It could be auditing, accounting, authentication, security and etc. However 

we surveyed many protocols proposed for cloud computing. Firstly, Cloud Gossip Protocol for 

Dynamic Resource Management [1] addresses the problem of dynamic resource management for 

a large-scale cloud environment. Research contribution including outlining distributed 

middleware architecture and presenting one of its key elements: a gossip protocol that ensures fair 

resource allocation among sites/applications, dynamically adapts the allocation to load changes 

and scales both in the number of physical machines and sites/applications [1].In IEEE 

Transaction on Parallel Distributed Systems[2],  authors proposed a dynamic auditing protocol 

that can support the dynamic operations of the data on the cloud servers. Disadvantage of this 

method may leak the data content to the auditor because it requires the server to send the linear 

combinations of data blocks to the auditor [2]. IEEE Transaction on Parallel Distributed Systems 

[2] proposed an efficient and inherently secure dynamic auditing protocol. It protects the data 

privacy against the auditor by combining the cryptography method with the bi-linearity property 

of bilinear paring, rather than using the mask technique [2]. In IEEE conf Access Protocols-2013 
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[3], they developed nearby share retrieval protocols for single-version systems to improve the 

read access latency [3]. Cloud Fault Tolerance Protocol [4] proposes a collaborative fault-tolerant 

transfer protocol for replicated data available on the Cloud and the Grid during exceptional faults 

[4]. Agent-Based User Authentication and Access Control-2013 [5] proposed model was named 

ACUA (Access Control and User Authentication) model that contains appropriate tools for 

validating user legal identities and acquiring their access control privileges for the resources 

according to the role information. Limited to some platform, Compatibility issue [5].In IEEE 

Nifco [6][7], authors extended their dynamic auditing scheme to be privacy preserving and 

support the batch auditing for multiple owners. However, due to the large number of data tags, 

their auditing protocols will incur a heavy storage overhead on the server [6][7]. IaaS 

Authentication [8] presents a full system architecture allowing the authentication and secured 

execution of binary files using hardware-assisted on-the-fly memory encryption/decryption. In a 

context of general blurring of the physical relationship between a user and the computer which it 

eventually interacts, this architecture has been thought so as to achieve a certain degree of 

robustness against corruptions in a cloud computing [8]. Graphic Password Authentication [9] 

depicts as a secure authentication mechanism using graphical password should be proposed in 

this paper for improving traditional authentication mechanism and let users access cloud services 

securely [9]. It is breakable by shoulder surfing attack. Secured Biometric Authentication [10], in 

2012, An analyzed the authentication introduced by Das and claimed that the scheme of Das was 

under various attacks and proposed an improvement [10].  Biometric Authentication [11] Propose 

an improvement to overcome DOS and Server Spoofing security problems. The security analyses 

and performance evaluations show that our scheme is more secure and efficient [11]. 

Complexities are separate device and infrastructure to be placed. RFID based authentication [12], 

proposed cloud-based RFID authentication scheme enables readers anonymously access the cloud 

through wired or wireless VPN connections [12]. An encrypted hash table is utilized to prevent 

clients’ (readers and tags) secrets from revealing to the cloud. The first RFID authentication 

protocol preserving readers and tags privacy against an un trusted database keeper is 

proposed.[12]. Eid Authentication [13] proposed to close this gap for such cloud applications by 

applying the STORK framework for secure cloud authentication using eIDs. The STORK 

framework supports various national eID solutions and will be the relevant eID framework across 

Europe in future. We demonstrated our approach by enabling eID authentication at two selected 

public cloud service providers. Finally, we also moved the STORK framework to the cloud to 

apply the full cloud computing paradigm [13]. Authentication Protocol [14] Reported issues and 

proposed brief solutions on privileged access, authenticated access user types bug, vulnerability 

of platforms. Multi-tenanted application isolation, authentication privileges to particular user Data 

Protection, Integrity, vulnerability  Physical security, Privileged access rights, control and 

monitoring maintaining infrastructure, communication channel security, intruder detection[14] . 

These protocols and its limitation motivates us to think for new protocol which can take care of 

authentication, authorization, access control, security, confidentiality and intruder 

detection/prevention system in a single protocol execution. Hence we proposed secure cloud 

transmission protocol which can deal with all these issue.  

 

This paper has organized in the following manner: Chapter 2 presents the proposed SCTP and its 

techniques, Chapter 3, presents the SCTP Petrinet models and its mathematical analysis. Chapter 

4 concludes the paper with its limitation. 

 

2. SECURE CLOUD TRANSMISSION PROTOCOL 

 

Proposed secure cloud transmission protocol (SCTP) has its own communication techniques 

algorithms to achieve strong authentication, security, confidentiality and Intruder detection.  

SCTP may be a solution to the many issues reported in literature. SCTP has two phases 
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initialization phase and execution phase as shown in figure 1. As shown in table 1, In 

initialization phase, SCTP initializes the cloud application with SCTP multi-levels, inputs to 

generate passwords, questionnaires for intruder detections and etc. In execution phase, it executes 

all its proposed techniques [15][16][17]. SCTP performs strong authentications, secure channel 

and intruder detection through its designed techniques which are described in table 2. SCTP 

techniques research work summary and its significance have been presented in table 3. 

 

Figure 1. SCTP Phases: Initialization & Execution 

 

Table 1. SCTP Phases and Its Action 

 

 

Table 2.  SCTP Major Three Techniques 
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Table3. SCTP Technique Research Summary 

 

 

3. SCTP PETRINET MODEL 

 

Petrinet theory is used in modeling network and protocol [28]. Hence we selected petrinet model 

in SCTP modeling, later this model helps to derive mathematical expression and easy analysis. 

This section presents petrinet models for SCTP. Figure 2, presents overview of SCTP which 

depicts the SCTP techniques and production flow based on different places and transitions. SCTP 

Starts with its initialization phase then SCTP execution proceed.  SCTP MLA derived in places 

{P0, P1, P2, P9} and Transition {T0, T1, T2, T8, T11}. SCTP MLA Levels P0, P1 and P2 

receive MDP from T5, T6 and T7 respectively. States P6, P7 and P8 Generates the MDP 

passwords. After successful reaching P3 states with 3 token (MDP passwords), based on cloud 

service types MLC and IM gets executes. SCTP ends at P5 state. Figure 3 presents, detailed 

Petrinet Model for SCTP which describes detailed techniques of SCTP such as MLA [18], MDP 

[21] , MLC[22] and IM[23]. Figure 4, presents the petrinet Model of SCTP without notation 

which helps to derive mathematical expression of SCTP techniques. 
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Figure 2. Overview of SCTP 

 

 
Figure 3. SCTP Detailed Petri net Model 
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Figure 4. SCTP Detailed Petri net Model without notation 

 
Refer to figure 4, SCTP starts by firing transition T 28 at P0 and ends after firing transition T26 & 

T27 at P26.  Let us derive places and transition for each SCTP techniques discussed earlier, i) A 

= MLA = {P0,P1,P2,P13,P12} {T20,T0,T1,T2,T5,T6,T7,T11,T12,T13}, ii) P =  MDP = 

{P6,P7,P8,P9,P10,P11} {T8,T9,T10}, iii) C = MLC = {P4,P14,P15,P16,P17,P18,P19,P20,P21} 

{T3,T14,T15,T16,T17,T18,T19,T20,T26} iv) I = IM = {P5,P22,P23,P24,P25} 

{T4,T22,T23,T24,T25,T27}. Hence SCTP= { AUPUCUI} {AUP} is to achieve Strong 

Authentication, C to achieve Secure Channel, I to ensure Intruder Detection and Prevention. 

 

DETAILED ANALYSIS  

 

A Petri net graph is a 4 tuple (S,T,W,M0) where S is a finite set of places represents 

states/conditions, T is a finite set of transitions represents action/execution. S &T are disjoint, that 

means no object can be both a place and a transition. W:(S x T) U (T X S) -> N is a multiset of 

arcs, i.e. it assigns to each arc a non-negative integer arc multiplicity. Refer to figure 3, N 

represents SCTP. No arc may connect two places or two transitions. The flow relation is the set of 

arcs, F={(x, y)| W(x, y) > 0}. In texts often define Petri nets using F instead of W. When using 

this convention, a Petri net graph is a bipartite multigraph (S U T, F) with node partitions S and T. 

The preset of a transition t is the set of its input places: t={s € S | W(s, t)>0}; its postset is the set 

of its output places: t={s € S | W(t, s)>0}. SCTP each techniques places and transition described 

in figure 3.  M0 is the initial marking, a marking of the Petri net graph. Firing a transition t in a 

marking M consumes W(s,t) tokens from each of its input places s, and produces W(t,s) tokens in 

each of its output places s. SCTP each techniques tokens described in figure 3. We are generally 

interested in what may happen when transitions may continually fire in arbitrary order.  A firing 

sequence for a Petri net with graph G and initial marking M0 is a sequence of transitions σ 

=<ti1...tin> such that M0--> G,ti1 M1^...^Mn-1 --> Mn.  

 

Formulation in terms of vectors and matrices, its transition relation can be described as a pair of 

|S| by |T| matrices 

 

• W
-
, defined by ɏ,t:W

-
[s, t] = W(s, t)  

• W
+
, defined by ɏ,t:W

+
[s, t] = W(t, s)   

 

The set of firing sequences is denoted as L(N). Firing sequence of SCTP techniques A, C & I are 

derived below. 
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A= (P0,T0,P1,T1,P2,T2)   

C =(P4,T14,P14,T15,P15,T16,P16,T20) 

 I = (P5,T23,P23,T14,P24,T25,P25,T27) 

 

Then their difference W
T
 = W

+
  - W

-
 can be used to describe the reachable markings in terms of 

matrix multiplication, as follows. For any sequence of transitions w, write 0(w) for the vector that 

maps every transition to its number of occurrences in w. Then, we have R(N)={M | ᴲw:M=M0  + 

WT . 0(w)^w is a firing sequence of N}. 

 

SCTP MLA, MLC and IM reachability and technique firing sequence derivations illustrated in 

table 4. 

 

Let us apply probability and analyze the failure of SCTP technique execution. Let us take SCTP 

as sample space S , its techniques(A,C & I)  firing sequence as mutual disjoint subsets A1, A2, 

A3, E are events (executions) and subset of S for technique execution. S= A U A2 U A3 Then E 

=E ᴒ S, =>  E ᴒ (A U A2 U A3) => (E ᴒ A1)  (E ᴒ A2) (E ᴒ A3). Since E ᴒ A are disjoint we 

obtain  P(E)= P(E ᴒ A1)+ P(E ᴒA2)+P(E ᴒ A3), using multiplication theorem we obtain,  

P(E ᴒA3)=P(A3 ᴒ E)= P(A3)P(E\A3). Thus we arrive total probability  P(E)= P(A1)(P(E\A1)+ 

(P(E\A2)+ (P(E\A3). Let us apply bayes theorem  k =1,2,3 the multiplication theorem for 

conditional probability tells that P(Ak ᴒE)=P(Ak)P(E|Ak). Therfore  P(Ak|E) = P(Ak ᴒE)/P(E)  

=> P(Ak)P(E/Ak)/P(E)  use law of total probability for denominator P(E). Hence , P(Ak/E)= 

P(Ak)P(E/Ak)/ P(A1)(P(E\A1)+ (P(E\A2)+ (P(E\A3). 

 

 Considering MLC upload and MLC download independent events as P (AᴒB) = P (A) P (B) 

 
Table 4 . SCTP Techniques firing sequence matrix analysis 

 

 
 

4. CONCLUSION AND LIMITATION 

  

SCTP techniques to achieve cloud specific strong authorization and authentication, secure 

channel and intruder has been designed. SCTP MLA & MDP to ensure strong authentication, 

SCTP MLC to achieve strong authentication and SCTP IM to achieve usage profile based 

intruder detection & prevention has been designed. SCTP techniques complete design has been 

presented using Petrinet production model.  SCTP petrinet models and its analysis are presented.  

SCTP performance analysis has been made to compares with existing techniques that are 

proposed to achieve authentication, authorization, security and intruder prevention. SCTP 

designed to protect against different attack mentioned in literature. SCTP can be used in cloud 

application where it needs higher security such as defense, military, university marks database 
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and etc. Simpler application and generic application may not be required such a strong 

authentication, secure channel and intruder detection as it leads to unnecessary complexity. 
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