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Preface

The International conference on Computing and Communication (ICCC’16) was held in Mar
Athanasius College of Engineering, Kothamangalam in Kerala during January 28 - 29, 2016 in
association with ACM, Cochin chapter. Kothamangalam is a place better known as “The
gateway to western ghats” is a land known for fables and churches. The college has constantly
produced renowned personalities in the field of engineering for the past 54 years.

The objective of ICCC16 is to provide a platform for researchers, engineers, academicians as
well as industrial professionals from all over the world to present their research results and
development activities in Computing and Communication. There has been a rapid development
in technology related to these areas during the past few years and has resulted in change in
techniques adopted in various applications. The scope for further development always exist and
the conference would provide the opportunity to discuss the state of the art and to explore the
avenues for future work. All the submitted papers were reviewed by a panel of national and
international experts. In addition we had workshops & tutorials relevant to the industry &
academia, and well known speakers for the plenary and invited sessions during the conference.

We would like to thank the Chief patron, Patron, General and Program Chairs, organization staff,
the members of the Technical Program Committees and external reviewers for their excellent
and tireless work. We sincerely wish that all attendees benefited scientifically from the
conference and wish them every success in their research.

It is the humble wish of the conference organizers that the professional dialogue among the
researchers, scientists, engineers, students and educators continues beyond the event and that the
friendships and collaborations forged will linger and prosper for many years to come.

AbyAbhahai T,

Sidharth Shelly,
Arun K L
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INnvivo PATTERN REcoGNITION AND DIGITAL
IMAGE ANALYSIS OF SHEAR STRESS
DistriBuTiON IN HUMAN EYE

S. Joseph Antony
School of Chemical and Process Engineering
Faculty of Engineering, University of Leeds, UK

ABSTRACT

Human eye is made of a number of structural components to deliver vision, and cornea is the front window
of the eye. Human cornea is made of soft biological materials. It is unfriendly for exposures to the common
energy levels of X-ray scans for repeated probing of its structural architecture. Here we study an
alternative imaging methodology by using a normal white-light source. By exploiting the natural
birefringent property of cornea, the shear stress distribution pattern and its directional characteristics on
the surface of cornea is recognized in vivo. Digital image processing of corneal retardation helps us to
locate the stress concentration zones on its surface and to study their features along preferential directions.
Such digital image outputs could be used in future to bench mark the health standard of cornea as well as a
potential identity signature of people’s eyes.

KEYWORDS

Digital imaging, pattern recognition, cornea stress, eye strain
1. INTRODUCTION

Medical imaging tools such as X-ray scanners, Magnetic resonance imaging (MRI), positron
emission tracking (PET) and ultrasound scanners help us to detect and treat anomalies in human
bodies [1]. A better eye sight is perhaps the most important factor influencing the quality of
human life. Human eye comprises different transparent substances including cornea, the aqueous
humour, the crystalline lens and the vitreous humour [2] Cornea resides at the front of the eye [2]
as illustrated in Fig.1.

Optic Djsc

Blood Vessels

/

Muscle

Figure 1: Schematic diagram of a human eye [3]
DOI: 10.5121/ijci.2016.5201 1
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Previous studies on birefringent measurements in human eyes are mainlyfocused on the medical
treatments Stress distribution in cornea could result due to the inherent molecular architecture of
the corneal tissues [4,5] as well as contributed by the level of IOP in the eye (i.e, intra-ocular
pressure measured conventionally as the average, stress microscopically is scarce in the literature.
In a recent study [3], the author reported in vivo sensing of maximum shear stress distribution on
human cornea using digital photo stress analysis tomography (PSAT). PSAT exploits the
birefringent property of cornea tissues (Fig. 2). When a circularly polarised light from a normal
white light source falls on the cornea, the out coming light is elliptically polarised [3]. Using an
optical analyser, the light vectors of the elliptically polarised light at any point on the surface of
the cornea can be characterised digitally (Fig.2). Using this information, the retardation of the
light between the major and minor principal axis can be determined and related to the maximum
shear stress using the stress-optic law [3].

Previous studies on the birefringence in human eyes focused on the medical treatments
perspectives for example, to characterise retinal structures [7], their age effects [7] and in vitro
analysis of keratoconus [8]. Using X-ray diffraction, some studies have shown diamond-like
architecture of the collagen fibrils [9] which provides mechanical stability to the cornea [8].
However these studies are mostly in vitro as well as perhaps not suitable for repeated
examinations of eye tissues. The shear stress patterns of cornea using PSAT had also correlated
with the diamond-like architecture of the stress bearing fibril elements of the cornea [3].

Outputs: Stress partitioning
using the standard principles of
V G Light vector l. Mohr’s  circle, determining

Light vector lou

principal stress directions and
stress concentration factors

. < . Analyser
= Gl s A

1signal recoding,

Asisaf , Digital Recorder & Computer
.af Digital sig
data processing and stress analysis|

b 7.
Elliptically S
Polarised
(with retardation)

o b o
Xﬁ? O I; (; ) Quarter e
] XX / Wave plate /
iy ‘./

é
Circularly polarised g
Plane polarised

Unpolarised

Wihite light
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Figure 2: Schematic diagram of digital PSAT to recognise stress patterns in the eye [3]
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2. STRESS DISTRIBUTION CHARACTERITICS OF CORNEA AS A BIOMARKER

The current study is the extension of our previous study [3] in which the shear stress
concentration factors of a healthy human cornea in vivo were reported. For comprehensive
details on the PSAT methodology and the partitioning of the stress components on cornea, the
readers could refer to our previous work [3]. Here, we present some key features of the shear
stress distribution characteristics (Fig.3, [10]) of a healthy cornea, and then digitally analyse for
the direction of the major principal stress on its outer surface. We hope that such an analysis
could potentially serve as a route map for bio marking the cornea in the individuals in future.
Furthermore, bi-polar digital imaging scheme was applied to enhance the edge detection [11,12]
of the stress bearing fibrils and this enhanced the visibility of diamond-like structure of the cornea

fibrils.

Figure 3: Partitioning of maximum shear 1., at different planes using the principles of Mohr’s circle [10]:
T, represents shear stress acting in horizontal and vertical planes whereas t, represents shear stress acting at
45° to the horizontal and vertical planes. Tmax acts at 45° to the principal stress direction.

3. ResuLTs AND DiscussioN

3.1 Diamond-like stress-bearing structure of cornea fibrils

Figure 4 shows the edge detection of the fibrils of cornea distributing the maximum shear stress.
Here the output is presented in terms of the retardation of the light (which can be also converted
to the Pa unit [3]).
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Figure 4: Diamond-like distribution of t,acalong the horizontal (+ve) and vertical (-ve) planes on cornea.

The digital stress map presents a diamond-like structure similar to the structure displayed by X-
ray scans of cornea in vitro [9]. However, it is worth noting that the current approach does not
involve the use of any X-ray source. Hence the current approach could be more suitable for any
repeated measurements of stresses in the cornea in future applications.

3.2 Identification Of The Feature Sof Maximum Principal Stress Along The Major
Diagonal Axis Of The Corneaal Diamond

In Figure 5, the axes of the diamond structure are illustrated for the purpose of digital analysis of
its mechanical characteristics in the following sections.

Figure 5: Illustration of the major and minor elliptical axes of the cornea diamond-like structure shown in
Fig.4 and the anatomical terminologies.



International Journal on Cybernetics & Informatics (1JCI) Vol. 5, No. 2, April 2016

From the digital information of the light r etardation discussed above, further analysis is
performed to get the signature of the cornea by plotting the direction of major principal stress
along the major axis of the ‘corneal diamond’. This result is presented in Fig.6a, exhibiting equal
numbers of three troughs (+ve degree) and crests (-ve degree) with well-defined spacing.
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Figure 6: Variation of the direction of major principal stress along (a) major and (b) minor axes of the
corneal diamond within the edges of the cornea

This information along the minor axis (Fig.6b) results unequal lengths of troughs and crests, and
more dominantly with longer troughs along the middle region of the cornea. Hence along the
minor axis, the direction of the major principal stress acts mostly along the vertical plane whereas
along the major axis, the maximum shear stress is distributed along the horizontal and vertical
planes periodically. Hence the distinctive features of this signature along the major axis can be
studied in future, for example the spacing and width of the troughs and crests in relation to the
angle of major principal stress as a signature of cornea in different individuals. For completeness,
the maps of the direction of the major and minor principal stresses on the surface of cornea are
presented in Fig.7.
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Figure 7: Major principal stress distribution is colour coded and the arrows show the direction of the minor
principal stress on the cornea

3.3 Distribution of shear stress acting along the horizontal and vertical planes of
cornea

Similar to Fig.6, the distribution of shear stress along the horizontal (+ve) and vertical (-ve)
planes of the cornea are presented in Fig.8. In this plot, the digital information of these along the

major principal axes of the diamond-like part of the cornea are also extracted from the retardation
measures and quantified.

625
178

(a)
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3

Distance
(b)

Figure 8: (a) Distrubtion of shear stress acting along the horizontal and vertical planes on cornea and (b)
their quantification along the major axis of the corneal diamond as marked by the arrow in (a).

4. CONCLUSION

The stress distribution patterns on a healthy cornea of human eye are reported here using PSAT.
The method senses the retardation of the light components between the major and minor optical
axes at any point of interests on the surface of cornea. This information is digitally stored and a
subsequently stress analysis is performed in detail. The bi-polar image enhancement clearly
reveals a diamond-like stress distribution pattern on the surface of cornea. Previous structural
studies of cornea using X-ray scans in vitro have shown such diamond-like structures. Based on
the features of stress distribution, the current non-X ray based sensing provided an alternative
way of bio-marking the cornea using ordinary white light source.
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EFFECTIVE BANDWIDTH ANALYSIS OF MIMO
BASED MOBILE CLOUD COMPUTING

'Suremya Varghese and ? Ganesan Subramanian

' PG Student, School of Engineering & IT, Manipal University, Dubai
2Assistant Professor, School of Engineering & IT, Manipal University, Dubai

ABSTRACT

Digital Disruption is all around us. Mobile is overtaking desktop, Social Media is beating search,
Messaging Application are challenging e-mails and everything around us is becoming connected. Mobile
devices especially the smart phones are fueling the culture of “Anytime, Anywhere, And Anything’ .
Smartphone is not only ubiquitous but also the primary computing device for many .These paradigm shifts
are fueled by the explosive growth of smart phones which has touched a volume of 1.6 billion units
globally. Smartphone growth has also triggered the explosive growth of mobile applications and cloud
computing .Together, Mobile cloud computing is now a potential technology for mobile services .MCC
overcomes obstacles related to battery life, storage capacity and low bandwidth. Current smart phones
uses 2x2 MIMO which gives a speed 300Mbps, by using massive MIMO technology speed can be enhanced
up to 1Gbps. This paper gives a BER (Bit Error Ratio) analysis to prove that by increasing number of
transmitting and receiving antennas the performance can be enhanced.

KEYWORDS

BER, Cloud computing, mobile, MCC, MIMO
1. INTRODUCTION

Mobile devices and apps are becoming an essential part of human life. Mobile devices are most
convenient way of communication which are not bound by time and place. Mobile users enjoy
various services from mobile applications, which run on the device or/and on remote servers via
wireless networks. However, mobility is facing many problems such as resource scarceness, finite
energy and low connectivity. Mobile cloud computing can address these problems by executing
mobile applications on resource providers external to the mobile device, on the cloud.

1.1. Cloud Computing

“Cloud computing refers to both the applications delivered as services over the internet and the
hardware and systems software in the data centres that provide those services”[3].In the simplest
terms, services and solutions that are delivered and consumed in real time over internet are cloud
services. For example when you store your photos online or using a social media site or e-mails,
you are using a “cloud computing service”. Just as a “cloud” in the sky is diffuse and capable of
hiding things, a “’cloud network” is a diffuse network of computers connected in a hidden fashion
[2]. Cloud computing allows users to use infrastructure (server, network and storage), platforms
(middleware services and OS) and software’s (application programs).

DOI: 10.5121/ijci.2016.5202 9
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Clouds can be Public clouds—providers shares resources over internet to public. Private clouds —
dedicated and secured clouds or Hybrid clouds —and integration of public and private clouds.

T
" servers
@' e Ry esam =3
A > Application ™~ Y
Laptops s> \ Daeaszsktops
g | R
f SSenberteg = Collabération \
|' Content Communicaticn 0 /,"’
Pla tfo m __/
— =
ﬁ oenenty - —— g \
/Ob');c === Rmtu‘n—'- Quese Databas= ,,n

Infrastructure

.. 7 el
i \\\__ s \Block Storaz= Natww Q"k

Phonss o e Tabl=ts

Figure 1 Cloud Architecture.

1.2. Mobile Cloud Computing

Themobile cloud computing is a development of mobile computing, and an extension to cloud
computing. In mobile cloud computing, mobile device based intensive computing, data storage,
mass information processing have been transferred to cloud, which are then accessed over the
wireless connection based on a thin client. This reduces the computing capability and storage
requirement of mobile devices. This brings mobile cloud computing not just smart phone users
but also to simple mobile phone users. Mobile clouds are changing the work culture from brick
and mortar office to just an internet connected phone.

10
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Figure 2---MCC architecture.
1.2.1. Advantages:

1. Improved battery life — As the dependency on mobile devices are increasing the battery
life become critical. By offloading the power consuming computations to the cloud,
computation time and power can be saved. For example, offloading a compiler
optimization for image processing can reduce 41% for energy consumption of a mobile
device [1].

2. High data storage capacity — Users can store and access large data on cloud using
wireless which overcomes the limited storage of mobile devices.

3. Increases reliability and availability — By storing data and applications on cloud reduces
the chances of data lost from device. And with an internet connection users can access it
from anywhere.

4. Improved processing power — By sharing computational work with resourceful cloud
improves processing time and power.

1.2.2. ISSUES

The mobile cloud computing services is still in early stages of development and facing several
issues and challenges like,

1. Security and privacy--Protecting user privacy and data/application is of concern. Mobile
devices are exposed to numerous security threats like malicious codes, hacking and
viruses. Some GPS services gives out information about user’s location [20].

2. Computing issues— Even though computational offloading is one the main features of
MCC it faces some issues like selection of data/application to be offloaded and
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dynamically updating of that files. Sometimes it may not save energy and time as
expected [19].

3. Network connectivity-- since MCC is based on internet, the quality of network
connectivity is very important. But it faces issues like longer latency of wireless
connections, frequent disconnections, traffic congestion, weather conditions and mobility
of users.

Due to limited radio sources the bandwidth is low and the high speed internet is not available
everywhere. There should be a seamless connection handover between different access schemes
(3G, 4G, GPRS, and WLAN Etc.).

4. Mobile application issues: Mobiles devices uses different operating system the cloud
should be able to handle data across multiple O.S. To get the advantage of cloud
computing data should be distributed properly.

1.3. MIMO (MULTIPLE INPUT MULTIPLE OUTPUT)

Compared to normal wired channels, the wireless communication is suffered by the multipath
radio channel between the transmitter and receiver and the scarcity of available spectrum.
Antenna diversity can take advantage of multiple signals to improve the transmission. The
various possible configurations are shown in Figure 1.3, are referred as Single Input Single
Output (SISO), Single Input Multiple Output (SIMO), Multiple Input Single Output (MISO) and
Multiple Input Multiple Output(MIMO). SIMO is a form of receive diversity and MISO uses
transmit diversity. MIMO combines transmit and receive diversity.

LT ! Xv

Figure 3—Multiple Antenna Configurations.

Each antenna element on a MIMO system operates on the same frequency and therefore does not
require extra bandwidth. A MIMO system consumes no extra power due to its multiple antennas
as the total power through all antenna is less than or equal to that of a single antenna system [4].

In current 3g and 4g communications traditional MIMO (2x2) is used. When we increases the
number of antennas the capacity of the system increases linearly. But after 8 antennas, due to size
and position issues of antennas the capacity do not increase. Latest studies show that if number of
antennas is increased in the range of 100 the capacity improved well —known as massive MIMO

[5].
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2. RELATED WORK

Advances in computing and communication has made Mobile cloud computing an attractive area
of research over the past few years. There have been a considerable number of researches to
provide MCC with better coverage and quality, power and bandwidth efficient in all diverse
environment.

Acrticle [10] describes how computers configured to use in single location changed to portable
devices with mobile computing and wireless connection. It also highlights the challenges of
mobile computing like low bandwidth, address migration, low power and risk to data.

Article [8] explains the need for mobile cloud computing, advantages of MCC, current
approaches, its issues and suggested some improvement methods. Some researchers [11],[7] ,[14]
describes the architecture, applications and challenges of mobile cloud computing.

Yi Xu And Shiwen Mao reviewed mobile cloud computing, with focus on the technical
challenges of MCC for multimedia applications [9].

The article [5] presents an overview of potential network architecture and some of the potential
technologies to employed in future 5" Generation Systems which includes

Non orthogonal multiple access (NOMA), Full duplex, Device to Device communication,
Cogpnitive radio, millimeter Wave communication and Massive MIMO.

With the help of a simple 2 branch transmit diversity scheme, article [6] explains antenna
diversity is most practical and effective technique to reduce multipath fading.

In [4], the author provided an overview of MIMO systems and MIMO channel modelling
techniques. With the help of MATLAB simulations showed that equal diversity gain does not
imply equal performance, but limited their analysis till 4X4 MIMO.

Some researchers analysed performance of 4X4 MIMO- OFDM hybrid technology using
different modulation schemes like QPSK and 16 QAM [16], [17]. In [18], the performance of
4X4 MIMO is analysed practically in laboratory.

3. RESEARCH OBJECTIVES

This objective of this research is to identify and present recommendation for improving
transmission efficiency in Mobile Cloud Computing. This is done analysing the BER
performance mathematically and simulating in MATLAB SIMULINK. This research is done in
three phases

Phase 1: Analysis the BER performance of different modulation techniques

Phase 2: Analysis the BER performance of different fading channels.
Phase 3: Analysis the BER performance multiple antenna configurations.
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4. ANALYSIS

BER (Bit Error Ratio) testing is a powerful methodology for testing digital transmission system.
In simple terms BER is the ratio of number of total errors tothe total number of transferred bits
during the time interval. BER is a unit less performance measure, often expressed as a percentage.
BER depend on transmitter, receiver and the medium between them.

4.1. BER ANALYSIS OF DIFFERENT MODULATION TECHNIQUES
The most fundamental digital modulation techniques are:

PSK (phase-shift keying)

FSK (frequency-shift keying)

ASK (amplitude-shift keying)
QAM (quadrature amplitude modulation).

Simulation have been done using MATLAB, for BPSK, BDPSK, BFSK and 16 QAM. For the
purpose of simulation different SNR (Eb/No) is introduced (-5db to 15db) in the AWGN channel.
Figure 4 shows the performance of different modulation in AWGN CHANNEL. In the graph as
Eb/No increases the BER decreases for all modulation.

Graph and the table values shows that BPSK has better performance. QPSK performance is very
similar to BPSK. All carrier signals other than BPSK and QPSK have some level of correlation
between their signals which make it to harder to identify the signal at receiver end. This makes
BPSK and QPSK to have lowest bit error.

" BER PLOT P
_ler BFSK
18 | il BOPSK
_2.
18 [ 16 QAM
113_ I
w
18 |
m =5
18 |
Lol
18 |
_?i
i@ |
5|
i8
_9'
18 |
-8
18 ° 1
E ./ No (dB)

Figure 4. BER Analysis for Different modulation
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Table 1. Theoretical BER Calculation

MODULATION FORMULE BER WHEN
TECHNIQUE (EIN,) =5
BPSK b 2E, 0.0008

p =0 N,
BFSK E 0.0129
P, =Q| |2
b N,
BDPSK b L (_ @) 0.0036
b= 8P T N,

16 QAM b 3 AE, 0.0171

b= 30 5N,

4.1.BER ANALYSIS OF DIFFERENT CHANNELS.

The above simulation is done considering only AWGN channel but signals undergo fading due to
multipath propagation, attenuation and scattering. Fading severally affects the performance of the
system. It can be clearly understand from the graph, the BER is increased considerably in Rician
and Rayleigh fading channels than AWGN channel. A Simulink model is used to estimate BPSK
BER performance in AWGN, Rayleigh and Rician channel is shown in the graph with Doppler
shift = 0.01Hz jakes model.

Table 2. Theoretical BER Calculation

CHANNEL FORMULE BER WHEN(E,IN,) =5
AWGN . 2E, 0.0008
p = Q N,
RAYLEIGH 1 — 0.0436
po=—-|1- Vb
b= 2 1+7,
RICIAN (k= 2) 1 kv, 0.0455
P, = —erfc b
2 k+ Yb
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Figure 5 BER Analysis for fading channel

4.3 MULTIPLE ANTENNA CONFIGURATIONS

To order improve the data rate and reliability of communication over multipath fading channel,
spatial diversity is used. Data is encoded by channel coding method Space Time Block Codes
(STBC). The encoded data is split into N, streams that are simultaneously transmitted by Nt
antenna. The received signal at each receiver linear super position of the N, transmitted signal
plus noise. Performance is determined by the matrices constructed from pairs of distinct set code
sequences. The channel matrix can be written as

h1,1 h 1,2 hl,Nt
H = ha,4 hyp hon,
hy,1 o hw,2 hn,

The received signal at antenna j,

Nt
J _ i j
Tt —Zhj,ixt + Tlt
i=1

_ 1..2 N
e = (rt,rt,...,rt T)
T't - Ht.xt + nt

The received signal vector

MIMO system with N, transmit antenna and N, receiving antenna has diversity gain equal to
N¢N;. Simulations are done with BPSK modulation in Rayleigh channel.
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4.3.1 SIMO- SINGLE INPUT MULTIPLE OUTPUT

Receive Diversity

(1T, 1Rx)
(1T, 2Rx)

—_— (1T, 4Rx)
T 1Tx, BRx

Eb/No (dB)
Figure 6.Receiver Diversity

Table 3. BER comparison of SIMO

Eb/No 1X1 1X2 1X4 1X8
0 0.1483 0.0578 0.03097 0.00032
2 0.1082 0.0332 0.0033 06E-05
5 0.02415 0.00152 1E-05 0
4.3.2 MISO- MULTIPLE INPUT SINGLE OUTPUT
*¥g Tx, 1Rx
10"? = D
N , 4Tx, 1Rx
1072 - \7\““\_{\
\‘\\
E \

Figure 7. Transmitter Diversity
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Table 4. BER comparison of MISO
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2Tx ,BRx

A

Eb/No 2X1 41X1 8 X1
0 0.0671 0.033 0.0032
2 0.0310 0.00513 5.3E-4
5 0.0042 9.2E-05 1.3E-05
4.3.3 MIMO- MULTIPLE INPUT MULTIPLE OUTPUT
Table 5. BER comparison of MIMO
Eb/No 2X?2 4X4 8 X8
0 0.0380 0.002 0.001
2 0.0152 4.33E-04 | 3.3E-05
3 0.0082 1.33E-04 0
f'-,____ o
- Sy : o
™~
..\“‘x& &
H‘“m"h\
I N °
\\\\
S
’ 1 ED.I'Nz (dB) ’

Figure 8. BER Analysis of MIMO
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CONCLUSION

This paper provided basic overview of mobile cloud computing and its need and challenges. We
briefly discussed Space Time Block Coding with different antenna diversity. Its proved that as
number of antenna increases the bit error rate also decreases. Eventhough diversity is same for
SIMO 1X4 , MISO 4X1 and MIMO 2X2 the BER is different. MIMO system will have higher
capacity. Having more number of transmitter end is more feasble than at the receiver end as its
easy to add atennas at base station depending upon requirment rather adding at each handset.\We
can propose MIMO 8X8 is better pereference for 5G integrated MCC.
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ABSTRACT

Intrusion detection systems are most popular de-fence mechanisms used to provide security to IT
infrastructures. Organisation need best performance, so it uses multiple IDSs from different vendors.
Different vendors are using different formats and protocols. Difficulty imposed by this is the generation of
several false alarms. Major part of this work concentrates on the collection of alerts from different
intrusion detection systems to represent them in IDMEF(Intrusion Detection Message Exchange Format)
format. Alerts were collected from intrusion detection systems like snort, ossec, suricata etc. Later
classification is attempted using machine learning technique, which helps to mitigate generation of false
positives.

KEYWORDS

Intrusion Detection Systems, IDMEF, Snort, Suricata, ossec& WEKA

1. INTRODUCTION

Due to the widespread use of Internet, providing security against attacks on network is a
challenging job today. Most of the organisations use intrusion detection systems (IDS) for
providing security. Need for IDS can be summed up as simple principle of security: Defence in
Depth. It is a layered approach involving multiple overlapping controls in preventing, detecting
and responding to suspected intrusions.

1.1. INTRUSION DETECTION SYSTEM

Intrusion detection systems are most popular defence mechanisms used to provide security to IT
infrastructures. Intrusion is a sequence of related actions performed by a suspicious adversary,
which result in the form of compromise of a target system [7]. These kinds of actions violates
certain security policy of the system. The process of identifying and responding to suspicious
activities of target system is called Intrusion Detection [7].
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1.2. MOTIVATION

Organisations frequently use several IDSs from different vendors since each has its relative
strengths. One may be strong at host-based intrusion detection while another may be strong at
network based intrusion detection. Organisations need best performance, do not prefer to take a
chance with security and hence use multiple IDSs from different vendors. Different IDSs will be
using different protocols and generate alert events in different formats. If we fail to integrate the
outputs from all these properly, the volume of data generated will be high and accordingly more
false positives occur. Large volume of IDS false alarms is unacceptable to security administrators
as it hinders smooth functioning of any organization. To reduce the cost of operation and increase
the reliability of a security system, it is required to tackle the excess of false alarms.

2. PROBLEM STATEMENT

To develop an approach to collect alerts from different sensors and standardize them into IDMEF.
Later these alerts will be classified into false alarms and attacks attempted using machine learning
technique.

3. RELATED WORKS

KleberStoreh et al. [9] proposed an approach for correlat-ing security events using machine
learning technique. Layered approach is followed here. Apart from normal methods they analyse
alerts generated from different sensors, which are normalised, fused into meta-alerts and are then
used for classification into alerts or false alarms. ChampaDey [7] proposed a similar approach for
reducing false alarms using incremental clustering algorithm. Only data from snort IDS is used
for analysing purpose. The alert data is then processed using incremental clustering algorithm and
classified into alerts or false alarms.

4. PROPOSED METHOD

In the proposed system, format difference in alert from different sensors is overcome by
representing them into IDMEF (Intrusion Detection Message Exchange Format) format. Later
classification of parsed IDMEF alerts into false alarms and attacks is achieved using machine
learning technique. In this work, we collect alerts from different intrusion detection systems and
proceed as follows:

e Convert collected alerts into a common format (ID-MEF is identified as common
format).
e Labelling of alerts.
o Classification of alerts into false alarm or attack using machine learning technique.
Detailed work flow for the proposed system is shown in Figure 1.
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Figure 1. Detailed Work Flow
5. STANDARDISATION OF ALERTS

5.1. IDMEF

IDMEF(Intrusion Detection Message Exchange Format) is an object oriented representation of
alert data generated by intrusion detection systems. The goal of IDMEF is a standard
representation of alert data in an unambiguous manner. IDMEF data model can be summarised as
Figure 3.1 [11] .Two types of implementation for IDMEF was proposed by Intrusion Detection
Working Group (IDWG) [11]. One method is using Structure of Management Information (SMI)
[11] and the other is using XML. During second phase of our work, we need to process the
IDMEF messages. Software tools for processing XML documents are widely available, in both
commercial and open source forms [11]. Hence we chose to implement IDMEF in XML format.

5.2. IDMEF GENERATION

DARPA (Defence Advanced Research Project Agency) [1] data sets are used for testing. DARPA
simulate American air force based local network being attacked in different ways. Attack
information are provided in the form of log files. DARPA data set is replayed using different
IDSs.We considered Snort and Suricata IDSs. Alerts were gathered from them and IDMEF
messages were generated. IDMEF message generation details are explained in the following
sections.

5.2.1. Snort

Snort is a widely used open source signature based network intrusion detection system,
configured to operate on Network IDS mode. In Network IDS mode, snort will perform actual
analysis to determine malicious traffic and alerts are generated. To conduct testing DARPA 1998
data sets were downloaded from MIT Lincoln Labs website [1]. This dataset contains simulated
network traffic embedded with marked attacks. snort was configured in network intrusion
detection system to use this data set. We wrote a perl script to attain the task of standardisation
phase in work flow diagram. Alert file serves as input to this program. Required alert attributes
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are obtained through parsing and IDMEF message is obtained with the help of XML::IDMEF
library. The IDMEF messages obtained from snort alert file is shown in Figure 2.

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<idmef:IDMEF_Message xmlns:idmef="http:/iana.org/idmef version =1.0">
<idmef:Alert messageid="1">
<idmef:Analyzer analyzerid="527">
<idmef:Node category="8" />
</idmef:Analyzer>
</idmef:Alert>
<idmef:CreateTime ntpstamp="06/16-11:22:28.515219" />
<idmef:Source>
<idmef:Node>
<idmef:Address category="ipv4-addr">
<idmef:address>0.0.0.0</idmef:address>
</idmef:Address>
</idmef:Node>
<idmef:Service>
<idmef:priority> 2</idmef:priority>
<idmef:protocol>IGMP</idmef:protocol=>
</idmef:Service>
</idmef:Source>
<idmef:Target>
<idmef:Node>
<idmef:Address category="ipv4-addr">
<idmef:address>224.0.0.22</idmef:address>
</idmef:Address>
</idmef:Node>
<idmef:Service>
<idmef:protocol>IGMP</idmef:protocol=>
</idmef:Service>
</idmef: Target>
<idmef:Classification text=" Potentially Bad Traffic" />
f,-'idmef:lDMEF_Messageb

Figure 2. IDMEF Message Generated by Snort
5.2.2. Suricata

Suricata, a rule-based IDS, take advantage of the externally developed rule sets to monitor sniffed
network traffic and provide alerts when suspicious events take place. Suricata uses the Yaml
format for configuration. suricata.yaml file included in source code is the example configuration
file of Suricata. After packet analysis Suricata generates alert outputs. Output section in
suricata.yaml controls the output structure for alerts generated. Default log directory is
Ivar/log/suricata. There are several types of output structures like fast.log, http.log, stats.log etc.
To generate IDMEF messages an output structure as mentioned above was developed. For this we
have developed a C program, which will write data into buffer in IDMEF format. Program files
were appended to source code. Re-installation of Suricata was performed. Suricata was
configured to use DARPA data set. Alerts were generated from the suricata. IDMEF messages are
generated at default directory /var/log/suricata/fast.log as shown in Figure 3.
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2|<?xr'ﬂ. version="1.0" encoding="UTF-8"7>

3 <idmef:IDMEF-Message version="1.0"xmlns:idmef= http://iana.org/idmef/>
4 <idmef:Alert messageid= 2200075 =

5 <idmef:Analyzer analyzerid=1>

6 </idmef:Analyzer>

7 <idmef:CreateTimentpstamp=03/12/2015-15:36:31.734831 >
8 <idmef:Source=

9 <idmef:Node>

10 <idmef:Addresscategory=ipv4-addr>

11 <idmef:address=192.168.4.71</idmef:address=
12 </idmef:Address=

13 </idmef:Node>

14 <idmef:Service>

15 <idmef:priority=3</idmef:priority=

16 <idmef:protocol=UDP</idmef:protocol=<idmef:port=65419</idmef:port=
17 </idmef:service>

18 </idmef:source>

19 <idmef:Target
20 <idmef:Node=>
21 <idmef:Addresscategory=ipv4-addr>
22 <idmef:address=192.168.254.2</1dmef:address>
23 </idmef:Address=
24 </idmef:Node>
25 </idmef:Target=>
26 <idmef:Service>
27 <idmef:protocol=UDP</idmef:protocol>
28 <idmef:port>53</idmef:port=
29 </idmef:service=

30 </idmef:Target=

31 <idmef:Classificationtext=(null)=>

32 </idmef:Classification>

33 </idmef:Alert=

34 </idmef:IDMEF-Message=

Figure 3. IDMEF Message Generated by Suricata
6. FALSE POSITIVE REDUCTION

6.1. ALERT CLASSIFICATION

As we discussed earlier the main objective of intrusion detection system is to distinguish between
attacks and normal events. Most of intrusion detection systems face a common problem which is
the generation of high false alarms. An IDS is efficient when it contains less number of false
positives and false negatives. One way to tackle this problem is using machine learning
technique. Machine learning techniques can be used to distinguish between attacks and false
alarms.

a. MACHINE LEARNING

DARPA data set provide tcpdump.list files. For each online traffic, information about attacks in
each connection will be included in tcpdump.list files. Connection is a sequence of TCP packets
starting and ending at some well defined time interval. Between this connections data flow from
one source IP address to target IP address under the control of a protocol. Input to labelling unit
are two files, alertlog file and tcpdump.list file. tcpdump.list file contain information about start
date, duration, service, source port, destination port, source IP, destination IP, attack score and
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attack type. Attack score is a binary valued attribute. Presence of an attack is indicated by an
attack score 1 while 0 indicates the absence of an attack. Attacks are mainly divided into five
classes DOS, Probe, R2L, U2R, DATA . Algorithm for Labelling Alerts The algorithm is
implemented in python. The labelled alert file is used for classification. Classification is
attempted using machine learning algorithm. We use WEKA tool for this approach.

Input:Tcpdump.list File, Alertlog (parsed IDMEF file) File
Output: Labelled Alerts
1. For each row in tcpdump.list files
If row is a labelled attack then add the row to the new file AttackList
2. For each row in alertlog file
Create key with three attributes timestamp, srcip, destip
IF
The key exists in the AttackList file, Identify the attack class for the type
of attack found. Label the selected row with the type of attack class.
Else
Label the selected row as normal
3. Return the AlertList file
Algorithm 1: Algorithm for Labelling Alerts

6.3. WEKA

Weka(Waikato Environment for Knowledge Analysis) [5] is a free and open source tool used for
data mining tasks. Weka has many applications like Explorer, Experimenter, Knowledge Flow
and Simple CLI. We attempt classification using Weka Knowledge Explorer.

6.4. WEKA EXPLORER

The classifier panel in Weka Explorer allows us to configure and execute any weka classifier on
the current data set. We take data set with known output values and use this to build a data model.
Whenever we have new data points with unknown output values, we put it through model and
produce our expected output. This model requires one extra step, shown as pre-processing unit in
Detailed work flow diagram in Figure 1. Entire training set will be taken and divided into two
parts. We will take about 60-80 % data and put into our training set, which will be used to create
the data model. Then take the remaining data and use it as test set, which will be used for testing
the accuracy of our model after creating it. A Naive Bayesian Learner (bayes.Naive Bayes)
algorithm will be used for classification.

6.5. RESULTS AFTER CLASSIFICATION
One way to evaluate IDS is by its prediction ability to give a correct classification of events to be

attacks or normal behaviour. According to real nature of an event the prediction from an IDS has
four possible outcome which is called confusion matrix.
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Tablel. Confusion Matrix

Normal Attack
Normal TN FP
Attack FN TP

TN :-True Negatives are actually normal events and successfully labelled normal.
TP:- True Positives are attack events and successfully labelled as attacks.

FP:- False Positives are normal events being classified as attacks.

FN:- False Negatives include attack events incorrectly classified as normal events.
True negatives and True positives corresponds to the correct operation of the IDS.

False Positive Rate(F P R) = FP/FP+TN (1)

Also known as false alarm rate. Rate at which normal data will be falsely detected as attacks.
High FPR will degrade the performance of IDS.

False Negative Rate(F NR) = FN/TP+FN (2)
If FNR is high system is vulnerable to attacks.

True Positive Rate(T P R) = TP/TP + FN (3)

True Negative Rate(T N R) = TN/TN + FP (4)
Also known as detection rate or sensitivity. It is the ratio of detected attacks among all
attack events.

Accuracy =TP + TN/TP + TN + FP + FN (5)
It is the ratio of events classified as accurate type in total events.

Precision = TP/TP+FP (6)

Figure 4 shows result after classification.
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Time taken to build model: 0.04 seconds

=== Evaluation on test split ===

=== Summary ===

Correctly Classified Instances 1399 80.2179 %
Incorrectly Classified Instances 345 19.7821 %
Kappa statistic 0. 0484

Mean absolute error 0.133

Root mean squared error 0,2555

Relative absolute error 106, 4934 %

Root relative squared error 102,2921 %

Total Mumber of Instances 1744

=== Detailled Accuracy By Class ===

TP Rate FP Rate Precision Recall F-Measure ROC Area C(Class

€] 0,005 €] €] €] 0,294 dos

0,875 0.911 0.83 0.975 0.896 0.765 normal

0.031 0.019 0.143 0.031 0.051 0,245 probe

€] 0.012 €] €] €] 0,002 R2L

€] €] €] €] €] 0,304 U2R
Weighted Avg. 0,802 0.749 0,694 0,802 0.74 0,673

=== Confusion Matrix ===

a b c d e <-- classified as
o 13 1& 2 Q| a = dos

4 1394 14 18 Q| b = normal

4 151 5 1 o c = probe

a 1 a 6] 0| d = Rz2L

Q 4 Q Q 0| e = LUZR

Figure 4. Result After Classification

3. CONCLUSIONS

Organisations frequently use several IDS from different vendors since each have relative
strengths and weaknesses. The use of diverse IDS solution leads to generation of too many false
positives. If we fail to tackle the problem it will effect the performance of organisations. In the
proposed system, format difference in alert from different IDSs are overcome by representing
them into IDMEF format. Alert data can be handled efficiently by representing alerts into IDMEF
message. Later classification of parsed IDMEF alerts into false alarms and attacks is achieved
using machine learning technique. Parameters obtained by parsing IDMEF were not optimised in
our approach. This will further improve the performance of alert classification.
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CORRECTION OF C PROGRAMS USING MACHINE
LEARNING AND DATA MINING
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ABSTRACT

There has always been a struggle for programmers to identify the errors while executing a program- be it
syntactical or logical error. This struggle has led to a research in identification of syntactical and logical
errors. This paper makes an attempt to survey those research works which can be used to identify errors as
well as proposes a new model based on machine learning and data mining which can detect logical and
syntactical errors by correcting them or providing suggestions. The proposed work is based on use of
hashtags to identify each correct program uniquely and this in turn can be compared with the logically
incorrect program in order to identify errors.

KEYWORDS-COMPONENTS

Machine Learning Device(MLD), Data Mining Device(DMD), Databases, Hash-tag.

1. INTRODUCTION

The conventional text-book based learning has gradually been replaced by a more convenient and
affordable computer-assisted learning considering its availability and accessibility. [1]With the
Introduction to Programming course being made compulsory in almost all academic institutions
students with no background in coding struggle to get hold of the syntax and logics of the
programs.

Correcting such errors can be a very tedious job when you can’t get the meaning of the compile
time error messages that you receive. The evaluation of such a huge amount of programs, given
the vast amount of pupils the institution has to take, can be very tasking and takes a lot of time.

Similarly, at an organization which involves coding from its employee, sitting and correcting all
the syntactical errors will waste a lot of energy and resources. To deal with such issues, we have
proposed an automatic error detection and correction system for programs in C. There have been
various studies and tools used previously to assist novice programmers to form an error free
program and get a correct output.[7] Our system mainly deals with compile time errors i.e.
syntactical errors since syntactical errors are significant for the novice programmers. This paper
proposes a system which focuses on integration of machine learning, data mining and system
programming to detect the errors in the program.
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Data mining can be defined as process of analysing data from different and summarizing it into
useful information. It is a process of finding correlation or patterns in the information available.
[8]The five major steps that will constitute the data mining aspect of the system are: collecting
data to mine, determining the table to assist, pre-processing the data, extracting relevant data from
raw, data cleaning and formatting it, adapting a mining algorithm, and at last applying mining
results.

The four major categories of mining algorithms are[9]:

1) Pattern matching: Finding the instance to data for given pattern.

2) Clustering: Assembling the data in clusters.

3) Classification: Classifying data on the basis of the already classified data.
4) Frequent pattern mining: Locating the frequently occurring pattern.

Now, the correct programs will be stored in the database and organized using data mining. Each
of the correct programs will be assigned a hash-tag with help of system programming
identification. Whenever an incorrect program with that particular logic will be entered, the
system will make a hash-tag based comparison with correct program and using data mining it will
detect those errors.

With the help of machine learning, the system will analyse the data, recognize the pattern, learn
and then display the errors in the program and suggestions to correct those errors. This will allow
the programmers to save a lot of energy and thus get the output faster.

In section 1I, we reanalyse the previous works on the methodologies and techniques used. In
section Il we discuss our proposed solution for the issue. In section IV, we have written
advantages and disadvantages of the proposed solution. In section V we conclude our paper while
describing the scope of the project and the future work possibilities.

2. RELATED WORK

Our research aims to design error detection and correction methods in C programs using data
mining and machine learning. Several other researchers have previously worked on the similar
domain.

K .K Sharma and Kunal Banerjee [1] have concentrated on the problem of the precedence of the
if-else statements and the incorrect ordering of conditions leading to a logical error which
standard compilers fail to determine. This is later resolved by tabulating the if-else statements
using a set of systematic steps. Firstly, the precedence of the if-else conditions is identified.
Secondly, after ordering according to the precedence the innermost conditions are executed and
they are compared with the rule table. Comparison is done by converting these statements in
normalized form. After normalization of each condition, we now check the ordering of conditions
in an else-if construct. Thirdly, a complex analysis is done to compute the time complexity and
make it more efficient. The time complexity is done taking two things in consideration: the
complexity of comparing two normalized (conditional) expressions and the number of times such
comparisons have to be done. This can be used in our project to tackle the if-else condition
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problem and will reduce the possibility of logical errors related to the if-else conditions to occur.

YuriyBrun and Michael D. Ernst [2] propose a technique for identifying program properties that
indicate errors. The technique generates machine learning models of program properties known to
result from errors, and applies these models to program properties of user-written code in order to
classify and rank properties that may lead the user to errors. Given a set of properties produced by
the program analysis, the technique selects a subset of properties that are most likely to reveal an
error. An implementation, the Fault Invariant Classifier, demonstrates the efficacy of the
technique. The implementation uses dynamic invariant detection to generate program properties.
It uses learning techniques like support vector machine and decision tree to classify these
properties. It is done by technique in which it has two steps: training i.e. pre-processing step that
extracts properties of programs containing known errors and classification i.e. the tool applies the
model to properties of new code and selects the fault-revealing properties. This is followed by
creation of models and detection of fault-revealing properties. This technique may be most useful
when important errors in a program are hard to find. It is applicable even when a developer is
already aware of (low-priority) errors.

Tatiana Vert, Tatiana Krikun and Mikhail Glukhikh [3] in their paper “Detection of Incorrect
Pointer Dereferences for C/C++ Programs using Static Code Analysis and Logical Inference”
have done static code analysis precision using classic code algorithm with dependencies. The key
characteristics of error detection methods are based on soundness, precision, and performance. To
achieve all the characteristics is contradictory as one of them is to be compromised to increase the
efficiency of the other two. This is solved by a logical interface tool by constructing a source code
model for the program. The most convenient model which can be used for code analysis is a
control flow graph (CFG). In predicate analysis, information about exact values of variables and
relations between them is extracted during analysis of program statements. These values and
relations can be represented as logical predicates. Later, in pointer analysis, the rules are: pointer
correctness, deference of a pointer to a simple variable, deference of a pointer to an element of
complex object and summation of pointer and integer constants. Future considerations of the
parameters of the rule can be defect detection rule are incorrect pointer deference , buffer
overflow and array out of bounds.

The paper by George Stergiopoulos, PanagiotisKatsaros and DimitrisGritzalis [4] is based on
automated detection of logical errors based on profiling the intended behaviour behind the source
code. The territory of logical errors has yet been untouched and this paper is an attempt to put a
light on this subject based on a profiling method that is combined with analysis of information
and cross checks dynamic values with its natural symbolic execution and use of fuzzy logic.
Errors are classified using fuzzy logic membership ie severity- values from a scale quantifying
the impact of a logical error, with respect to how it affects the AUT’s execution flow and
vulnerability- with values from a scale quantifying the likelihood of a logical error and how
dangerous it is. Profiling is done based on- intended program functionality as Rules (Dynamic
Invariants), Program states and their variables, Source code profiling for logical error detection
and severity(critical source code points).

The paper by PrakashMurali, AtulSandur and Abhay Ashok Patil [5] is about a logical error
correction system in C using genetic algorithm techniques for error correction along with
statistical control flow techniques. It is done using expression mining by considering a reduced
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subset of the C language to probe the challenges of error correction. The logical error occur in the
expression is hypothesized of the input program. The first task is to employ data mining on the
input program and extract the expressions in the program. The stepwise analysis is shown in the
paper. This algorithm can include logical errors in non-mathematical expressions by suitably
modifying the code.

M. 1. Glukhikh, V. M. Itsykson, and V. A. Tsesko [6], analyse the development of dependency
analysis methods in order to improve static code analysis precision “Using Dependencies to
Improve Precision of Code Analysis”. They explain the reasons for precision loss when detecting
defects in program source code using abstract interpretation methods. Dependency interpretation
based on logic inference using logic and arithmetic rules is proposed by them. Defect detection
based on abstract interpretation that provides both soundness and high precision is characterized
by high computational complexity. The main cause is the need to analyze all the possible
execution traces and to store the values of all the reachable objects in these traces. This complete
dependency analysis is shown in this paper. The presented research demonstrates that extraction
and interpretation of data dependencies is one of the most important aspects of code analysis.
There are several directions to improve the suggested approach: development of more precise
dependency merging rules, and use of automated theorem proving methods when interpreting
dependencies.

3. PROPOSED WORK

Logical Errors has been a rather intangible area to be touched on. Logical error correction can
help in saving loads of time along with the desired efficiency and better time complexity. The
proposed approach is to compare the two programs and find out errors by detecting the missing
invariants using machine learning and data mining. An invariant can be a missing element,
statement or number of iterations in a program. There will be a predefined database which will
have the profiling of missing invariants. Profiling is basically used for defining the basic use of
each invariant using a predefined database .The use of missing invariants will be recognised and
organised using data mining and this use will allow the machine learning device to learn the use
of each invariant with respect to a particular program. Functions of each problem have similar set
of statement unless it has been solved by a different algorithm. With this realisation, each
program should be written as a function. So, the two functions can be compared to detect errors.
The suggestions provided by machine learning device based on profiling and previous knowledge
are displayed to the user wherein the user has a choice of modifying the code or embedding the
correct code that is only stored in the database . Embedding the code can be done by replacing the
whole code.
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Figure 1:Block Diagram

Step 1: Compiler Construction

The compiler will consist of 4 parts-Machine Learner Device (MLD),Data Mining
Device(DMD),C compiler, Database 1 and Database 2.Database 1 will be used to store the
correctly executed programs with a hash-tag attached to it(shown in Figure 2). A new algorithm
for the same problem can be stored separately. Database 2 will be the database used by MLD and
DMD for profiling of each variant possible in a program. The data mining device is used to
uncover the use of each invariant. The machine learning device will identify the use of each
invariant in the user’s program.

The compiler should be capable of comparing two programs efficiently and should also be able to
find out the missing invariants in the program. The comparison should not be time consuming and
the database and the software should work in tandem with that compiler.

Step 2: Programming Construction

The program should be divided into modules or functions. The function provides a base for
comparison of the program. The function should provide the same logic as that of the correct
program even if variables are defined differently unless a different .Modularity is a must. The
construct willdepend upon-indentation, function use and parameters. It would be feasible if
parameters in the function are same as it will provide better comparison structure and better
efficiency.

Step 3: Comparing the programs
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The compiler will compile two programs-the correct program and the incorrect program. The
correct program will be the one stored in the database. One thing needs to be taken care of is that
the logic should be same. If logic is different but a correct one, then that program will be stored in
database. If the logic is different or incorrect one, then correct program will replace the incorrect
one without showing the errors. If logic is same, it will evaluate the program and find out the
missing code. The comparison should not take much time and should be done efficiently. This
missing code will be transferred on to DMD for base profiling.

Step 4: Deducing the errors

Errors will be deduced by predefining the use of each operator, variables and functions etc. The
code which was missing will be designated and organised using data mining. The data will be
organised according to program and then the use of each element will be checked by DMD. Here,
the use of machine learning will play an important part. The machine will learn the use of each
element and will implement it according to that particular program. The efficiency and accuracy
of the logical error correction should be a prime concern. The machine learning will deduce the
errors based on the program as well as the use of profiling.

Step 5: Classifying the errors

The errors here will be classified into logical, syntactical and runtime errors. The syntactical
errors can be found out using pre defined profiling. The logical errors require the description of
each element along with machine learning of the program. Each of the missing elements have a
logic and they need to be identified and classified accordingly. The syntactical and the run time
errors faced can be stored in the database as the MLD can learn from these errors for providing
future suggestions. They can be used as a reference while executing a similar program. The
logical errors need to be individually processed for each program as each program can possibly
have multiple logics. The new logic needs to be stored in the database with the same subject
name/hash-tag. A hash-tag is basically a reference for storing and retrieving a particular program
having a particular logic. The rules for assigning a hash-tag are as follows:

1) Each Hash-tag should be unique.
2) Each Hash-tag will contain a program of unique logic.

3) Hash-tags are case-sensitive. This needs to be taken care of during accessing of program
through a hash-tag.

Step 6: Recommending and giving the right solution

The right solution will be based on the type of error detected. If the logic is different and the
output is also incorrect, the correct code from the database will directly replace the incorrect
code, else it will suggest the solution so that the user is aware of the mistakes. The solution if
implemented, works, then that solution can be learnt by the machine so that in the future use, the
machine realises the different implementations of logic.
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Step 7: Embedding the correct solution in a program

The correct solution can be embedded in the form of macros or new functions as per the user
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Figure 2: Flow Chart

4. ADVANTAGES AND DISADVANTAGES OF PROPOSED WORK
The advantages of our proposed system are as follows:

e Reverse Engineering will become simpler and efficient as understanding of the
programming

e logic will become much easier.

e Time taken for debugging will reduce significantly as logical errors will be suggested
which will make user realize of the mistake in the program

e Use of cloud computing will allow sharing of code across the world which in turn will
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provide more test cases for machine learning.

Time complexity and space complexity can also be compared of each correct program,
thereby saving loads of time and space in a program.

It can be implemented across all languages and all platforms.

The program will only be stored if it is executed correctly. So, the comparison with the
program in the database will be syntactically correct.

The disadvantages of our proposed system are as follows:

Logical errors cannot be detected if the algorithm used to a problem is different. This can
however be corrected by adding a new approach (correct program) in the database so that
machine can learn the new approach.

The correct program which is stored in database for reference should be logically correct
itself. For example, if the program for addition is stored in the hashtag for subtraction, the
comparison of the program will be done incorrectly.

The logic and operators which is not defined in the database will not be compared which
will reduce the efficiency to detect the errors.

100 percent efficiency will never be achieved.

The system is susceptible to various security issues.

5. CONCLUSION

Developing the program is impossible unless the code gets compiled correctly. Therefore it is a
very important part of the error correction process. A methodology has been proposed which will
assist the novice programmers in realizing various types of syntactical errors and how they can be
dealt with. The scope of this project deals with inclusion of more complex run-time and logical
errors and correcting programs written in different programming languages like C++ and java.
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ABSTRACT

Cancer is malignant growth or tumour which forms due to an uncontrolled division of cells in a part of
body which may even lead to death. These are of different types depending upon the part of body affected.
If it is Pancreas then the disease is termed as Pancreatic Cancer. This paper presents an Artificial Neural
Network model to diagnose pancreatic cancer based on a set of symptoms. An ANN model is created after
analysing the actual procedure of disease diagnosis by the doctor. An approach to detect various stages of
cancer affected in pancreas is presented in the paper. Results of the study suggest the advantage of using
ANN model instead of manual disease diagnosis.

KEYWORDS

Neural Network, Diagnosis, Fuzzy Logic, Cancer, Pancreatic Cancer
1. INTRODUCTION

Artificial Neural Network (ANN) is a relatively raw model based on the brain’s neural structure.
In various clinical situations which are considered difficult, ANN has been used successfully as a
non-linear pattern recognition technique in making diagnostic and prognostic decisions [1]. Now
a days, many medical diagnosis problems are being solved using NN techniques. Artificial Neural
Networks are applied to medicine mainly for the task which is based on the measured features to
assign the patient to one of a small set of classes [2][3]. A number of researches are going on
worldwide on the applicability of neural networks in medical diagnosis [4][5]. Accuracy as well
as the objectivity of medical diagnosis has been increased using neural networks. In ANN, the
processing element is called as neurons. An artificial Neural Network is a network of such
interconnected neurons operating in parallel. Biological nervous systems are the main inspiration
behind the concept of artificial neurons. Functioning of a network greatly depends on the
connection between the elements in the network. These processing elements are subdivided into
several subgroups called layers in the network. The first and the last layers are called the input
and output layers respectively. There may be some additional layers, called hidden layers, in
between the input and output layers. A neural network can be trained to perform a particular
functionality. This is done by adjusting the values of the connections between the elements, called
weights. The number of cancer related deaths worldwide is increasing day by day and researches
shows that pancreatic cancer is the eighth most common cause of cancer-related deaths
worldwide and fourth worldwide.

Malignant type neoplasm pancreatic cancer is originated from transformed cells which arise in
tissues form the pancreas. Pancreas is a spongy organ that is around 6-inch long. This is located
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in the back of the abdomen behind the stomach. Pancreatic juices, insulin, and hormones are
created by exocrine and endocrine glands. These glands are contained within the pancreas. The
exocrine glands make the enzymes or pancreatic juices, which are then released to the intestines
through a series of ducts. This will help carbohydrates, proteins and fat to digest. Islets of
Langerhans are the small clusters of these endocrine cells. The glucagon and insulin are released
into the bloodstream by these islets of Langerhans. The levels of sugar in blood are managed by
two of these hormones. Improper working of these hormones will often result in diabetes.
Tumours are formed by the abnormal pancreas tissues continue splitting and create masses or
lumps of tissues. The major functions of pancreas are then interfered by these tumours. Benign is
the situation when a tumour stays at one location and shows limited growth.

This paper tried to show that if the particular condition of a patient is given, then the NN can be
used to make an accurate prognosis of each individual [6] [7]. How human intelligence can be
applied in health sector [8] [9] is the major concern behind this paper. A self-learning intelligent
system can be developed using NN which can overcome the uncertainties in the diagnosis of
pancreatic cancer. Some symptoms are taken from the patient’s previous medical records as well
as from the doctor, and by using these data the neural network model is trained to detect the
presence/absence of pancreatic cancer in that patient. To diagnose the pancreatic cancer properly
using this intelligent model fuzzified symptoms values are applied.

In prediction, NN models are widely being used, especially in medical diagnosis. Studies show
that for the diagnosis of different medical diseases, ANN have been used very successfully. In
2004, a NN based model is proposed by Kamruzzaman et al. for the diagnosis of heart diseases
[10]. In 2008, a Genetic Algorithm (GA) based technique for classifying tumour mass in breast
and to identify breast cancer has been introduced [11]. A new method for Predicting Blood
Cancer and Disorder is then developed by Payandeh [12] et al. later. One of the latest works in
this is Artificial Neural Network for predicting headache which is done by Bahar et al. In 2011
also, a lot of NN based disease diagnosis has been done. Artificial Neural Network to pre-
diagnosis of Hypertension [13], using Back-Propagation training algorithm, Artificial Neural
Network model to diagnose skin diseases by Backpo [14] et al. etc are some of them. Similarly
ANN models are also developed for breast cancer detection [15], Kidney stone diseases [16] etc.
In the following sections the paper will be dealing with the details of implementation of the ANN
model for detecting the pancreatic cancer. In section Il, the Methodology used to in the paper is
discussed. The results of the experiment and Discussions are included in Section Ill. Then by
Section IV, the paper is concluded.

2. METHODOLOGY

The initial step towards performing the process of medical diagnosis was initiated by examining a
number of patients by a group of medical experts and identifying the symptoms. The next step
was to propose a neural network which could be used in diagnosing PC diseases. The proposed
model contains three layers namely input layer, hidden layer, and output layer. A single hidden
layer consisting of 20 hidden layer neurons was created and trained. The input samples and output
or target samples were divided for training, validation and test sets automatically.

For training the network, the training set was made use of. Training was continued until there was
network stops improving the validation set. The test set was completely independent of the
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measure of network accuracy. During the training phase, the patterns in data were learned by
hidden neurons and the relationship between input and output pairs are mapped. In the hidden
layer, a transfer function was used by each neuron for processing the data it receives from input
layer and the processed information to the output neurons was transferred, for further processing
using a transfer function in each neuron.

2.1. DATASET

Dataset used for the diagnosis of the pancreatic cancer is shown in Table 1. The data set consist
of 11 possible symptoms and 3 outcomes possible. The outcome is purely dependent on the
significance of symptoms for a particular patient. The entire dataset consists of measured features
of 120 patients in which 90 samples were used for training the network and the remaining for
testing purpose.

The set of symptoms represented as S = {Jaundice (J), Loss of Appetite (LA), Weight Loss (WL),
Pain in Upper Abdomen (PUA), Irritability (1), Gall Bladder Enlargement (GBE), Swelling
Lymph (SL), Diabetes Mellitus (DM), Deep Venous Thrombosis (DVT), Acholic Stool
&Steatorrhea (AS&S) and Fatty Tissue Abnormalities (FTA) }.

The set of possible outcomes of diagnosis represented as D = {Disease Detected, Disease might
be Detected and Disease not Detected}.

Disease outcomes and the corresponding label assigned for each of them is explained in Table 2.
Next, on the basis of fuzzy set, the paper describes each symptom by its membership value. The
basic block diagram that explains about the operational procedure is shown in Figure. 1.

Table 1. Symptoms Significance and Result

J LA | WL | PUA | GBE | SL | DM | DVT | AS&S | FTA | Remarks

045 0.26 | 0.60 | 0.80 | 0.30 | 0.10 | 0.35 | 0.15 | 055 | 0.72 | 0.18

0.18 | 0.00 | 0.62 | 0.59 | 0.17 | 0.78 | 0.82 | 0.50 | 0.14 | 0.36 | 0.47

07310691032 ] 033 |025] 055 | 013|020 | 061 | 049 | 0.86

024 | 063 1028 | 0.08 | 039 | 0.36 | 0.70 | 055 | 0.23 | 0.17 | 0.63

059 [ 068 | 043 | 075 | 073 | 029 | 037 | 0.13 | 0.70 | 055 | 0.43

044 | 053 | 056 | 0.69 | 057 | 0.63 | 019 | 041 | 034 | 0.72 | 0.38

052 | 063072 ] 030 | 060 ] 019 | 040 | 021 | 042 | 039 | 052

013 10121063 ] 024 | 011 ]| 047 | 023|051 | 069 | 010 | 0.63

063 | 038 033|021 | 049 | 072 | 062 | 0.24 | 0.77 | 043 | 0.40

RN Wk ko -

024 | 055|078 | 030 | 054 | 041 | 078 | 043 | 064 | 0.18 | 0.23

Table 2. Assigned Labels and Outcome

Label Outcome
1 Detected
2 Might be Detected
3 Not Detected
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Cancer Pancreatic Pancreatic
Detected Cancer Cancer

Figure 1. Operational Procedure
2.2. TRAINING OF PARAMETERS

The network will become ready to be trained, only once that network is organized and structured
for the targeted application. The initial weight has to be chosen at random for starting this
process. Training will be started after that. The network is trained by using existing set of data
which is directly obtained from various patients and whose output is well known. The neurons in
hidden layer will learn the data pattern while training and map relation between input pairs and
output pairs. Each hidden layer neuron made use of a transfer function for processing data that
accepts from input layer and transfers the information which is processed to the output neurons
for continuing the processing in each neuron using a transfer function.

3. RESULTS AND DISCUSSION

Matlab R2011a’s toolbox for Neural network is used for performance evaluation for the new
networks which consists of a 11 number three layer feed forward network of inputs and sigmoid
hidden neurons and linear output neurons is suggested. The new approach used Levenberg-
Marquardt algorithm for back propagation for training the network where training stops
automatically when generalization stops improving, as indicated by an increase in the MSE
(Mean Square Error) of the samples used for validation. The proposed neural network is shown in
Figure. 2.
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Hidden Layer Output Layer

Figure 2. Proposed Neural Network

A membership based fuzzification scheme is adopted here for converting our dataset to to a
fuzzified set of symptoms. After an interview with physicians, a linear membership function was
again selected for each symptom. Three to five linguistic variables were assigned to each
symptom normally, and then repeated the classification tests.

The experimental results of implementing the new ANN methodology to distinguish between
Pancreatic Cancer affected and non-affected patients based upon specified symptoms represents
good capabilities of the network to learn the training patterns corresponding to symptoms of the
patients. The experimental setup is shown in Figure. 3
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Figure 3. FIS Editor

A triangular membership function is used for fuzzifying the inputs. Using Matlab, a membership
function editor is used. This Membership function editor is shown in the Figure. 4.
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Figure 4. Membership Function Editor

The performance graph plotted based on the results obtained is shown in Figure. 5.
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Figure 5. Performance Plot
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4. CONCLUSION

An approach for the diagnosis of out-of-controlled cell growth in pancreas based on Artificial
Neural Network is explained in this paper. Detection of cancer in the pancreatic cells at its early
stage is necessary for its better treatment and cure. Hence it is important to detect pancreatic
cancer automatically to mitigate the real-world medical problems. Here we have presented how
effectively we can made use of neural networks in the detection and diagnosis of cancer in
pancreatic cells. The construction of a diagnostic system which is highly accurate based on neural
network model is done here. Also an investigation on the performance of neural network structure
is done in this paper. This model is designed in such a way that it made use of fuzzy values
instead of normal values for the incorporation of the neural network context. The model has
provision to accept symptoms in a patient and it will inform the present condition of that patient,
based on the evaluation made on the input symptoms. So this model is an interactive model. So
the early detection can be done and hence it will help the doctor to plan and do the better
medication for the patient. The symptoms are fuzzified and network is implemented based on
around 20 neurons, for getting the better performance and accurate diagnosis. Outcome of the
experiments indicates that the noval approach is able to valuate data in most efficient way
compared to other normal approaches. Future works can be extended for other similar disease
detection comprising complex and related datasets with similar or better accuracy..

REFERENCES

[1]  N.Salim, Medical Diagnosis Using Neural Networks, 2004.

[2] W. David Aha and Dennis Kibler, Instance-based prediction of heart disease presence with the
Cleveland database

[3] J. W, Everhart, J. E., Dickson, W. C., Knowler, W. C., Johannes, R. S.,Using the ADAP learning
algorithm to forecast the onset of diabetes mellitus, Proc. Symp. on Computer Applications and
Medical Care, pp. 2615, 1988.

[4]  SuvarnaMahavirPatil and R.R. Mudholkar, An Osteoarthritis classifier using back-propagation
neural network, International Journal of Advances in Engineering & Technology, Sept 2012, ISSN:
2231-1963.

[5] J. W, Everhart, J. E., Dickson, W. C., Knowler, W. C., Johannes, R.S.,Using the ADAP learning
algorithm to forecast the onset of diabetes mellitus, Proc. Symp. on Computer Applications and
Medical Care, pp. 2615, 1988.

[6] [Imianvan Anthony Agboizebeta., and Obi Jonathan Chukwuyeni, Application of Neuro-Fuzzy
Expert System for the Probe and Prognosis of Thyroid Disorder, International Journal of Fuzzy
Logic Systems(1JFLS) Vol.2, No.2, April 2012.

[7] Obi J.C. Imianvan A.A, Interactive Neuro-Fuzzy Expert system for diagnosis of Luukemia,,
Global Journal of Computer Science and Technology, Volume 11 Issue 12 Version 1.0 July 2011.

[8] W. David Aha and Dennis Kibler, Instance-based prediction of heart disease presence with the
Cleveland database, 3rd ed. Harlow, England: Addison-Wesley, 1999.

[9] Prof. A. Maithili, Dr. R. VasanthaKumari Mr. S. Rajamanickam, Neural Networks towards
medical, ,International Journal of Modern EngineeringResearch (IJMER), Vol.1, Issuel, pp-57-64
ISSN: 2249-6645.

[10] S. M. Kamruzzaman, Ahmed RyadhHasan, Abu BakarSiddiguee and Md.
EhsanulHoqueMazumder, Medical diagnosis using neural network,, ICECE 2004, 28-30
December 2004, Dhaka, Bangladesh

48



International Journal on Cybernetics & Informatics (1JCI) Vol. 5, No. 2, April 2016

[11] Arpita Das and Mahua Bhattacharya, GA based Neuro Fuzzy Techniques for breast cancer
Identification,, 3rd ed. IEEE, 978-7695-3332-2/08, 2008. DOI: 10.1109/IMVI1P.2008.19

[12] Payandeh M, MehrnoushAeinfar, VahidAeinfar, Mohsen Hayati, A New Method for Diagnosis
and Predicting Blood Disorder and Cancer Using Artificial Intelligence, IJHOSCR, Vol. 3, No.4;
20009.

[13] B. Sumathi,Dr. A. Santhakumaran, Pre-Diagnosis of Hypertension Using Artificial Neural
Network, Global Journal of Computer Science and Technology,Global Journal of Computer
Science andTechnology Volume 11 Issue 2 Version 1.0 February 2011

[14] Bakpo, F. S. and Kabari, L. G, Diagnosing Skin Diseases Using an Artificial Neural Network
DOI:10.5772/16232.

[15] BipulPandey, Tarun Jain, Vishal Kothari and Tarush Grover, Evolutionary Modular Neural
Network Approach for Breast Cancer Diagnosis, 1JCSI International Journal of Computer Science
Issues. Vol.9, Issue 1, No 2, January 2012.

[16] Koushal Kumar, Abhishek, Artificial Neural Networks for diagnosis of kidney stones disease, 1.J.
Information Technology and Computer Science, 2012, 7, 20-25

[17] W. David Aha and Dennis Kibler, Instance-based prediction of heart disease presence with the
Cleveland database, 3rd ed. Harlow, England: Addison-Wesley, 1999.

AUTHORS

Sanoob M.U. is currently pursuing M.Tech in Computer Science and Engineering in
Mar Athanasius College of Engineering. He completed his B.Tech from AdiShankara
Institute of Engineering and Technology, Kalady. His areas of research are Machine
Learning and Databases.

Ajesh K.R. is currently pursuing M.Tech in Computer Science and Engineering in Mar
Athanasius College of Engineering. He completed his B.Tech from AdiShankara Institute
of Engineering and Technology, Kalady. His areas of research are Machine Learning and
Image Processing.

AnandMadhu is currently pursuing M.Tech in Computer Science and Engineering in
Mar Athanasius College of Engineering. He completed his B.Tech from University
College of Engineering, Thodupuzha. His areas of research are Machine Learning and

Data Mining.

Surekha Mariam Varghese is currently heading the Department of Computer Science
and Engineering, M.A. College of Engineering, Kothamangalam, Kerala, India. She
received her B-Tech Degree in Computer Science and Engineering in 1990 from
College of Engineering, Trivandrum affiliated to Kerala University and M-Tech in
Computer and Information Sciences from Cochin University of Science and
Technology, Kochi in 1996. She obtained Ph.D in Computer Security from Cochin
University of Science and Technology, Kochi in 2009. She has around 25 years of
teaching and research experience in various institutions in India. Her research
interests include Network Security, Database Management, Data Structures and
Algorithms, Operating Systems, Machine Learning and Distributed Computing. She
has published 17 papers in international journals and international conference
proceedings. She has been in the chair and reviewer for many international
conferences and journals.

49



International Journal on Cybernetics & Informatics (1JCI) Vol. 5, No. 2, April 2016

INTENTIONAL BLANK

50



International Journal on Cybernetics & Informatics (1JCI) Vol. 5, No. 2, April 2016

A HYBRID K-HARMONIC MEANS WITH
ABCCLUSTERING ALGORITHM USING AN OPTIMAL
K VALUE FOR HIGH PERFORMANCE CLUSTERING

Sithara E.P and K.A Abdul Nazeer

Department of Computer Science and Engineering, National Institute of Technology,
Calicut, Kerala, INDIA

ABSTRACT

Large quantities of data are emerging every year and an accurate clustering algorithm is needed to derive
information from these data. K-means clustering algorithm is popular and simple, but has many limitations
like its sensitivity to initialization, provides local optimum solutions. K-harmonic means clustering is an
improved variant of K-means which is insensitive to the initialization of centroids, but still in some cases it
ends up with local optimum solutions. Clustering using Artificial Bee Colony (ABC) algorithm always gives
global optimum solutions. In this paper a new hybrid clustering algorithm (KHM-ABC) is presented by
combining both K-harmonic means and ABC algorithm to perform accurate clustering. Experimental
results indicate that the performance of the proposed algorithm is superior to the available algorithms in
terms of the quality of clusters.

KEYWORDS

Data Mining, Clustering, K-means Clustering, K-Harmonic means Clustering, Artificial Bee Colony
Algorithm

1.INTRODUCTION

Cluster analysis is one of the important data analysis method which is used in the areas like data
mining, vector quantization, image analysis and compression. Clustering is a process which
sequentially takes data as inputs and outputs clusters as results. The aim of clustering is to
assemble a set of similar objects into a group that in some sense belong together because of
related characteristics [1][2].

Among the various clustering methods available, K-means is very simple clustering method to
cluster data sets, but this method highly depends on the initial selection of centroids and usually
converges to the local optimum solutions [1][3][4][5]. Similarly, K-harmonic Means clustering is
a centroid based clustering algorithm in which the harmonic mean of the distances between the
centroids and each data point is used as the main component of the performance function [4][6].

K-harmonic means provide better clustering results than K-means [2][3]. In K-means the bond
between data points and the nearest centroid is very strong, so that data point is strongly attached
to a cluster centroid and it is moving to another cluster only when it is too close to another
centroid. This powerful bond stops the centroids from shifting out of the surrounding locality of
data. In K-harmonic means, the harmonic means function is used to establish the link between
data points and centroids. This association is distributed and make the algorithmnsensitive to
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initialization. In [7], Bin Zhang provided a performance chart for sensitivity to initialization,
given in Figure 1. In this paper KHM, is the K-harmonic means clustering algorithm in which the
p" power of distance function is used, usually p = 2. The K-harmonic algorithm always converge
faster than K-means, but sometimes it provides less accuracy clustering results. If the problem
contain many local minima then the algorithm will fall into a local optimum solution [8].

Performance Sensitivty to Initialization

[
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B Type 1 intaization i
[ Type 2 initialzation
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o
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Figure 1. Performance sensitivity to initialization [7]

A better mode of clustering is by the use of Artificial bee colony algorithm (ABC). ABC was
introduced by Dervis Karaboga in 2005 [9][10] which was established on the foraging
characteristics of honey bees, but can be used for solving numerical optimization problems. It is a
population based optimization algorithm. Here, the primary idea is to use ABC to generate best
solution by providing non-local moves for the cluster cores

2. RELATED WORK

Several researchers have highlighted their work in the field of clustering. The continuing work on
this area has brought about novel and enhanced methods for clustering.

2.1. K-HARMONIC MEANS CLUSTERING

K-harmonic means algorithm is a centre based clustering algorithm, in which the harmonic means
between centroids and data values are taken as the main constituent of the performance function
[6][7]. The performance function is given in equation 1, where x; to x, are data points, ¢, to ¢, are
centroids and Kk is the required number of clusters.

mn !‘J
perficmm =Y S (1

i=1 Lej=1 [[z;—¢; |7

It was demonstrated that K-harmonic means is essentially insensitive to the centroid initialization.
In K-means, arithmetic mean is used and the value is always near to the higher of two values. But
harmonic mean value is near to the minimum of two values. This property enables K-harmonic
means clustering to suppress the effect of outliers. The performance of K-harmonic means in
improving the quality of clusters, was better than K-means.
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The hybrid clustering algorithm introduced by Ravindra Jain [9] is based on applying K-means
and K-harmonic means in tandem to find cluster mean until termination condition. It shows that
K-harmonic means yields better accuracy in the clustering than K-means algorithm.

Fangyan Nie, Tianyi Tu, et al. proposed a combined Particle swarm optimization and K-harmonic
means clustering (PSOKHM) algorithm in [8]. It was a hybrid algorithm which combines the
benefits of both algorithms. K-harmonic means clustering sometimes fall into local optimum
solutions, so a Particle swarm optimization (PSO) was used to evolve non-local centroid
movements and leads to better solutions. In this hybrid algorithm, two methods are used to find
the cluster means, thus the algorithm produces better results because it combines the advantages
of both the techniques.

2.2. ARTIFICIAL BEE COLONY ALGORITHM

Artificial bee colony (ABC) algorithm was introduced as a swarm-based algorithm [10]. The
algorithm is explained by categorising the bees into three groups: the employees, onlookers and
scouts. The number of employed bees and the number of onlooker bees are same as that of the
number of solutions. In other words, the number of solutions are equal to the number of food
sources around the hive.

Employed bees are searching for the food sources. After identifying a food source it returns back
to the hive and dance in the dancing area of the hive. Onlooker bees observe this activity to get an
idea about the nectar quantity of food sources and choose a food source with a good amount of
nectar. The food source with least amount of nectar is considered as abandoned and that bee is
acting as a scout and starts to search for a new food source. A possible solution to the problem is
represented by the position of food source and the quality (fitness) of a solution is represented by
nectar amount of the food source.

In [10] Changsheng Zhang, et al. discussed how ABC can be used for clustering and they proved
that the ABC algorithm can work effectively, by analysing the computation time of the ABC
algorithm and other well-known techniques [10][11]. A performance comparison table is given in
Table 1 taken from [10]. It shows that the ABC algorithm achieves better results. In [12] Bahriye
Akay and Dervis Karaboga compared ABC algorithm with other algorithms like genetic
algorithm, evolutionary algorithm, particle swam optimization, etc. They proved that ABC
algorithm has better performance compared to the mentioned algorithms.

Table 1. Performance comparison table [10]

The average fitness computation numbers and computation time,

Data set GA ACO K-NM-PSO ABC

Iis Time (s) 105.53 33.72 48,13 29.68
Numbers 38128 10998 4556 8658

Thyroid  Time (s) 153.24 102,15 118.46 85.26
Numbers 45003 25626 7245 24136

Wine Time (s) 226.68 68.29 589.40 48.85
Numbers 33551 9306 46459 17554

Giuliano Armano and Mohammad Reza Farmani [3] proposed a hybrid algorithm as a
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combination of artificial bee colony algorithm and K-means algorithm. K-means algorithm is
highly dependent on the initialization of centroids and usually gets stuck in local optima. The
ABC algorithm performs a global search in the entire solution space and it can generate good and
global results. The authors propose a new combination algorithm which makes use of the
combined benefits of K-means and ABC algorithms for solving clustering problems.

3. PROPOSED APPROACH

Even though K-harmonic means is insensitive to initial-ization of centroids, the cluster quality
needs to be improved by finding global optimum solutions. Thus a well performed optimization
algorithm, ABC algorithm is utilized for non-local movement of centroids and to obtain more
promising results.

In this hybrid approach k value should be fixed before executing the algorithm. Gap statistics
method and Average silhouette width method are used to identify the optimal k value and the
value thus obtained is used to fix the number of initial food sources in the proposed algorithm.

3.1. IDENTIFYING OPTIMAL K VALUE

At the pre-processing stage optimal k value is estimated using Gap Statistics method [13]. The
obtained value is verified using Average silhouette width method [14].

3.1.1. GAP STATISTICS METHOD

Run a K-means algorithm on the given set of data to find number of clusters, and sum the
distance of all points from their cluster mean, this is the dispersion. Generate some number of
sample data sets of original and find the mean dispersion of these sample data sets. Each gap is
defined as the logarithmic difference between the mean dispersion of reference data sets and
dispersion of the original data set. Take the minimum value of k for which the gap is maximized.

3.1.2. AVERAGE SILHOUETTE WIDTH METHOD

Run a PAM (Partition Around Medoids) algorithm on the original data set for values of k, in the
range 2 to 10. The average silhouette width of clusters formed is calculated for each iteration.
Observe the highest value. The k value corresponding to the highest average silhouette width is
taken as the optimal k value.

3.2. PROPOSED ALGORITHM

In the proposed approach, ABC algorithm helps the K-harmonic means clustering algorithm to set
the global optimum solutions. The K-harmonic means performance function is used to calculate
the fitness of each solution and the characteristics of ABC algorithm leads to global optimum
solutions rather than local optimum solutions. These properties of both the algorithms provide
better performance in the quality of clusters. The method is formulated in algorithm 1

Algorithm 1 Pseudo-code of the proposed algorithm

Input : Number of data values indicated as X;..X,
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: Values for control parameters SN (number of food sources which is same as k),
limit and MCN (maximum cycle number).
Output: SN number of clusters.

1) Begin
2) Initialize trial counter array with values zero
3) Load data set values.

4) Initialize food sources(centroids) ¢; where i =1...SN

5) Evaluate the fitness values (fit) of the food sources using k-harmonic means
performance function.

6) Setcycletol
7) Repeat until the termination criteria met (cycle = MCN)

8) For each employed bee

a) Produce new food source (vj).
b) Use k-harmonic means to evaluate the new fitness values.

c) Compare them with the original one, if the fitness value does not improve
increment the corresponding trial counter value.

d) Better food source will be memorized and delivered to onlooker bee.
9) Evaluate probability values (p;) of food sources.
10) For each onlooker bee
a) Select a food source depending on probability.
b) Produce new food source.

c) Apply k-harmonic means to find new fitness values

d) Compare them with the original one, if the fitness value does not improve
increment corresponding trial counter value and memorize the best food source

11) Check if trial counter value > = limit value then the food source is abandoned by the
bee and that employee bee become scout. Abandoned solution is replaced by the scout
with new randomly produced food source.

12) Memorize the best solutions achieved so far
13) cycle=cycle+1
14) End

Fitness calculations are given in equations 2 and 3.
T ;{
f‘i = Z e 1 (2)
i1 25=1 T, 17

1
it; =
fiti T
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Probability equation and equation to produce a new random solution are given by equations 4 and
5 respectively ¢j is a random number between -1 and 1.

”
e fit _ (4)
> om=1 fitm

vij = Tij + Qij(xij — Tj) (5)

pi =

4. EXPERIMENTAL RESULTS

This section presents the outcome of the experiments carried out for evaluating the performance
of the suggested algorithm in improving the cluster quality.

4.1. ALGORITHM IMPLEMENTATION

The standard K-harmonic function and the proposed algorithm (KHM-ABC) were coded in R
programing. The data sets used are iris, wine, yeast and spam base downloaded from UCI

learning repository.

4.2. RESULTS

4.2.1. OPTIMAL K VALUE IDENTIFICATION

Gap statistics method is used to identify the optimal k value. A plot for wine data set is shown in
Figure 2. From the figure, it clearly shows that the minimum value of k with maximum gap is 3.
Thus the optimal value of k is 3.

4.2.2. VERIFYING THE OPTIMAL K VALUE

The obtained k value is verified using Average silhouette width method and the plot is given in
Figure 3 for wine data set. From the given plot we can infer that the highest average silhouette
width value is found at k = 3. Thus the optimal k value can be taken as 3.

56



International Journal on Cybernetics & Informatics (1JCI) Vol. 5, No. 2, April 2016

Gap statistics on wine data set

0.65
S
=
o
|
“I
—e—i
o
|
|
|
|
|
—o—i
|
—e—i
\
\
\
\
—e
/
/
/
/
o

0.60
|

Gapyg

0.55
1
S
2

0.50
l
\

k
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Figure 3. Average silhouette width for wine data
4.2.3. PERFORMANCE SCORES

Silhouette index scores are used to evaluate the performance. Silhouette index scores for
clustering algorithms K-means, K-harmonic means, PAM, ABC and KHM-ABC are calculated
on different data sets iris, wine, yeast and spam base. The results of the experiments are tabulated
and given in Table 2.

The performance comparison graph is given in Figure 4, which shows the improvement of KHM-
ABC algorithm in terms of accuracy.

5. CONCLUSIONS AND FUTURE SCOPE

K-harmonic means algorithm overcomes many of the limitations of K-means, but still it may get
trapped into local optimum solutions. The proposed method (KHM-ABC) used artificial bee
colony algorithm to optimize K-harmonic means clustering algorithm to improve the clustering
quality. ABC algorithm always provides global optimum solutions. This feature helps K-
harmonic algorithm to fix a good set of initial centroids. The proposed method guarantees the
cluster quality. Cluster quality was checked using silhouette index scores. Silhouette index scores
are calculated for KHM-ABC and other related popular algorithms ABC, K-means K-harmonic
means and PAM. The results showed that the performance of KHM-ABC was better compared to
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the other algorithms.

One of the main constraints of the proposed algorithm is that the value of k is not self-learned. In
the pre-processing stage the k value was fixed using gap statistics method. The k value thus
obtained is verified using silhouette width method. Some statistical method with a systematic
approach is worth investigating for determining the value of k at run time.

Table 2. Performance comparison table

Sl.no. Method Dataset | Optimal k | Si index score
Iris 3 0.55
Wine 3 0.57
t Kemeans Yeast 6 0.16
3 0.68
Iris 3 0.55
Wine 3 0.57
2 K Yeast 6 0.15
I 3 0.67
Iris 3 0.55
Wine 3 0.57
2 - Yeast 6 0.15
3 0.68
Iris 3 0.53
Wine 3 0.56
“ ABE Yeast 6 0.16
I 3 0.66
Iris 3 0.55
Wine 3 0.57
KHM-AI
5 8e Yeast 6 0.2
3 0.71
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ABSTRACT

Protecting confidential information is a major concern for organizations and individuals alike, who stand
to suffer huge losses if private data falls into the wrong hands. Network-based information leaks pose a
serious threat to confidentiality. This paper describes network-based data-leak detection (DLD) technique,
the main feature of which is that the detection does not require the data owner to reveal the content of the
sensitive data. Instead, only a small amount of specialized digests are needed. The technique referred to as
the fuzzy fingerprint — can be used to detect accidental data leaks due to human errors or application flaws.
The privacy-preserving feature of algorithms minimizes the exposure of sensitive data and enables the data
owner to safely delegate the detection to others.

KEYWORDS
Network Security, Privacy, Data Leak, Detection, Collection Intersection
1. INTRODUCTION

Information leaks are a major problem of computer systems. The leak of confidential data either
be it accidental or intentional, may cause huge losses to the data owner. Though there are number
of systems designed for the data security by using different encryption algorithms, there is a big
issue of the integrity of the users of those systems. It is very hard for any system administrator to
trace out the data leaker among the system users. It creates a lot many ethical issues in the
working environment.

Typical approaches to preventing data leak are under two categories — host-based solutions and
network-based solutions. Host-based approaches may include encrypting data when not used and
enforcing policies to restrict the transfer of sensitive data. Most of the host-based solutions
require the use of virtualization or special hardware to ensure the system integrity of the detector.
This paper present a novel network-based data-leak detection (DLD) solution that is both efficient
and privacy-preserving In comparison to host-based approaches, network-based data-leak
detection focuses on analyzing the (unencrypted) content of outbound network packets for
sensitive information.

Another motivation for the privacy-preserving DLD work is cloud computing, which provides a
natural platform for conducting data-leak detection by cloud providers as an add on service. In
cloud computing environments, an organization (data owner) may have already outsourced its
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services to a cloud provider, such as the email service for its own employees. The cloud provider
may offer additional services such as inspecting email traffic for inadvertent data leak and serves
as a DLD provider. This add-on DLD service requires minimal changes to the cloud provider’s
infrastructure and makes the cloud service more attractive. However, privacy is a major
roadblock for realizing outsourced data-leak detection. Conventional solutions require the data
owner to reveal its sensitive data to the DLD provider.

However, the DLD provider is always modeled as an honest-but-curious (aka semi-honest)
adversary who is trusted to perform the inspection, but may attempt to learn about the data.
Existing work on cryptography-based multiparty computation is not efficient enough for practical
data leak inspection in this setting.

This paper design, implement, and evaluate a new privacy preserving data-leak detection system
that enables the data owner to safely deploy locally, or to delegate the traffic inspection task to
DLD providers without exposing the sensitive data. In this model, the data owner computes a
special set of digests or fingerprints from the sensitive data, and then discloses only a small
amount of digest information to the DLD provider [3]. These fingerprints have important
properties, which prevent the provider from gaining knowledge of the sensitive data, while enable
accurate comparison and detection. The DLD provider performs deep-packet inspection to
identify whether these fingerprint patterns exist in the outbound traffic of the organization or not,
according to a quantitative metric. To prevent the DLD provider from gathering exact knowledge
about the sensitive data, the collection of potential leaks is composed of real leaks and noises. It is
the data owner, who post-processes the potential leaks sent back by the DLD provider and
determines whether there is any real data leak. Data leak is intentional or unintentional release of
secure information to an untrusted environment.

These technical contributions are summarized as follows.

1. This paper describes a novel fuzzy fingerprint method for detecting inadvertent data leak
in network traffic. Network security consists of the policies adopted to prevent and
monitor unauthorized access, misuse, modification, or denial of computer network and
computer accessible resource. Its main feature is that the detection can be performed
based on special digests without the sensitive data in plaintext, which minimizes the
exposure of sensitive data during the detection. This strong privacy guarantee yields a
powerful application of fuzzy fingerprint method in the cloud computing environment,
where the cloud provider can perform data-leak detection as an add-on service to its
clients. This paper describes the quantitative privacy model, algorithms, and analysis in
fuzzy fingerprint. The privacy model is useful beyond the specific fuzzy fingerprint
problem studied. The detection is based on the fast set-intersection operation between the
set of fingerprints generated from the payload of intercepted traffic (done by the DLD
provider) and the set of fingerprints generated from the sensitive data (done by the data
owner).

2. This paper implement detection system and perform extensive experimental evaluation
on 2.6 GB Enron dataset, Internet surfing traffic of 20 users, and also 5 simulated real-
world data-leak scenarios to measure the privacy guarantee, detection rate, and
efficiency of proposed technique. The results indicate high accuracy performed by
underlying scheme with very low false positive rate. It also shows that the detection
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accuracy does not degrade when partial sensitive-data digests are used. In addition, these

partial fingerprints fairly represent the fully set of data without any bias.
There are two technical challenges associated with network-based DLD detection. First, the DLD
provider gains knowledge about the sensitive data when the traffic contains a leak. The challenge
is how to restrict the degree of information that can be learned by the DLD provider in case of
data leaks — the DLD provider has the access to the plaintext packet payload. The second
challenge is how to make the detection noise-tolerant, for example, the intercepted packet
payload may contain unrelated bytes or the sensitive data is truncated.

2. RELATED WORKS

Rabin fingerprint based on shingles was used previously for identifying similar spam messages in
a collaborative setting, as well as collaborative worm containment, virus scan, Web template
detection, and fragment detection.

This work fundamentally differs from the shingle based studies. Consider the new problem of
data-leak detection in a unique outsourced setting where the DLD provider is not fully trusted.
Such privacy requirement does not exist in the virus-scan paradigm, for the virus signatures are
non-sensitive. In comparison, data-leak detection is more challenging because of the additional
privacy requirement, which limits the amount of data that can be used during the detection and
the amount of sensitive information gained by the DLD provider. In the meantime, the provider’s
detection accuracy cannot be compromised with partial digests based on the sensitive data. Fuzzy
fingerprint method is new, and this work describes the first systematic solution to privacy
preserving data-leak detection with convincing results.

Information leak through outbound web traffic was studied by Borders and Prakash [1]. Both
works detect suspicious data flow on unencrypted network traffic. Their approach is based on the
key observation that network traffic has high regularities and that information (e.g., header data)
may be repeated. They proposed an elegant solution that detects any substantial increase in the
amount of new information in the traffic.[10] Their anomaly-detection method detects deviations
from normal data-flow scenarios, which are captured in rules. In comparison, this work inspects
traffic for signatures of sensitive-data and does not require any assumption on the patterns of
normal header fields or payload. Furthermore, solution provides privacy protection of the
sensitive data against semi-honest DLD providers. This paper also gives performance evidences
indicating the efficiency of the solution in practice.

The method of deep packet inspection is also widely used in network intrusion detection system.
They focus on designing and implementing efficient string matching algorithms to handle short
and flexible patterns in network traffic. However, NIDS is not designed for various kinds of
sensitive data (e.g. long non-duplicated data), it may cause problems (e.g. large amount of states
in an automata) in data leak detection scenarios. On the contrary, solution is not limited to very
special types of sensitive data, and provides a unique privacy-preserving feature for service
outsourcing. An alternative to this approach for privacy-preserving computation is to use
cryptographic mechanisms.

Another category of approaches for data-leak detection is tracing and enforcing the sensitive data
flows. The approaches include data flow and taint analysis [6], legal flow marking, and file-
descriptor sharing enforcement [8]. These approaches are different from this paper because they
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do not aim to provide an remote service. However, pure network-based solution cannot handle
maliciously encrypted traffic [3], and these methods are complementary to our approach in
detecting different forms (e.g., encrypted) of data leaks.

3. PROBLEM DEFINITION

According to current Statistics from various security organization research firms and government
institutes suggest that there has been a rapid growth of data leak in past 8 years. There are various
reasons for data leaks amongst which human errors is most endorsing of all. There are many ways
in which this paper can have an audit trail verifying for data leak in networks, but still not all
consider human errors as an important check factor, which makes them more prone to fail. Some
of the common solutions include keeping a copy of sensitive data at the providers end and
maintaining an audit trial for checking whether there is any data leakage in networks, which in
turn notifies the organization about data leakage. All these methods in turn are prone to data
attacks, as the keep copy of data while auditing. Also methods like deep packet analysis which
searches for any relating data patterns. In this method, payloads of TCP/IP packets isanalyzed for
any alter in data or any data pattern matching which may form sensitive data collection in
network. This data is then compared with the threshold value, and if it exceeds the threshold
value, the detection system alerts or notifies the organization.

From the detection perspective, a straightforward method is for the DLD provider to raise an alert
if any sensitive fingerprint matches the fingerprints from the traffic. However, this approach has a
privacy issue. If there is a data leak, there is a match between two fingerprints from sensitive data
and network traffic. Then, the DLD provider learns the corresponding shingle, as it knows the
content of the packet. Therefore, the central challenge is to prevent the DLD provider from
learning the sensitive values even in data-leak scenarios, while allowing the provider to carry out
the traffic inspection. This propose an efficient technique to address this problem. The main idea
is to relax the comparison criteria by strategically introducing matching instances on the DLD
provider’s side without increasing false alarms for the data owner.

4. Fuzzy FINGERPRINT METHOD

This paper describe the technical details of fuzzy fingerprint mechanism for privacy-preserving
data-leak detection, by first introducing shingle and Rabin fingerprint, and then presenting
randomization method for detection. The Rabin fingerprint schemeis a method for
implementing fingerprints using polynomials over a finite field.

There are two players in this model: the organization (i.e. data owner) and the data-leak detection
(DLD) provider.

e Organization owns the sensitive data and authorizes the DLD provider to inspect the
network traffic from the organizational networks for anomalies, namely inadvertent data
leak. However, the organization does not want to directly
reveal the sensitive data to the provider.

e DLD provider inspects the network traffic for potential data leaks. The inspection can be
performed offline without causing any real-time delay in routing the packets. However,
the provider may attempt to gain knowledge about the sensitive data. This paper model
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the DLD provider as a honest-but-curious adversary (aka semi-honest), who follows this
protocols to carry out the operations, but may attempt to gain knowledge about the
sensitive data.

The workflow in a network-based data-leak detection framework is as follows: DATA PRE-
PROCESSING by the data owner, TRAFFIC PRE-PROCESSING AND DETECTION by the
DLD provider, and ANALYSIS by the data owner. Data pre-processing is where the data owner
takes the sensitive dataset and computes the corresponding set of digests. Traffic pre-processing
and detection is where the DLD provider gathers network packets and inspects the content for
data leaks. Analysis is where the data owner efficiently examines the alerts generated by the DLD
provider, identifies and investigates the true leak instances and ignore false positives.

The privacy goal in our fuzzy fingerprint mechanism is to prevent the DLD provider from
inferring the exact knowledge of the sensitive data; the DLD provider is given the fingerprints of
sensitive data and the content of network traffic which may or may not contain data leak. In our
model, this paper aim to hide the sensitive values among other nonsensitive values, so that the
DLD provider is unable to pinpoint sensitive data among them even under data-leak scenarios.
This paper define our privacy goal as follows, following the K-anonymity privacy definition in
the relational databases

Our privacy goal is defined as follows. The DLD provider is given digests of sensitive data from
the data owner and the content of network traffic to be examined. The DLD provider should not
find out the exact value of a piece of sensitive data with more than 1 K probability, where K is an
integer representing the number of all possible sensitive-data candidates that can be inferred by
the DLD provider. This describe a novel fuzzy fingerprinting mechanism in the next section to
improve the data protection against semi honest DLD provider, by utilizing simple and effective
randomization technique in fingerprint generation. The privacy guarantee is much higher than 1 K
when there is no leak in traffic, because the adversary’s inference can only be done through brute-
force guesses.This paper will propose the algorithmic steps with the help of below data flow
diagram:
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Figure 1. Data Flow Diagram

So, the above flow diagram can be explained as follows:

=

First the data owner will mark his set of sensitive data.

Secondly he will pre-compute all data and create a set of fuzzy fingerprint along with set
of data digest.

He will add noise to the exposed digest, in order to assure that the semi honest provider
does not gain complete knowledge about the sensitive data.

Then he will release the digest to the semi honest provider, to keep a track of any data
leak detection in the network.

The DLD provider on receiving the digest, will start to check for any data leak using the
digest.

If the provider finds any data leak in the current traffic network, he will notify it to the
data owner.

The data owner on receiving the notification will post compute the data digest neglecting
the noise he added, to check whether there was any data leakage in real time.

So, trying to give the data owner control rights i.e. he can decide what part of data to be revealed
to the semi honest provider and which not to reveal. In this survey paper, propose a data leak
detection framework which can be used as a semi honest provider in the network itself or can also
be outsourced. In this system implementing a fuzzy finger print technique that is an additional
security check parameter for data leakage method [2].
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4.1 SHINGLES AND FINGERPRINTS

To achieve the privacy goal, the data owner generates a special type of digests, which call fuzzy
fingerprints. Intuitively, the purpose of fuzzy fingerprints is to hide the true sensitive data in a
crowd. It prevents the DLD provider from learning its exact value. The DLD provider obtains
digests of sensitive data from the data owner. The data owner uses a sliding window and Rabin
fingerprint algorithm to generate short and hard to-reverse (i.e., one-way) digests through the fast
polynomial modulus operation. The sliding window generates small fragments of the processed
data (sensitive data or network traffic), which preserves the local features of the data and provides
the noise tolerance property. Rabin fingerprints [9] are computed as polynomial modulus
operations, and can be implemented with fast XOR, shift, and table look-up operations. The
Rabin fingerprint algorithm has a unique min-wise independence property, which supports fast
random fingerprints selection (in uniform distribution) for partial fingerprints disclosure.

The shingle-and-fingerprint process is defined as follows. A sliding window is used to generate g-
grams on an input binary string first. The fingerprints of g-grams are then computed.

A shingle (g-gram) is a fixed-size sequence of contiguous bytes. For example, the 3-gram shingle
set of string abcdefgh consists of six elements {abc, bcd, cde, def, efg, fgh}. Local feature
preservation is accomplished through the use of shingles. Therefore, this approach can tolerate
sensitive data modification to some extent, e.g., inserted tags, small amount of character
substitution, and lightly reformatted data. The use of shingles for finding duplicate web
documents first appeared in [13] and [14].

This method proves to be faster than any another method and is based on one way computation of
exposure of sensitive data. It gives the data owner rights of integrating data specific content
securely to the DLD without actually exposing the sensitive data. So, this ensures that the semi
honest provider has a very less amount of knowledge of the actual sensitive data and given
provisions wherein individual can themselves mark their sensitive data and ask the admin of their
local repository to check for any data leak. In the solution procedure, compute a method where
the owner of the data contains a set of fingerprints or information digests of his own from the
marked data, and can expose a small amount of part of the sensitive digest to the semi honest
provider. The provider will then check for any data leak detection in that part of digest, where the
digest is composed of real leaks and noise.

Using the min-wise independent property of Rabin fingerprint, the data owner can quickly
disclose partial fuzzy fingerprints to the DLD provider. The purpose of partial disclosure is two-
fold: i) to increase the scalability of the comparison in the DETECT operation, and ii) to reduce
the exposure of data to the DLD provider for privacy. The method of partial release of sensitive
data fingerprints is similar to the suppression technique in database anonymization.[11][12]

5. CONCLUSION

Preventing sensitive data from being compromised is an important and practical research
problem. This paper proposed a fuzzy fingerprint framework and algorithms to realize privacy-
preserving data-leak detection. Using special digests, the exposure of the sensitive data is kept to
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a minimum during the detection. This paper described its application in the cloud computing
environments, where the cloud provider naturally serves as the DLD provider. This paper defined
privacy goal by quantifying and restricting the probability that the DLD provider identifies the
exact value of the sensitive data. The extensive experiments validate the accuracy, privacy, and
efficiency of the solutions.
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ABSTRACT

In this paper we use Fuzzy logic instead of the classical methods of performance evaluation of the students.
In classical methods mathematical calculations are being used. This performance evaluation is done for the
engineering students mainly. The overall evaluation cannot be just based on the total marks he/she
obtained in various subjects. A complete engineer is the one who is skilled in lab experiments , theory
papers as well as in projects. So Through this paper we put forward a fuzzy method for the same. Even
though this method requires additional software this is very helpful for teachers to evaluate a student. This
method is flexible as they can change the membership function and also its value.

KEYWORDS

Fuzzy Logic,Fuzzy Expert Systems, Membership Function and Performance Evaluation ,Project, Theory
exam ,Lab exam.

1.INTRODUCTION

Evaluation of performance of the students is usually expressed numerically, based on
examination results. Classical evaluation therefore consists of a judgment based on the total
percentage or the score he/she obtained in various subjects, laboratory exams, projects etc.
Measurement and evaluating are inspirable and important parts of the educational process. Using
this method the success or failure is based on a threshold of the total marks. This is not actually a
efficient method to evaluate skill of a student. For example an engineering student who is scoring
80 in theories,89 in project whereas just 40 in lab exams will have a score of 70 in classical
method. If threshold is 65 we consider him as successful but this is not correct as he is not having
skill to perform in projects.

The fuzzy logic tool was introduced in 1965 by Lotfizadh, which is a mathematical tool for
dealing. It offers a soft computing partnership which is the important concept of computing with
words. It provides a technique to deal with imprecision and information granularity. The fuzzy
theory provides a mechanism for representing linguistic constructs such as many, low, medium,
often few. In general, the fuzzy logic provides an inference structure that enables appropriate
human reasoning capabilities. Fuzzy logic theory emerged during the twentieth century and, by
the beginning of the twenty-first century, was predicted to be applied extensively in many fields
(Altrock, 1995). One of the applications of the fuzzy logic theory is the measurement and
evaluation in education. In this context, the aim of this paper is to define the “impact of the fuzzy
logic theory on the measurement of student’s performance” (Semerci, 2004). The selection of
students is based on their scores the their performance should be evaluated based on their overall
skill.
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2. METHODOLOGY

2.1 THE AIM OF THE STUDY

The aim of the study is to determine engineering students’ performance using a fuzzy logic model
instead of classical evaluation methods.

The study aimed to

e Find the performance using classical method
e Find the performance using fuzzy logic method
e Compare both methods.

2.2 Fuzzy LoGIC

The idea of fuzzy logic was first advanced by Dr.LotfiZadeh of the University of California at
Berkeley in the 1960s. Dr.Zadeh was working on the problem of computer understanding of
natural language. Natural language (like most other activities in life and indeed the universe) is
not easily translated into the absolute terms of 0 and 1. (Whether everything is ultimately
describable in binary terms is a philosophical question worth pursuing, but in practice much data
we might want to feed a computer is in some state in between and so, frequently, are the results of
computing.)uzzy logic is an approach to computing based on "degrees of truth" rather than the
usual “true or false" (1 or 0) Boolean logic on which the modern computer is based™.

Fuzzy Logic incorporates a simple, rule-based IF X AND Y THEN Z approach to a solving
control problem rather than attempting to model a system mathematically. The Fuzzy Logic
model is empirically-based, relying on an operator's experience rather than their technical
understanding of the system. For example, rather than dealing with temperature control in terms
such as "SP =500F", "T <1000F", or "210C <TEMP <220C", terms like "IF (process is too cool)
AND (process is getting colder) THEN (add heat to the process)" or "IF (process is too hot) AND
(process is heating rapidly) THEN (cool the process quickly)" are used. These terms are
imprecise and yet very descriptive o what

Must actually happen 2.

One of the famous applicationx of fuzzy logic and fuzzy set theory is Fuzzy inference system
(FIS) (Guillaume, 2001). FIS are knowledge-based or rule-based systems that contain descriptive
if-then rules created from human knowledge and experience (Kharola and Gupta, 2014)[. A
basic fuzzy architecture consists of three components fuzzifier, FIS and defuzzifier. Fuzzifier
maps crisp numbers into fuzzy sets whereas the defuzzifier maps output sets into crisp numbers.
The FIS represents the core of fuzzy logic controllers (FLC's). It is built of rule-base and data-
base, which constitute the knowledge base and inference engine. A view of basic architecture of
fuzzy system is shown in figurel
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Fuzzy rules

Crispinput

Defuzzifier

Fuzzifier Crisp output

Fuzzyinput set —» +— Fuzzyoutput set

Figure 1: Basic architecture of fuzzy system

2.3 STEPS IN EVALUATION
Performance evaluation involves following steps.

o Fuzzification of input lab exam, theory exam, project results and output performance
value.

o Determination of application rules and inference method.

o Defuzzification of performance value

Students appear for three types of exams, so there are three input variables. The output variable is
the performance value, which is determind by fuzzy logic (Figure 1).
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Figure 2: FIS editor

2.4. INPUT VARIABLES

Fuzzification of exam results was carried out using input variables and their membership
functions of fuzzy sets. Each student has three exam results, each of which form input variables
of the fuzzy logic system. Lab and theory input variable has five triangle membership functions
and project input variable has three membership functions'?. The fuzzy set of input variables lab,
theory and project is shown Table 1 and Table 2.
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Tablel:Fuzzy set of input variables lab and theory

Linguistic Expression Symbol Interval
Very Low VL (0, 0, 25)
Low L (0, 25, 50)
Average A (25, 50, 75)
High H (50, 75, 100)
Table2:Fuzzy set of input variables Project
Linguistic Expression Symbol Interval
Poor P (0, 0, 40)
Good G (30, 55, 80)
Excellent E (70, 100,100)
1'.IIL T T T T }:I" T T H T T ‘I.II-H
1
0 10 20 30 40 30 60 7o &0 80 100
Figure 3: Membership function of input variables lab and theory
poor I I I I I good I I I I excellent
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Figure4: Membership function of input variables project
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2.5. OuUTPUT VARIABLES

The output variable, which is the performance value, is entitled “Performance” and has five
membership functions. For reasons of convenience within the application, a value range between
0 and 1 was chosen (Table 3 and Figure 4).

Table3. Fuzzy set of output variable

Linguistic Expression Symbol Interval
Very Unsuccessful VU (0, 0,0.25)
Unsuccessful U (002505)

Average A (0.25, 0.5, 0.75)
Successful S (0.5,0.75,1)
Very Successful VS (0.75,1, 1)

v ' U ' A ' 5 ' W]

Figure5:Membership function of output variable

2.6. RULES AND INFERENCE

The rules determine input and output membership functions that will be used in inference
process. These rules are linguistic and also are entitled “If-Then” rules (Altrock, 1995; Semerci,

2004).

OO ~NOoO Ok~ WwWwN -

. If (theory is VL) and (lab is VL) and (project is poor) then (performance is VU)

. If (theory is VL) and (lab is VL) and (project is good) then (performance is VU)

. If (theory is VL) and (lab is VL) and (project is excellent) then (performance is U)
. If (theory is VL) and (lab is L) and (project is poor) then (performance is VU)

. If (theory is VL) and (lab is L) and (project is good) then (performance is U)

. If (theory is VL) and (lab is L) and (project is excellent) then (performance is U)

. If (theory is VL) and (lab is A) and (project is poor) then (performance is U)

. If (theory is L) and (lab is A) and (project is excellent) then (performance is A)

. If (theory is H) and (lab is VL) and (project is poor) then (performance is U)

10. If (theory is H) and (lab is VL) and (project is good) then (performance is U)
11. If (theory is H) and (lab is VL) and (project is excellent) then (performance is A)
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12. If (theory is H) and (lab is L) and (project is poor) then (performance is U)

13. If (theory is H) and (lab is L) and (project is good) then (performance is A)

14. 1f (theory is H) and (lab is L) and (project is excellent) then (performance is A)
15. If (theory is H) and (lab is A) and (project is poor) then (performance is U)

16. If (theory is H) and (lab is A) and (project is good) then (performance is A)

17. If (theory is H) and (lab is A) and (project is excellent) then (performance is S)
18. If (theory is VH) and (lab is L) and (project is poor) then (performance is U)

19. If (theory is VH) and (lab is VH) and (project is poor) then (performance is U)
20. If (theory is VH) and (lab is VH) and (project is good) then (performance is VS)

In case of several rules are active for the same output membership function, it is necessary that
only one membership value is chosen. This process is entitled “fuzzy decision” or “fuzzy
inference”. Several authors, including Mamdami, Takagi-Surgeno and Zadeh have developed a
range of techniques for fuzzy decision-making and fuzzy inference. The present study uses the
method proposed by Mamdami, shown in Equation (1) (Semerci, 2004; Zadeh, 1965; Rutkowski,
2004).

He(y)= max(min(ua (input(i), ps (input(i)))) e 1)

This expression determines an output membership function value for each active rule. When one
rule is active, an AND operation is applied between inputs. The smaller input value is chosen and
its membership value is determined as membership value of the output for that rule. This method
is repeated, so that output membership functions are determined for each rule. To sum up,
graphically AND (min) operations are applied between inputs and OR (max) operations are

between outputs!”.

3. RESULT

On the application of fuzzy logic we get following results. The Figure5 shows Active rules and
performance value for corresponding inputs.
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Figure6: Active rules and performance value
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Table4: Comparison of Performance Value obtained in Classical and Fuzzy Logic Method.

THEORY LAB PROJECT PERFORMANCE PERFORMANCE
Using Classical Using Fuzzy
method method

44 88.6 78.9 0.705 0.625
15.1 23.5 46.4 0.283 0.278
68.1 52.4 71.7 0.641 0.554
93.4 97 89.8 0.934 0.855
93.4 59.6 52.4 0.685 0.602
47.6 25.9 92.2 0.552 0.466
47.6 58.4 57.2 0.544 0.5

88.6 100 92.2 0.936 0.907
88.6 5.42 82.5 0.590 0.375

4. CONCLUSION

In this paper, we have proposed Dynamic Fuzzy Expert system for modelling students’ academic
performance evaluation based Fuzzy logic. When the results are evaluated, a difference in
outcomes is seen between the classical method and the proposed fuzzy logic method. While the
classical method adheres to a constant mathematical rule, evaluation with fuzzy logic has great
flexibility. At the application stage, course-conveners can edit rules and membership functions to
obtain various performance values but it is important that the same rules and membership
functions are used for all students taking the same lesson. It is also important for the students to
understand the assessment criteria before taking exams. For this reason, members of the
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educational board should communicate with each other and come to an agreement on rules,
membership functions and any other criteria.
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ABSTRACT

Pseudocode is an artificial and informal language that helps programmers to develop algorithms. In this
paper a software tool is described, for translating the pseudocode into a particular programming
language. This tool takes the pseudocode as input, compiles it and translates it to a concrete programming
language. The scope of the tool is very much wide as we can extend it to a universal programming tool
which produces any of the specified programming language from a given pseudocode. Here we present the
solution for translating the pseudocode to a programming language by implementing the stages of a
compiler.

KEYWORDS
Compiler, Pseudocode to Source code, Pseudocode Compiler, ¢, c++

1. INTRODUCTION

Generally a compiler is treated as a single unit that maps a source code into a semantically
equivalent target program [1]. If we are analysing a little, we see that there are mainly two phases
in this mapping: analysis and synthesis. The analysis phase breaks up the source code into
constituent parts and imposes a grammatical structure on them. It then uses this structure to create
an intermediate representation of the source code. If the analysis phase detects that the source
code is either syntactically weak or semantically unsound, then it must provide informative
messages. The analysis phase also collects information about the source code and stores it in a
data structure called a symbol table, which is passed along with the intermediate representation to
the synthesis phase. The synthesis phase constructs the target program from the intermediate
representation and the information in the symbol table [2], [3]. The analysis phase is often called
the front end of the compiler; the synthesis phase is the back end.

Compilation process operates as a sequence of phases, each of which transforms one
representation of the source program to another. Compilers have a machine-independent
optimization phase between the front end and the back end. The purpose of this optimization
phase is to perform transformations on the intermediate representation; so that the backend can
produce a better target program than it would have otherwise produced from an un-optimized
intermediate representation.

In this paper, it is intended to produce a user specified programming language from pseudocode.
This tool requires a single pseudocode and it can produce the programming language that is
specified by the user. Its significance is that it can be extended to a universal programming tool
that can produce any specified programming language from pseudocode.
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2. COMPILING PSEUDOCODE

The process of compiling the pseudocode consists of certain analysis and operations that has to be
performed on it.

2.1. LEXICAL ANALYSER

The Lexical Analyser module analyses the pseudocode submitted by the user by using the
transition analysis. The keywords, Identifiers and tokens are identified from the given input.

2.2. SYNTAX ANALYSER

The Syntax Analyser module creates the Context Free Grammar from the pseudocode submitted
.The resultant grammar is then used for creation of the parse tree. Then pre order traversal is done
to obtain the meaning of the syntax.

2.3. SEMANTIC ANALYSER

The semantic Analyser uses the syntax tree and the information in the symbol table to check the
source program for semantic consistency with the language definition. It also gathers type
information.

2.4. INTERMEDIATE CODE GENERATOR

In this module, an intermediate code is generated from the input pseudocode. The generated
intermediate code is that code which is used for the conversion to any other languages.

2.5. INTERMEDIATE CODE OPTIMIZER

In this module, code optimization is applied on the intermediate code generated. The generated
optimized intermediate code is that code which is used for mapping to the concrete languages.

2.6. CoDE GENERATOR

The optimized intermediate code is converted into the required programming language in this
module. The result might be obtained in the language selected by the user.

2.7. LIBRARY FILE MANAGER

In this module the administrator manages the library files of the target language and also
manipulates files in the library package.

3. PROBLEM STATEMENT

3.1. INTERPRET THE PSEUDOCODE

The main task is to identify and interpret the pseudocode given by the user. Each user has his own
style of presentation, variation in using keywords or terms (E.g.: - Sum, Add, etc. to find sum of
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two numbers), structure of sentence, etc. So initial task is make the tool capable of develop the
tool is to interpret and identify the right meaning of each line of the pseudocode.

3.2. TRANSLATE THE PSEUDOCODE INTO PROGRAMMING LANGUAGE

The second step involves the translation of the interpreted pseudocode into programming
language. User can specify output in any of the available programming languages. So the tool
must be able to support all the available programming language features (in this paper we are
concentrating on C and C++ only). That is it must support the object oriented concepts, forms and
SO on.

4, METHODOLOGY

4.1. LEXICAL ANALYSIS

The first phase of the software tool is called lexical analysis or scanning. The lexical analyser
reads the stream of characters making up the pseudocode and groups the characters into
meaningful sequences called lexemes. For each lexeme, the lexical analyser produces as output a
token of the form {token- name, attribute-value} that it passes on to the subsequent phase, syntax
analysis. In the token, the first component token- name is an abstract symbol that is used during
syntax analysis, and the second component attribute-value points to an entry in the symbol table
for this token. Information from the symbol-table entry 'is needed for semantic analysis and code
generation. For example, suppose a source program contains the declare statement[1],[2].

Declare an integer variable called sum#  (1.1)

The characters in this assignment could be grouped into the following lexemes and mapped into
the following tokens passed on to the syntax analyser:

1. Declare a, is a lexeme that would be mapped into a token (Declare, 59), where Declare is
a keyword and 59 points to the symbol table entry for position.

2. Integer, is a lexeme that would be mapped into a token (Integer, 112), where Integer is a
keyword and 112 points to the symbol table entry for position.

3. Variable, is a lexeme that would be mapped into a token (Variable, 179), where Variable
is a keyword and 179 points to the symbol table entry for position.

4. Called, is a lexeme that would be mapped into a token (Called, 340), where Called is a
keyword and 340 points to the symbol table entry for position.

5. Sum,is a lexeme that would be mapped into a token (sum, 740), where sum is an
identifier and 740 points to the symbol table entry for position.
(Blanks separating the lexemes would be discarded by the lexical analyser.)

4.2. SYNTAX ANALYSIS

The second phase of the compiler is syntax analysis or parsing. The parser uses the first
components of the tokens produced by the lexical analyser to create a tree-like intermediate
representation that depicts the grammatical structure of the token stream. A typical representation
is a syntax tree in which each interior node represents an operation and the children of the node
represent the arguments of the operation [12], [13]. The syntax of programming language
constructs can be specified by context-free grammars or BNF (Backus-Naur Form) notation;
Grammars offer significant benefits for both language designers and compiler writers.A grammar
gives a precise, yet easy-to-understand, syntactic specification of a programming language. From
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certain classes of grammars, we can construct automatically an efficient parser that determines
the syntactic structure of a source program. As a side benefit, the parser-construction process can
reveal syntactic ambiguity and trouble spots that might have slipped through the initial design
phase of a language. The structure imparted to a language by a properly designed grammar is
useful for translating source programs into correct object code and for detecting errors. A
grammar allows a language to be evolved or developed iteratively, by adding new constructs to
perform new tasks. These new constructs can be integrated more easily into an implementation
that follows the grammatical structure of the language.

4.3. CONTEXT-FREE GRAMMARS

Grammars were introduced to systematically describe the syntax of programming language
constructs like expressions and statements. Using a syntactic variable ‘Stmt’ to denote statements
and variable ‘expr’ to denote expressions, In particular, the notion of derivations is very helpful
for discussing the order in which productions are applied during parsing. The Formal Definition
of a Context-Free Grammar (grammar for short) consists of terminals, non-terminals, a start
symbol, and productions.

1. Terminals are the basic symbols from which strings are formed. The term "token name"
is a synonym for "terminal” and frequently we will use the word "token™ for terminal
when it is clear that we are talking about just the token name. We assume that the
terminals are the first components of the tokens output by the lexical analyser.

2. Non terminals are syntactic variables that denote sets of strings. The set of string denoted
by non-terminals helps to define the language generated by the grammar. Non terminals
impose a hierarchical structure on the language that is the key to syntax analysis and
translation.

3. Ina grammar, one nonterminal is distinguished as the start symbol, and the set of strings
it denotes is the language generated by the grammar. Conventionally, the productions for
the start symbol are listed first.

4. The productions of a grammar specify the manner in which the terminals and non-
terminals can be combined to form strings. Each production consists of:

a) A nonterminal called the head or left side of the production; this production defines some
of the strings denoted by the head.

b) The symbol --+. Sometimes:: = has been used in place of the arrow.

¢) A body or right side consisting of zero or more terminals and non-terminals.

The Context Free Grammar generated from 1.1 by the Software tool is

Stmt -> declare_an <DataType> variable Called <ldentifier> (1.2)
DataType->integer
Identifier->sum
4.4, SEMANTIC ANALYSIS

The semantic analyser uses the syntax tree and the information in the symbol table to check the
source program for semantic consistency with the language definition. It also gathers type
information and saves it in either the syntax tree or the symbol table, for subsequent use during
intermediate-code generation An important part of semantic analysis is type checking, where the
compiler checks that each operator has matching operands. For example, many programming
language definitions require an array index to be an integer; the compiler must report an error if a
floating-point number is used to index an array .The language specification may permit some type
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conversions called coercions. For example, a binary arithmetic operator may be applied to either a
pair of integers or to a pair of floating-point numbers. If the operator is applied to a floating-point
number and an integer, the compiler may convert or coerce the integer into a floating-point
number. The Parse Tree generated from 1.2 by the Software tool is by array representation as
follows,

The pre order traversal:
Stmt-> declare_an DataType integer variable Called Identifier sum (1.3)
4.5. INTERMEDIATE CODE GENERATION

In the process of translating a source program into target code, a compiler may construct one or
more intermediate representations, which can have a variety of forms. Syntax trees are a form of
intermediate representation; they are commonly used during syntax and semantic analysis. After
syntax and semantic analysis of the source program, many compilers generate an explicit low-
level or machine-like intermediate representation, which we can think of as a program for an
abstract machine[10],[11]. This intermediate representation should have two important properties:
it should be easy to produce and it should be easy to translate into the target machine. In our
software tool intermediate code is generated to convert the code to various languages from single
pseudocode.

The intermediate code for 1.3 is as follows:149 i780 3000  (1.4)

4.6. CODE GENERATION

The code generator takes as input an intermediate representation of the source program and maps
it into the target language. If the target language is machine Code, registers or memory locations
are selected for each of the variables used by the program. Then, the intermediate instructions are

translated into sequences of machine instructions that perform the same task.

The resultant program code for 1.4 is as follows:int sum; (1.5)

5. SCHEMA DESCRIPTION

SYSTEM ENVIRONMENT
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Fig:-1 System environment of the proposed software tool
The proposed software tool consists of several modules which are used to process the input

4.1. INPUT DESIGN

This is a process of converting user inputs into computer based formats. The data is fed into
system using simple interactive forms. The forms have been supplied with messages so that user
can enter data without facing any difficulty. The data is validated wherever it requires in the
project. This ensures that only the correct data have been incorporated into the system. It also
includes determining the recording media methods of input, speed of capture and entry into the
system. The input design or user interface design is very important for any application. The
interface design defines how the software communicates with in itself, to system that interpreted
with it and with humans who use.

The main objectives that guide input design are as follows:

User friendly code editor- Providing line numbers and shaded graphical rows to easily identify
each line of code.

Arise that lead to processing delays- Input is designed so that it does not lead to bottlenecks and
thus avoid processing delays.

Dynamic check for errors in data-errors in data can lead to delays. Input design should be such
that the data being entered should be free from error to the maximum possible limit.

Avoided extra steps-more the number of steps more is the chance of an error. Thus the number of
steps is kept to a minimum possible.

Kept the process simple-the process should be kept as simple as possible to avoid errors.
4.2. OuTPUT DESIGN
A quality output is one, which meets the requirements of the end user and presents the
information clearly. In the output design, it is determined how the information is to be displayed
for immediate need and also the hard copy output. The output design should be understandable to
the user and it must offer great convenience. The output of the proposed software tool is designed
as opening the text file containing the translated code.
The main objectives that guide the output design are as follows:

a. User can copy the code and run it in any of the IDE available.

b. Since the output is written in a standard text file, the user can directly call the file

in the host program.
c. User can add some more code to the existing output and edit it easily.

4.3. DATA STRUCTURES USED

4.3.1. DATA BANK, TOKEN AND TOKEN ID
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Here a table with all the tokens and there ID codes used in lexical analysis are tabulated. These
tokens and there IDs are stored using Hash Table while implementing.

4.3.2. LIBRARY FILE, FOR A PARTICULAR PROGRAMMING LANGUAGE:

This is the data in the library file stored in the Library in the software tool. The file consists of all
the keywords and header files in the language.
For example:-

Library File:For ‘C’:-

It includes the data in the library file stored in the Library of the software tool for all the
keywords and header files in the language ‘C’.

6. EXPERIMENT ANALYSIS
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Figure 1. Comparison of Final Lines of Code(FLOC)and Lines of code(LOC)
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Figure 2. Comparison of Lines of Code(LOC)and Optimized Intermediate Lines of code(LOC)

Analysis: The graphs are plotted with the Lines of Code (LOC) against the number of
experiments. From the plots, it is clear that the initial LOC of the pseudocode given by the user is
reduced proportionally in the optimized intermediate generated codes (OILOC).Then the final
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LOC of the generated code is comparatively larger in proportion of the LOC of the pseudocode
(see fig. 1).This measures indicates the efficiency of the tool in the generation of the code of
the specified programming language. This measures depends on the efficiency and compatibility
of the new developed tool.

7. CONCLUSIONS

This paper is focused on providing a user friendly environment for the beginners in programming.
They can easily build a code in specified language from a pseudocode without considering the
factor of knowledge about the syntax of the particular language. A beginner level programmer
familiar with writing pseudocode can implement his logic in any particular language, simply by
using this tool. The main advantage of this tool is that, user can build program code in any
language from a single pseudocode. For a beginner in programming, it is difficult to learn the
syntax of a particular language at the very first time. The user can implement his logic in a
pseudocode and the pseudocode required for this software tool requires simple syntax. A
formulated pseudocode is simple to be generated by a beginner. Then this pseudocode is simply
submitted to the text area in our tool. Then specify the language of the output required. Then after
processing he will get the resultant programming code in a file, which is much simpler with user
friendly interface. Then the resultant code can be executed in its programming platform. The
library files in the software tool can be manipulated to add more syntaxes into the database.
Future versions can be built with giving support to more languages. We can develop this software
tool to a universal programming tool, which can be used to build programming code in any of the
programming language, from simple, single pseudocode generated by the user. It reduces the
user’s overhead to be known about the syntax of various languages.
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ABSTRACT

In this paper scrutinizes image compression using Halftoning Based Block Truncation Coding for color
image. Many algorithms were selected likely the original Block Truncation coding, Ordered Dither Block
Truncation Coding, Error Diffusion Block Truncation Coding , and Dot Diffused Block Truncation Coding.
These above techniques are divided image into non overlapping blocks. BTC acts as the basic compression
technique but it exhibits two disadvantages such as the false contour and blocking effect. Hence halftoning
based block truncation coding (HBTC) is used to overcome the two issues. Objective measures are used to
evaluate the image degree of excellence such as Peak Signal to Noise Ratio, Mean Square Error, Structural
Similarity Index and Compression Ratio. At the end, conclusions have shown that the Dot Diffused Block
Truncation Coding algorithm outperforms the Block Truncation Coding as well as Error Diffusion Block
Truncation Coding.

KEYWORDS

Halftoning, Image Compression, Block Truncation Coding (BTC), Error Diffusion, Dot Diffusion

1. INTRODUCTION

In recent years, the development of multimedia product is rapidly growing which contributes to
insufficient bandwidth of network and storage. Thus the theory of image compression gains more
importance for reducing the storage space and transmission bandwidth needed. Digital halftoning
is a technique for converting continuous-tone images into two-tone image[8]. The results can
resemble the original images when viewed from a distance by involving the low-pass nature of
the Human Visual System (HVS). Today, digital halftoning plays a key role in almost every
discipline that involves printing and displaying. All newspapers, magazines, and books are
printed with digital halftoning [15].For color image separate halftone is generated for cyan,
magenta, yellow and black .Each halftone screen is rotated to form a pat-tern called rosette.
Effective digital halftoning can substantially improve the quality of rendered images at minimal
cost [8].The major issues in choosing a halftoning technique are image quality and amount of
computation. Some of the major Halftoning method that has been developed so far includes the
ordered dithering, Error diffusion and Dot diffusion.

Block Truncation Coding (BTC) is a lossy image compression technique which uses moment
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preserving quantization method for compressing digital gray scale images as well as color image.
BTC has been used for many years for compressing digital monochrome images. BTC has been
used for many years for compressing digital monochrome images. It is a simple and lossy image
compression technique.

Fig.1 Enlarged details of halftone dot pattern for

(a) Grayscale image (b) Color image

The BTC method preserves the block mean and standard deviation [1].The simplest way to
extend BTC to color image is to apply BTC to each color plane independently[10][2].The
disadvantage of this method is that three bit plane are needed hence the compression ratios
achievable are low.

2. BLOCK TRUNCATION CODING

Block Truncation Coding (BTC) is a lossy image compression technique which uses moment
preserving quantization method for compressing digital gray scale images as well as color image
[2]. In block truncation coding (BTC), the original image is divided into fixed-size non
overlapping blocks of size M N [1] .The block size chosen is usually small to avoid the edge
blurring and blocking effect. Each block is independently coded using a two level (1-bit)
quantizer. The two values preserve the first and the second moment characteristic of the original
block. BTC does not provide a higher gain than any of the modern image compressing algorithms
like JPEG or JPEG-2000, but it is much lesser complex [5] .While BTC based image compression
method provide low computational complexity ,the method also has the issue of degradation of
the image quality when compared to other compression technique. However BTC based image
compression also suffer from two major issues namely blocking effect and false contours [6].

3. HALFTONING METHODS
Three common methods for generating digital halftoning images are

1. Dithering:Common technique used for generating digital halftoning images is dithering.
Dithering creates an output image with the same number of dots as the number of pixels
in the source image. Dithering can be thought of as thresholding the source image with a
dither matrix. The matrix is laid repeatedly over the source image. Wherever the pixel
value of the image is greater than the value in the matrix, a dot on the output image is
filled.

2. Error diffusion:Error diffusion is another technique used for generating digital half
toned images. It is often called spatial dithering. Error diffusion sequentially traverses
each pixel of the source image. Each pixel is compared to a threshold. If the pixel value is
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higher than the threshold, a 255 is outputted; otherwise, a 0 is outputted. The error, the
difference between the input pixelvalue and the output value is dispersed to nearby
neighbors.

3. Dot diffusion:Dot diffusion method for halftoning, is an attractive method which
attempts to retain the good features of error diffusion while offering substantial
parallelism. The dot diffusion method for halftoning has only one design parameter called
the class matrix.

4. HALFTONING BASED BLOCK TRUNCATION CODING

Halftoning based block truncation coding is an extended compression technique derived from
BTC scheme in which the BTC bitmap image is replaced with halftone image. The main
difference between BTC and HBTC is on the image block quantizer determination .In contrast to
the BTC scheme which tries to maintain its mean value and standard deviation in image block.
The HBTCquantizer is simply obtained from the minimum and maximum value found in an
image block. Error diffusion based BTC offers an improved image quality. Ordered dithering
based BTC is used when the main requirement is performance efficiency .Dot diffusion based
method provide a balance of the above two requirements, better visual quality as well as a better
performance efficiency [5][9][10].The three methods described above all provide a proper
solution to the problems in a traditional BTC, such us blocking effect and false contours.

4.1 ORDERED DITHER BLOCK TRUNCATION CODING

The dithering-based BTC, namely Ordered Dither Block Truncation Coding (ODBTC) is an
example of HBTC. In which bit pattern configuration of the bitmap is generated from the
dithering approach (void-and-cluster Halftoning) .In encoding stage, the ODBTC scheme utilizes
the dither array Look-Up-Table (LUT) to speed up the processing speed. The dither array in
ODBTC method substitutes the fixed average value as the threshold value for the generation of
bitmap image [6]. The extreme values in ODBTC are simply obtained from the minimum and
maximum value found in the image blocks. ODBTC offers high efficiency and low computational
complexity. The quantization error cannot be compensated with the ordered dithering halftoning
and thus the ODBTC vyields lower image quality compared to that of the EDBTC.

Fig 2. Block or ODBTC
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4.2 ERROR DIFFUSION BLOCK TRUNCATION CODING

Error diffusion is a method that provides better visual quality of image .Error diffusion based
BTC does this while also compressing the image .In this method, the inherent dithering property
of error diffusion is to deal with the problem of false contour. Similar to the BTC scheme,
EDBTC looks for a new representation (two quantizer and bitmap image) for reducing the storage
requirement. The EDBTC bitmap image is constructed by considering the quantized error which
diffuses to the nearby pixels to compensate the overall brightness .EDBTC employs the error
kernel to generate the representative bitmap image. Fig 4 ,5 shows the error diffusion kernels for
Floyd-Steinberg, Stucki, Jarvis, and Stevenson .Different error kernel yield different halftoning
pattern. Error diffusion strategy effectively removes the annoying blocking effect and false
contour, while maintaining the low computational complexity. The prolonged processing time is
still an issue [5][10].
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Color
Decomposition

Find Min and
Max Quantizer

Min Quantizer  Max Quantizer

EDBTC Encoding

| Bitmap Image
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Fig. 5.Image quality comparison on different EDBTC kernel
(a) Original (b) Floyd (c) Stucki

for each y from top to bottom
for each x from left to right

oldpixel := pixel[x][y]
newpixel := find_closest_palette_color(ocldpixel)
pixel[x][y] := newpixel

oldpixel - newpixel

pixel[x+1][y 1 + quant_error * 7/16
pixel[x-1][y+1] + quant_error * 3/16
pixel[x ][y+1] + quant_error * 5/16
pixel[x+1][y+1] + quant_error * 1/16

quant_error =
pixel[x+1][y ]
pixel[x-1][y+1] :
]
]

pixel[x ][y+1
pixel[x+1][y+1

Fig. 6 Algorithm for error diffusion BTC

4.3.D0T DIFFUSED BLOCK TRUNCATION CODING

Dot diffusion based BTC provides better visual quality and performance efficiency compared to
Error diffusion based BTC [4].Here the natural parallelism of dot diffusion is utilized to obtain
better processing efficiency .Better image quality is achieved by co-optimizing the diffused
matrix and class matrix of the dot diffusion. It also provides better image quality compared to
Ordered Dithering based BTC as well. The DDBTC effectively compresses an image by
decomposing an image into two quantizers and a bitmap image. The DDBTC diffuses the
quantization error of the current processed pixel into its neighboring pixels using the diffused
matrix and class matrix concurrently to generate the bitmap image .High dynamic range can
easily destroy the blocking effect and false contour.

Class Matrix of size 4*4

2716 1 2716
1 X 1
2716 1 2716
8 Tt 6 T
14 2 4 12
5 9 7 3
13 5 0 10
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5. EXPERIMENTAL RESULT

5.1 OBJECTIVE QUALITY MEASURES COMPARISON

Obijective measures are used to evaluate the image degree of excellence such as Peak Signal to
Noise Ratio, Mean Square Error, Compression Ratio and Structural Similarity Index (SSIM).

The PSNR is the ratio between a signal’s maximum power and the power of the signal’s noise.
By using the PSNR values the quality of reconstructed images is best described.
Mathematically, PSNR is defined as:

2
PSNR=10*log 10[— 255
N & 2 (mn)—g(mn)?

] M)

Mean square error is a very useful measures as it gives an average value of the energy lost in
the lossy compression of the original image .A very small MSE means the image is very closer
to the original, f(m,n) is the original image ,g(m,n) is the reconstructed image MSE is defined
as.

MSE=——Y. %.(f (m,n) — g(m,n)?) 2)

The compression ratio is used to measure the ability of data compression by comparing the size of
the image being compressed to the size of the original image.

Rate is another metric used to evaluate the performance of the compression algorithm. Rate gives
the number of bits per pixel used to encode an image rather than abstract percentage.

Another category of image quality measures is based on the assumption that the human visual
system is highly adapted to extract structural information from the viewing field [10]. The error
sensitivity approach estimates perceived errors to quantify image degradations, while this
approach considers image degradations as perceived structural information variation. The
structural similarity index (SSIM) can be calculated as a function of three components:
luminance, contrast and structure.
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Fig .7 Objective image quality comparisons

Table I. Objective Image Quality Comparison

Type of BTC RMSE | PSNR | Compression Ratio | SSIM
BTC 7.52 29.03 0.8607 0.8734
ODBTC 7.13 30.13 1.03611 0.93245
EDBTC 6.17 31.52 1.73611 0.94076
DDBTC 5.27 38.03 2.3000 0.95518

The table illustrates the PSNR, MSE, SSIM and Compression Ratio values obtained for different
halftoning based BTC. From the table as well as through visual inspection of the result images, it

can be seen that Dot Diffused BTC provide better visual quality compared to other halftoning
based BTC.
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Fig.8.Image quality comparison on different HBTC (a)original,(b)BTC,(c)ODBTC,(d)EDBTC,(e)DDBTC
6. CONCLUSION

In this literature survey, image compression using Halftoning based Block Truncation coding for
color image has been scrutinized, which can provide an excellent image quality and artifact free
result such us inherent blocking effect and false contour artifact of the traditional BTC
simultaneously. Four algorithms were selected specifically, the original block truncation coding
(BTC), Ordered dither Block truncation coding (ODBTC), Error diffused block truncation coding
(EDBTC) and Dot diffused Block truncation coding (DDBTC). Objectives measures are used to
evaluate the image degree of excellence such as PSNR, MSE, SSIM and Compression Ratio, In
this survey find out that halftoning based BTC not only applied for gray scale image it can be
extended for color image .For future study, other color spaces can be explored for the image
compression such as YCbCr, Lab color space, HSI etc.
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ABSTRACT

Recommender systems have become an important tool for personalization of online services. Generating
recommendations in online services depends on privacy-sensitive data collected from the users. Traditional
data protection mechanisms focus on access control and secure transmission, which provide security only
against malicious third parties, but not the service provider. This creates a serious privacy risk for the
users. This paper aims to protect the private data against the service provider while preserving the
functionality of the system. This paper provides a general framework that, with the help of a preprocessing
phase that is independent of the inputs of the users, allows an arbitrary number of users to securely
outsource a computation to two non-colluding external servers. This paper use these techniques to
implement a secure recommender system based on collaborative filtering that becomes more secure, and
significantly more efficient than previously known implementations of such systems.

KEYWORDS

Secure multi-party computation, privacy, recommender systems,secret sharing.

1.INTRODUCTION

Recommendation systems are an important part of the information and e-commerce ecosystems.
They represents a powerful method for enabling users to filter through large information and
product spaces. Recommendation systems consist of a processor together with multitude of users,
where the processor provides recommendations to requesting users, which are deduced from
personal ratings that were initially submitted by all the users. Recommender systems based on
collaborative filtering method that collect and process personal user data constitute an essential
part of the service. On one hand, people benefit from online services.On the other hand, direct
access to private data by the service provider has potential privacy risks for the users since the
data can be processed for other purposes, transferred to third parties without user knowledge, or
even stolen. Recent studies show that the privacy considerations in online services seems to be
one of the most important factors that threaten the healthy growth of the e-business. In a non-
cryptographic setup of such a system, the processor is both able to learn all the data submitted by
the users and spoof arbitrary, incorrect recommendations. Therefore, it is important to protect the
privacy of the users of online services for the benefit of both individuals and business concern.
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In this work, replaces the recommendation processor by a general two-server processor that
satisfies following conditions,

1) The privacy of the ratings and recommendations of the users is maintained.

2) A server that is under adversarial control is unable to disrupt the recommendation
process.

In this model the computation is ongoing and outsourced to two external servers that do not
collude. This approach allows for the involvement of many users that need only be online for
very short time periods in order to provide input data to, or request output data from, the servers.
One of the two servers could be the service provider(SP) that wishes to recommend particular
services to users, and the other server could be a governmental organisation guarding the privacy
protection of users. The role of the second server could also be commercially exploited by a
privacy service provider(PSP), supporting service providers in protecting the privacy of the
customers.

The major goals of securing the recommendation system is that,

1) Do not want the servers to learn the personal data of users.

2) The correctness of the user outputs is better preserved, because outputs cannot be
corrupted by one server on his own.

3) A malicious server might introduce a couple of new dummy users. These dummy users
might help him deduce more personal data than is available through the protocol outputs.

In this work used the SPDZ framework,which enables secure multi-party computations[16] in the
malicious model, extended it to the client-server model, and worked out a secure recommendation
system within this setting. Not only did this lead to a recommendation system that is secure in the
malicious model, but also the online phase became very efficient.To extend SPDZ to the client-
server model, developed secure protocols that enable users (clients) to upload their datas to the
servers, and afterwards obtain the computed outputs from the servers. This required a subprotocol
for generating duplicate sharings in the system. To securely compute a recommendation within
SPDZ, had to develop secure comparison protocol and secure integer division protocol.

2.RELATED WORKS

Most of the related works on privacy preserving recommendation is secure in the semi-honest
model, so parties are assumed to follow rules of the protocol. As mentioned by Lagendijk et
al.[1], “Against malicious adversaries achieving security is a hard problem that has not yet been
studied widely in the context of privacy-protected signal processing.”

Nikolaenko et al.[5] securely computed collaborative filtering by means of matrix factorization.
They used both homomorphic encryption and garbled circuits in a semi-honest security model. In
another paper [6], these authors use similar techniques to securely implement the Ridge
regression, a different approach of collaborative filtering.
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Erkin et al.[2] securely computed recommendations based on collaborative filtering method. They
used homomorphic encryption within semi-honest security model just like Bunn[3] and
Ostrovsky[4]. Goethals et al stated that although such techniques can be made secure in
malicious model, will make them unsuitable for real life applications because of the increased
computational and communication costs.

Some schemes with controllable and revocable anonymity provide linkability by adding a tag to a
signature. Using the tag associated with a signature, one can check the linkability on the
signatures easily and explicitly. For example, a linkable democratic GS scheme is a variant of a
democratic GS scheme to support the tag-based link ability. A message-linkable GS scheme was
suggested to resist Sybil attacks in the VANET.

In the last several years, a couple of computation protocols have been developed, which are both
practical and secure in the malicious model. The idea is to use public-key techniques in a data-
independent pre-processing phase, such that cheap information-theoretic primitives can be
exploited in the online phase, which makes the online phase efficient. In 2011, Bendlin et al.[7]
presented such a framework with a somewhat homomaorphic encryption scheme for implementing
the pre-processing phase. This has been improved lately by Damgard et al.[8], which has become
known as SPDZ (pronounced “Speedz”). Last year, Damgard et al.[9] showed how to further
reduce the precomputation effort.

3.PROBLEM DEFINITION

Recommender systems have become an important tool for the personalization of online services.
Generating recommendations in online services depends on privacy-sensitive data collected from
the user. Traditional data protection mechanisms focus only on access control and secure
transmission, which provide security against malicious third parties, but not the service provider.
This creates a serious privacy risk for the users.Most of the system is only secure in semi-honest
model. So aim to protect the private data against the service provider while preserving the
functionality of the systems.Propose amodified version of the standard model for the secure
multi-party computation, which is a cryptologic paradigm in which the players jointly perform a
single secure computation and then abort.By introducing general two-server processor in such a
way that, as long as one of the two servers is not controlled by an adversary and behave correctly.

4.SECURE RECOMMENDATION SYSTEM

4.1.User-Based Collaborative Filtering

Collaborativefiltering(CF) is a popular recommendation algorithm that based its predictions and
recommendations on the ratings or behavior of other users in the system. The fundamental
assumption behind this method is that other users opinions can be selected and aggregated in
such a way that to provide a reasonable prediction of the active user’s preference.To generate
recommendations for a particular user in a group of users and items, uses a system based on
collaborative filtering, which has the following three steps.
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1)Similarities are computed between that particular user and all others.

2) The most similar users are selected by comparing their similarity values with a
threshold.

3) The recommendations on all of the items are generated as the average rating of the
most similar users.

In collaborative filtering there is one processor R, with N users, and M different predefined items.
A small subset of sizeS (1 <S < M) of these items is assumed to have been rated by each
user,reflecting his personal taste. The remaining M — S items have only been rated by a small
subset of users that haveexperienced by particular item before. A user that is lookingfor new,
unrated items, can ask the processor to produceestimated ratings for theM-S items. The number
Nof users can be large, M is in the order ofhundreds, and S usually is a few tens [12].

During initialisation, each user n uploads to processor a list of at most M ratings of items, where
each rating V(n,m) is represented by a value within a pre-specified interval. Users can update
their rating at any time during the lifetime of the system. A user can, at any time after the
initialization, request a recommendation from processor. When the processor receives such a
request from a user, computes a recommendation for this user as follows. First, it uses the initial S
ratings in each list to determine which other users are considered to be similar to the requesting
user, have similarly rated the first S items. The remaining M-S entries in the lists are then used
to compute and return a recommendation for the requesting user, consisting of M —S ratings
average over all similar users.

To get an idea of required computation we describe the required computational steps. Let Um be
the set of users that have rated item m, S <m <M.

1) Each user uploads his ratings to the processor[1], we assume the first S ratings have been
normalized and scaled beforehand. A rating is normalized by dividing it by the length of the
vector (V(n,1), . ., V(n,S)), yielding a real number s between 0 and 1. Next, this real number is
scaled and rounded to a positive integer consisting of a few bits. The remaining ratings should
only be scaled and rounded to an integer with same maximal number of bits.

2) When user A asks for a recommendation, processor computes M — S estimated ratings for
A. The similarities SimA,n=3>*m =1V(n,m) - V(A m) are computedfor each user n.

3) Each similarity value is compared with a public threshold t € N+, and outcome is presented by
the bit én = (t <SimA,n).

4) The recommendation for user A consists of M — S estimated ratings, the estimated rating for
item m, S <m < M, simply being an average of the ratingsof the similar users: Recm = (3, eUm
on + V(n,m)) + (3,€Um 6n), where + denotes integer division.

5) The processor send back the recommendation RecS+1 . . . RecM to user A.

4.2 SECURE MODEL

4.2.1.SecretSharing
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An external dealer distributes shares of a secret value x to the two servers as follows:

1) The dealer selects a value r uniformly at random.
2) The dealer sends the value r to server 1(SP) and the value x —r to server 2(PSP).

The values x1 = r and x2 = x —r are considered to be the share of SP and the share of PSP,
respectively. It should be clear from the description above that the shares x1 and x2 are both
individually statistically independent of the secret x, while they together allow to determine the
value of x, by adding these shares together.

In addition to the distribution of the shares, the dealer distributes authentication tags on the shares
with respect to the authentication code C , defined as C(x, (a.,)) = a * X + B. Here the value (a,
B) iscalled the authentication key and the value a + x +  the authenticationtag for the share x.

For every share x1 for SP, the dealer generates a random authentication key (a2, f2), computes
the corresponding authentication tag ml = a2 - x1 + 2 and sends the key (a2, f2) to PSP, and
the share x1 and tag m1 to server SP.

4.2.2.0perations for the Computation Phase

In this describes the operations that are needed for the recommender system. Suppose that servers
1 and 2 hold fixed partial authentication keys a1, a2.

1) Linear Operations:

Let [x] and [y] be secret sharings of arbitrary values x, y and let ¢ be a public constants. Show
how to non-interactively compute secret sharings for [x + y], [cx] and [x + c] respectively. An
authenticated secret sharing of the sum z = x +y is computed by locally adding the shares, keys,
and tags of x and y. From a sharing [x], an authenticated secret sharing of ¢x is computed by local
multiplication of the shares, keys, and tags of x. To add a public constant to a secret sharing [x],
one party adds the constant to its share, and the other party adjusts its authentication key.

2) Multiplication:

Let [x] and [y] denotes the secret sharings of arbitrary values x, y, and [a], [b], [c]be a given
multiplication triplet such that ¢ = ab. The following sequence of local linear operations and
interactions is used to compute a sharing [z] where z = xy, making use of the precomputed
multiplication triplets:

e The servers locally compute the secret sharing [v] = [x —a] from [x] and [a], and open it
towards each other.
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e The servers locally compute the secret sharing [w] = [y —b] from [y] and [b], and open it
towards each other.

e The servers locally computes the secret sharing [z] = [xy] = w[a] + v[b] + [c] + vw.
4.2.3.Secure Architecture for Recommendation Systems

This secure framework relies on technigques from the cryptologic area[15] of secure multi-party
computation[14]. This model have the following structures. First,inputphasethat use in the secure
computation enables the parties to encrypt their respective inputs.Next a computation phase that
takes place during which an encrypted output of the function f is computed from the encrypted
inputs. Last, an output phasetakes place where the output is decrypted, and then sent to the
appropriate parties. Consider secure multi-party computation in the preprocessingmodel,where at
some point in time prior to the selection of the inputs, a preprocessing phase takes place that
establishes the distribution of an arbitrary amount of correlated data between the parties involved
in the computation phase.This data is completely independent of the input data of the parties in
the system. The goal of the preprocessing is to remove as much of the complexity and interaction
from the actual computation as much as possible, which as a result makes this computation
extremely efficient.

Every computation s corresponds with a function f, which represented via an arithmetic circuit
consisting of basic operations like addition and multiplication. For considering the recommender
application, it suffices to consider these basic operations together with the more complex
operations of comparison and integer division, which are composed of basic operations.

The outsourcing aspect of the secure computation, the input phase is non-standard in the sense
that the inputs are not provided by the two servers. The input phase results in encryptions of the
inputs that are suitable for the computation phase of the two-party computation with
preprocessing.The figure 1.shows the architecture of a secure recommendation system.

Although the users providing the inputs could in principle take care of the share distribution,
these users cannot be trusted to provide the authentication keys and tags, they might be under
control of one of the servers. Here introduces an additional structure to the authentication keys
in order to enable a secure two-party computation approach.

Once the encryption of the inputs has been established, the computation recursively handles the
operations in the circuit while maintaining the encryption structure as constant.Every operation
in the circuit is initiated with two encrypted inputs, and produces an encrypted output without
leaking any information on the encrypted values provided. So, at the end of the circuit, an
encryption of the final output becomes a vailable.
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Figure 1. Architecture for A Secure Recommendation systems

The output phase is also non-standard, as the output needs to be revealed to an external parties.
Here the idea is that all data related to the encryption of the output is sent back to the relevant
users in the system, so that this user can verify the correctness of the shares using the
authentication keys and tags provided, and then decrypt the output using the shares.

1)The Input Phase

This framework allows multiple clients to upload any values to the processor,focus on this
recommender application[13]. Initially, each user n (1 <n <N) will have to upload his ratings
V(n,m) (1 <m <M) once, before the recommendations can be requested. A user could easily act as
a dealer by splitting his rating into two shares, and sending each servers(service provider and
privacy service provider) a share accompanied by proper authentication tags.

2)The Output Phase
Although this framework allows the clients to download any value from the processor, focus on

our recommender application. After a recommendation has been computed, the outputs Recm
€(S < m <M) have to be sent to the requesting users in the system.
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5.CONCLUSIONS

In this work provide a highly efficient, privacy-preserving general framework for
securing a recommendation system. This framework is then applied to the problem of
secure recommendation and, given a sufficient amount of precomputed data, leads to
extremely efficient implementations.

While this work focuses on the application of secure recommendation systems, the
underlying framework is sufficiently generic for use in other, similar applications, and
also easily extends to model variations involving more than two servers.
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ABSTRACT

Apache Cassandra is a distributed storage system for managing very large amounts of structured data.
Cassandra provides highly available service with no single point of failure. Cassandra aims to run on top
of an infrastructure of hundreds of nodes possibly spread across different data centers with small and large
components fail continuously. Cassandra manages the persistent state in the face of the failures which
drives the reliability and scalability of the software systems. Cassandra does not support a full relational
data model because it resembles a database and shares many design and implementation strategies. In this
paper, discuss an implementation of Cassandra as Hotel Management System application. Cassandra
system was designed to run on cheap commodity hardware. Cassandra provides high write throughput and
read efficiency.
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1.INTRODUCTION

Apache Cassandra is an open source, distributed, highly available, decentralized, elastically
scalable, fault-tolerant, consistent, column-oriented database. Cassandra’s distribution design is
based on Amazon’s Dynamo and its data model on Google’s Bigtable. Cassandra was introduced
at Facebook; it is now used at some of the most popular sites on the Web [1].

Apache Cassandra is a type of NoSQL database designed to handle large amounts of data across
many servers. This database provides high availability and no single point of failure.

Some of the important points of Apache Cassandra: (1) It is scalable, consistent and fault-
tolerant, (2) Itis key-value as well as column-oriented database,(3) Its data model is based on
Google’s Bigtable and distribution design is based on Amazon’s Dynamo, (4) Introduced at
Facebook, it differs sharply from relational database management systems,(5) Cassandra
implements a Dynamo-style replication model, also adds a more powerful “column family” data
model, and (6) Cassandra is being used by some of the biggest companies such as Facebook,
Twitter, Cisco, Rackspace, ebay, Twitter, Netflix, and more.

Cassandra has become so popular because of its outstanding technical features. Given below are
some of the features of Cassandra:

e Elastic scalability: Cassandra allows adding more hardware to accommodate more
customers and more data as per requirement.

e Always on architecture: Cassandra is continuously available for critical business
applications that cannot afford single point of failure.

DOI: 10.5121/ijci.2016.5212 109



International Journal on Cybernetics & Informatics (1JCI) Vol. 5, No. 2, April 2016

o Fast linear-scale performance: Cassandra increases throughput as the number of nodes in
the cluster is increased. Therefore it provides a quick response time.

o Flexible data storage: Cassandra handles all possible data formats including: structured,
semi-structured, and unstructured. It can dynamically provide changes to data structures
according to user need.

o Easy data distribution: Cassandra provides the flexibility to distribute data where user
need by replicating data across multiple data centers.

e Transaction support: Cassandra supports properties like Atomicity, Consistency,
Isolation, and Durability (ACID).

e Fast writes: Cassandra was designed to run on cheap commodity hardware. It performs
fast writes and can store hundreds of terabytes of data, without sacrificing the read
efficiency.

The rest of this paper is organized as follows. Section 2 discusses NoSQL database. Section 3
presents the Cassandra Architecture. Section 4 describes the data model of Cassandra. Section 5
describes the implementation details of Hotel Management System. The conclusion is given in
Section 6.

2.NOSQL DATABASE

A NoSQL database (also called as Not Only SQL) is a database that provides a mechanism to
store and retrieve data other than the tabular relations used in relational databases. These
databases are schema-free, support easy replication, have simple API, eventually consistent, and
can handle huge amounts of data.

The primary objective of a NoSQL database is to have
o simplicity of design,
¢ horizontal scaling, and
o finer control over availability.

NoSql databases use different data structures compared to relational databases. It makes some
operations faster in NoSQL. The suitability of a given NoSQL database depends on the problem it
must solve.

3.CASSANDRA ARCHITECTURE

The design goal of Cassandra is to handle big data workloads across multiple nodes without any
single point of failure. Cassandra has peer-to-peer distributed system, and data is distributed
among all the nodes in a cluster [2].

e All the nodes in a cluster play the same role. Each node is independent and at the same
time interconnected to other nodes.

e Each node in a cluster can accept read and write requests, regardless of where the data is
actually located in the cluster.

e When a node goes down, read/write requests can be served from other nodes in the
network.
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3.1.Data Replication In Cassandra

In Cassandra, one or more of the nodes in a cluster act as replicas for a given piece of data. If it is
detected that some of the nodes responded with an out-of-date value, Cassandra will return the
most recent value to the client. After returning the most recent value, Cassandra performs a read
repair in the background to update the stale values.

The figure 1 shows a schematic view of how Cassandra uses data replication among the nodes in
a cluster to ensure no single point of failure. Cassandra uses the Gossip Protocol to allow the
nodes to communicate with each other and detect any faulty nodes in the cluster.
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Figure. 1 Schematic view of Cassandra

3.2.Components of Cassandra
The key components of Cassandra are as follows:

Node: It is the place where data is stored.

Data center: It is a collection of related nodes.

Cluster: A cluster is a component that contains one or more data centers.

Commit log: The commit log is a crash-recovery mechanism in Cassandra. Every write

operation is written to the commit log.

e Mem-table: A mem-table is a memory-resident data structure. After commit log, the data
will be written to the mem-table. Sometimes, for a single-column family, there will be
multiple mem-tables.

e SSTable: It is a disk file to which the data is flushed from the mem-table when its
contents reach a threshold value.

e Bloom filter: These are quick, nondeterministic, algorithms for testing whether an

element is a member of a set. It is a special kind of cache. Bloom filters are accessed after

every query.
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3.3.Cassandra Query Language

Users can access Cassandra through its nodes using Cassandra Query Language (CQL). CQL
treats the database (Keyspace) as a container of tables. Programmers use cglsh: a prompt to work
with CQL or separate application language drivers.

3.4.Write Operations

Every write activity of nodes is captured by the commit logs written in the nodes. Then the data
will be captured and stored in the mem-table. Whenever the mem-table is full, data will be written
into the SStable data file. All writes are automatically partitioned and replicated throughout the
cluster. Cassandra periodically consolidates the SSTables, deleting unnecessary data.

3.5.Read Operations

During read operations, Cassandra gets values from the mem-table. It checks the bloom filter to
find the appropriate SSTable that holds the required data.

4.DATA MODEL

The data model of Cassandra is significantly different from the normal RDBMS [2].
4.1.Cluster

Cassandra database is distributed over several machines that operate together [3]. The outermost
container is known as the Cluster. For failure handling, every node contains a replica. In case of a
failure, the replica takes charge. Cassandra arranges the nodes in a cluster, in a ring manner, and
assigns data to them.

4.2.Keyspace

Keyspace is the outermost container for data in Cassandra. The basic attributes of a Keyspace in
Cassandra are:

e Replication factor: It is the number of machines in the cluster that will receive copies of
the same data.

¢ Replica placement strategy: It is the strategy to place replicas in the ring. The different
strategies such as simple strategy (rack-aware strategy), old network topology strategy
(rack-aware strategy), and network topology strategy (data center-shared strategy) are
available.

e Column families: Keyspace is a container for a list of one or more column families. A
column family is a container of a collection of rows. Each row contains ordered columns.
Column families represent the structure of data. Each keyspace has at least one and often
many column families.
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5.IMPLEMENTATION DETAILS

The implementation of Apache Cassandra includes installing and configuring Cassandra. Initially
download Cassandra from cassandra.apache.org. Copy the folder named cassandra. Move to bin
folder. Open the Cassandra.yaml file which is available in the bin folder of the Cassandra folder.
Verify that the following configurations.

o data file_directories“/var/lib/cassandra/data”
e commitlog_directory“/var/lib/cassandra/commitlog”
e saved_caches_directory“/var/lib/cassandra/saved_caches”

Setting the path

Set the path as Cassandra_Home=C:\apache-cassandra-1.2.19
Starting Cassandra

$ cd $CASSANDRA_HOME

$./bin/cassandra —f

Starting cqlsh

Start cqlsh using the command cqlshas shown below. It gives the Cassandra cglsh prompt as
output.

$ cqlsh Connected to Test Cluster at 127.0.0.1:9042.

[cqlsh 5.0.1 | Cassandra 2.1.2 | CQL spec 3.2.0 | Native protocol v3]
cqlsh>

An application of Cassandra implementation is Hotel Management System (HMS) [5].Cassandra
database is chosen for this application because of its increasing throughput as the number of
nodes increases, continuous availability for critical business applications and elastic scalability.
Moreover Cassandra handles all possible data formats and distribution of data by replicating data
across multiple data centres. Cassandra supports ACID properties and it works on cheap
commodity hardware.

In the keyspace of Hotel Management System Figure 2 we have the followingcolumn families:
Hotel, HotelByCity, Guest, Reservation, PointOfInterest, Room, Room Availability.

In this design, transferred some of the tables, such as Hotel and Guest, to column families. Other
tables, such as PointOfinterest, have been denormalized into a super column family. We have
created an index in the form of the HotelByCity column family.

We have combined room and amenities into a single column family, Room. The columns such as
type and rate will have corresponding values; other columns, such as hot tub, will just use the
presence of the column name itself as the value, and be otherwise empty.

Hotel Management System includes details about different hotels, guests who stay in the hotels,
availability of rooms for each hotel, and a record of the reservation, which is a certain guest in a
certain room for a certain period of time (called the “stay”). Hotels typically also maintain a
collection of “points of interest,” which are shopping galleries, monuments, museums, parks, or
other places near the hotel that guests might like to visit during their stay.

Our application Hotel Management System designed with Cassandra includes the following
characteristics:
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¢ Find hotels in a given area.

Find information about a specific hotel, such as its name, location, room
availability etc.

Find interesting locations near to a given hotel.

Find availability of rooms in a given date range.

Find the amenities and rate for a room.

Possible to book the selected rooms by entering guest information.

The database in Cassandra is created using keyspace. A keyspace in Cassandra is a namespace
which defines data replication on nodes. A cluster contains one keyspace per node.

The application we’re building will do the following things:

1.
2.

Hw

Create the database structure.

Prepopulate the database with hotel and point of interest data. The hotels are stored in
standard column families, and the points of interest are in super column families.

Search for a list of hotels in a given city. This uses a secondary index.

Select one of the hotels returned in the search, and then search for a list of points of
interest  near the chosen hotel.

Booking the hotel by doing an insert into the Reservation column family should be
straightforward at this point, and is left to the reader.

<=<(CF>=>Hotel <= CF>>HotelByCity <=<SCF==PointOfinterest
<=~RowkKey==>#hotel I} <= RowKey == #city:state:hotellD <=SuperColumnName==#hotellD
“+name +hotell <<RowkKey== #poiName
+phone +hotel2 “+desc
+address ... +Phone
“+-City
+state
+zZip <=<SCF==RoomAvailablity ==SCF=>Room
<< SuperColumnMame===#hotellD <=<SuperColumnName==#hotellD
<=RowKey>=> +date <<<RowKey==> #roomlD
<<CF>>Guest +kk : <unspecified> = 22 “+num
<<RowKey==#phone +qq : <unspecified> = 14 +type
+fname +rate
+Iname “+coffee
“+email <<(F>=>Reservation +tv
=<<RowkKey==#reslD +hottub
+hotellD -
“+roomliD
+phone
“+name
“+arrive
+depart
+rate
“+ccMum

Figure. 2 Hotel Management System

5.1.Table Operations

To create a table use the command CREATE TABLE. The tables required for the Hotel
Management System application can be created using this command. The syntax is

CREATE (TABLE | COLUMNFAMILY) <tablename> ('<column-definition>', '<column-
definition>")
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The primary key is represented by a column that is used to uniquely identify a row. Therefore,
defining a primary key is mandatory while creating a table. A primary key is also made of one or
more columns of a table [4].

5.2.CURD Operations

To create data in a table use the command INSERT. The syntax for creating data in a table is
INSERT INTO <tablename> (<columnl name>, <column2 name>...) VALUES (<valuel>,
<value2>....)

UPDATE is the command used to update data in a table. The syntax of update is

UPDATE <tablename> SET <column name> = <new value>

<column name> = <value>.... WHERE <condition>

Reading Data using SELECT Clause from a table in Cassandra. Using this clause we can read a
whole table, a single column, or a particular cell. The syntax of SELECT is

SELECT FROM <table name> WHERE <condition>

Delete data from a table using the command DELETE. Its syntax is

DELETE FROM <identifier> WHERE <condition>

5.3.Performance Evaluation

One of the hallmarks of Cassandra is its high performance, for both reads and writes operations.
When new nodes are added to a cluster, Cassandra scales it linearly. The performance of Hotel
Management System application is evaluated with various hardware requirements such as Intel
core CPU @ 1.80 GHz, 64-bit operating system, x64 based processor, 4.00GB RAM. The
software specifications include Apache Cassandra version 1.2.19. Figure 3 gives performance of
Cassandra operations.

In the graph of performance evaluation of Cassandra database X axis represents the throughput in
ops/sec and Y axis represents average latency in ms. Here three operations such as update, insert
and read are evaluated for performance. In the graph it is clear that update operation has very high
throughput while it is in low latency. Similarly insert operation has high throughput [6] while it is
in low latency which is greater than latency of update operation. In the case of read operation
which has low throughput while it is in high latency.

Performance Evaluation
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6. CONCLUSION

NoSQL database: Cassandra is built, implemented, and operated a scalable storage system
providing high performance, and wide applicability. Demonstrated that Cassandra can support a
very high update throughput while delivering low latency. It is very efficient as compared with
other databases.
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ABSTRACT

In wireless ad hoc network, packet loss is a serious issue. Either it is caused by link errors or by malicious
packet dropping. The malicious nodes in a route can intentionally drop the packets during the transmission
from source to destination. It is difficult to distinct the packet loss due to link errors and malicious
dropping. Here is a mechanism which will detect the malicious packet dropping by using the correlation
between packets. An auditing architecture based on homomorphic linear authenticator can be used to
ensure the proof of reception of packets at each node. Also to ensure the forwarding of packets at each
node, a reputation mechanism based on indirect reciprocity can be used.

KEYWORDS

Packet dropping, Homomorphic linear authenticator, Auditor, Indirect Reciprocity

1.INTRODUCTION

In a wireless ad hoc network, nodes communicate with each other via wireless links either
directly or relying on other nodes as routers. The nodes in the network not only act as hosts but
also as routers that route data to/from other nodes in network. An adversary may misbehave by
agreeing to forward packets and then failing to do so. Once being included in a route, the
adversary starts dropping packets. That means it stop forwarding the packet to the next node. The
malicious node can exploit its knowledge about the protocol to perform an insider attack. It can
analyze the importance of the transmitting packet and can selectively drop those packets. Thus it
can completely control the performance of the network.

If the attacker continuously dropping packets, it can be detect and mitigate easily. Because even if
the malicious node is unknown, one can use the randomized multi-path routing algorithms to
circumvent the black holes generated by the attack. If the malicious nodes get identified, the node
can be deleted from the routing table of network. The detection of selective packet dropping is
highly difficult. Sometimes the dropping of packets may not be intentional. It can be occurred as
a result of channel errors. So the detection mechanism should be capable of differentiating the
malicious packet dropping and the dropping due to link errors.

The algorithm introduced here provides an efficient mechanism to detect the selective packet
dropping. It improves the detection accuracy by calculating the correlation between lost packets
with the help of Auto Correlation Function of the bitmaps at each node in the route. Bitmap
describes the lost/received status of each packet in the transmission. The basic idea is that even
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though malicious dropping may result in a packet loss rate that is comparable to normal channel
losses, the correlation pattern is different.

To get the correct correlation, the truthfulness of the packet loss bitmaps is essential. In order to
ensure the correctness the system uses a public auditing mechanism. The auditor uses a variation
of the cryptographic primitive called homomorphic linear authenticator (HLA) [2].It is a
signature scheme widely used in cloud computing and storage server systems, which allows client
that has storeddata at an untrusted server to verify that the server possesses the original data
without retrievingit [3]. Indirect reciprocity is a powerful mechanism for the evolution of
cooperation between nodes. The essential concept of indirect reciprocity is “I help you not
because you have helped me but because you have helped others™ [12].

The remainder of this paper is organized as follows. In Section 2 we review the related work. The
system models and problem statement are described in Section3. We present the proposed
mechanism in Section 4 and we conclude the paper in Section 5.

2.RELATED WORKS

Based on how much weight a detection algorithm gives to link errors relative to malicious packet
drops, the works had been done to detect the malicious packet dropping can be broadly classified
into two.

First category focuses on the detection with high malicious dropping rates, where the link errors
are ignored. Based on the nature of the detection algorithm, this can be further classified into
four. The first sub-category is based on credit systems [9].In this node gets incentive for its
cooperation in transmission. When the node correctly transmits the packets to the next hop, it gets
credit. Based on the credit value, the node gets priority during the transmission of its own
packets. Thus, when the attacker continuously drops packets, its credit decreases and
automatically gets expelled from the network. But when the attacker performs a selective
dropping, it gets enough credits and can continue as a part of the network. The second sub
category is based on reputation systems [4], [5], [6], [7]. In this mechanism the neighbour nodes
monitor the activity of all nodes. For a node that drops packets maliciously gets a bad reputation.
The reputation is the determining factor while selecting a route for transmission. Thus malicious
nodes get excluded from a route. In this mechanism also, if the attacker selectively drop packets
and forward some packets, then it can have a better reputation. The third sub category of works
focus on the hop to hop acknowledgement, by which it can directly find out the misbehaving
node. The fourth sub category uses cryptographic methods for the detection purpose. For
example, the work in [8] utilizes Bloom filters to construct proofs for the forwarding of packets at
each node. By examining the relayed packets at successive hops along a route, one can identify
suspicious hops that exhibit high packet loss rates. But the incorrect proofs will reduce the
detection accuracy of this mechanism.

The second category of works focus on the scenario where the number of maliciously dropped
packets is significantly higher than that caused by link errors, but the impact of link errors is non-
negligible. This type of mechanisms requires the knowledge of the wireless channel. The works
in [9] and [10] proposed to detect malicious packet dropping by counting the number of lost
packets. If the number of lost packets is significantly larger than the expected packet loss rate
made by link errors, then with high probability a malicious node is contributing to packet losses.
But counting the number of lost packets is not sufficient to detect the attacker. That is, if the
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attacker selectively drop packet then the count of lost packet due to malicious node and the link
may get equal.

All methods mentioned above do not perform well when malicious packet dropping is highly
selective. But the detection of packet dropping using the correlation between lost packets gives
better solution for selective packet dropping.

The methods in [14] delay a jammer from recognizing the significance of a packet after the
packet has been successfully transmitted, so that there is no time for the jammer to conduct
jamming based on the content/importance of the packet. Instead of trying to detect any malicious
behavior, the approach in [14] is proactive, and hence incurs overheads regardless of the presence

or absence of attackers.
3.SYSTEM MODEL AND PROBLEM STATEMENT

3.1.System Model
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Let Psp be an arbitrary route in a wireless ad hoc network. The source S is aware of the path and it
sends packets continuously to the destination D through Psp. Consider that the network is quasi-
static type. That means the network topology and link characteristics are constant for a relatively
long period of time. Each hop that constitutes the path alternates between good and bad states.
Packets transmitted during the good state are successful, and packets transmitted during the bad
state are lost. By observing whether the transmissions are successful or not, the receiver obtains a
realization of the channel state, which is a combination of zeros and ones. In that “1” denotes the
packet was successfully received, and “0” denotes the packet was dropped.

When the receiver notifies some suspicious packet loss, it reports a feedback to the sender. The
detection of malicious dropping is performed by an independent auditor module. After receiving
the feedback from the receiver, sender requests the auditor to perform detection. The auditor
module identifies the malicious dropping by checking the correlation between lost packets at each
node. The correlation between lost packet in selective dropping condition and link error condition
is different [1]. For this, the information collected by the auditor will be accurate. In order to
ensure that the packet received by a node, the mechanism proposed here uses a homomorphic
linear authenticator. Also, to ensure the packet forwarding, it uses a reputation based mechanism
which uses an indirect reciprocity framework based on evolutionary game theory, described in
[11].

3.2.Problem Statement

The adversary, which is a node in the path, may try to degrade the performance of the system by
dropping the packets send by the source. The node can perform the dropping selectively or
randomly. The detection should be done by an independent auditor module. While performing
detection it should verify the correctness of collected information. Also, should produce a
publically verifiable proof of the misbehaviour of the node.

Besides this there is a chance for collusion between two nodes. A covert communication channel
may exist between any two malicious nodes, in addition to the path connecting them on PSD. As
a result, malicious nodes can exchange any information without being detected by Ad or any
other nodes in PSD. Malicious nodes can take advantage of this covert channel to hide their
misbehavior and reduce the chance of being detected.

4 .DETECTION OF PACKET DROPPING

4.1.0verview

The detection mechanism focuses on the correlation between the lost packets at every node in the
transmission route. While the sender S transmitting the packets consecutively, each hop in the
path will keep a transmission bitmap for every packets. The bitmap is a pattern of 0 and 1, where
1 represents the successfully transmitted packet and O represents the unsuccessfully transmitted
packets. By using an Auto Correlation Function (ACF), the correlation between these bitmaps can
be calculated. Under different packet dropping conditions the correlation function will generate
different values. Thus by observing the correlations between lost packets, one can decide whether
the packet loss is purely due to regular link errors, or is a combined effect of link error and
malicious drop.
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But the main challenge is that the packet-loss bitmaps reported by individual nodes along the
route may not be correct. For the correct calculation of the correlation between lost packets the
truthfulness of bitmap is necessary. This can be achieved by auditing functionality. Auditing can
be done by using a cryptographic primitive called homomorphic linear authenticator (HLA),
which is a signature scheme to provide a proof of storage from the server to entrusting clients in
cloud computing and storage server systems. Besides this to ensure the forwarding, a reputation
based mechanism can be used. When a node relays packet successfully, it gets a good reputation
from the receiving node. That means, in a path from sender to receiver, the node with minimum
reputation dropped more packets.

4.2.System Architecture

In a wireless ad hoc network, the source S is supposed to send the packets to the destination D
continuously, through the wireless channel Psp. Here we are considering the quasi-static
networks. So the path Psp remains unchanged for a long time. While receiving a sequence of
packet, the receiver gets a realization of channel state simply by observing whether the
transmissions are successful or not. Successfully received packets are denoted by 1s and others
are denoted by 0s. Each node in Psp will also provide a reputation to the relying node when it gets
a packet.

There is an auditor A4 in the network. It is not associated with any node and kept as independent.
It is totally unaware of the secrets shared between nodes in the path Psp. The detection of
malicious packet dropping is performed by this auditor. When the receiver finds out some
abnormality in the reception of packets, it will report the suspicion to the source. Once being
notified the source send submits an attack-detection request (ADR) to the Auditor.

For the detection of attack, the auditor will collect the information about transmission from each
node on the path Psp. The auditor needs to verify authenticity of the collected information. Once
the truthful information is collected from every node in the route, the auditor calculates the
correlation between them. From this information, it can detect the attack.

4.3.Scheme Details

The system consists of four Phases:

i Setup Phase

ii. Packet Transmission Phase

iii. Audit Phase

iv. Detection Phase
4.3.1.Setup Phase
Immediately after establishing the route, the setup phase gets started. The source decides on
symmetric key crypto system for encryption the packet during the transmission phase. Source
securely distributes a decryption key and a symmetric key to each node on the path. Key

distribution may be based on the public-key crypto-system. The source also announces two hash
functions to every node in the route. Besides this, source also needs to set up its HLA keys.
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4.3.2.Packet Transmission Phase

After the successful completion of Setup phase, source enters into the transmission phase. In this
phase, before the transmission of packets source computes the hash value of each packet and
generates HLA signatures of the hash value for each node. These signatures are then sent together
with the packets to the route by using a one-way chained encryption. This prevents the
deciphering of the signatures for downstream nodes by the upstream node. When a node in the
route receives the packet from source it extracts packets and signature. Then it verifies the
integrity of received packet. A database is maintained at every node on Psp. It can be considered
as a FIFO queue which records the reception status for the packets sent by source. Every node
stores the received hash value and signature in the database as a proof of reception.

To ensure the relying at each node an indirect reciprocity framework based on evolutionary game
theory can be used. In this method each node is considered as a player. Generally, helping
someone establishes a good reputation, and will be rewarded by others. In this paper, we adopt
the reputation updating rule of indirect reciprocity in [12], i.e., the reputation of relay is updated
according to the following rule:

G B
F G G
D B G

where a relay who takes the choice X(X € {F,D}) towards a provider with reputation R (R €
{G,B}) will be assigned a new reputation R(R;X) (Re {G,B}). Here, we adopt the reputation
updating such that cooperation leads to a good reputation, whereas defection leads to a bad
reputation unless the opponent is a bad player. The total value of reputation can be calculated by
subtracting bad reputation from good.Nodes will also keep another database to keep the
reputation value.

4.3.3.Audit Phase

When the source issues an attack detection request (ADR), the audit phase gets started. The ADR
message includes the id of the nodes on the route, source’ s HLA public key information, the
sequence numbers of the packets sent by source, and the sequence numbers packets that were
received by destination . The auditor requests the packet bitmap information from each node in
the route by issuing a challenge. From the information stored on the database, every node
generates this bitmap. Auditor checks the validity of bitmaps and accepts if it is valid. Otherwise
it rejects the bitmap and considers the node as a malicious one.

This mechanism only guarantees that anode cannot understate its packet loss, i.e., it cannot claim
the reception of a packet that it actually did not receive. This mechanism cannot prevent a node
from overly stating its packet loss by claiming that it did not receive a packet that it actually
received. This latter case is prevented by the mechanism based on reputation which is discussed
in the detection phase
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4.3.4.Detection Phase

After auditing the reply to the challenge issued by the auditor, it enters into the detection phase.
Auditor constructs per hop bitmaps and by using an auto correlation function (ACF) it will find
out the correlation between the lost packets. Then it finds out the difference between the
calculated value and correlation value of wireless channel. Based on the relative difference, it
decides whether the packet loss is due to the malicious node or link error. When it finds out
malicious drop, it can consider both ends of the hop as suspicious. That means either the
transmitter did not send the packet or receiver did not receive.

After identifying these two suspicious nodes, the detector needs to find out the actual culprit. For
this, it can check the reputation value. Now the Auditor module will collect the reputation value
for the two suspicious nodes. When a node fails to forward the packet it, it will get minimum
reputation. By checking this, the detector can easily distinguish the attacker.

5.CONCLUSIONS

In order to detect the malicious node that drops the packets intentionally, the technique described
here utilizes the correlation between the lost packets at each node in the route from source to
destination. . For this, uses a public auditing architecture. This mechanism will give a satisfactory
improvement in the detection accuracy of selective packet dropping. To correctly calculate the
correlation between lost packets, it requires truthful packet loss information from every node in
the route. Auditor ensures the integrity of packet loss information of each individual node by
using Homomorphic Linear Authenticator (HLA). HLA-based public auditing architecture
ensures truthful packet-loss reporting by individual nodes. This architecture is collusion proof,
requires relatively high computational capacity at the source node, but incurs low communication
and storage overheads over the route.

Based on the indirect reciprocity mechanism, we have theoretically analyzed the evolutionary
dynamics of cooperative strategies. The reputation mechanism will ensure the correct forwarding
process. Due to the evolutionarily stable strategies based on indirect reciprocity is effective and
robust against packet loss and imperfect estimation of reputation.
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ABSTRACT

File carving is a popular method used for digital investigations for detecting the presence of specific target
files on digital media. Hash based sector hashing helps to identify the presence of a target file. The hashes
of physical sectors of the media is compared to the database of hashes created by hashing every block of
the target files. To enable this, instead of evaluating the hashes of entire files, the hashes of individual data
blocks is used for evaluation. Hash-based carving helps to identify fragmented files, files that are
incomplete or that have been partially modified. To address the problem of High false identification rate
and non-probative blocks, a HASH-SETS algorithm that can help in identification of files and the HASH-
RUNS algorithm that helps in reassembling the files is used. This technique is demonstrated using the
forensic tool: bulk_extractor along with a hash database: the has hdb and an algorithm implementation
written in Python.

KEYWORDS
Forensics investigation, hash-based carving, HASH-SETS, HASH-RUNS algorithms, Sector hashing
1.INTRODUCTION

Digital forensics is a branch of forensic science in corporating the investigation and recovery
of evidences found in digital devices, often in relation to computer crime[1].Crime scene
investigations involve a scientific examination of the evidences. Digital evidences are
mainly used in cases where direct evidences such as eye witnesses are not available or not
feasible. File creation and modification dates, internet history cache, emails, chats,windows
registery,recyclebin, shadow copies, log files etc. are some of the artifacts that can be
extracted and used for forensic investigations[2]. A common method in digital forensics is to
search for known files in an accused media. Brute force approach is to compare the known
file contents with sectors of disk. Forensic practitioners’ often use hash database of file
segments to locate the content of sectors on disk with the known content.

Locating files containing child-pornography is a use-case for digital forensics using file

carving. This paper presents hash based file carving method for detecting fragments of
movies or images in the media.
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2.RELATED WORK

Hash based file carving was introduced by Garfinkel as part of the solution to the DFRWS 2006
Carving Challenge. Using “the MD5 trick.” the extracted text from the carving challenge was
used to identify the original target documents on the Internet. He used a manual method to
identify the location of the target files i.e. block-hashed the target files and sector-hashed the
Carving Challenge and manually matched the two sets[1]’

The term “hash-based carving” was introduced by Collangeet al.in 2009in a pair of publications
[3, 4] that explored the use of GPUs to speed the hashing load. But the question of what kind of
database would be required to look up hashes produced at such a rate, and how to match files
given the fact that the same block hashes appear in many different files was not discussed[1].
Later in 2013,Keydeveloped the File Block Hash Map Analysis (FBHMA) EnScript. This was a
tool that createsa hash-map of file blocks from a master file list and selected areas of a target
drive was searched for the blocks. But only a few files can be searched by FBHMA at a time.

To serve the purpose of enabling research on file-based digital forensics,Garfinkel et al. (2009)
created the GOVDOCS corpus. Also the M57-Patents scenario, a collection of disk images,
memory dumps, and network packet captures from a fictional company called M57 was created
by Garfinkel et al. (2009).

Shortly, distinct blocks were used to detect the presence of known files on target media. This
technique, though discussed by Garfinkel et al. (2010)presented no algorithms for doing so. So in
2012, Foster attempted to determine the reason for the repetition of 50 randomly chosen blocks
that were shared between different files in the GOVDOCS corpus.

This idea was expanded by Young et al. (2012) by using a database of distinct block hashes of
target files to detect the presence of those files on media being searched. The initial
implementation of the hashdb hash database was described in this article [1].

The coverage/time trade-offs for different sample sizes were examined by Taguchi while using
random sampling and sector hashing for drive triage. He concluded thatin a wide variety of
circumstances, 64 KiB is an optimal read size.

Different file carving taxonomy was proposed by SimsonGarfinkel and Joachim Metz. These
methods differed in the way they analyzed their inputs. In block based carving method, the input
is analyzed block-by-block to determine if a block is part of a possible output file, on the
assumption that each block can only be part of a single file (or embedded file). In statistical
carving, the input is analyzed on basis of characteristics and statistics. Other relevant carving
methods are Fragment Recovery Carving, File structure based Carving, Header/Footer Carving
etc.

3.BACKGROUND

“Hash-based carving” describes the process of recognizing a target file on a piece of searched
media by hashing same-sized blocks of data from both the file and the media and looking for hash
matches [1]. To search for known contents, the MD5 hash algorithm is used because of its speed.
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3.1.Tools Used

Hashdb is the tool that is used for finding previously identified blocks of data in a media such as
disk images [9]. The following services are provided by hashdb:

e By importing block hashes and providing lookup services, the hashdb manages block
hash databases.

¢ Hash databases can be created or scanned by other programs using the hashdb library.

o libhashdb of the hashid scanner which is a bulk_extractor plugin,can be used to search for
previously identified blocks of data .

Cryptographic hashes (along with their source information) that have been calculated from hash
blocks are stored by hashdb. Instead of full file hashing, it relies on block hashing.In block
hashing, artifacts are identified at the block scale (usually 4096 bytes). Many of the capabilities of
hashdb are best utilized in connection with the bulk_extractor program.

Bulk Extractor (bulk_extractor) is a feature extraction tool written in C++ for extracting features
from media images [8].The input which can be a disk image, files or a directory of files, is split
into pages and processed by one or more scanners. Bulk Extractor parallel-processes 16MiByte
pages of media on multiple cores. 4KiB sectors are recommended for hashing if they are directly
supported by the drive. Otherwise combine 8 adjacent 512B sectors into a single 4096-byte super-
sector for hashing and for feature extraction.The feature files stores the extracted features so that
they can be easily inspected, parsed, or processed with automated tools. These feature files are
processed using Python programs.

Python which is a general-purpose, high-level programming language is used for the
implementation of “hash-sets” and “hash-runs” algorithm. It is an open-source software.Python is
designed to be highly readable. Major advantage of this scripting language is that it has fewer
syntactical constructions and best suits a beginner.

Another important tool is md5deep. It is a set of programs used to compute MD5 message digests
on an arbitrary number of files. The MD5 hash algorithm (developed by Ronald Rivest)
which is an updated version of MD4, is used to generate block hashes because of its
speed.It helps to compare and store these small hashes more easily. Alsoin cryptography,
verification is done using one-way hashes.

MDS5 is just one of many hashing algorithms. There's also SHA-1 (Secure Hash Algorithm),
developed by NIST in conjunction with the NSA and produces 160 bit digest. It’s more collision
resistant than MD5 and is the most commonly used hash for cryptographic purposes these days.
Though other hashing algorithms are available, MD5 and SHA-1 are commonly used in

cryptography.
3.2.A hash-based carving process

Hash-based carving is a four-step process:

e DATABASE BUILDING: A database of file block hashes is created from the target
files.

127


https://en.wikipedia.org/wiki/General-purpose_programming_language
https://en.wikipedia.org/wiki/High-level_programming_language

International Journal on Cybernetics & Informatics (1JCI) Vol. 5, No. 2, April 2016

e SCANNING THE MEDIA: A set of hash values that matched the target files is
produced byscanning the searched media. Here we hash 4KiB sectors and searchfor
those hashes in the database.

e PROBATIVE BLOCK SELECTION: Most probative (likely) target files on the
searched media is determined.

e TARGET ASSEMBLY: Runs of the matching candidate blocks on the searched media
are identified and mapped to the corresponding target files.

4. MATCHING SCENARIOS

The basic idea of hash-based carving is to compare the hashes of 4KiB sector clusters from a
storage device (“search hashes”) with the hashes of every 4KiB block from a file block hash
database and identify files based on hashes that the two sets have in common.

e Hash matches can be observed in a variety of scenarios, including:
The presence of a copy of an target file, in a complete form on the searched media.

e The presence of a copy of the target file on the searched media at some time in the past
which has been deleted at a later point, which may or may not be partially overwritten.

e The presence of a file on the searched media that may have many sectors in common with
the required target file.

e The presence of a target file which is embedded in a larger carrying file, detected only if
that the file is embedded on an even sector boundary.

5.IMPLEMENTATION

First step in the implementation of hash based carving process is the construction of a database.
Here the overlapping 4KiB sectors are hashed using the MD5 tool. Then we scan the disk image
of the media using bulk extractor. The output of this stage produces different .txt files. From the
obtained output, identify the candidate blocks using probative block selection tests like the ramp
test, the white-space test, the 4-Byte histogram test etc. On these selected blocks, apply the
HASH-SETS and HASH-RUNS algorithm to determine whether the media contains the required
target files. Detailed description of each stage is given below.

5.1.Database Building: creating the target hashdb

A hashdb database that contains the 4KiB block’s hash values is created. The output database is
renamed with .hdb extension. To build the database, run hashdb from the command line:

e hashdb create sample.hdb
Here sample.hdb is an empty database. ADFXMLfilecontainingsector hash values is required to
import data into the database. To populate the hash database with the hashes from the DFXML

file called sample.xml:

e hashdb import sample.xml sample.hdb
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This command, if executed successfully, will print the number of hash values inserted. For
example:

hashdb changes (insert): hashes inserted: 2595
5.2.Media Scanning: Finding Instances Of Known Content On The Searched Media

Here the database is used to search the disk image using the bulk extractor has hdb scanner.
Bulk extractor breaks the disk image into 16MiB “pages” and only processes pages that are not
blank. Each page is broken into overlapping 4KiB blocks, each block is hashed with the MD5
algorithm and the resulting hash is used to query the block hash database. Matching sector hashes
are reported in bulk_extractor's identified_blocks.txt file. Count value indicates whether each
hash matches one or more target files. Matched hashes are used in both the “candidate selection”
and “target assembly” phases.

To run bulk_extractor from the command line, type the following command:

o bulk_extractor -0 output mydisk.raw

In the above command, output is the directory that will be created to store bulk_extractor results.
It cannot already exist. The input mydisk.raw is the disk image to be processed. After the run the
resulting output files will be contained in the specified output directory. Open that directory and
verify files have been created. There should be 15-25 files. Some will be empty and others will be
populated with data. These two steps are combinable using a batch file that incorporates the
command line commands for running the hashdb and the bulk extractor.

5.3.Candidate Selection: Identifying Probative Blocks

The hashdb'sexplain_identified_blocks command is used to determine the files to which these
block hashes correspond. This is implemented using a data reduction algorithm. For each block
inidentified_blocks.txt file, if the block maps to fewer than N files (the default is 20), those files
are added to the set of candidate files. To run it from the command line, type the following
instructions

e hashdbexplain_identified blockssample.hdb out/identified blocks.txt>
out/explain_identified_blocks.txt.

The program writes out a new file called explain_identified_blocks.txt with a list of the
deduplicated sector hashes, the number of times that the hash appeared in the original file, and
all of the source files in which the hash appears.

Next, run  the  program  report_identified_runs.py = program  which  writes
theidentified_blocks_explained.txt file.This is implemented using the
explain_identified_blocks.txt output file: if the hash is not flagged by any of the ad hoc tests like
the ramp test, the white-space test, the 4-Byte histogram test (they identify the non-probative
blocks), the hash's sources are added to the set of candidate files.
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5.4 .Target Matching:

After selecting the candidate files, the block hashes corresponding to candidates are
grouped into source files. They are eventually tallied or reassembled into runs of
matching blocks with the HASH-SETS and HASH-RUNS algorithms.

5.4.1.Hash-Sets: Reporting The Fraction Of Target Files

HASH-SETS is a simple, memory efficient algorithm that employs block hashes to generate a
report of the fraction of blocks associated with each target file that is found on the searched media

[1].
It is implemented as follows:

1. A list of candidate targets are determined by employing the candidate selection algorithm.
2. Repeat for each block hash H in the file identified_blocks_explained.txt:

(a) Repeat for each target T matching against H:

i). If T is a Candidate target, add 1 to the score of that particular target.

3. Repeat for each target T

(a) To compute the fraction of the file present, divide the score by the count of number of
blocks in the targetfile.
4. Sort the targets in inverse order of the fraction of the file present so that a list with highest
fraction first is obtained.
5. If the fraction recovered exceeds the threshold, report the target file name, number of recovered
blocks, and the fraction of the file recovered. The number of blocks recovered is counted by the
algorithm and so the score is solely a function of the target file and the searched drive.

Here the number of blocks is counted by the algorithm so that the score would be solely a
function of the target file and the searched drive.

5.4.2.Hash-runs: locating target files

The presence of target files is detected by the HASH-SETS algorithm and the HASH-RUNS
algorithm is used to report the location.

¢ Handling of the case when the target file is on the searched media in multiple locations.

o Employs the placement of adjacent logical sectors in a file in adjacent physical sectors of
the searched media to its advantage.

e Accounts for different blocks in a file having the same (mod 8) value.

o Detects runs of recognized blocks being separated by null blocks and combines them for
efficiency.

In this algorithm, first the data structures are created by the HASH-SETS implementation. It then
identifies all of the block runs on the physical disk that correspond to logical runs of the target
files [1]. Using the logical block number in the target file, these blocks are sorted by and
reported to the analyst.
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1. First the identified_blocks _explained.txt file is read by the algorithm (previously
produced by the hashdb program). Then, an in-memory database is built that maintains
the set of sector hashes associated with each target file.

2. A second database is built by the algorithm for each (target file, sector hash) pair to
record the set of block numbers in the target file where the block appears. So if target
file A has 6 blocks, and both blocks 1 and 4 match sector hash H1, then the element
(A,H1) of the database contains the set {1,4}.

3. Next, the algorithm reads the identified blocks.txt file. For each sector hash that was
found in a target file, it records the disk block at which the hash was found.

4. Finally, there comes the target matching step. For each (target file, mod8)
combination:

a) The algorithm builds an array consisting of elements in the form:

[diskblock,{fileblocks},count] Where disk block is the physical disk block, { file blocks} is a set
of blocks within the target file where the hash was found, and the number of times in the sector
hash database that the sector hash was found.

b) The array is sorted by diskblock.
¢) The algorithm runs a sliding window over the rows of the array. It helps to identify

rows that represent sequential disk blocks and file blocks.. A new array of block runs is created,
where each element in the array has the values:

» Identified File (from the hash database)
* Score (The number of identified blocks)
* Physical sector start

* Logical block start

* Logical block end

d) If the number of bytes in the sector gap between the two runs matches the number of
bytes in the logical blocks, and if all of the sectors on the drive corresponding to the gap contain
only NULLs, then the two block run elements are combined.

e) Drop the block runs that are smaller than a predetermined threshold.

f) Finally, for every reported run, use the SleuthKit to determine the allocated or deleted
file that corresponds to the first block in the run.

The program's output is obtained in the form of a CSV file that can be readily imported into
Microsoft Excel.

6.CONCLUSION

A hash-based carving system implementation is presented here. The bulk_extractor program is
used by the carving system to create a block hash database of target files. Also, a sector hash
record of searched media, supported by the hashdb hash database is created. Individually
recognized block hashes are assembled into carved runs which is performed by a post-processing
Python script.
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7.IMPROVEMENTS

During the database construction using hashdb, the non-probative blocks can be flagged. These
flag status can be stored in a database to help in the probative-block selection process. This
improves the overall efficiency. Also, files composed entirely of non-probative blocks can be
avoided in the earlier stages itself. File allocation status can be considered along with the (mod 8)
value in the target matching. Though this is an expensive filtering step, it contribute a little to the
accuracy rate. For an encrypted file system, the media is first mounted on an appropriate
decrypting driver and later the unencrypted file is accessed. Also, other hashing techniques like
SHA-1 can be used for block hashing.
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ABSTRACT

A floating-point unit (FPU) is a math coprocessor, a part of a computer system specially designed to carry
out operations on floating point numbers. The term floating point refers to the fact that the radix point can
"float"; that is, it can placed anywhere with respect to the significant digits of the number. Double
precision floating point, also known as double, is a commonly used format on PCs due to its wider range
over single precision in spite of its performance and bandwidth cost. This paper aims at developing the
verilog version of the double precision floating point core designed to meet the IEEE 754 standard .This
standard defines a double as sign bit, exponent and mantissa. The aim is to build an efficient FPU that
performs basic functions with reduced complexity of the logic used and also reduces the memory
requirement as far as possible.

KEYWORDS

IEEE 754, ModelSim, Double precision floating point format, Verilog

1.INTRODUCTION

In computing, double precision is a computer number format that occupies two adjacent storage
locations in memory of computer. A double precision number, sometimes simply called the
double may be defined as integer, fixed point or floating point. 32 bit modern computers use two
memory locations to store 64 bit double precision number. Double precision floating point is an
IEEE 754 standard used to encode binary or decimal floating point numbers in 64 bits (8

bytes).[1].

In computing floating point is a method of used to represent real numbers in a way that can
support a wide range of values. Numbers in general represented as a fixed number of significant
digits and scaled using an exponent. The base for this scaling is normally 2, 10 or 16.The typical
number that can be represented exactly is of the form

Significant digit * base®*Ponent,

The term floating point refers to the fact that the radix point can float i.e., it can be placed
anywhere to the significant digits of the number. This position is indicated separately in the
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internal representation and the floating point representation can thus be thought of as a computer
realization of scientific notations. Since the 1990s, the most commonly encountered floating point
representation is that defined by IEEE 754.

Verilog is standardized as IEEE 1364.it is a hardware description language used to model
electronic systems. It is most commonly used for digital circuit design and verification at the
register transfer level of abstraction. It is used in the verification of analog circuits and mixed
signal circuits. [2] A subset of statement in verilog language is synthesizable. Verilog modules
that obey a synthesizable coding style known as RTL (Register Transfer Level) .A synthesis
software can be used to physically realize RTL. The Synthesis software algorithmically
transforms the verilog source into a netlist, a logically equivalent description including only of
elementary logic primitives [AND, OR etc] that are available in a specific FPGA or VLSI
technology. Further manipulations to the netlist ultimately lead to a circuit fabrication blue print.

The Double precision floating point core in verilog was designed with three objectives in mind.
First, develop efficient algorithms for Floating Point operations like addition, subtraction,
division, multiplication, rounding and exception handling. Second, implement the proposed
algorithm using Verilog. Third synthesize the above proposed algorithm.

2.PROPOSED SYSTEM

In the early days of digital computers, it was quite common that machines from different vendors
have different word lengths and unique floating-point formats. This caused many problems,
especially in the porting of programs between different machines (designs). The IEEE-754
floating point standard, formally named NSI/IEEE Std 754-1985, introduced in 1985 tried to
solve these problems.

This paper implements a floating-point system confirming to this standard can be realized in
software, entirely in hardware, and combination of hardware and software. The standard specifies
two formats for floating-point numbers, basic (single precision) and extended (double precision),
it also specifies the basic operations for both formats which are addition and subtraction of
operations. Then different conversions are needed, as integer to floating-point, basic to extend
and vice versa. Finally, it describes the different floating-point exceptions and their handling,
including non-numbers (NaNs).

2.1.1EEE 754 Standard

The IEEE 754 standard is a technical standard established by IEEE and the most widely standard
for floating point computation. It was created in the early 1980s after the introduction of word
sizes of 32 bits (or 16 or 64). it based on a proposal from Intel who were designing the 8087
numerical coprocessor. Prof. W. Kahan was the first architect behind this proposal, for which he
was awarded the 1989 Turing award. Almost all the modern machines follows IEEE 754
standard. Notable exceptions include IBM, main frames and Cray vector machines. Where the
T90 series add an IEEE version but the sv1 still uses Cray floating point format.
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2.2.Verilog

Verilog, standardized as IEEE 1364, is a hardware description language used for modeling
electronic systems. It is most commonly used for digital circuits design and verification at the
register transfer level of abstraction. It also used in the verification of analog circuits and mixed
signal circuits. A subset of statement in verilog language is synthesizable. Verilog modules that
conform to a synthesizable coding style known as RTL. RTL can physically realized by synthesis
software. Synthesis software algorithmically transforms the verilog source into netlist; it is a
logically equivalent description consisting of elementary logic primitives [AND, OR etc] which
are available in FPGA and VLSI technology. Further manipulations to the netlist ultimately lead
to a circuit fabrication blue print (such as photo, mask set for an ASIC or a bit stream fill for an
FPGA).Verilog is very much compatible with C language.lts control flow keywords (if/else, for,
while, case, etc.) are equivalent, and its operator precedence is compatible. So it’s easy to work
with verilog by knowing C language. And the main reason to choose verilog as HDL
language is to learn new language.

2.3.ModelSim

ModelSim is a multi-language HDL simulation environment by Mentor Graphics, for
simulation of hardware description languages such as VHDL, Verilog etc.ModelSim can
be used independently, or in conjunction with Altera Quartus or Xilinx ISE. Simulation is
performed using the graphical user interface (GUI), or automatically using scripts.ModelSim is
offered in  multiple editions, such as ModelSimPE, ModelSImSE and
ModelSimPE.ModelSimcan also be used with MATLAB/Simulink, using Link for ModelSim.

2.4.Double precision floating-point format

Double precision is a computer numbering format in which it uses two adjacent storage locations
in computer memory. The IEEE 754 standard definition of a double is:

--Sign bit: 1 bit
--Exponent width: 11 bits
--Significant precision: 53 bits (52 explicitly stored)

The real values are assumed by a given 64-bit double-precision data with a given biased exponent
e and a 52-bit fraction is:

—1519m x 2€xP=1023 4 1 mantissa

Using floating-point variables and mathematical functions (sin (), cos (), log (),

Exp (), sqrt () are the most popular ones) of double precision as opposed to single precision
comes at the execution cost: the operations with the double precision are usually slower.
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Typically, a floating-point operation takes two inputs with p bits of precision and returns a p-bit
result. The ideal algorithm would compute this by first performing the operation exactly, and then
rounding the result to p bit (using the current rounding mode).

The algorithms for various operations are given below. According to which the program coded in
Verilog.

2.4.Implementation

A floating-point operation uses two inputs with p bits of precision. The ideal algorithm compute
the result by first performing the operation, and after that rounding the result to p bit (using the
rounding mode).As an example, the operation of the system is explained in next section with
addition and subtraction operation.

2.4.1.Block diagram

The double precision floating point adder / subtractor performs addition, subtraction operations.
The block diagram of the current system (floating point unit double) is shown in figure (Fig.1)

For addition, the input operands are separated into their mantissa and exponent components, and
the larger operand stored into mantissa large and exponent large, the other operand, i.e. the
smaller operand populating mantissa small and exponent small. The comparison of the operands
to find out which is larger operand only compares the exponents of the two operands, if the
exponents are equal, the smaller operand should populate the mantissa large and exponent large
registers. It is not an issue because the operands are compared to find the operand with the larger
exponent, so that the operand with smaller exponent’s mantissa can be right shifted before
performing the addition. If the exponents are equal, the mantissas can be added without shifting
The block diagram can be explained more elaborately with two operands naming A and B. Such
explanation is provided with the Algorithm part in forthcoming section.

138



International Journal on Cybernetics & Informatics (1JCI) Vol. 5, No. 2, April 2016

fpu_add

Inputs
fpu_round

fpu_sub

Output
fpu_exception |-

Fig.1Block Diagram of Floating Point Adder/Subtractor

2.4.2.Exceptions

Exception is an event that occurs when an operation on some particular operands have no
outcome suitable for the reasonable application. That operation should signal one or more
exceptions by invoking the default or, if explicitly requested, a language-defined alternate
handling.
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Fig.2 Exception Module

The exception signal will be asserted for some special cases, which are included with the
exception algorithm. If the output is positive infinity, and the rounding mode is round to zero or
round to negative infinity, then the output will be rounded down to the largest positive number.
Likewise, if the output is negative infinity, and the rounding mode is round to zero or round to
positive infinity, then the output will be rounded down to the largest negative number. The
rounding of infinity occurs in the exceptions module, not in the rounding module. QNaN is
defined as Quiet Not a Number. SNaN is defined as Signalling Not a Number. If either input is a
SNaN, then the operation is invalid. The output in that case will be a QNaN. For all other invalid
operations, the output will be a SNaN. If either input is a QNaN, the operation will not be
performed, and the output will be a QNaN. The output in that case will be the same QNaN as the
input QNaN. If both inputs are QNaNs, the output will be the QNaN in operand A.

2.5.Design
The algorithms to design the system are included for each operation.

2.5.1.Addition Algorithm

1. Feed two operands (say A and B), each 64 bits long, as the inputs.

2. The sign bit of operand A is the sign of the result.

3. Store the mantissa (bits 51-00) and exponent (62-52) of each operand.

4. Compare the 2 exponents and choose the largest exponent.

5. Find the difference of the 2 exponents (say S).

6. Write the mantissa of the operands as 1.mantissa.

7. Shift the mantissa of the smaller number to the right as many times as equal to the difference
calculated in the step 4.

8. Add the 2 mantissas to obtain the final mantissa.
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9. The result is obtained by combining sign, exponent and mantissa.

2.5.2.Subtraction Algorithm

1. Feed two operands (say A and B),each 64 bits long, as the inputs.

2. The sign bit of the result is 1 if the difference A-B is positive, else 0.

3. Store the mantissa (bits 51-00) and exponent (62-52) of each operand.

4. Compare the 2 exponents and choose the largest exponent.

5. Find the difference of the 2 exponents (say S).

6. Write the mantissa of the operands as 1.mantissa.

7. Shift the mantissa of the smaller number to the right as many times as equal to the difference
calculated in the step 4.

8. Subtract the 2 mantissas to obtain the final mantissa.

9. The result is obtained by combining sign, exponent and mantissa.

2.5.3.Multiplication Algorithm

1. Calculate the sign = XOR of the sign bits of the operands.
2. The exponent is evaluated as: el + 21022
3. To evaluate the mantissa:
Consider the example given below: Say, M1= 101100101 M2= 100101100 Multiplication can be
carried out in the following manner:
(a) Split the operands to smaller operands each 3 bits long.
For M1: Let M3=101, M4=100 and M5=101.
For M2: Let M6 = 100, M7 =101 and M8= 100.
(b) To evaluate the value of M1 * M8 (say the result is S1):
a. Find M3 * M8 (say Al), M4 * M8( say A2) and M5 * M8(say A3).
b. Add A3, A2 shifted by 3 bits and A1 shifted by 6 bits to get S1.
4. Find S2 (M1 * M7) and 3(M1* M6) following the procedure used to find S1.
5. Add S1, S2 shifted by 3 bits and S3 shifted by 6 bits.

2.5.4.Division Algorithm

1. Sign of the result = XOR of the sign bits of the operands.

2. The exponent is obtained using: el e2 + 1023

3. Division operation on the mantissas can be performed as:

Consider the operation:

Mantissa 1/ mantissa 2.

Initially, remainder = mantissa 1.

4. Perform remainder = remainder mantissa2.

5. If remainder > mantissa2, set the resultant bit (say mantissa 3) as 1, otherwise 0.
6. Perform the steps 4 and 5 until the process is completed.

2.5.5.Rounding Algorithm
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Round to nearest: If first extra remainder bit is a 1, and the LSB of the mantissa is a 1
rounding is done. For rounding, rounding amount is added to the resultant mantissa.
Round to zero: No rounding is performed, unless the output is positive or negative
infinity. The final output will be the largest positive or negative number in case of
rounding in positive or negative infinity.

Round to positive infinity: The two extra remainder bits are checked, and if thereisa 1 in
either bit, and the sign bit is O, then the rounding amount will be added to the resultant
mantissa.

Round to negative infinity: Check the two extra remainder bits, and if there is a 1 in
either bit, and the sign bit is a 1, then the rounding amount will be added to the resultant
mantissa.

2.5.6.Exception Algorithm

The exception signal will be asserted for following special cases.

The exception signal will be asserted for given special cases.

1.

@

9.

10.

11.
12.

13.

Divide by 0: The result is infinity, positive or negative, depends upon the sign of operand
A.

Divide 0 by 0: Result is SNaN, and the signal asserted for invalid.

Divide infinity by infinity: Result will be SNaN, and the invalid signal will be asserted.
Divide by infinity: Result will be 0, positive or negative; depending on the sign of
operand A the underflow signal will be asserted.

Multiply 0 by infinity: Result is SNaN, and the signal will asserted as invalid.

Add, subtract, multiply, or divide overflow: Result will be infinity, and the overflow
signal will be asserted.

Add, subtract, multiply, or divide underflow: Result is 0, and the underflow signal will
assert.

Add positive infinity with the negative infinity: Result is SNaN, and the invalid signal
asserted.

Subtract positive infinity from the positive infinity: Result is SNaN, and the invalid signal
will be asserted.

Subtract negative infinity from negative infinity: Result is SNaN, and the invalid signal
asserted.

Any one or both inputs are QNaN: Output is QNaN.

One or both inputs are SNaN: Output will be QNaN, and the invalid signal will be
asserted.

If either of the two remainder bits is 1: Inexact signal is asserted.

2.5.7.Mode Algorithm

For some cases, the modes have to be varied. These have been include as a new module called
mode. The conditions under this module include:

1.

2.

If subtraction of 2 numbers is involved where the second number is negative, the mode of
operation has to be switched to subtraction.
If subtraction is the operation and the first operand is negative, then the mode is made
addition.
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3. If second operand is negative and the operation assigned is addition, then the mode has to
be changed to subtraction.

4. If the first operand is negative when an operation of addition is called, change the mode
to subtraction. In all other cases, the mode is applied as such.

The various modules like addition, subtraction, multiplication, division, mode, multiplexer,

rounding and exception were separately done and compiled. They are finally called into the main
program and compiled.

2.6.Results

The results were simulated using ModelSim. The obtained wave forms are given below.
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Fig.6.Simulated result of division

3.CONCLUSIONS

Double precision floating point core has been developed using verilog and simulated using
ModelSim. The resulted simulations show an efficient double precision floating point arithmetic
operation.

The project can be extended by including various other algorithms, say for calculating sine,
cosine, tan functions and so on. The project has been implemented for double precision format
which may be further extended using suitable algorithms, if available, for extended double and
other formats. Similarly, faster algorithms may be utilized to provide a more efficient floating
point core.
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ABSTRACT

Group Signature, extension of digital signature, allows members of a group to sign messages on behalf of
the group, such that the resulting signature does not reveal the identity of the signer. The controllable
linkability of group signatures enables an entity who has a linking key to find whether or not two group
signatures were generated by the same signer, while preserving the anonymity. This functionality is very
useful in many applications that require the linkability but still need the anonymity, such as sybil attack
detection in a vehicular ad hoc network and privacy preserving data mining. This paper presents a new
signature scheme supporting controllable linkability. The major advantage of this scheme is that the
signature length is very short, even shorter than this in the best-known group signature scheme without
supporting the linkability. A valid signer is able to create signatures that hide his or her identity as normal
group signatures but can be anonymously linked regardless of changes to the membership status of the
signer and without exposure of the history of the joining and revocation. From signatures, only linkage
information can be disclosed, with a special linking key. Using this controllable linkability and the
controllable anonymity of a group signature, anonymity may be flexibly or elaborately controlled
according to a desired level.

KEYWORDS
Anonymity, Privacy, Group Signature, Opening, Linkability

1. INTRODUCTION

Personal information is more and more publicly accessible due to modern technologies and
accordingly privacy is increasingly becoming an important security property. Privacy is
characterized by two fundamental notions, anonymity and unlink ability [1]. Anonymity means
that a user’s identity or identifiable information is concealed in authentication messages. Unlink
ability means that given two authentication messages, an unauthorized entity cannot tell whether
they are generated by the same user or not..Generally speaking, for accessing a service, users
prefer to preserve their privacy, but the service provider may want to relax their privacy to gain
sufficient user information.

Extending the idea of digital signature schemes into groups, a new signature scheme i.e. group
signature scheme, provides authority to any group member to sign messages anonymously on
behalf of the group. A client can verify the authenticity of the signature by using only the group's
public key parameters. It must be computationally hard to identity of the group member so that he
cannot be linked from a sighed message or his signature. However, in the case of a legal dispute,
the identity of a signer or member can be revealed by a designated entity i.e. the group manager.
The major feature of group signature is the security of the information or the data that makes it
more important as well as attractive for many real time applications, such as e-commerce, e-
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auction and e-voting, where the priority is privacy and anonymity of signer which is very much
high and important for any organization.

For an application environment, privacy needs to be adjusted according to the desired policy or
reasonable expectation of profit. If the requirements of privacy for both the users and service
providers are properly balanced, privacy will be attractive for both of them. Linkability is the key
feature required in data mining. However, anonymity is necessary for privacy. It is possible to
hide an identity or identifiable information from transactions while revealing still linkable
information. For example recommendation system such as the one at Amazon.com[3]. Customers
might be happy to participate in the system only if their anonymity is kept and the linkability is
given only to their service provider. Customers will feel assured if their buying pattern is revealed
only to the service provider and their identities have not been revealed to anyone.

A privacy-protecting signature scheme was recently introduced to provide elaborate privacy
controls. Conceptually, it resides between pseudonym systems and normal GS schemes[11].
Neither information identifying a signer nor information linking signatures is revealed explicitly
from signatures. However, the anonymity and unlinkability can be controlled by keys. That is, the
corresponding signer identity and linkage information can be revealed by an opening key and a
linking key, respectively[2]. Using a trapdoor-based approach on these two privacy notions, one
can establish a two-level access hierarchy on signer privacy. To be more descriptive, this Privacy-
protecting Signature scheme with both Opening and Linking capabilities in a controllable manner
is referred to as a PS-OL scheme for short. A PS-OL scheme supports two seemingly-
incompatible properties, that is, privacy and data mining versatility by selectively providing
linkability and anonymity.

2. RELATED WORKS

As we know of digital signature and facilities it has provided regarding information security, so
extending the idea of digital signature to group where we can parallely authorize multiple
information or documents and save time. Group Signatures have vital role in day to day corporate
organizations’ ecommerce applications. Extending the idea of digital signature schemes into
groups, a new signature scheme i.e. group signature scheme, first introduced by Chaum and Heyst
in 1991, provides authority to any group member to sign messages anonymously on behalf of the
group [19]. A client can verify the authenticity of the signature by using only the group's public
key parameters. It must be computationally hard to identity of the group member so that he
cannot be linked from a signed message or his signature. However, in the case of a legal dispute,
the identity of a signer or member can be revealed by a designated entity i.e. the group manager.
GS schemes provide controllable anonymity such that a signer can be identified from a signature
by a trusted group manager. It provides unlinkability on signatures against all users except the
group manager. A number of GS schemes have been presented to address various features [7].

Direct Anonymous Attestation (DAA) has been proposed for the remote anonymous
authentication of a trusted platform module. While DAA guarantees complete anonymity, i.e., no
party can reveal a signer’s identity from a signature, it provides signer-controllable linkability,
i.e., a signer can generate an anonymous signature with a tag, which is linkable to another
signature from the same signer. There are variants of a GS scheme to alleviate the centralized
group manager’s rights that can reveal a signer’s identity[4].

In the Democratic GS scheme, the group membership is controlled jointly and equally by all
group members. A signer of a signature can be identified by a member, in other words, the
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signer’s anonymity can be provided only against non members. In the tracing-by-linking GS
scheme, no signer can be identified by any authority if he or she signs only once per event.

Some schemes with controllable or revocable anonymity provide linkability by adding a tag to a
signature [9]. Using the tag associated with a signature, one can check the linkability on
signatures easily and explicitly. For example, a linkable democratic GS scheme is a variant of a
democratic GS scheme to support the tag-based linkability. A message-linkable GS scheme was
suggested to resist Sybil attacks in VANET[10].

The message-linkable property means that given two anonymous signatures on the same message,
one can easily decide whether they are generated by the same signer or not. To provide this
property, the scheme uses a static tag generated with a message and a secret key[11].

3. PROBLEM DEFINITION

The secret signing key of a group member includes a key-pair for a standard digital signature
scheme that is certified by the group manager. The group member's signature is an encryption,
under a public encryption key held by the group manager, of a standard signature of the message
together with certificate and identity information, and accompanied by a non-interactive zero-
knowledge proof that encryption contains what it should. Previous works did not try to achieve
security notions as strong as this paper target, nor to pin down what properties of the building
blocks suffice to actually prove security. It is well-known in the literature that two cryptographic
solutions have been widely used to preserve privacy, a pseudonym system and group signatures
(GS) [12]. The pseudonym system supports anonymity, but a signer cannot avoid being linked by
anyone who obtains their signatures. A group signature (GS) scheme is considered as one of the
most versatile primitives for anonymity. However, following the concept of a traditional GS (or
referred to as a normal GS), the linkability is given only to an opener, who is not usually a service
provider but a special group manager. The definitions and results of previous paper are for the
setting in which the group is static, meaning the number and identities of members is decided at
the time the group is set up and new members cannot be added later[5]. An also proper definition
for security has not been provided even for the basic static-group case.

The objective of this paper is to implement a group signature scheme based on following
assumptions:

e Group signature scheme based upon hard computational assumptions, such as, elliptic
curve cryptography (ECC) and a honest verifier ZKPK Protocol.

e Group signature scheme should be unaffected by joining or leaving of any member.

e Group signature scheme must satisfy all basic security requirements like anonymity,
traceability, and unlinkability.

EC cryptography schemes are public-key mechanisms which are able to give the same facilities
as the schemes of RSA or Elgamal. But the security of ECC is based on a hardness of another
problem, known as the elliptic curve discrete logarithm problem (ECDLP). The best algorithms to
solve ECDLP have full exponential-time (unlike RSA’s algorithms which have the sub
exponential-time)[17]. Thus, required security level can by achieved with significantly smaller
keys in elliptic curve system than in its rival- RSA system. Zero-knowledge is defined by means
of a distinguisher Dwhich essentially tries to distinguish between proofs produced by a prover
(with respect to a real common random string), or a simulator (with respect to a simulated
common random string)[8].

149



International Journal on Cybernetics & Informatics (1JCI) Vol. 5, No. 2, April 2016

4. PRIVACY PROTECTING SIGNATURE SCHEME WITH BOTH OPENING AND
LINKING CAPABILITY

Privacy-protecting Signature scheme with both Opening and Linking capabilities in a
controllable manner is referred to as a PS-OL scheme for short. A PS-OL 