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ABSTRACT 
 
This paper introduces an efficient scrambling-substitution image security scheme using chaotic Arnold and 

Logistic (Arnold-Logistic) maps in the discrete cosine transform (DCT). The Arnold map is employed as a 

scrambling stage while the Logistic map is employed as a substitution stage. The hybrid Arnold-Logistic 

mapping is performed in the DCT. The encipherment phase of the introduced DCT-based Arnold-Logistic 

security scheme begins by applying the DCT to the plainimage and the resulted DCT coefficient of the 

plainimage are scrambled for m iterations using the Arnold transformation. Then, the Arnold-based 

transformed DCT coefficients are substituted for n iterations using the Logistic map and the inverse of 

DCT (IDCT) is employed to produce the cipherimage. The decipherment phase of the introduced DCT-

based Arnold-Logistic security scheme is the inverse of the encryption stage and begins by applying the 

DCT to the cipherimage. The resulted DCT coefficient of the cipherimage is inversely substituted for n 

iterations using the inverse Logistic map. Then, the inverse Logistic-based transformed DCT coefficients 
are inversely scrambled for m iterations using the inverse Arnold map and the IDCT is employed to 

produce the decrypted image. A series of test experiments are applied to investigate the introduced DCT-

based Arnold-Logistic security scheme. The outcome results demonstrated the superiority of the introduced 

DCT-based Arnold-Logistic security scheme from the security point of view. 
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1. INTRODUCTION 
 
Now, we are currently living in an era in which information represents the currency of the global 

market. The top companies in the world such as Twitter, Google, and Facebook are all part of the 

information multi-billion dollar industry. Google, for example, is making most of its revenue by 

collecting information about your search queries and advertising for products or services that you 
are looking for. In addition, these companies possess some of our valuable information, from 

important emails to other various types of information stored on cloud storage services such as 

Google Drive and One Drive from Microsoft. 
 

All this sensitive information is stored in servers which are acceptable over the internet. Due to 

the huge advancement in communications networks in the last decade, a hacker from anywhere in 
the world can attack these servers and have unauthorized access to your information. The effect 

of information theft can be devastating to our lives. For instance, if someone attacks a banking 

server, the savings may be lost. For all these reasons, the information must be stored in a way that 
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it can be read-only by authorized personnel. Information security becomes a hot topic and it is 
urgent to secure the information from different types of attacks. This can be achieved using 

encryption [1-10]. Encryption may be considered an effective solution for securing information. 

 

Encryption is the art of coding information in a way that makes it unreadable to an adversary [11-
16]. The sender encrypts the information before sending it using an encryption key. Upon 

receiving the encrypted information, the receiver decrypts the information with the decryption 

key. Without a decryption key, the attacker cannot retrieve the information. That is why the 
decryption key must be kept secret. 

 

Encryption methods may be categorized in several ways; they may be classified as symmetric 
and asymmetric encryption algorithms [17-20]. Symmetric encryption algorithms use a unique 

key for enciphering/deciphering and asymmetric encryption employs different keys for 

enciphering/deciphering [21-24]. Examples of symmetric encryption are RC6 [25, 26, 27, 28] and 

the Advanced Encryption Standard (AES). Examples of asymmetric encryption are Elgamal 
encryption and RSA, named after Rivest, Shamir and Adleman [29, 30]. Symmetric Encryption is 

more efficient and secure compared to its asymmetric counterparts, but they present the challenge 

of securely sharing the key with the receiver [31, 32]. 
 

Encryption algorithms can also be classified as substitution algorithms and permutation 

algorithms [33, 34]. Substitution algorithms change the values of the information bits with other 
pseudorandom values [35, 36]. On the other hand, the permutation algorithms are only 

scrambling the information bits without changing their values [37, 38]. Examples of substitution 

algorithms are RSA and AES. Examples of permutation algorithms may include the baker and cat 

maps [39, 40]. By and large, the substitution algorithms are more secure than the permutation 
algorithms but on the other hand, the permutation algorithms are much faster than the substitution 

algorithms [41, 42]. Substitution algorithms are more suitable for offline applications such as 

downloading information from the internet. Permutation algorithms are more suitable for online 
applications such as online gaming and video streaming. 

 

The main aim of this paper is to introduce an efficient DCT-based Arnold-Logistic image 

security scheme. The proposed DCT-based Arnold-Logistic image security system employs 
Arnold and Logistic maps in the DCT. The proposed DCT-based Arnold-Logistic image security 

scheme is composed of scrambling and substation layers. The Arnold map is utilized in the 

scrambling layer and iterated for m iterations. The Logistic map is utilized in the substitution 
layer and iterated for n iterations. The hybrid Arnold-Logistic transformations are employed in 

the DCT. 

 
The rest of this paper is arranged as follows. Section 2 provides the fundamental knowledge for 

the DCT, Arnold, and Logistic maps. Section 3 introduces the DCT-based Arnold-Logistic image 

security scheme. Section 4 gives and provides the outcomes of the introduced DCT-based 

Arnold-Logistic security scheme. Finally, the paper conclusion is presented in Section 5. 
 

2. FUNDAMENTAL KNOWLEDGE  
 

This section reviews the three essential key mechanisms used to realize the proposed confusion-
diffusion image Security Scheme using chaotic Arnold-Logistic maps in the DCT; the chaotic 

logistic map, the chaotic Arnold map, and the DCT. 
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2.1. Discrete Cosine Transform (DCT) 
 

The DCT is considered a strategy for transforming the digital signal into its frequency elementary 

components. Figure 1 shows the DCT transform of the 8x8 segment. 
 

 
 

Figure 1.  DCT transform of 8x8 segments 

 

With the DCT, the image can be represented as a sinusoid sum of varying frequencies and 

magnitudes. With the image ),( yxf , the 2-D DCT and the IDCT are defined as [43-45]: 
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where ),( yxf  denotes the pixel intensity at location ),( yx , and ),( vuC denotes the DCT 

coefficient at the transform location ),( vu [43-45]. 
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2.2. Arnold Map 
 

The Arnold map was proposed by Vladimir Arnold in 1960 [46]. The generalized form Arnold 
map can be mathematically expressed as [46-47]: 
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where N denotes the image size. The transformation Arnold map in Eq. 4 can be modulated for 
providing a series of Arnold transformations as follows [47]: 
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where i €{1,2,3...}. 
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2.3. 2-D Chaotic Logistic Map 
 

The basic dependency of a logistic map on different control parameters makes it widely used in 

chaos based applications, which exhibit high sensitivity to the parameters initial conditions. 
The 1D logistic map represents one of the simplest models that present chaotic behaviour which 

can be mathematically described by Eq. 7 as [48]: 

 

)1(1 nnn XrXX   
(7) 

 

where nX  values belong to the interval [0, 1], and parameter r  values belong to the interval [0, 

4]. 

 
The 2-D logistic map offers a more complex, chaotic behaviour than the 1D logistic map which is 

sufficient enough to make the secret information encrypted by this map more difficult to be 

extracted [49]. The 2-D chaotic logistic map can be mathematically expressed as [49]: 
 

1

1

(3 1) (1 )
2D Logistic map :

(3 1) (1 )

i i i i

i i i i

x r y x x

y r x y y





  


    

(8) 

 

3. THE INTRODUCED DCT-BASED ARNOLD-LOGISTIC SECURITY SYSTEM 
 

In this section, the introduced DCT-based Arnold-Logistic security scheme is explored. 

The encryption/decryption stages of the DCT-based Arnold-Logistic security system are 

shown in the next subsections. 

 

3.1. Encipherment 
 
The encipherment stage of the DCT-based Arnold-Logistic image security scheme begins by 

applying the DCT to the plainimage and the resulted DCT coefficients of the plainimage are 

scrambled for m iterations using the Arnold transformation. Then, the Arnold-based transformed 

DCT coefficients are substituted using the Logistic map for n iterations and the inverse DCT is 
employed to produce the final cipherimage. 

 

The encipherment steps of the DCT-based Arnold-Logistic image security scheme may be listed 
as follows: 

 

1. The DCT is applied to the plainimage ),( ji yxPI  

]),([),(1 jiji yxPIDCTyxE   (9) 

2. The Arnold map is applied to scramble the DCT coefficient of the plainimage. 

]]),([[]),([),( 12 jijiji yxPIDCTArnoldyxEArnoldyxE   (10) 

3. The Arnold-based transformed DCT coefficients are substituted using the Logistic map. 

]]]),([[[]),([),( 23 jijiji yxPIDCTArnoldLogisticyxELogisticyxE   (11) 

4. The final cipherimage ),( ji yxE is obtained by applying the inverse DCT (IDCT) to ),(3 ji yxE . 

]]])),([[[()),((),( 3 jijiji yxPIDCTArnoldLogisticDCTyxEIDCTyxE   (12) 
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3.2. Decipherment 
 

The decipherment stage of the DCT-based Arnold-Logistic security scheme represents the 

inverse of the encipherment stage and starts by applying the DCT to the cipherimage. The 
resulted DCT coefficient of the cipherimage is inversely substituted for n iterations using the 

inverse Logistic map. Then, the inverse Logistic-based transformed DCT coefficients are 

scrambled for m iterations using the inverse Arnold map and the IDCT is employed to produce 
the decrypted image. 

 

The decipherment steps of the DCT-based Arnold-Logistic image security scheme may be listed 

as follows: 
 

1. The DCT is applied to the cipherimage ),( ji yxCI  

]),([),(1 jiji yxCIDCTyxD   (13) 

2. The inverse Logistic (InvLogistic) map is applied to the DCT coefficient of the cipherimage. 

]]),([[]),([),( 12 jijiji yxCIDCTcInvLogistiyxDcInvLogistiyxD   (14) 

3. The inverse Arnold (InvArnold) map is applied to the inverse Logistic-based transformed 

DCT coefficients. 

]]]),([[[]),([),( 23 jijiji yxCIDCTcInvLogistiInvArnoldyxDInvArnoldyxD   (15) 

4. The deciphered image ),( ji yxD is produced by applying the IDCT to ),(3 ji yxD . 

]]])),([[[()),((),( 3 jijiji yxCIDCTcInvLogistiInvArnoldIDCTyxDIDCTyxD   (16) 

 

4. EXPERIMENTAL RESULTS AND DISCUSSION 
 
In this section, various tests are performed to examine the Arnold-Logistic and the introduced 

DCT-based Arnold-Logistic image security systems. The experimental tests are carried out on a 

set of grayscale test images that include Boat, Cameraman, Lena, and Peppers images. Each 
image has a size of 512 x 512 pixels. 

 

Figure 2 shows the visual encryption results of different samples for Arnold-Logistic and the 

proposed DCT-based Arnold-Logistic image security systems. It can be seen that both of Arnold-
Logistic and the introduced DCT-based Arnold-Logistic security systems can effectively encrypt 

images that have a random noise shape and are completely different from their corresponding 

plainimages. 

Image name Plainimage 
Arnold-Logistic image 

cipher 

DCT-based  Arnold-

Logistic image cipher 

boat 

   

encrypted image with Cascaded CAT-LOGISTIC maps encrypted image with Cascaded CAT-LOGISTIC maps in DCT



International Journal of Computer Networks & Communications (IJCNC) Vol.14, No.6, November 2022 

72 

 
Figure 2. Encryption results of different samples for Arnold-Logistic and the introduced DCT-based 

Arnold-Logistic security systems 

 

Figure 3 shows the histogram distributions of encryption results of different samples for Arnold-
Logistic and the introduced DCT-based Arnold-Logistic security systems. A good encrypted 

image must show a uniform histogram distribution.  It is noted that both of Arnold-Logistic and 

the proposed DCT-based Arnold-Logistic image security systems can produce cipherimages of a 

uniformly distributed histogram that are completely different from histograms of their respected 
plainimages. 
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Figure 3. Histogram results of different samples for Arnold-Logistic and the introduced DCT-based 

Arnold-Logistic security systems. 

 
Table 1. Entropy results of different samples for Arnold-Logistic and the introduced DCT-based Arnold-

Logistic security systems. 

 

Image name Plainimage 

Encryption Scheme 

Arnold-Logistic 
image cipher 

DCT-based  

Arnold-Logistic 

image cipher 

Boat 7.124 7.9995 7.821 

Cameraman 7.009 7.9993 7.279 

Lena 7.446 7.9993 7.854 

Peppers 7.594 7.9993 7.880 

 
Table 1 demonstrates the entropy results of different samples for Arnold-Logistic and the 

introduced DCT-based Arnold-Logistic security systems. A good encrypted image must show an 

entropy value that is closed to the optimal value of 8 to overcome the entropy attack [50]. It can 

be noted that both of Arnold-Logistic and the proposed DCT-based Arnold-Logistic image 
security systems can produce cipherimages of entropy values that are close to the ideal value of 8. 

This again illustrates the efficiency of both Arnold-Logistic and the proposed DCT-based 

Arnold-Logistic image security systems against the entropy attack. 
 

Table 2. CC results of different samples for Arnold-Logistic and the introduced DCT-based Arnold-

Logistic security systems. 

 

Image name 

Encryption Scheme 

Arnold-Logistic 

image cipher 

DCT-based  
Arnold-Logistic 

image cipher 

Boat 0.0009    -0.0015 

Cameraman 0.0027     0.0018 

Lena 0.0001     0.0004 

Peppers 0.0035    -0.0020 

 

Table 2 illustrates the correlation coefficients (CC) results of different samples for Arnold-
Logistic and the introduced DCT-based Arnold-Logistic security systems. A good encrypted 
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image must have a CC that is closed to the optimal value of zero to overcome the statistical attack 
[51]. It can be noted that both of Arnold-Logistic and the proposed DCT-based Arnold-Logistic 

image security systems can produce cipherimages of CC values that are close to the ideal value of 

zero. This again illustrates the superiority of both Arnold-Logistic and the proposed DCT-based 

Arnold-Logistic image security systems against statistical attacks. 
 
Table 3. ID results of different samples for Arnold-Logistic and the introduced DCT-based Arnold-Logistic 

security systems. 

 

Image name 

Encryption Scheme 

Arnold-Logistic 
image cipher 

DCT-based  

Arnold-Logistic 

image cipher 

Boat 0.637 0.247 

Cameraman 0.601 0.522 

Lena 0.687 0.230 

Peppers 0.638 0.217 

 
Table 3 shows the irregular deviation (ID) results of different samples for Arnold-Logistic and 

the proposed DCT-based Arnold-Logistic image security system. A good encryption algorithm 

should have ID that is closed to its ideal value of zero [52]. It is noted from Table 3 that the 
introduced DCT-based Arnold-Logistic security system has good ID values compared with the 

Arnold-Logistic image security systems because it has ID values that are close to their ideal value 

of zero. This again illustrates the success of the introduced DCT-based Arnold-Logistic security 

system in comparison with the Arnold-Logistic image security system.  
 

Table 4. HD results of different samples for Arnold-Logistic and the introduced DCT-based Arnold-

Logistic security systems. 

 

Image name 

Encryption Scheme 

Arnold-Logistic 

image cipher 

DCT-based  
Arnold-Logistic 

image cipher 

Boat 0     1.2457 

Cameraman 0     1.2330 

Lena 0     1.2477 

Peppers 0     1.2451 

 

Table 4 shows the histogram deviation (HD) results of different samples for Arnold-Logistic and 
the introduced DCT-based Arnold-Logistic security systems. An efficient cipher should 

maximize the deviation between the cipherimage and its corresponding plainimage [53]. So, A 

good encryption algorithm must have high ID values. It is seen from Table 4 that the introduced 
DCT-based Arnold-Logistic image security system has good ID values compared with the 

Arnold-Logistic image security systems. This again illustrates the effectiveness of the proposed 

DCT-based Arnold-Logistic image security system in comparison with the Arnold-Logistic 

image security system. 
 

The number of pixels change rate (NPCR) estimates the percentage of the number of pixels 

change rate and the ideal value of NPCR for an efficient image cipher is 99.6 [54-55]. Table 5 
lists the NPCR results of different samples for Arnold-Logistic and the introduced DCT-based 

Arnold-Logistic image security systems. A good encryption algorithm should have high NPCR 

values. It can be noticed from Table 5 that the proposed DCT-based Arnold-Logistic image 
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security system has good NPCR values compared with the Arnold-Logistic image security 
system. This again illustrates the effectiveness of the proposed DCT-based Arnold-Logistic 

image security system in comparison with the Arnold-Logistic image security system. 

 
Table 5. NPCR results of different samples for Arnold-Logistic and the introduced DCT-based Arnold-

Logistic security systems. 

 

Image name 

Encryption Scheme 

Arnold-Logistic 

image cipher 

DCT-based  

Arnold-Logistic 

image cipher 

Boat     99.6208 100 

Cameraman     99.6025 100 

Lena     99.5967 100 

Peppers     99.5891 100 

 
Table 6. UACI results of different samples for Arnold-Logistic and the introduced DCT-based Arnold-

Logistic security systems. 

 

Image name 

Encryption Scheme 

Arnold-Logistic 

image cipher 

DCT-based  
Arnold-Logistic 

image cipher 

Boat     12.7363     25.5926 

Cameraman     12.7712     25.6873 

Lena     12.7692     25.6338 

Peppers     12.7569     25.5928 

 

The unified average change intensity (UACI) estimates the percentage of intensity difference 
between the cipherimage and its corresponding plainimage and the ideal value of UACI for an 

efficient image cipher is 33.33. Table 6 lists the UACI results of different samples for Arnold-

Logistic and the introduced DCT-based Arnold-Logistic security systems. A good encryption 
algorithm should have high UACI values. It is noticed from Table 6 that the introduced DCT-

based Arnold-Logistic image security system has good UACI values compared with the Arnold-

Logistic image security system. This again proves the success of the introduced DCT-based 

Arnold-Logistic security system in comparison with the Arnold-Logistic image security system. 
 

5. CONCLUSIONS 
 

An efficient DCT-based Arnold-Logistic image security scheme is introduced. The introduced 
DCT-based Arnold-Logistic image security system employs Arnold and Logistic maps in the 

DCT. The proposed DCT-based Arnold-Logistic image security scheme is composed of 

scrambling and substation layers. The Arnold map is utilized in the scrambling layer and iterated 

for m iterations. The Logistic map is utilized in the substitution layer and iterated form iterations. 
The hybrid Arnold-Logistic transformations are employed in the DCT. The proposed DCT-based 

Arnold-Logistic image security scheme is tested with respect to several security measures. The 

results of the security investigation ensured and confirmed that the proposed DCT-based Arnold-
Logistic image security scheme is secure and immune against different types of security attacks. 
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