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ABSTRACT 

 

An enhanced technique of color image encryption based on random matrix key encoding is proposed. To 

encrypt the color image a separation into Red Green and Blue (R, G, B) channels will applied. Each  

channel is encrypted using a technique  called double random matrix key encoding then three new coding 

image matrices are constructed.  To obtain the reconstructed image that is the same as the original image 

in the receipted side; simple extracted and decryption operations can be maintained. The results shown 

that the proposed technique is powerful for color image encryption and decryption and a MATLAB and 

simulations were used to get the results.  

 

The proposed technique has high security features because each color component is separately treated 

using its own double random matrix key which is generated randomly and make the process of hacking the 

three keys very difficult.   
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1. INTRODUCTION 
 

Information security plays a vital role in different fields, especially those that require 

high confidentiality levels such as private businesses and military affairs.  

 

Data security is protecting data from unwanted operations by unauthorized users. Encryption is a 

vital security technique, which works by converting the data into unreadable form and then using 

a key to decode it for reading. Image or video entities encryption has certain requirements as such 

entities have built-in characteristics such as mass data capacity and high redundancy. (1),(2) 

  

Image encryption methods work on altering an image into another image that is difficult to 

recognize, so as to keep it confidential among users. It is important that no one is able to 

understand the content without using a decryption key (3),(4)and (5). Moreover, several 

applications need certain and consistent “security in storage and transmission of digital images”, 

“such as pay-TV, medical imaging systems, military image communications and confidential 

video conferences, etc”. Lots of image encryption methods have been suggested to complete this 

mission, but some of them were known for being insecure (5), which resulted in the need of 

continuous development of further methods of image encryption. 

  

Conventional data encryption methods are classified into two categories which can be used 

independently or in association in each “cryptographic algorithm: substitution and transposition”. 

In substitution method, one symbol in the data is regularly replaced with another symbol 

according to a certain algorithm, while in transposition method; the location of symbols is 
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rearranged in the data corresponding to a certain rule. (6). A brief discussion of some image 

encryption techniques is given in the following paragraphs: 

 

In 2009 Musheer Ahmad et al ( 22  ) introduce a new algorithm .In this study, the new image 

encryption algorithm based on three chaotic maps is discussed. In the proposed algorithm, the 

plain-image is first decomposed into 8x8 size blocks and then the block based shuffling of image 

is carried out using 2D Cat map. Also, the control parameters of shuffling are randomly generated 

by employing 2D coupled Logistic map. After that the shuffled image is encrypted using chaotic 

sequence created by one dimensional Logistic map. The experimental results show that the 

proposed algorithm can encrypt/decrypt the images successfully with same secret keys, and the 

algorithm had good encryption effect, large key space and high sensitivity to small change in 

secret keys.  

 

A chaotic logistic map was used by Yoon and Kim in 2010 (7), (19), and (20) to generate a small 

matrix. The two Authors constructed a permutation matrix from generated small matrix which is 

used to permute plain image pixels. Moreover, Ismail et al (9), (19) suggested a new chaotic 

image cipher in which they used an external secret key with 104 -bits size and two chaotic 

logistic maps and they generated control parameters from the external secret key for both chaotic 

logistic maps. In order to make system more secure; they employed a feedback mechanism in 

their image cipher.  

 

Sakthidasan developed in 2011 a new image encryption scheme (23) which employs one of the 

three non static chaotic systems (Lorenz or Chen or LU chaotic system selected depends on 16-

byte key) to shuffle the position of the image pixels (pixel position permutation) and uses another 

one of the same three chaotic maps to conflict the relationship between the cipher image and the 

plain-image (pixel value diffusion), thereby significantly increasing the resistance to attacks. The 

proposed system has the advantage of larger key space; smaller iteration times and high security 

analysis such as key space analysis, statistical analysis and sensitivity analysis were carried out. 

The results demonstrate that the proposed system is highly efficient and a robust system. 

 

In 2013 Hema et al proposed a method (24) that provides a high security for an image with 

minimum memory usage.Implemented security for image considering an image read its pixels 

and converts it into pixels matrix of order as height and width of the image. Replace that pixel 

into fixed numbers, create the key using random generation technique .Encrypting the image 

using this key, performing random transposition on encrypted image, converting it into one 

dimensional encrypted array and finally applied Huffman coding on that array, due this size of the 

encrypted image is reduced and image is encrypted again .The decryption is reverse process of 

encryption.  

 

In 2013 , Quist-Aphetsi studied cryptography application(26) to set out to contribute to the 

general body of knowledge in this area of cryptography and by developing a cipher algorithm for 

image encryption of x*y size by shuffling the RGB pixel values. The algorithm ultimately makes 

it possible for encryption and decryption of the images based on the RGB pixel. The algorithm 

was implemented using MATLAB. And his finding leads to that the transposition and reshuffling 

of the RGB values of the image in steps has proven to be really effective in terms of the security 

analysis. The extra swapping of RGB values in the image file after R G B component shifting has 

increased the security of the image against all possible attacks available currently. 

 

Kaladharan in 2014 presented (25)  the performance of encryption and decryption of an image 

using a one key algorithm and tested on many images and shows fine results. In Greek, crypto 

refers “hidden‟ and graphy refers “script‟. Cryptography has two processes namely encryption 

and decryption. Encryption achieves the conversion by possessing a key of original data into 
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unreadable form called encoding. Restoring of encrypted data in to original is decoding or 

decryption. Key, code or password represents the important role in cryptography. 

 

Finally, there are many research papers which studied the expansion of the importance of security 

in the images because it is being used in many areas of the life and must not be used by 

unauthorized persons 

 

2. TECHNIQUE DESCRIPTION 

 
Before describing the proposed technique of image encryption-decryption let us define some 

terminologies that are used in the technique such that: 

 

� Encryption:  essential to let nobody knows the content of any message without a key for 

decryption .It is the process of converting original image to another image that is difficult 

to understand; to keep the image confidential between users. 

� Decryption: getting the original contents from the encrypted contents using the 

decryption key. 

� Encryption time: A time of implementing encryption process. 

� Decryption time: A time of getting the original image from the encrypted one. 

� Double random matrix key: it is a two dimensional matrix generated randomly with 

double values to minimize the probability of key hacking. The matrix is a square matrix 

and it must cover the color image component matrix, so it is a nxn matrix, where 

n=max{row, column} in the color image component matrix.   

� MSE: the error between original and encrypted image is called Mean square error.   

� MSE=sum (sum (sum (obtained image - original image)))/original image size. 

� RGB color image: A three dimensional matrix, the first two dimensional matrix is the red 

component, the second is the green component and the third is the blue component. 

 

In (21) Sharadqa proposed a method for color image encryption decryption. This method has 

based on converting color image to grey image then grey image was encrypted. 

 

This method has some disadvantages such as: 

 

1. The red and green components obtained in direct conversion phase must be saved 

because they are used to construct the color image in inverse conversion phase. 

2. The saved components in the previous disadvantage require an extra memory space.  

3. The saved components in 1 require an extra time for data transmission.  

4. The red and green components obtained in direct conversion phase must be sent and they 

are not secure.  

 

Taking these disadvantages into consideration we can conclude that the proposed method is not 

secure and there is no need to apply direct and inverse conversion. 

  

The proposed technique is suggested in order to eliminate the previous disadvantages and it is to 

be implemented into two phases: 

 

The first phase is an encryption phase which contains the following sequence of steps: 

 

1. Get the original RGB color image rgb. 

2. Change the three dimensional image rgb to one dimensional array ar. 

3. Resize array ar to nearest square number by expanding ar to square size and adding zero 

elements. 
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4. Generate and save a double random key drm. 

5. Reshape array ar into two dimensional matrix tdm. 

6. Multiply tdm by drm to get the encrypted version of the two dimensional matrix ei. 

7. Convert the two dimensional matrix to one dimensional array ear.  

8.  Resize ear and eliminate the expanded elements. 

9. Reshape the array obtained in step 8 into 3 dimensional matrixes to get the encrypted 

color image.   

10. Send the encrypted image. 

 

The second phase is a decryption phase which contains the following sequence of steps: 

 

1. Get the encrypted RGB color image rgb. 

2. Change the three dimensional image rgb to one dimensional array ar . 

3. Resize array ar to nearest square number by expanding ar to square size and adding zero 

elements. 

4. Use a saved double random key drm. 

5. Reshape array ar into two dimensional matrix tdm. 

6. Multiply tdm by inverse of drm to get the decrypted version of the two dimensional 

matrix ei. 

7. Convert the two dimensional matrix to one dimensional array ear.  

8. Resize ear and eliminate the expanded elements. 

9. Reshape the array obtained in step 8 into 3 dimensional matrixes to get the decrypted 

original color image. 

   

3. TECHNIQUE IMPLEMENTATION 
 

To illustrate the correctness of the proposed technique let us take the following worked 

example. 
 

-  Let us take the following 9 color pixels: 
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- Convert 3 dimensional matrixes to one dimensional array: 

 

 
 

 

- Reshape array into square 2 dimensional matrixes and setting the expanded elements to zeros: 

 

 
- Generate and save random matrix key: 

 

 
- Get the encrypted matrix: 

 

 
 

- Get the decrypted matrix: 
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- Reshape the decrypted matrix into 1 dimensional array: 

 

 
 

- Eliminate expanded elements and reshape the array into 3 dimensional matrixes to get 

the original image matrix: 

 

 
 

Here we see that the original image is the same as decrypted image which shows the 

correctness of the proposed technique. 

 

4. EXPERIMENTAL RESULTS 

 
A MAT lab code was written and tested several times using various color images, the 

experimental results where compared with the results of other techniques such as in (19)  ;(it is  

called technique 1) and in (20) (it is  called technique 2) and in(21) (it is called technique 3 ).  

 

The programs where tested using i3 computer with 4G Byte memory and 2.5 GHz processor. 
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Matlab codes were implemented several times with color images with various sizes, each time 

MSE was calculated and the results show that in each time the decrypted image 100% matches 

the original image(MSE=0) as shown in figures 1 to figures 2. 

 
 

Figure 1: Original 256x256x3 image, encrypted image and decrypted image. 
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Figure 2: Original 183x276x3 image and component histograms 
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Decrypted image
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Figure 3: Decrypted 183x276x3 image and component histograms 

 

Encryption/decryption rate of the proposed technique is also an important aspect for a good image 

cipher. Time taken by the proposed technique to encrypt/decrypt various different sized color 

images has been measured. The time analysis has been done on a personal computer with Intel i3 

duo 2.5Ghz processor and 4GB RAM. The results are summarized in Table 1, which clearly 

predicts an average encryption-decryption rate of proposed technique is 0.4046 seconds. 

 
Table 1: Encryption-decryption rates 

 

Image size Encryption time(sec.) Decryption time(sec.) Total time 

183*276*3 0.059000 0.059000 0.1180 

726*600*3 1.03000 1.03000 2.0600 

186 * 270 * 3 0.062000 0.062000 0.1240 

225 * 225* 3 0.015300 0.015300 0.0306 

214* 235* 3 0.023200 0.023200 0.0464 

256*256*3 0.02400 0.02400 0.0480 

Average 0.2023 0.2023 0.4046 

 

The encryption-decryption rate of the proposed technique was compared with the rates 

for technique1, technique 2 and technique 2. Table 2 shows the results of comparisons 

using 256*256*3 image: 
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Table 2: Comparisons results using 256*256*3 image 

 

Technique Encryption time (sec.) Decryption time(sec.) 

Proposed technique 0.02400 0.02400 

Technique 1 0.22500 0.22500 

Technique 2 2.515000 2.453000 

Technique 3 0.026000 0.070000 

 

The results of comparisons using 800*600*3 image are show in the following table 3: 

 

Table 3: Comparisons results using 800*800*3 image 

 

Technique Encryption time 

(sec.) 

Decryption time(sec.) 

Proposed technique 1,012000 1,012000 

Technique 1 3.24 3.24 

Technique 2 10.537000 19.425000 

Technique 3 1.269000 1.278000 

 

5. RESULTS DISCUSSION 

 
The obtained experimental results prove that the proposed technique is more effective and secure 

by taking the following: 

 

• The proposed technique uses one large matrix with double values which minimizes the 

probability of key hacking. 

• The proposed technique minimizes MSE to zero which means that there is no any loss of 

information due the process of encryption-decryption. 

• The proposed technique enhances the performance of encryption-decryption process by 

decreasing the total encryption-decryption time. 

• The proposed technique is very confidence and accurate. 

 

6. CONCLUSIONS 
 
The security of digital images is an important issue since the communications of digital products 

over open network occur more and more frequently. In this paper, a new technique of image 

encryption-decryption technique has been proposed which utilizes matrix multiplication and 

inverse matrices.  
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According to the results of our experiments the proposed technique rapidly increases the image 

transmission security and enhances the encryption-decryption process by eliminating the mean 

square error and maximizing the speed of the encryption decryption process.   
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