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ABSTRACT  
Advent of smart phones has brought with it revolution in mobile applications that are available for 

everyday functions. In this paper we review security requirements for apps from different domains that are 
communicating sensitive information over insecure network. Some of these apps are already available and 
some are expected to be introduced in future. We find that there are many parameters that affect security of 
apps but some are prominent compared to others based on domain of the app. Based on analysis of 
security requirements we determine the application domain most suitable for implementation of our 
proposed protocol.  
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1. INTRODUCTION 
 
Today, there are various applications that require secure connection for communication over the 

unsecured network. Key exchange protocols play an important part in this scenario by providing 
secure technique to exchange the secret key between various parties involved in communication. 
Although the core requirements from key exchange protocols remains same for all the 
applications that seek to have secure connection, there are many application specific 
requirements. These requirements are expected to be fulfilled by key exchange protocol when it 
is being implemented for particular system.  
The origin of these requirements comes from multiple sources. Some of these requirements are 
traced back to application usage environment, for example, user using application from a desktop 
computer will have different requirements then user using the same application from his/her 
smart phone. Some other requirements can be attributed to user’s proficiency with computer 
systems in general or user’s expertise in application domain, for example ecommerce systems 
have different requirements then an online exam or cloud based document sharing systems or 
domain specific systems such as power grid management system or automated systems used in 
nuclear reactors to maintain temperature.  
The aim of this paper is find out application specific requirements from 3 mobile based 
applications where our proposed key exchange protocol can be applied: Payment solutions [1], E-
Voting systems and E-Healthcare record management systems. These systems have been selected 
for study as they have been recently introduced [2] or have huge potential to grow in India [3] [4] 
[5]. 
Generally there are two types of security requirements: Functional and Non-functional. When we 
view the functional requirements of the above mentioned systems they seem to be based on the 
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constitution and laws prevailing in host country. Due to this reason, it is possible that even if the 
system used is same, some requirements in functional domain will change based on where it is 
being used. Non-functional requirements on the other hand will remain same as they form core of 
the system’s security requirements. Therefore in this paper we will limit our discussion only to 
non-functional requirements. 
 
In this paper we try to analyze security requirements posed by these systems. As these systems 
operate in distinct domains, environment and platforms their applications and functionality vary 
from each other. The requirements in terms of security from these applications are completely 
unique. We try to compare these requirements with our proposed protocol in order to determine 
how effective our protocol fares in providing security to these systems based on different 
requirements and parameters. 
 
This paper is divided into 6 sections. Section 1 introduces subject of the paper, section 2 deals 
with information security requirements in E-Commerce systems. Section 3 contains detail 
security requirements on electronic voting (E-Voting) systems. Section 4 describes security 
requirements for E-Healthcare systems. In section 5 we check our proposed protocol against 
security requirements of the systems discussed in previous sections. In section 6 we present our 
 
conclusion of comparison and determine most suitable application for our proposed protocol.  
 2. E-VOTING SYSTEM SECURITY REQUIREMENTS 
 
In this section we will have a brief introduction to the concept of E-voting. We will discuss 

various security related requirements for generic E-voting system. 
 
An election is regarded as tool to expand and solidify democratic procedure. Putting E-voting in 
practice can lessen the cost and burden of election administration from authorities. Using E-
voting can result in effective and efficient voting process; it can also be especially attractive to 
vote for young persons and persons with disabilities [1]. 
 
According to a report by Internet Policy Institute on E-voting [2] there are number of different 
criteria for designing voting system. However they can broadly categorized into 3 types: Legal, 
Technical and User requirements criteria. The scope of this discussion shall be limited to security 
criteria subsection under technical criteria of system. 
 
Following security related criteria are mentioned in [2]: Authentication, Uniqueness, Integrity, 
Verifiability, Audit ability, Reliability and Secrecy. 
 
2.1. Authentication 
 
Authentication is first step in process of E-voting where user has to identify him/her self to the 
system. The literature suggests many different ways for users to authenticate themselves to 
system. There are many methods provided by different authors ranging from assigning digital 
signatures to users to identify themselves [3] to taking a picture of user from mobile phone before 
voting and using image processing software to compare it with original picture stored in database 
of government [4]. 
 
2.2. Uniqueness 
 
Uniqueness in system implies that a voter should be able to be identified uniquely. The system 
should only allow users to vote once. It implies that once the user has voted, system should have a 
technique in place to detect duplicate votes being casted. The techniques to establish uniqueness 
ranges from assignment of unique digital signature that expires after casting one’s vote [5] to 
possible assignment of nonce or signature assigned and issued by distributor [6]. 
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2.3. Integrity 
 
Integrity refers to oneness of message. In case of E-voting system it refers to un-modifiability of 
votes. Once user has casted the vote the system should put a mechanism in place so that votes are 
not modified without alerting system administrators. It is possible to do this by encrypting vote 
information. Some researchers [7] also suggest allocating user a unique receipt number and 
combining receipt number with a encrypted ballot will let user check for his/her vote and see if it 
has been manipulated or not. 
 
2.4. Verifiability 
 
Verifiability refers to accountability of the votes given by users. The system should have a way to 
associate user with his/her vote such that user is able to check his/her vote. According to [7] it is 
possible to provide this functionality by allocating each user a e-receipt number automatically 
generated when user casts his/her vote by system. The system should have functionality to be 
able to combine user provided e-receipt number with private key for ballot which results in 
private key of user’s encrypted ballot. Using this private user is able to check his/her vote. 
 
2.5. Auditability 
 
Auditability refers system’s ability to be reliable and demonstrate authentic election records. 
 
The system should have a feature to allow verification of ballots and votes before the votes are 
viewed or counted and information regarding voting made public. 
 
2.6. Reliability 
 
Reliability refers to ability of system’s ability to continue to work despite of repeated failures. 
 
For increasing reliability of the system Dimitris [8] suggest to decrypt and count votes from 
ballots only after proper auditing procedures are followed. Also voting control and recount 
should be feasible by system while anonymity of voters is maintained [9] [10]. 
 
2.6. Secrecy 
 
Secrecy of system means that no one other then user should be able to determine how he/she has 
voted. That is only user is able to see his/her vote. It is possible to provide feature as 
demonstrated in [7] by using combination of an automatically generated receipt number with a 
unique ballot number assigned to user. However according to Vollan [11] it is not possible to 
provide complete security when casting vote over internet or any such public network. 
 3. E-HEALTHCARE MANAGEMENT SYSTEM SECURITY 
REQUIREMENTS 
 
In this section we discuss system security requirements of generic E-Health care record system. A 
traditional health care system is paper based system that can result in thick file with hundreds of 
pages of report on patient’s health history. The interest in moving from traditional system to an e-
health care system stems from several reasons according to [1] some of them include lower 
maintenance cost, increased quality of data, easy record keeping and mobility of data. However 
EHR need to satisfy certain conditions in order to meet certain requirements [2] regarding data 
such as failure resistance, high availability, and consistent security policy. Technological 
breakthroughs and advances in communication technology has slowed advance of EHR system 
with numerous security and privacy issues [3]. 
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An EHR of patient may be stored on central server in fragmented form. Also data may be 
accessible from several sites from where patient has received treatment. It is entirely possible that 
these different places have different rules and follow different guidelines for security of EHR. 
Therefore data should be protected from manipulation, unauthorized access and abuse. 
 
With above discussion in mind, following requirements can be derived Privacy, Trustworthiness, 
Authentication and Responsibility [4] [5] [6]. 
 
3.1. Privacy 
 
Patient’s privacy can be maintained by hiding patient’s identity when sharing his/her data across 
hospitals, clinics and research centers. This goal can be accomplished by using pseudo anonymity 
techniques. There are various references in literature where access to third party is given without 
disclosing patient’s personal data. For example, a hash is shown instead of patient name to 
identify patient uniquely [7] [8] [9]. 
 
3.2. Trustworthiness 
 
Trust factor here deals with how much users trust system and administrators to keep their data 
from being used for malicious purpose. According to a report [10] there are 25 million compelled 
authorizations for health record discloser in USA. Citizens are also getting more aware of perils 
of compromised health care records. In Austria, citizens have right to decide if their health 
information should be shared with other institutes and health care professionals or not [11]. To 
address these concerns a system must comply with standards set by various government 
organizations that offers reorganization to system through certifications by extensively and 
rigorously checking security aspects of system. One such example is Certification Commission 
for Healthcare Information Technology (CCHIT) in USA [12]. 
 
3.3. Authentication 
 
Authentication in EHRMS principally means that for all data that is stored or retrieved the 
address from where it is stored or retrieved must be stored and all information must be 
authenticated. This can be done design of two-level trust based protocol. For this system to work 
all the machines will be in a common web of trust. Level one will address challenges of trust 
arising in accessing data. Level two will address challenges arising from insertion and updating of 
information. 
 
3.4. Responsibility 
 
It is responsibility of EHRMS to provide secure access to data. To prevent malicious users from 
using data even when they have access to it, data should be encrypted when stored. To increase 
security data as well as keys, identifiers and metadata are also encrypted [7] [8]. Also 
communication between systems located remotely need to be encrypted to prevent malicious 
users from eavesdropping. This can be done by using SSL [10] or TLS [9] or some customized 
security protocol [11]. Authors also suggest a cloud based encryption technique to ensure that 
cloud provider cannot see EHR data [12]. 
 4. MOBILE APPLICATION BASED PAYMENT SYSTEM 
 
Mobile payment can be defined as an activity with two participants where one participant 
exchange financial value in exchange of product or service by other participant. If we compare 
payment on mobile devices with traditional e-commerce web applications on internet, we find 
that maintaining security and privacy in mobile devices is particularly difficult due to difference 
in their under laying technologies. 
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Making payment for services or product bought over internet through mobile version of 
applications is one example where user shares information such as credit card number or bank 
account number through application. Such transactions need to be protected by encrypting 
information when information is transferred so as to prevent misuse of information. 
 
We can derive following requirements for mobile based payment system. 
 
4.1. Authentication 
 
Authentication can broadly be defined as a process of confirming that the user/machine is who 
he/it claims to be and no one else. Authentication can be done with single attribute or single piece 
of data. Here authentication should not be confused with identification as both have different 
goals and outcomes in the end. However we can say that authentication is technique for 
confirming identity. 
 In their article Needham and Schroeder suggests techniques such as public key cryptography and 
digital signatures [3]. 
 Public key cryptography requires a third party that should be trusted by both sender and receiver 
of the message. However sender and receiver have no way of determining if the third party that 
they trust and share their keys with is compromised or not. 
 Also a relatively new concept in authentication is digital certificates. Digital certificates are 
certificates which are provided by certification authorities to a person or entity. A digital 
certificate is public key of person or entity which is signed by certification authority for 
authenticity. It can be used public key infrastructure [4]. Here, it is possible to verify digital 
signature with signature of certification authority. If it is matched it is assured that public key of 
certificate belongs to the person or entity whose name is present on certificate [5]. However 
processing certificate can strain processor and other resources 
 Digital signature can ensure authentic transaction parties, integrity and non-repudiation of the 
message. Documents can be digitally signed by author to make them authentic. Once signed the 
documents cannot be altered. Sometimes instead of encrypting the document which may take 
long time based on size, one way hash function is used. At the time of authentication hash is 
reproduced from received message and is compared with hash deciphered from message [4]. 
However problem with this technique is even if the signature is verified correctly, it is not 
possible to know that the person who has signed the document is the same person whose digital 
signature is used to encrypt the document thus complete trust is not possible. 
 4.2. Confidentiality 
 
Confidentiality is in keeping some information not accessible from some users. It can be said that 
confidentiality is about trusting the system that not all the information will be accessible to all the 
users. Some information that may be private or confidential in nature will only be accessible to a 
select group of user(s). The system will determine if the user is allowed to access information 
based on access level and privileges of user defined by system administrator. The importance of 
confidentiality is even more in wireless network as they are said to be much more vulnerable [6]. 
 Confidentiality of securely transmitting information over insecure networks can be achieved by 
encrypting information that is confidential. There are two ways one of which can be used to 
encrypt information. In symmetric key cryptography there are at least 2 parties involved. The 
sender encrypts information using one of the keys readily available with him/her. All keys of the 
given set are mathematically related to each other so, it is easy to get the other key by following 
certain pattern generation algorithm if you have one of the keys. Another type of technique is 
asymmetric key cryptography. 
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This concept was first introduced by Diffie-Hellman in their paper in 1976 [7]. In this technique 
there are at least 3 parties required for communication to happen, a sender, receiver and a trusted 
third party whom both sender and receiver trust. This technique works on principle of public key 
and private key. A public key is openly known and can be used to encrypt information but that 
information can only be decrypted by private key which is only known by the intended recipient 
of the message to whom public key belongs. 
 Even though considered slower and more resource consuming then symmetric key cryptography 
technique, asymmetric key cryptography technique is considered more secure and suitable for 
exchanging information securely over internet due to public key infrastructure that it uses [8]. 
 
4.3. Integrity 
 
Integrity of information is in making sure that information does not get altered while being 
transmitted over insecure network. The integrity of information can be lost if they are accidently 
modified due to an error on part of user or system or modified and framed with malicious intent. 
 While it is not possible to prevent accidental modification to information that may result in loss 
of integrity by user or system, it is certainly possible that modification to the information with 
malicious intent can be prevented by maintaining proper access level to user and encrypting 
information that is susceptible to such modifications. However such measures are not adequate to 
maintain integrity of the information and we must look towards other mechanisms to achieve 
integrity [9]. 
 One prominent technique that has been designed to maintain integrity of information is message 
digest. Message digests can be thought of as one way function that can be applied on variable 
length strings that returns fixed length hash as output. However guarantee of integrity comes with 
requirements of extra processing of generating hash from given information, which can result in 
strain on resources in mobile environment where the resources are limited. 
 
4.4 Non-Repudiation 
 Non-repudiation is concept about assuring origin of data so that sender or receiver can be 
protected from false claims of either not being able to receive data or sending data. It provides 
means to prevent either side from unilateral modification of information to suit their needs and 
thus protect other side. 
 Providing non-repudiation is a key factor to a secure online transaction [10]. It should ensure that 
involvement of concerned parties in an online involvement of payment is not denied later. 
 Non-repudiation can be achieved with help of digital signatures. If a message received is signed 
by one of the parties involved in communication it can guarantee that that party was part of 
transaction that has been conducted. However this is only a part of solution. The other part of 
solution is using message digests to maintain integrity of message so that in case of dispute both 
the parties can use these to prove their point. 
 5. COMPARISION 
 
In this section we will check to see which of the characteristics of various systems discussed in 
previous section is supported by our protocol [1]. Here, we will do a system wise comparison of 
characteristics (refer table 1, table 2 and table 3)and check which of the required characteristics 
are supported by our protocol in order to determine which application is most suitable for our 
protocol [1]. 
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5.1 E-Voting System 
 
In our protocol we use a trusted third party. We also used combination of public and private keys. 
The receiver’s private key is only known to trusted third party and receiver himself. With this 
assumption, if any request is received from any machine and is encrypted with private key of 
receiver it is determines that the message is coming from trusted source as it is originally sent to 
sender from trusted third party. 
 Uniqueness in our protocol is achieved by generating unique keys for each request key generation 
service receive. 
 In our protocol integrity of message is guaranteed by encrypting the key with private key of 
receiver by trusted third party. As no one other then intended receiver and trusted third party has 
access to key, only receiver can decrypt message and read contents of message. 
 Our protocol does not have features to let user verify his/her vote from many vote casted. 
However the protocol can be modified in future to provide this functionality. 
 Our protocol does not have feature to authenticate election records. It does not allow verification 
of ballots and vote counting. 
 Our protocol shows reliability by being able to execute faster than other similar protocol. This is 
achieved by shortening number of steps required for key exchange. It is also resistant to attacks 
resulting from exchange of stale key. This is achieved by using timestamp to check freshness of 
key. 
 Our protocol provides secrecy of communication session as no one other then the three parties 
involved in communication knows about the communication taking place. 
 
5.2 E-HealthCare Record Management System 
 
Our protocol does not have any features that can hide identity of patient whose records are being 
accessed. 
 Our protocol works on symmetric key cryptography system that has is basis in trust based 
relationships between communicating devices. There is also a trusted third party that all other 
devices in network trust. This is the only computer or group of computers that knows secret key 
of devices other then devices themselves. 
 Our protocol helps in establishing secure connection on which data can be encrypted and then 
exchanged, such that guaranteeing that even if malicious user eavesdrops, or captures packets, 
he/she is not able to decrypt information. 
 
5.3 Mobile Based Payment System 
 
Our protocol works on confidentiality based on trust. It is assumed that if the message is coming 
from device that can identify itself and is among list of trusted devices in network, it can be 
trusted to be confidential in communication. 
 It is possible for trusted third party to keep track of all the requests. It can track source and 
destination of requests. Thus if any one party backs out the trusted party can provide proof of 
involvement. 
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6. CONCLUSION 
 
In this paper we studied different security requirements posed by applications from various 
domains during key exchange process. We found several different requirements from 
applications. 
 Also due to variation in working domains, applications work with data of different natures. For 
example, health record management system stores mostly biological details related to patient 
where are a payment system deals with data of financial nature such as shares and currency. 
 We found that it is due to these variations in nature of information that these applications deals with, they have such different security requirements. 
 In analysis of E-voting system we find that our protocol does not fulfill requirements of verifiability and audit ability. 
 We also find that our protocol does not provide privacy which is one of the key requirements for E-Healthcare management system. 
 However we find that for a mobile based payment system our protocol fulfils all the requirements set forth by system from our analysis. 
 Therefore we conclude that our protocol is most suitable to be applied in applications where mobile based payment systems are used. 
 

Table 1. E-Voting System 
 

  Table 2. E-Health Care Record Management System 
      Privacy  Trustworthi Authenticati Responsib  

      ness on ility  
             
  Is  No  Yes Yes Yes  
 Supported           
  by           
 Protocol           
             

    Table 3. Mobile Based Payment System  
 
   

        
  Authentication Confident  Integrity  Non-Repudiation 
      iality       
           

Is Supported by  Yes  Yes  Yes    
Yes Protocol            
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