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ABSTRACT

With the recent service enhancements over the Internet, organisations are confronted with a growing
magnitude of security intrusions and attacks. Current intrusion detection strategies have not been effective
in the long term, as new and obfuscated security attacks keep emerging evading the surveillance
mechanisms. With information technology (IT) playing a pivotal role in today’s organizational operations
and value creation, security regulatory bodies have identified this situation not solely as a technology issue,
rather due to the weakness of an organisation's risk management practices and IT governance. Hence,
recent attention has embarked on formulating proactive IT security governance for organisational
sustenance. This paper proposes an autonomic framework for IT security governance that postulates a self-
learning adaptive mechanism for an effective intrusion detection and risk management. Such a framework
would facilitate autonomic ways of integrating existing context-dependent knowledge with new observed
behaviour patterns gathered from network as well as host for detecting unknown security attacks effectively
using mobile agents. In addition, this paper provides a roadmap for autonomic IT security governance by
applying the proposed framework The roadmap employs a continuous improvement feedback loop. for
achieving the targeted quality of service (QoS) in an organisation.
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1. INTRODUCTION

Over the last years, information technology (IT) revolution has taken a steep growth with Internet
providing a plethora of services for users worldwide. IT has emerged as the major driving factor
of economic sustainability by supporting everyday business operations in every organisation.
However, business services over the Internet face exceedingly increasing security attacks that are
unknown and undetected by regular security solutions. Information security experts, researchers
and businesses confront a stumble block when they encounter a new malicious attack [1][2][3].
Recent intrusions have successfully evaded from the radar of security solutions stealthily and
have affected businesses with huge payouts [4][5][6]. Organisations are now increasingly
required to take a closer examination of their IT security strategies for business sustainability.
Current intrusion detection systems (IDS) are aimed at identifying vulnerabilities and protecting
the information assets of an organisation from malicious attacks [7]. To achieve this goal, existing
IDS predominantly adopt signature-based techniques (e.g. matching known virus code patterns)
and behaviour-based techniques (e.g. detection of anomalies) [8][9]. In addition, some tools
perform data mining methods or collect alert data for further action by human security experts
[10]. However, such systems, whether adopting Network Intrusion Detection Systems (NIDS) or
Host Intrusion Detection Systems (HIDS), are caught unaware when a new wave of attack affect
the systems [11] [12]. They seldom support the recognition of intrusions that are obfuscated with
no previous known patterns of signature or behaviour that attackers employ to evade detection.

A persistent monitoring tool of the networks and computer systems could lead to performance
trade-offs in the quality of service of day-to-day business operations that are increasing integrated
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with IT. With technological advancement, specific platform-based detectors are also being
developed, such as hardware checks to determine if a particular operating system kernel is
maliciously modified and other techniques that make use of the knowledge of interrupt address
table or system vectors [13][14]. However, there is no single methodology that does a
comprehensive analysis of intrusions and more importantly designed towards detecting multiple
instances of their occurrence at different points of the host or the network [15][16]. The range of
weaknesses found in the business environment are not due to technology alone, but also attribute
to outdated security policies and procedures or gaps present in security risk management practices
that fail to provide context-dependent safeguards for the organisation [17][18]. There is
definitely a need for an effective IT security governance to collectively integrate, monitor and
improve the security policies and mechanisms for a more efficient intrusion detection that could
address zero-day attacks (unknown intrusions) of the present and the future [19] [20] [21].

This paper proposes autonomic framework for IT security governance that employs self-learning
mechanisms using context-dependent mobile agents that are host-based as well as network-based
for detecting malicious activities pre-emptively. Such an architecture provides the framework for
performing runtime analysis intelligently and adaptively depending on the contexts of the
possible intrusions in a fully-automated and coordinated manner. It uses machine intelligence and
self-adaptive mechanisms to efficiently address the problem of zero-day attacks that are growing
exponentially in recent years.

The structure of the paper is as follows. Section 2 provides the current state of IT security
governance from literature and the need for aligning IT security with business objectives for
enterprise governance and sustainability. Section 3 presents a self-learning autonomic architecture
for an effective intrusion detection. Finally. a roadmap for autonomic IT security governance is
described in Section 4 and Section 5 provides the conclusion and future work of this research.

2.IT SECURITY GOVERNANCE

The definition of enterprise governance lays its roots in 2002 when the Professional Accountants
in Business (PAIB) Committee of the International Federation of Accountants (IFAC) defined
Enterprise governance as follows:

" the set of responsibilities and practices exercised by the board and executive management
with the goal of providing strategic direction, ensuring that objectives are achieved,
ascertaining that risks are managed appropriately and verifying that the organisation’s
resources are used responsibly”’[22].

Simultaneously, many enterprises had also started to realise the potential benefits of IT in
supporting business activities and researchers had already theorized the concept of IT governance
to form an integral part of enterprise governance [23][24]. Since enterprise activities were being
integrated using IT, business operations became interlinked with IT activities. Hence, IT
Governance Institute (ITGI) was commissioned to understand the issues and the strategic
importance of IT for developing a best practice framework, so that the enterprise can sustain its
operations and implement the strategies required to extend its activities into the future. The initial
focus of IT governance framework was to ensure that expectations for IT are met and IT risks are
mitigated [25]. However, many other enterprise's challenges and concerns were identified and
ITGI reported the following key requirements:

1. Aligning IT strategy with the business strategy
2. Cascading strategy and goals down into the enterprise
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3. Providing organizational structures that facilitate the implementation of strategy and goals
4. Insisting that an IT control framework be adopted and implemented.

Overall, the concept of IT governance has been evolving from time to time with IT revolution and
one of the early definitions of IT governance is given below:

"an integral part of enterprise governance and consists of the leadership and
organizational structures and processes that ensure that the organization’s IT sustains and
extends the organization’s strategies and objectives" [25].

IT governance is a framework that enables organizations to manage their information resources
efficiently and effectively and helps them in achieving their enterprise objectives. Major areas to
be addressed by IT governance are: meeting IT expectations, alignment of IT with business and
mitigating the IT risks [26]. The five key focus areas of IT governance are given below:

= IT strategic alignment

= IT value delivery

= Risk management

= Performance measurement
= Resource management

Today, enterprise governance cannot achieve business performance without good practices of the
IT function of an organisation [27]. While organizations started to harness the benefits of
connectivity and technological advancement, their progress is at risk due to prevalence of
increased cybercrime. Hence, the term IT security governance has gained importance recently and
is defined by ISO 38500 as the system by which an organization directs and controls IT security
[28]. It should provide the risk management framework such that security strategies are aligned
with business objectives and consistent with the regulations in protecting the confidentiality,
integrity and availability of the organisation's information assets and systems [29]. In today's
context, the terms 'IT governance' and 'IT security governance' are being used interchangeably to
focus on the risk management framework that shapes business plans, information architecture,
security policies and operational practices [30]. In achieving this, the next section takes the first
step to propose an autonomic architecture for security enforcement in an organisation.

3. AUTONOMIC ARCHITECTURE FOR INTRUSION DETECTION

Autonomic capabilities refer to special characteristics such as self-learning and adaptability that
are particularly beneficial in systems with diverse distributed data service requirements on the
Internet [31][32]. A context-dependent agent that is designed to learn on its own and change its
behaviour based on its previous experience is said to have autonomic capability as it is able to
self-manage and adapt intelligently [33][34]. The proposed architecture described in this section
leverages on mobile agents that possess autonomic capabilities and prior malware experiences for
efficient intrusion detection.

3.1. SUITABILITY OF MOBILE AGENTS

With different types of devices being connected through wired and wireless networks, the IT
environment is posed with many challenges leading to the development of new security models
[35][36]. Intelligent models that can provide high levels of flexibility and connectivity deal with
agents. An agent can be used in a variety of forms and its functionality ranges from the most
simple to the most sophisticated one. An agent could be designed with a specific purpose or even
as a multifunction application [36][37]. While a fixed agent has certain restrictions, a mobile
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agent travels from host to host, accessing the necessary resources or services, and performs the
necessary tasks to accomplish its mission. Such mobile agents could be designed to have
autonomic capabilities that are warranted for intrusion detection.

A closer look at the various mobile computing models that incorporate agents indicate that the
following three types of agents exist:

1. Fixed agent with server
2. Fixed agents with client and server
3. Mobile agents

The fixed agent with server has the following main disadvantages:

- it cannot sustain disconnections for thick clients performing computations,

- requires modifications of client code for interaction with the agent,

- agent cannot optimize data from mobile client to the server.
While client-side and server-side fixed agents solve some of the above listed problems, such
models have the following disadvantages:

- an agent pair is required for every application type,

- not appropriate for thin clients,

- two mobile clients cannot interact directly and require the connectivity of the server
unless it is peer-to-peer.

On the other hand, mobile agents could overcome all the issues listed above and could deal with
weak connectivity, persistence and have the advantage of communicating with each other directly
through wireless network. They need not worry about fixed network connections and they can
migrate to find appropriate resources. Thus, a mobile agent not only has the main feature of
mobility of migrating between processes in a wireless as well as a fixed network, but also has the
ability to carry out autonomous tasks. This makes a mobile agent capable of inheriting one or
more of the four autonomic computing properties, namely, self-configuring, self-healing, self-
optimising, and self-protecting.

3.2. PROPOSED ARCHITECTURE FOR INTRUSION DETECTION

As described earlier, a mobile agent that is designed to learn on its own and change its behaviour
based on its previous context-based experience is said to have autonomic computing capability as
it is able to self-learn and adapt intelligently. Hence, to address the current IT security issues, we
propose a mobile agent architecture with autonomic capabilities for intrusion detection. Figure 1
gives a pictorial overview of the proposed autonomic architecture that employs mobile agents to
detect intrusions by collectively monitoring both the client and server environments.
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Figure 1. Proposed autonomic architecture for intrusion detection

As shown in Figure 1, mobile agents could be designed to correspond to the autonomic elements
that form the building blocks of autonomic systems [37]. These mobile agents continuously
monitor intrusion detection over the wireless network through sensors and make adjustments
through effectors. By monitoring behaviour through sensors and analysing the client data
behavior, the mobile agents could then plan what action to be taken and to execute that action
through effectors. This creates a kind of control loop as described in the theory of autonomic
computing [31][32].

A mobile agent autonomic manager is a component that implements a particular control loop by
using high-level policies to execute the most efficient options for carrying out security policy
management tasks. It executes the control loop by sharing knowledge with the sensors and
effectors so as to accomplish the four operations of the control loop (known as the MAPE loop) -
Monitor, Analyze, Plan and Execute. Each mobile agent intrusion detection sensor could be
composed of several special-purpose mobile agents that interact and collaborate with each other
to achieve their goals. The mobile sensors mainly gather information about the client requests
and perform in-depth analysis of security issues using business intelligence techniques. While
analysing the data, they compare the information gathered as against a symptom service and
knowledge base, as behaviours can be programmed by means of reactions to wireless
communication events. Similarly, mobile agent security effectors could consist of several
special-purpose mobile agents that collaborate with each other as well as with the sensors. The
effectors receive the analysis outputs as a set of possible solutions from the sensors so as to plan
and execute the processing of the intrusion detection requests in an optimal manner. Based on the
policy rules forwarded by the mobile agent autonomic manager, the plan element of the effectors
selects one of the optimal solutions and the execute element carries out the actions for that
solution. Before triggering the resulting action, the mobile agent autonomic manager uses the
self-learning policy engine to sense any symptom of problem or conflicts for implementing these
actions that would trace the MAPE loop again until the QoS attributes are achieved. A pictorial
representation of the MAPE control loop for the mobile agent autonomic manager that self-learns
and adapts from one instance to another of the feedback loop is given in Figure 2.
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Figure 2. An adaptive control loop for the autonomic manager

Overall, the mobile agent autonomic manager controls the events in the loop by having expert
rules embedded as programs for coordinating agent interactions [38][39]. By the use of
knowledge base and expert rules pertaining to the organisation's security contexts, it can provide
mechanisms for dynamically defining (self-configuring), modifying (self-healing and self-
optimising), and securely (self-protecting) forwarding these rules to the mobile agents. An
intrusion detection requires highly flexible, secure and coordinated processing in a dynamic
distributed heterogeneous environment. Hence, a dynamic intrusion detection service should cater
to several security policy parameters that need to be adjusted for tuning the performance and
thereby meeting the QoS requirements. As shown in Figure 2, mobile agents with autonomic
computing architecture have the necessary capabilities of formulating revised policies by
adjusting the parameters during runtime in order to achieve the best QoS for organisations in real-
time environment.

4. ROADMAP FOR AUTONOMIC IT SECURITY GOVERNANCE

The autonomic intrusion detection architecture proposed in the previous section is postulated to
monitor several behaviour patterns of networks and multiple system instances in order to
characterise their state as normal or abnormal and advances further from previous work [40] to
embrace appropriate IT security governance in an organisation. The MAPE control loop is
capable of incorporating autonomic capabilities such as self-configuring, self-healing, self-
optimising and self-protecting techniques that cater to detecting new and obfuscated intrusions.
However, such an effective IT solution does not alone suffice in addressing the ever-increasing
security incidents faced by organisation today. The recent trend of the security infiltrations
indicate that attackers do not solely rely on weaknesses in technical safeguards and solutions.
Instead, they probe and exploit the organisation’s weaknesses in security policies and procedures
as well as gaps found in risk management practices. IT security governance is the mechanism that
can provide the necessary directions and shape up an organisation’s business goals, information
architecture, security policies, and operational, risk management practices. In this section, we
provide a roadmap for incorporating IT security governance using the proposed autonomic
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architecture for intrusion detection. Figure 3 shows a 4-step roadmap of such an autonomic IT
security governance framework as described next.

STEP1: EMBRACE A SELF-LEARNING IT SECURITY VISION:

In this step, the security vision of the organisation is aligned with the business goals and QoS
targets so that the security policy and procedures not only meet the standard regulations but also
the business requirements across all divisions, departments, structures and processes of an
organisation [41]. The self-learning culture should be developed through shared security
procedures and practices across all organisational activities. This will enable employees at all
levels of an organisation to embrace the security policy as part of their day-to-day work practices.
Today, security attacks and threats are inevitable in every organisation since crime groups are a
step ahead in employing sophisticated tools and methods to gain unauthorised access to the
information assets resulting in business function disruptions. Therefore, the main purpose of a
synergised security vision in this step is to be aligned with the business goals using a self-learning
feedback loop mechanism for achieving continuous improvement in the quality of service that is
warranted for the changing environment of the future.

STEP 2: DEVELOP AUTONOMIC FRAMEWORK FOR SECURITY RISKS:

Any security threat is considered as a financial risk by the management of an organisation. There
is a need to effectively assesses and manage risk across all stakeholders of the organisational
network in order to safeguard the integrity and availability of public information as well as the
protection of non-public information. In this step, appropriate standard IT governance
frameworks such as ITIL, COBIT, ISO38500, etc. are adopted to blend good practices from
various sources in order to establish a risk management strategy [25][28][30]. Every project
activity needs to identify risks as well as roles and responsibilities for accountability as defined in
the Responsible-Accountable-Consulted-Informed (RACI) model of risk management of the
organisation. Information systems should support what-if dashboards and other graphical tools
for autonomous assessment and identification of business operational risks for the present and the
future. Appropriate security awareness program and culture could then be developed for various
stakeholders in the business network to understand their roles and responsibilities in order to
proactively participate in such an autonomous risk management framework. The management
should adopt good communication, consultation, transparency and consistency methods among
the stakeholders in for establishing the required security policy compliance and standards. This
step would not only facilitate in meeting the legal, regulatory and contractual obligations but
more importantly in achieving uninterrupted business operations and services availability for the
stakeholders across the organisation's network.

STEP 3: APPLY AUTONOMIC MOBILE AGENTS FOR INTRUSION DETECTION:

This step involves employing the necessary tools and techniques for applying the autonomic
intrusion detection framework using mobile agents that is proposed in the previous section. As
shown in Figure 1, the mobile agents retrieve various data by probing the host and sniffing the
network collaboratively so as to find out the organisation's context-dependent information (e.g,
network protocol, host O/S, application platform, etc.). This will help to create, modify and
update the knowledge base for an organisation's business context. At any instant, prior knowledge
of the host and network are retrieved from the knowledge base and new behaviour patterns are
gathered and communicated to the Self Learning Policy Engine as shown in Figure 2. Different
mobile agents would work collaboratively on specialised capabilities using signature-based or
behaviour-based or heuristic techniques to detect anomalies in the system. They share knowledge
between host-based and network-based anomalies and with the aid of Self Learning Policy
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Engine they get trained with synthetically generated polymorphic datasets of malicious attacks. A
variety of data mining and machine learning algorithms are applied in the inference engine to
arrive at accurate predictions for intrusion detection using feature measures, symptom controls
and context-dependent parameters associated with the host and network of the organisation. Any
new knowledge (related to fuzzy weights of inference rules, threshold values, feature measures,
etc.) gained would be used to update the Self Learning Policy Engine and perform intelligent
alerts to the business processes affected. The management could then initiate the necessary
actions based on the severity of the alerts. A major action plan may be required if a denial-of-
service (DoS) attack is predicted. Such an adaptive expert rule-based policy engine that makes
use of autonomic capabilities would then be able to proactively detect new intrusions of the
future as well.

STEP 4: USE BUSINESS INTELLIGENCE MONITORING SYSTEM:

Organisations are required to deliver the IT security governance and monitor their performance.
They would establish and implement an audit and review compliance framework in order to
ensure that the business goals and QoS targets are known throughout the organization,. Typically,
employees from different departments or functional areas could become representative members
of a security audit team to identify and monitor the threats and associated risks of the
organisation. Audit trails to detect and respond to intrusion events determined in Step 3 are
maintained and security procedures and policies are evaluated and periodically reviewed. Overall,
this step of the proposed roadmap involves using business intelligence monitoring tools and
techniques that are employed in Step 3 to incorporate suitable metrics in measuring the business
goals as well as QoS targets determined in Step 1. Such a performance monitoring system with
dashboards and what-if data analytic tools [42] could be employed by the security audit team
effectively for IT security governance. This step helps to review the risk-based policies,
procedures and controls based on monitoring the activity of authorized users and unauthorized
access as well as the impact of tampering with nonpublic information by unauthorized users. The
security audit team will then be able to follow the direct lines of reporting to the management and
regulatory bodies, thereby providing feedback for continuous improvement and business
sustainability. The outcomes of this step serve as input to Step 1 of the feedback loop of the
organisation's IT security governance framework.

Step 1: Embrace a self-learning IT security vision
(Self-leaming securitv policy aligned with business goals/'QoS)

|

Step 2: Develop autonomic framework for security risks
(4 risk framework for the entire business network)

l

Step 3: Apply autonomic mobile agents for intrusion detection
(Self-leaming intrusion detection svstem)

I

Step 4: Use business intellisence monitoring system
(QoS performance monitoring for continuous improvement)

i T = O o TR 4 (R = |

Figure 3. Roadmap for autonomic IT security governance
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The above four steps of the roadmap would aid in the ongoing review and implementation
process of security practices towards achieving a successful IT security governance in an
organisation. The tightly aligned security strategies with business goals and QoS and periodic
adjustments necessary to ensure that effective risk management is possible by adopting the
autonomous intrusion detection, monitoring and feedback loop proposed in these steps. As IT
becomes part and parcel of everyday business operations, organization-wide responsibility in
establishing transparent and effective IT security governance is essential and the above roadmap
provides a practical guideline towards achieving this.

5. CONCLUSIONS

Today's organisations are unable to achieve adequate security and governance of their
information assets using technology-based solutions alone due to the increasing sophistication in
cybercrime and intrusions witnessed that affect their everyday business operations [19][20]. On
one hand, IT experts are improving technical solutions for intrusion detection, on the other hand,
regulatory bodies are developing new standards and requirements for a more organisation-wide
risk management and IT governance. Both aspects are important and this paper has advanced
further to achieve this. In this paper, an autonomic architecture for a proactive intrusion detection
as well as a roadmap for an organisation-wide framework for effective IT security governance
are proposed. A generic autonomic intrusion detection architecture that makes use of context-
dependent mobile agents at the network-level and host-level to monitor, analyse, plan and execute
(MAPE) in an intelligent and collaborative manner is presented. A 4-step roadmap for IT
security governance is also presented as a practical implementation guideline in applying the
proposed autonomic intrusion detection architecture for effectively safeguarding and detecting
unknown attacks. The proposed framework focused on the self-learning capabilities of
autonomic feature so that organisations can make use of the continuous improvement feedback
loop to proactively monitor and identify their weaknesses and finetune their security policies and
procedures for an improved QoS.
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