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ABSTRACT 

 

Secure communication of the sensitive information in disguised form to the genuine recipient so that an 

intended recipient alone can remove the disguise and recover the original message is the essence of 

Cryptography. Encrypting the message two or more times with different encryption techniques and with 

different keys increases the security levels than the single encryption. A cascade cipher is stronger than the 

first component. This paper presents multiple encryption schemes using different encryption techniques 

Braiding/Entanglement of Pauli Spin 3/2 matrices and Rotation of the bits with independent secret keys. 
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1. INTRODUCTION 
 
As the internet is the basic means of communication nowadays secure transmission of the 
sensitive information has become a Herculean task.  A practical cryptosystem that encrypts the 
message several times with independent secret keys and with distinct encryption schemes 
enhances the confidentiality of the message. Multiple encryptions provide better security [1] 
because even if some of the components of the cipher are broken or some of the secret keys are 
broken, the confidentiality can still be maintained by the remaining encryptions. Historically, 
sudden emergence of efficient attacks against the elliptic curve cryptosystem on super singular 
curves [2, 3] and on prime-field anomalous curves [ 4 ] have already reminded us the necessity to 
do multiple encryptions.  
 
1.1 Pauli Spin 3/2 Matrices  

 
In Quantum Mechanics a very class of dynamical problems arises with central forces. These 
forces are derivable from a potential that depends on the distance (r) of the moving particle from 
a fixed point, the origin of the co-ordinate system (O). Since central forces produce no torque 
about the origin, the angular momentum L = rxp is constant of motion where p is a constant of 
motion the momentum of the particle. In addition to the dynamical variables x,y,z to describe the 
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position of the vector there is another fourth variable �, called the spin angular momentum 

variable required to describe the dynamical state of fundamental particles. In 1920’s, in the study 
of the spectra of alkali atoms, some troublesome features were observed which could not be 
explained on the basis of orbital quantum properties [5].  The energy levels corresponding to the 
n, l and ml quantum numbers were found to be further split up.  Uhlenbeck and Goudsmit [6,7] in 
1925 attributed these difficulties due to the fact that the electron has an additional property of 
intrinsic angular momentum and magnetic momentum.  Pauli was the first to propose a non-
relativistic wave equation, which takes into account the intrinsic magnetic moment of the 
electron. To describe the electron spin he used spin ½ ,  spin 3/2, spin 5/2 matrices. The spin-3/2 
matrices are 
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1.2 Braiding/Entanglement of Matrices 

 
Entanglement [8] is a term used in quantum theory to describe the way that particles of 
energy/matter can become correlated to predictably interact with each other regardless of how far 
apart they are. Braiding/Entanglement of matrices is a technique of generating higher order non-
singular matrices from simple lower order non-singular matrices.  
 

For example if a = 11 12
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, d = 11 12
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 are four non- 

 
singular matrices of order 2x2 then these four non-singular matrices are braided/entangled to get 
higher order 4x4 matrices as 
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C = 
11 12 11 12

21 22 21 22

11 12 11 12
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 D = 

11 12 11 12

21 22 21 22

11 12 11 12

21 22 21 22

c b b b
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a a d da d

a a d d

 
 

   
=    
 
 

 and so on. 

 
These matrices are further braided /entangled to get higher order 16x16 matrices like  

P = 
A B

C D

 
 
 

 and so on. Non-Singular matrices from the set of these matrices can be selected for 

the process of encryption/decryption. 
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1.3 Literature on Golden Matrices 

 
In the last decades the theory of Fibonacci numbers [9, 10] was complemented by the theory of 
the so-called Fibonacci Q – matrix. Stakhov [11] developed a theory of the golden matrices that 

are a generalization of the matrix Qn for continuous domain. He defined the golden matrices in 

the terms of the symmetrical hyperbolic Fibonacci functions. B.Vellainkann et.al. [12] used non-
singular diagonal matrices of higher order, especially induced from quadratic forms in their 
encryption algorithm. D. Sravana Kumar et.al. [13] proposed encryption technique using Pauli 
spin ½ matrices. Bibhudendra Acharya et.al. [14] used Hill Cipher for image encryption. 
Birendra Goswami [15] used matrices in cloud computing. Ayan Mahalanobis [16] used matrices 
in public key cryptography.  
 
1.4 Rotation of the Bits 
 
 The bitwise rotation operation operates on one or more bit patterns of binary numerals at the 
level of their individual bits. This is used directly at the digital hardware level as well as in 
microcode, machine code and certain kinds of high level languages. The bit shifts are bitwise 
operations because they operate on the binary representation of an integer instead of its numerical 
value. In these operations the digits are moved or shifted to the left or right. Registers in a 
computer processor have a fixed width, so some bits will be shifted out of the register at one end, 
while the same numbers of bits are shifted in from the other end and the difference between bit 
shifts operators lie in how they determine the values of the shifted-in bits. 
 
Example 
                            
 
When left shifted once gives the number  
 
 
 
 
When right shifted once gives the number  
 
 
  
 
Another form of shifting is the circular shift or bit rotation.  In this operation the bits are rotated 
as if the left and right ends of the register were joined. The value that is shifted in on the right 
during a left-shift is whatever the value was shifted out on the left, and vice versa. This operation 
is frequently used in cryptography. Previously Several cryptographers [17,19] used bit rotation of 
for designing cryptographic algorithm 
 

2. PROPOSED METHOD 

 
The above set of Pauli Spin 3/2 matrices with some elementary transformations are reduced to the 
matrices 
 

0  0 0 1 0 1 1 1 

0  0 1 0 1 1 1 0 

0  0 0 0 1 0 1 1 
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b = 

0 3 0 0

3 0 2 0

0 2 0 3

0 0 3 0
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These three matrices derived from Pauli spin 3/2 matrices along with the identity matrix  
( I 4x4 = a) are braided or entangled in different possible ways to get a set B of 16 non singular 
matrices 
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Before communicating the messages the sender and the receiver agree upon to use a 16 digit 

hexadecimal number K which acts as secret key for their communication. The secret key K 
which is a 16 digit hexadecimal number is divided into two halves K1 and K2 having 8 digits 
each. 

                               K = K1 + K2.  
 

The message is encrypted in two stages. The key for first stage of encryption using 
braiding/entanglement of Pauli 3/2 matrices technique is K1 and the key for second stage of 
encryption using rotation of the bits technique is K2. 
 
The data to be communicated is divided into blocks of 64 characters each and all the characters 
are coded to equivalent decimal numbers using ASCII code table and arranged as 8x8 matrices 
say M1, M2, M3, ………., Mn. The message space always may not be the integral multiples of 64. 
In such cases the other characters may be filled at random.  
2.1 Encryption 
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I stage of Encryption using braiding/entanglement technique of Pauli 3/2 matrices 

technique with the key K1 : 
 
From the above set B of non-singular matrices obtained by braiding/entanglement of Pauli 3/2 
matrices 8 different matrices are selected whose subscripts are equal to the first, second and so on 
the eighth digit of the first half part K1 of the secret key K successively. For example if the secret 
key K1 consists of the digits klmnopqr the sender selects the matrices Bk, Bl, Bm, …… Br. Then 
the sender computes a matrix  which is the product of eight matrices Bk, Bl, Bm, …… Br  
successively in the same order called the encoding matrix A. Consider the first data block matrix 
M1 which is to be encrypted. It is multiplied with the matrix A and the resulting matrix is 
adjusted to modulo 256.  The resulting matrix when adjusted to Mod 256 is divided into two parts 
the integer part and the residue part namely I1

 and C1(Dec).  
 
Example : when 1,116 is adjusted to mod 256 the integer part is 4 and the residue part is 92. 
  

             C1(Dec) = ( M1 * A )Mod256 

 
All the elements which are decimal numbers of the matrix C1(Dec) are converted to 8 bit binary 
equivalents using ASCII code table which is named as C1

1(Bin) 
 
II

  
stage of encryption using Rotation of the Bits Technique with secret key K2 . 

 

The bits each 8 bit binary element of the first row of the matrix C1
1(Bin) are right rotated the 

number of times equal to the first hexadecimal digit of the secret key K2. If the hexadecimal digit 
exceeds 8 then it is adjusted to mod 8. The bits each 8 bit binary element of the second row are 
right rotated the number of times equal to the second hexadecimal digit of K2. Similarly the bits 
of each 8 bit binary element of third, fourth and so on eighth row are right rotated the number of 
times equal to the third, fourth and so on eighth hexadecimal digit of the secret key K2.  

 

 
Example if the first element of the matrix C1

1(Bin) is 11001010, the first hexadecimal digit of the 
secret key K2 is A. Then A when adjusted to mod 8 is 2. So, the bits of the binary number 
11001010 are right rotated 2times. 
 

1 1 0 0 1 0 1 0 
0 1 1 0 0 1 0 1 
1 0 1 1 0 0 1 0 

 
The resulting binary number is 10110010. After applying the rotation of the bits technique for 
each element of the matrix C1

1(Bin) the resulting matrix is C1
11(Bin). Similarly all the other 

matrices M2, M3, ………., Mn are encrypted in the same way to get C2
11(Bin), C3

11(Bin), ………. 
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Cn
11(Bin). Then all the binary elements the matrices C1

11(Bin), C2
11(Bin), C3

11(Bin), ………. 
Cn

11(Bin) are coded to the text characters using ASCII code table which constitutes the cipher text 
C. The integer matrices of  block matrices M1 ,M2, M3, ………., Mn obtained at I stage of 
encryption when adjusted to mod 256 are I1, I2, …….In. These elements are written as string of 
numbers called the cipher string I. The cipher text C along with the string I are communicated to 
the receiver in public channel. To provide the authenticity the sender may add an arbitrary 
decimal number at the end of the string I, the corresponding ASCII character at the end of the 
cipher text so that the receiver verifies the genuineness.   
 
2.2 Decryption  

 
The receiver decrypts the message using the key K which is agreed upon by both sender and the 
receiver before communicating the messages. The receiver first divides the key K which is a 16 
digit hexadecimal number into two halves K1 and K2. 
 
I stage of Decryption using Rotation of the Bits technique with key K2: 

 
The receiver after receiving the cipher text C and cipher string I verifies that the character 
corresponding to the last decimal of the string of integers I is same as the last character of the 
cipher or not. Then the receiver first divides the cipher text into 64 characters each and converts 
all the characters to 8 bit binary numbers using ASCII code table and writes as 8x8 matrices say   
D1

11(Bin), D2
11(Bin), D3

11(Bin), ………. Dn
11(Bin). Consider the first cipher block matrix 

D1
11(Bin). The bits of each element of the first row of the matrix D1

11(Bin)are left rotated the 
number of times equal to the first hexadecimal digit of the key K2.  

 
 
For example the first binary element of the matrix D1

11(Bin) is 11001010 and the first 
hexadecimal digit of the key K2 is 2. Then the bits are left rotated 2 times 
 

1 0 1 1 0 0 1 0 
0 1 1 0 0 1 0 1 
1 1 0 0 1 0 1 0 

 
The bits of each element of the second row of the matrix D1

11(Bin) are left rotated the number of 
times equal to the second hexadecimal digit of the matrix K2. Similarly the bits of each element 
of third, fourth and so on eighth row of the matrix D1

11(Bin) are left rotated the number of times 
equal to the third, fourth and so on eighth digit of the key K2. After employing rotation of the bits 
technique for all the elements of the matrix C1

Bin the resulting matrix is named as D1
1(Bin) . Then 

all the elements of the matrix D1
1(Bin)  which are 8 bit binary numbers are converted to decimal 

equivalents using ASCII code table which is the matrix D1
1(Dec) 

 



International Journal of Network Security & Its Applications (IJNSA) Vol.8, No.2, March 2016 

78 

II stage of Decryption using the entanglement of Pauli 3/2 matrices technique with the key 

K1:  

 
The cipher string I excluding the last digit is divided into blocks of 64 numbers each. Then all the 
64 numbers of each block are written as 8x8 matrices 
 
 I1, I2, …….In. Consider the string I1. Every element of the matrix I1 is multiplied with 256 and 
added to the corresponding element of the matrix D1

1(Dec) which is obtained in I stage of 
decryption to get the matrix D1

11(Dec). 
 
                            D1

11(Dec)= 256*I1 + D1
1(Dec) 

 
Now the receiver selects the 8 non-singular matrices form the set B of the above braided matrices 
whose subscripts are same as the first digit, second digit and so on eighth digit of the key K1. 
Then the receiver computes the encoding matrix A which is the product of all the eight matrices 
successively in the same order. Then the matrix D1

11(Dec) is multiplied with the inverse of the 
encoding matrix A to get the first message block matrix M1. 
 
                        M1 = D1

11(Dec)*Inv(A) 
 
 In a similar way all the other cipher block matrices D2

11(Bin), D3
11(Bin), ………. Dn

11(Bin) are 
decrypted in two stages to get the message block M2, M3, ………., Mn. Then all the decimal 
elements of each matrix M1, M2, M3, ………., Mn are coded to the text characters using the 
ASCII code table which is the original message. 
 

3. EXAMPLE 
 
If two communicating parties Alice and Bob want to communicate the messages first they agree 
upon to use the secret key  
 
K= 4A8E05B9B23D1E74 
 
The key K is divided into two parts K1and K2 
 
K1= 4A8E05B9  
 
K2= B23D1E74 
 
3.1 Encryption  

 
Suppose Alice wants to communicate the message CONGRATULATIONS, she encrypts the 
message in two stages using braiding/entanglement technique of Pauli 3/2 matrices with the key 
K1 and rotation of the bits technique with the key K2.  All the text characters of the message are 
converted to the decimal numbers using ASCII code table and writes as 8x8 matrixes say M. 
Since the message consists only 15 characters the other characters may be filled at random. 
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M = 

67 79 78 71 82 65 84 85

76 65 84 73 79 78 83 46

46 46 46 46 46 46 46 46

46 46 46 46 46 46 46 46

46 46 46 46 46 46 46 46

46 46 46 46 46 46 46 46

46 46 46 46 46 46 46 46

46 46 46 46 46 46 46 46

 
 
 
 
 
 
 
 
 
 
 
  

 

 
I stage of Encryption using braiding/entanglement of Pauli 3/2 matrices technique with the 

key K1 = 4A8E05B9: 

 

Alice selects 8 matrices from the above set B of non singular matrices whose subscripts are 
successively the digits of the key K1 and computes the product of 8 matrices which is the 
encoding matrix A 
 
       A = B4 * BA * B8 * BE * B0 * B5 * BB* B9 =  
 

7 0 5 6 5 8 5 6 9 5 2 8 6 2 6 4 2 1 6 0 1 0 7 0 4 1 1 2 8 3 0 9 6

6 7 6 8 6 9 2 8 2 7 3 0 4 1 8 7 4 4 1 1 5 6 8 2 5 6 0 2 7 5 1 2 1 0 4 4 0

2 9 5 9 2 1 7 0 0 0 3 4 3 8 4 9 5 5 2 1 0 6 8 0 2 8 9 5 2 1 9 8 4 9 9 3 6

7 8 4 8 4 9 2 0 2 9 2 8 0 1 1 6 6 4 3 2 4 0 2 7 6 0 1 7 1 8 4 6 3 3 6

5 0 4 0 8 5 9 2 8 4 2 4 2 9 5 2 9 7 9 2 3 6 0 0 1 1 8 3 2 4 8 2 4

2 1 6 0

− − − −

− − − −

− − − −

− − − − −

− − − −

5 1 5 2 7 7 6 6 0 7 2 3 0 7 2 4 0 0 0 4 6 6 4 1 0 8 0

2 5 2 0 4 1 8 4 1 2 4 6 4 5 3 7 6 2 6 4 1 4 9 6 6 8 8 0 4 0 3 2

1 5 4 8 0 1 2 1 6 8 8 2 5 6 2 0 1 6 1 8 0 0 1 8 7 4 4 1 1 4 1 1 5 2 0

 
 
 
 
 
 
 
 

− − − − 
 

− − − − −

 
− − − − − −  

 

 
The message matrix M is multiplied with A and all the elements are adjusted to mod 256. The 
resulting matrix when adjusted to Mod 256 is divided into two parts the integer part and the 
residue part namely I and C1(Dec). 
 

C1(Dec) = ( M1 * A )Mod256 = 

240 64 56 232 112 80 232 8

144 0 192 240 128 80 240 96

160 128 32 32 160 192 192 128

160 128 32 32 160 192 192 128

160 128 32 32 160 192 192 128

160 128 32 32 160 192 192 128

160 128 32 32 160 192 192 128

160 128 32 32 160 192 192 128
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           I = 

1218 3358 4729 13622 12889 4795 16921 5488

4986 5854 976 13734 12374 8795 15740 7077

1112 2680 2895 8599 7651 3524 10345 3622

1112 2680 2895 8599 7651 3524 10345 3622

1112 2680 2895 8599 7651 3524 10345 3622

1112 2680 2895 8599

− − −

− − −

− − −

− − −

− − −

− 7651 3524 10345 3622

1112 2680 2895 8599 7651 3524 10345 3622

1112 2680 2895 8599 7651 3524 10345 3622

 
 
 
 
 
 
 
 

− − 
 

− − −

 
− − −  

 

 
All the elements which are decimal numbers of the matrix C1(Dec) are converted to 8 bit binary 
equivalents using ASCII code table which is named as C1

1(Bin) 
C1

1(Bin)=  
 
11110000 01000000 00111000 11101000 01110000 01010000 11101000 00001000

10010000 00000000 11000000 11110000 10000000 01010000 11110000 01100000

10100000 10000000 00100000 00100000 10100000 11000000 11000000 10000000

10100000 10000000 00100000 00100000 10100000 11000000 11000000 10000000

10100000 10000000 00100000 00100000 10100000 11000000 11000000 10000000

10100000 10000000 00100000 00100000 10100000 11000000 11000000 10000000

10100000 10000000 00100000 00100000 10100000 11000000 11000000 10000000

10100000 10000000 00100000 00100000 10100000 11000000 11000000 10000000

 
 
 
 
 
 
 
 
 
 
 
  

 

 
II

 
stage of encryption using Rotation of the Bits Technique using secret key 

K2= B23D1E74 

 
Since the first digit of the key K2 is B. It is equivalent to 3 when adjusted to mod 8. So,  the bits 
of each 8 bit binary element of the first row of C1

1(Bin) are right rotated 3 times. Since the second 
digit of K2 is 2 then the bits of each 8 bit binary element of the second row of C1

1(Bin)  are right 
rotated 2 times. The right rotation operation on each element of third, fourth and so on eighth row 
is performed 3times, 5 times and so on 4 times. The resulting matrix is named as  C1

11(Bin)  
 
C1

11(Bin)=    
00011110 00001000 00000111 00011101 00001110 00001010 00011101 00000001

001000100 00000000 00110000 00111100 00100000 00010100 00111100 00011000

00010100 00010000 00000100 00000100 00010100 00011000 00011000 00010000

00000101 00000100 00000001 00000001 00000101 00000110 00000110 00000100

01010000 01000000 00010000 00010000 01010000 01100000 01100000 01000000

10000010 00000010 10000000 10000000 10000010 00000011 00000011 00000010

01000001 00000001 01000000 01000000 01000001 10000001 10000001 00000001

00001010 00001000 00000010 00000010 00001010 00001100 00001100 00001000
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Then all the elements which are 8 bit binary elements of the matrix C1
11(Bin) are coded to the text 

characters using ASCII code table which constitutes the cipher text  
 
RS BS BEL GS SO LF GS SOH $ NUL 0 < (SPACE) DC4 < CAN  DC4 DLE EOT EOT DC4 
CAN CAN DLE ENQ EOT SOH SOH ENQ ACK ACK EOT P @ DLE DLE P  `  ` @  ‚ STX  €  
€ ‚ ETX ETX STX A SOH @ @ A Ü Ü SOH LF BS STX STX LF FF FF BS ?  
 
The string of integers obtained in I stage of encryption when adjusted to mod 256 are   
1218, -3358, 4729, 13622,-12889, 4795,-16921, 5488, 4986,-5854, 976, 13734,-12374, 
8795,-15740,7077,1112,-2680,2895, 8599,-7651,3524,-10345,3622,1112,-2680,2895, 8599,-
7651,3524,-10345,3622,1112,-2680,2895,8599,-7651,3524,-10345,3622,1112,-2680,2895, 
8599,-7651, 3524,-10345,3622,1112,-2680,2895,8599,-7651,3524,-10345, 
3622, 1112, -2680, 2895, 8599,-7651, 3524,-10345, 3622, 63. 
 

Alice added number “63” at the end of the string I and the corresponding ASCII character “?” at 
the end of the cipher text C to authenticate the message and communicates the cipher text along 
with the cipher string I to Bob in public channel.  
 
3.2 Decryption 

 
Bob after receiving the cipher text and the string of integers I verifies whether the last character 
of the cipher text is same as the corresponding character of last decimal number of the string of 
integers I or not.  Then he starts decrypting the message in two different stages using rotation of 
the bits technique and braiding/entanglement technique of Pauli 3/2 matrices with the keys K2 
and K1.  
 
First Bob converts the cipher text to equivalent 8 bit binary numbers using ASCII code table. 
Then he writes all the 64 binary numbers as 8x8 matrix which is named as D1

11(Bin)     
 
D1

11(Bin)=   
00011110 00001000 00000111 00011101 00001110 00001010 00011101 00000001

001000100 00000000 00110000 00111100 00100000 00010100 00111100 00011000

00010100 00010000 00000100 00000100 00010100 00011000 00011000 00010000

00000101 00000100 00000001 00000001 00000101 00000110 00000110 00000100

01010000 01000000 00010000 00010000 01010000 01100000 01100000 01000000

10000010 00000010 10000000 10000000 10000010 00000011 00000011 00000010

01000001 00000001 01000000 01000000 01000001 10000001 10000001 00000001

00001010 00001000 00000010 00000010 00001010 00001100 00001100 00001000

 
 
 
 
 
 
 
 
 
 
 
  

 

 
I stage of Decryption using bit rotation operation with the key K2: 
 
Since the first digit of the key K2 is B. It is equivalent to 3 when adjusted to mod 8. So,  the bits 
of each 8 bit binary element of the first row of D1

11(Bin) are left rotated 3 times. Since the second 
digit of K2 is 2 then the bits of each 8 bit binary element of the second row are left rotated 2 
times. The left rotation operation on each element of third, fourth and so on eighth row is 
performed 3times, 5 times and so on 4 times. The resulting matrix is named as D1

1(Bin)     
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D1
1(Bin)=  

 
11110000 01000000 00111000 11101000 01110000 01010000 11101000 00001000

10010000 00000000 11000000 11110000 10000000 01010000 11110000 01100000

10100000 10000000 00100000 00100000 10100000 11000000 11000000 10000000

10100000 10000000 00100000 00100000 10100000 11000000 11000000 10000000

10100000 10000000 00100000 00100000 10100000 11000000 11000000 10000000

10100000 10000000 00100000 00100000 10100000 11000000 11000000 10000000

10100000 10000000 00100000 00100000 10100000 11000000 11000000 10000000

10100000 10000000 00100000 00100000 10100000 11000000 11000000 10000000

 
 
 
 
 
 
 
 
 
 
 
  

 

 
Then all the elements of D1

1(Bin) are coded to equivalent decimal numbers using ASCII code 
table which is D1

1(Dec)     
 

D1
1(Dec)  = 

240 64 56 232 112 80 232 8

144 0 192 240 128 80 240 96

160 128 32 32 160 192 192 128

160 128 32 32 160 192 192 128

160 128 32 32 160 192 192 128

160 128 32 32 160 192 192 128

160 128 32 32 160 192 192 128

160 128 32 32 160 192 192 128

 
 
 
 
 
 
 
 
 
 
 
  

 

 

II stage of decryption using braiding /entanglement of Pauli 3/2 matrices with the key K1: 
Bob writes the numbers in the cipher string I of as 8x8 matrix excluding the last number which is 
the matrix I 
 

I =  

1218 3358 4729 13622 12889 4795 16921 5488

4986 5854 976 13734 12374 8795 15740 7077

1112 2680 2895 8599 7651 3524 10345 3622

1112 2680 2895 8599 7651 3524 10345 3622

1112 2680 2895 8599 7651 3524 10345 3622

1112 2680 2895 8599

− − −

− − −

− − −

− − −

− − −

− 7651 3524 10345 3622

1112 2680 2895 8599 7651 3524 10345 3622

1112 2680 2895 8599 7651 3524 10345 3622

 
 
 
 
 
 
 
 

− − 
 

− − −

 
− − −  

 

 
Each element of the matrix I is multiplied with 256 and added to the corresponding element of 
the matrix D1

1(Dec) which is the matrix D1
11(Dec)     
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D1
11(Dec) =    
312048 859584 1210680 3487464 3299472 1227600 4331544 1404936

1276560 1498624 250048 3516144 3167616 2251600 4029200 1811808

284832 685952 741152 2201376 1958496 902336 2648128 927360

284832 685952 741152 2201376 1958

− − −

− − −

− − −

− − 496 902336 2648128 927360

284832 685952 741152 2201376 1958496 902336 2648128 927360

284832 685952 741152 2201376 1958496 902336 2648128 927360

284832 685952 741152 2201376 1958496 902336 2648128 927360

284832 685952 74

−

− − −

− − −

− − −

− 1152 2201376 1958496 902336 2648128 927360

 
 
 
 
 
 
 
 
 
 
 

− −  

          

 
Then the resulting matrix D1

11(Dec) is multiplied with the inverse of the encoding matrix A 
which gives the original message matrix M. 
 

M =  D1
11(Dec) * Inv(A) 

 

M = 

67 79 78 71 82 65 84 85

76 65 84 73 79 78 83 46

46 46 46 46 46 46 46 46

46 46 46 46 46 46 46 46

46 46 46 46 46 46 46 46

46 46 46 46 46 46 46 46

46 46 46 46 46 46 46 46

46 46 46 46 46 46 46 46

 
 
 
 
 
 
 
 
 
 
 
  

 

 
Then all the decimal elements of the matrix M are coded to the text characters using ASCII code 
table which is the original message CONGRATULATIONS. 

 

4. CRYPTANALYSIS AND CONCLUSIONS 

 
Folk theorem [18] states that a cascade of ciphers is at least as difficult to break as any of its 
component ciphers. The enemy cannot exploit information about the plaintext statistics. If the 
ciphers commute, then a cascade is difficult to break.  In the cascade cipher presented in this 
paper the message is encrypted in two stages using two different encryption algorithms with two 
different keys. So, the cipher is powerful and improves the security.  The original message 
CONGRATULATIONS contains 15 characters. Here the alphabets O,N,A,T are repeated twice. 
But no character in the first 15 of the cipher is repeated. Besides that the original message 
contains only 15 characters but the size of the block here is 64. So, the remaining characters are 
the dummy characters which may be selected at random. Here same dummy character "." is 
selected to fill the remaining characters. But, the same characters in the plain text are mapped to 
different characters in the cipher. This shields the cipher against the security implications like 
chosen plain text attacks, chosen cipher text attacks, linear cryptanalysis, mono-alphabetic 
cryptanalysis. Even though the original message contains less than 64 characters the other 
characters are filled at random. This is the reason that the proposed cascade block cipher 
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presented in this paper is less prone to timing attacks because the time required to encipher of 
decipher is same for all the data blocks. Here the message is encrypted in two different stages 
using braiding/ entanglement technique with key K1, bit rotation technique with the key K2 . 
Security levels of the cipher can be further enhanced by encrypting the already encrypted 
message in two more stages using braiding/entanglement technique with the key K2 and the bit 
rotation technique with key K1.  
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