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ABSTRACT 
 
RFID systems are one of the important techniques that have been used in modern technologies; these 

systems rely heavily on default and random passwords. Due to the increasing use of RFID in various 

industries, security and privacy issues should be addressed carefully as there is no efficient way to achieve 

security in this technology. Some active tags are low cost and basic tags cannot use standard cryptographic 

operations where the uses of such techniques increase the cost of these cards. This paper sheds light on the 

weaknesses of RFID system and identifies the threats and countermeasures of possible attacks.  For the 

sake of this paper, an algorithm was designed to ensure and measure the strength of passwords used in the 

authentication process between tag and reader to enhance security in their communication and defend 

against brute-force attacks. Our algorithm is design by modern techniques based on entropy, password 

length, cardinality, Markov-model and Fuzzy Logic. 
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1. INTRODUCTION 
 
IN order to achieve security and privacy protection in the RFID system, we studied 
the RFID environment concerning how it works, its key components as well as 
threats and countermeasures of this technology in order to determine the attacks that 
still need for further research. [1][2] 
 
Due to the limited size and cost of RFID systems, commonly used encryption 
techniques do not meet the desired security requirements. Thus; it is important to 
develop a new technique that enhances the security of RFID communication. 
 
When the password is weak, it can be broken easily by hackers by using brute-force 
attack. The aim of this paper is to develop a new algorithm that generates strong 
passwords which can withstand brute-force attacks and tests the strength of 
generated passwords, and to integrate this algorithm with other authentication 
algorithms to enhance the security of RFID communication. 
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1.1 PROBLEM STATEMENT 

 
Although most of the focus in RFID technology is on privacy, we should be more aware 
about information security issues in this technology. The weakness interest in 
information security in RFID technology makes it easy to access sensitive 
information that use this technology, which is an opportunity for manipulation, and 
theft of critical information through eavesdrop the communication between the tag 
and the reader. [1][3] 
 
Due to the growing cost of existing encryption techniques, this will add to the cost of 
RFID systems which makes the design of new algorithms to ensure data security a 
challenge, and the unsafe communication channels which provide a non-secure 
environment for the exchange of information between the tag and the reader, it is 
necessary to protect these channels with a new low-cost encryption technology. And 
the use of non-cryptography based authentication with a random number doesn’t 
provide enough security. [3][5] 
 
In this paper, we will study different RFID attacks and the countermeasures for these 
attacks. We will also categorize the attacks and the countermeasure actions to select one 
of the most dangerous attacks that are not covered completely with security controls to 
enhance security on RFID based on the chosen attack. 
 

2. RFID SYSTEM OVERVIEW 
 
2.1 RFID TECHNOLOGY 

 
RFID stands for Radio Frequency Identification that uses radio waves to transmit the 
identification as a unique serial number for an object wirelessly. RFID is deemed one of 
the most widespread technologies that use radio waves to track, classify, detect and 
uniquely identify a variety of objects (i.e., merchandise, people, and assets), it doesn’t 
need line-of-sight scanning as it uses waves. RFID uses serial number to identify the 
objects with its full information; it stores the object on a microchip that is connected to 
an antenna (this combination called tags). [1] 
 

2.2 RFID ENVIRONMENT 
 
RFID environment consists of the following components as shown in Figure 1: [1] 
 

 
 

Figure 1.  RFID System Components 
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1. RFID Tags 

 
  There are two main kinds of RFID Tags: [1] • Passive Tags • Active Tags which have larger memories up to 128 KB.[20] 
 
2. RFID Reader 

3. RFID Middleware 

4. Electronic Product Code (EPC): A unique code for objects stored in RFID tags 
memory, matching the same functionality of barcode numbering scheme (UPC). 
This code is a 96-bit number as in Figure 2. 

 

  

Figure 2.  EPC Tags [21] 
 

2.3 HOW DOES RFID WORK? 

 
RFID tag store a unique identity code in its read-only or rewrites internal memory 
depending on type and application. The reader identifies the tag through the magnetic 
field frequencies. After authentication is done, the tag sends its unique serial and all 
information to the reader who, in turn, sends these data to the application side through 
middleware. The middleware is an interface between readers, tags, application and 
database. When tags send their identification to the reader and the system will match 
tags’ code with the corresponding data existing in the database.  The result determines if 
the next processing will be accepted or rejected as shown in Figure 3. [1] 
 

 
 

Figure 3.  RFID Communications 
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2.4 RFID LAYERS   COMMUNICATION 

 
It’s very important to understand the communication process between RFID components 
through the system. In order to do that, we should understand the OSI model for RFID 
system. 
 
The OSI model is the model that is responsible for data communication through the 
system; it consists of logical layers that define the requirements of communication 
between tag and reader. 

 
 

Figure 4.  RFID Layers Communication [4] 
 

3. RFID THREATS AND SECURITY ATTACKS 
 
With the widespread usage of RFID, the big challenges to RFID applications in- creased, 
therefore; security and privacy protection become important. RFID applications are 
exposed to different types of malicious attacks ranging from passive eavesdropping to 
active interference. In order to understand RFID attacks; it’s important to understand and 
summarize RFID weaknesses. This part explains and classifies the most important RFID 
attacks and their countermeasures. [4] 
 
RFID threats come in these main layers: physical, network transport, application, 
Multilayer layer and Strategic Layer, classified based on their (integrity, confidentiality, 
and availability) as shown in Table 1. [7] 
 

Table 1.  Major RFID Threats [4] 
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Tag 
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Attack  
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  Cloning    Denial of Service 

Attack  

  

  Impersonation    Cryptography 

Attacks  

  

  Traffic Analysis        
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4. RFID ATTACK CATEGORIZATION BY CIA 
 
There are many attacks on RFID systems and these attacks can be classified based on 
integrity, availability and confidentiality as shown in Table 2.   
 

Table 2.  RFID Attack Categorization by CIA 

 

5. RFID IMPACTS AND COUNTERMEASURES 
 
Institutions put the necessary measures for achieving security and privacy. Risk 
management is one of the best means of calculating the risk in order to develop the 
necessary countermeasures for the risk prevention. Risks are calculated by assessing the 
threats as well as their impact on the institution, vulnerability and the likelihood. Note 
that the impacts of threats are related to CIA principle. In this section, we will discuss 
the effects of each threat and the appropriate countermeasure for each. [2] 
 
It’s important to analyze threat countermeasures when the organization determines the 
threats. We have already checked some other papers and calculated the number of 
countermeasures for each threat in order to focus our research on the threats that do not 
have adequate countermeasures as shown in Table 3. [2] 
 
Reviewing the effects of RFID threats with CIA principle, we became able to determine 
which threat to focus on based on concerning relative importance of these threats for the 
institution. Depending on the results shown in Table 3, we chose cryptography attacks 
and focused on brute force attack due to the lack of its countermeasures. [2]    

 

6. CRYPTOGRAPHIC ATTCAKS 
 
In this attack, the attacker breaks these algorithms and tries to get the data that is 
stored in a tag. Brute force attack is mostly used in cryptography to break the 
encrypted algorithms. 
 

6.1 BRUTE-FORCE ATTACK 
 
Brute-force attack is an attack where software or tools are used to guess password and 
get access to sensitive data, in this attack, series of all possible passwords are sent in an 
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attempt to guess the used password and obtain access. To protect our data against this 
attack, the password used should be powerful enough. When the strength of password 
increased, it will take more time to guess it.  In addition to using a strong password, 
powerful encryption can be used at the same time to provide a very high level of security 
for your data. [10][13] 
 
There are many things to take into consideration in this kind of attack: a group of 
passwords to test, how fast the hacker can check whether potential passwords are valid or 
not, how long  it would take the hacker to break the password as well as the possible rate of 
success for breaking a specific password.[11] 
 
The feasibility of brute force relies on the domain of input characters of the password 
and the length of the password. Table 4 shows the number of possible passwords for a 
given password length and character set, as well as how long it would take to crack 
passwords of that type.[12] 
 
When we create the password we use the following collections: 
 
Numbers (0 to 9); that leaves us with 10 numbers. Characters (A-Z or a-z); 26 for 
upper-case letters and 26 for lower-case letters, so that the total is 52. Special 
Symbols (! @,., #, $, %, ̂, & , and more) that are about 32.  

 

The formula used to count the number of combinations to try is: Total 

Combinations = Possible character password length 

 

Table 4.  RFID Cracking Time 
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7. RELATED WORK 
 
The authors in paper [5] proposed an algorithm to ensure the security of authentication 
between RFID tag and reader without the need to use costly encryption techniques, and 
they are adopted in the design of the algorithm on matrix multiplication. 
 
The algorithm assumes that each tag and reader stores a square matrix, and each of 
them stores one matrix and the inverse of the matrix which exist in the other end 
of the same size. The tag and the reader share the key K. With the knowledge that 
the selected key and matrices are generated randomly by both the tag and the 
reader. [5][6] 
 
The algorithm description is shown in Figure 6. 

 
Figure 6.  Secure Tag Identification Algorithms [5] 

 

7.1 ALGORITHM LIMITATIONS 
 
The proposed algorithm uses a key and matrix of size 24 bytes which is fairly small, and 
makes it possible for a hacker to guess each of the key and the matrix using a brute force 
attack. Generating multiple keys in each phase and store these keys in RFID tags 
consume their resources taking in consideration the limitation in their memory. [5][6] 
 
The keys and matrices are generated randomly with small size and using brute-force 
techniques an intruder can easily guess these keys and matrices used in this algorithm. 
Data Security violates are strongly related to randomness. Weak random numbers 
and impairment in the authentication protocol allows any key of a cryptographic 
RFID to be found in a matter of seconds. [14] 
 
Given that random numbers are used to secure our information, it will come as no 
surprise that the performance and characteristics of random number generators have a 
robust impact on security. To put it simply, attackers don’t crack encryption, they rob 
or guess keys. Poor quality or insufficient quantities of random numbers have the 
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effect of creating that much easier, decreasing security to well below its designed level 
and making the overall system vulnerable. [15] 
 

8. CONTRIBUTION 
 
The algorithm used in paper [5] was taken and improved in this paper because it does 
not meet the security requirements necessary for the process of encryption between 
RFID tag and reader due to the use of weak key and matrices; which are small in size 
and lacks complexity giving by this a possibility for hackers to guess passwords and 
matrices using brute-force attack. 
 
Thus, the idea here is to improve the previous algorithm by generating strong passwords 
according to the best practices so that they would be unbreakable and integrated into the 
former algorithm in order to increase its strength against brute-force attack. 
 
The resilience of a password against brute-force attack can be determined based on 
three parameters cardinality, length, and entropy. The current minimum key length 
used in the previous algorithm is eight characters, so it should equal 32 characters or 
more. 
 
And as an example by choosing a cardinality of 92 constructed as in Figure 7, and by 
using a password of 8 characters long, we calculated the entropy using equation 
number (1), and got a result of 52.4 bits entropy. This entropy measures the number of 
guesses the hacker need to break a password using a brute-force attack as follows: [17] 
[19] 

Entropy =                                            (1) 

 

 
Where C is cardinality and L is password length. 
 

8.1 WHAT MAKES FOR A SECURE RANDOM GENERATOR? 

 
One of the important parameters to explore is entropy density. Entropy is a measure of 
the randomness of data. For a given throughput, lower entropy might result in keys that 
are less random, making them more vulnerable to hacking. [15] 
 

8.2 ADDRESSING BRUTE-FORCE ATTACK USING STRONG PASSWORD 

 
One of the effective methods to resist the brute-force attack is to use a strong password 
policy by reviewing the previous algorithm criticized earlier for using a randomly 
generated key and lacking strength. Strong passwords which are long and consist of 
symbols and letters help overcoming brute force attack.  [16][6] 
 
As there is no precise description of strong password, there are some rules to follow in 
order to ensure generating a strong password that can resist brute-force: 
 • Passwords must consist of twelve characters at least. • Passwords should have both capital and small letters. 



International Journal of Network Security & Its Applications (IJNSA) Vol.8, No.5, September 2016 

27 

• Passwords must contain numeric characters. • Passwords should include punctuation. 
 

One of the methods used to resist brute-force attack is to delay it by increasing the 
number of failed attempts to break the password, with this delay we can have indications 
of an attack and, therefore; take the necessary measures to resist it. [16] 
 

8.3 PASSWORD ENTROPY 

 
Entropy is a quality indicator for passwords and high entropy can give a better quality. 
The entropy only establishes the boundary for the amount of guesses needed to crack the 
password. Thus we can estimate the number of attempts used by a hacker to guess the 
password. [17][19] 
 
The entropy bits of a password measured in bits is: • The base-2 logarithm of number of estimation to find the password. • On average, an assailant should try half of potential passwords before finding the 

correct one. 
 

For example a password that consists of 8 characters with upper and lowercase 
characters and numbers are given in the following equation: 
 

E =  

 
By using this formula it’s evident that increasing the length is more important than increasing 
the cardinality of a password. If we use the formula to test this by using the two 
passwords:”A13F=; 54d!” and”IhaveAOldHorse123”. The first password, if we use Table 5, 
will have a cardinality of 92 and a length of 10, while the other password has a cardinality of 
62 and a length of 17. 
 

8.4 PASSWORD CARDINALITY 

 
Entropy will show the passwords variation expressed as bits. It’s calculated by a formula 
provided by Shannon (1948). Where C stands for the password cardinality which is the 
amount of different elements in a set by using the values in Table 5 for the cardinality 
and L stand for the length of the password and the formula is: [19] 
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Table 5.  Cardinality 

  

 
 
 
 
 
 

Figure 7.  Cardinality Values [26] 
 

8.5 MEASURING THE STRENGTH OF PASSWORDS 

 
Measuring the strength of password is one of the important means to ensure the security 
of passwords. Current means used to measure the strength of passwords do not provide 
sufficient accuracy due to applying simple rules. Based on what has been explained 
earlier, we have proposed a new way to measure the strength of passwords with high 
accuracy using Marko-models. [18][23] 
 
There are many algorithms and websites that evaluate the strength of passwords but 
they are weak due to following simple rules such as requiring to use small and capital 
letters and symbols which lead to the generation of weak passwords. [18][23] 
 
Entropy is one of the important measures used to measure the strength of passwords and 
evaluate their resistance against brute-force attack. It assesses the strength of password 
and it is approved by the National Institute of Standards and Technology (NIST). [23] 
 
Strength of passwords can be defined with the extent of necessary power needed to guess 
and break passwords, thus; it is necessary to increase the strength of passwords in order 
to increase the time needed to break them and reduce the possibility of being guessed at 
all. From here we can define the entropy as the average number of possible passwords to 
guess in order to reach the correct password. [18][23] 
 
A password checker function f(x) can be defined as follows: [18][23] 

                              

    f(x) =                                                           (2) 

UC + LC + D + S = 26+26+10+30 = 92 
UC + LC + D = 26+ 26 + 10 = 62 
UC + LC + S = 26 + 26 + 30 = 82 
UC + D + S = 26 + 26 + 30 = 66 

.....  and so on 



International Journal of Network Security & Its Applications (IJNSA) Vol.8, No.5, September 2016 

29 

Where P(x) is the probabilities. 
 
Through this equation we can classify the password as”optimal” as the password has the 
same order both when using this equation and an optimal password guessing attack. 
Consequently we can classify the strength of passwords based on the time necessary to 
guess the password. [23] 
 
Comparing the results to the extent of password strength through the use of three 
important sites to guess passwords which are: NIST, Google and Microsoft password 
checkers. With the knowledge that each of these sites has its specific methodology to 
assess the strength of passwords as shown in Table 6. [23] 
Guessing is one of the standards used to determine the strength of the passwords by 
setting the time needed to break the passwords and recognize them. They assess the 
strength of passwords through computing the probabilities necessary to guess the a 
particular password then comparing the results with the previously mentioned password 
checker web sites, as shown in Table 6. [23] 
 

Table 6.  A Short List of Passwords as Scored by our Markov-Model [18] 
 

Password Ideal Markov NIST MS Google 

password 9.09 9.25 21 1 1 

password1 11.52 11.83 22.5 2 1 

Password1 16.15 17.08 28.5 3 1 

P4ssw0rd 22.37 21.67 27 3 1 

naeemha 21.96 28.42 19.5 1 0 

dkriouh N/A 42.64 19.5 1 0 

2GWapWis N/A 63.67 21 3 4 

Wp8E&NCc N/A 67.15 27 3 4 
 

 

 

8.6  ESTIMATING PASSWORD PROBABILITIES WITH MARKOV MODELS 
 
Markov models proved its strength in the field of information security in general and 
password security in particular. [24] 
 

The power of Markov models based on the extent of the accuracy of calculation of 
guessing passwords depending on well-known password corpus and generating 
an n-gram used to calculate the probabilities of new generated passwords. This 
helps us access to the most accurate results in the evaluation of of these models 
strength in guessing passwords depending on a large database of frequently used 
passwords. [24] 
 
For example, suppose that we have D, E, and F. If training data shows that D is the most 
probably starting character, E is the character most likely to follow D, and F is the 
character most likely to follow E, then the first guess will be DEF. If the next-most-
probable character to follow E is D, the second guess will be DED, and so on. [22] 
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Goal: Guess passwords and estimate the password probabilities from real password data 
(e.g. RockYou list). Several very large password datasets have been made publicly 
available through leaks: the Rockyou dataset, which contains a set of 32 million 
passwords. [18] 
 
Markov assumption: these subjunctive probabilities can be approximated by a short 
history, e.g., for 3-grams (history 2): 
 

P(password) = P(pa).P(s/pa).P(s/as).P(w/ss).P(d/sw) 

 

8.7  ESTIMATING PASSWORD PROBABILITIES WITH MARKOV MODELS 
 
By using the n-gram used by Markov-model, the likelihood of the following character in 
a string based on a prefix of length n. Hence for a given string c1,...,cm we can write: 
[24] 

 
P(c1,. . .,cm) = (ci|ci-n+1,…,ci-1)                                                           (3) 

 
In n-gram we generate the counts of count(x1,..., xn), and the conditional probabilities 
can be computed as follows: [18] 
 

P(ci|ci-n+1,..,ci-1)=count(ci-n+1,…,ci-1,ci) /  count(ci-n+1,..,ci-1,ci)                  (4) 

 

n-gram database 

Password Count 

aaaaa 17988 

aaaab 340 

aaaac 303 

…..   

passa 1129 

passb 225 

…..   

passw 97963 

…..   

zzzzz 0 
 

Figure 8.  Conditional Probability Examples 

 
For instance: To compute the probability of the (password) with n = 5 is calculated as 
shown below:  P(password) = P(p)P(a/p)P(s/pa).  .  . P(d/swor) 

p(o/assw) = count(asswo)/count(assw) = 98450/101485 = 0.97.  

 

 
p(w/pass) =  count(passw)/count(pass*) = 97963/114218  

0.86. 
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And the probability is: P(password) = 0.0016, where the result of (password) from 
RockYou database is 0.0018. [18] 
 
And familiarized them with Table 6 compared to the results to guess passwords using 
Markov model compared to the results from other famous password databases and 
deduce from the table over the accuracy of the results using Markov model. [23][24]         

8.8  PROPOSED WORK AND DISCUSSION 

 
Our proposed algorithm checks the strength of generated random password based on 
these parameters: length, entropy and cardinality and on an additional level of security 
using Markov model which measures password strength by calculating the “guess 
probability” (GP) for the password. Through this algorithm, we can put weak passwords 
in a black list to easily ignore them when created another time without repeating the 
previous calculations and this will save time. 
 
Using a password of 8 characters long and a composite password which includes 
symbols, numbers,... etc. Let us suppose that the value of cardinality is 92, and by 
applying the entropy equation, we got a final result 52.4, and according to the 
password standards we note that short passwords can be guessed easily and thus it is 
necessary to increase the length of the password to be more than 32 characters 
according to RFID tag features and the password should be as complex as possible. 
 
In our algorithm, we proposed a password with a length of 32 characters and an 
optimal password cardinality with a score of 92 and by applying the entropy equation 
we got a result 208.7, so that our conditions will be password length >=32, 
cardinality>=92, entropy >=208.7 and the “guess probability” (GP) should be over a 
specific threshold. The resulting score indicates the strength of generated passwords, if it 
is classified as weak passwords   we put it in a black list to be ignored next time 
before check and we regenerate another password, while if it is classified as strong 
password we accept it. 
 
Our proposed algorithm checks the strength of the generated password as shown in 
Figure 9. In our system we chooses an active tag and the reader generates a password 
based on our proposed algorithm which generates a password bigger than or equal to 
32 bit and check if the password doesn’t exist in the black list, it computes the 
cardinality depending on the structure of generated password. After that, the 
algorithm computes the entropy which is a measurement to estimate the strength of 
password to resist brute-force attack based on the value of cardinality and the length 
of generated password, then the algorithm computes the probability based on Markova 
model which indicates the strength of generated passwords, the proposed algorithm 
should be greater than a specific threshold. Finally, by aggregating the two results 
(entropy and guess probability) the final result shows the strength of password: If it is 
strong it will be used in the authentication process. If not, the algorithm will add it to 
a blacklist and regenerates a new password. 
 
In order to aggregating the two results (entropy and guess probability), we suggest to use 
Mamdani Fuzzy logic model. This can be done by applying two-input one-output model 
which takes (entropy and guess probability) as input while the output will be the 
prediction result for their composition. In fuzzy logic, we classify the inputs into 
membership functions classified to (LOW, MEDIUM, HIGH) and the outputs can be 
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classified as (LOW, MEDIUM, HIGH) and through defuzzification, this model gives us a 
crisp values which determines the strength of password as shown in Figure 13. [25][26] 
We also proposed a mechanism to fill the matrix based on Electronic Product Code 
(EPC), which contains a decimal and a hexadecimal code. In order to fill the matrix, we 
used the object class part and the serial number part and excluded zeros from both of 
them. Then converted the hexadecimal numbers to decimal format and filled all the 
decimal numbers to the matrix as shown in Figure 10. 

 
Figure 9.  Proposed Algorithm 

 

 
 

Figure 10.  Proposed Mechanism to Fill the   Matrix 
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8.9  ALGORITHM DESCRIPTION 

 
Our enhanced algorithm enhances the security issues of the authentication process 
between RFID tag and reader. This algorithm requires that both tag and reader store 
two square matrices and share a key K as follows: 

The tag: stores M1 and M 2−1, where M 2−1 is the inverses of M2. 

The reader: stores M2 and M 1−1, where M 1−1 is the inverses of M1. 
 
Database: stores information about the tags and each of the tags’ information was 
indexed with a unique number X which equals to the multiplication of K and M1 (KM1). 
 
The key K: is generated using our algorithm and a new key is generated for every 
identification session. 
 

The matrices: M1, M2, M 1−1, M 2−1, and the matrices are filled from EPC code as 
discussed before. 
 
In the previous algorithm, both of the matrices and the key are generated randomly 
which still can be guessed through a brute-force attack. In our algorithm, on the other 
hand, we used a new algorithm to generate a strong key and a mechanism that fills the 
matrix making it more complicated and difficult for a hacker to guess. 
 
The identification composes of two phases: 
 
First phase: Tag identification. It happens when the reader send a SYNC message to the 
tag and starts a session, the tag then replies with ACKN message which is X=KM1, note 
that each tag is indexed in the database with a unique number X. While the tag replies, a 
timer starts, and when the reader extradites a unique number X, it communicates with the 
database through middleware to get the tag’s information identified by X. 
 
Second phase: the reader authentication. In this phase the reader tries to authenticate 
itself to the tag and through this process it generates a new key using our algorithm and 
sends it back to the tag. While the reader makes new authentication, it generates a new 
key and instead to send the whole keys back to the tag and to save the tag resources, the 
reader uses XOR to get a small one key instead of all generated keys and multiply the 
Knew with the matrix M2. And to obtain a new key the reader uses Xnew such that 

Knew    XnewM 1−1. Then the reader sends both Y and Z resulting from the 
multiplication of the new key with M2 to the tag which accepts and stores the new 
key in their memory to be used in a new identification and authentication phases, and 
at this time the tag stops the timer and the tag and so on. 
 
In case of failure of the reader to be authenticated to the tag, the tag will stop the 
connection until reset and it can create one authentication at a session time. 
The proposed algorithm is shown in Figure 11 and Figure 12. 
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 Figure 11.  Propose Model for Secure Tag Identification Algorithm 

 

Figure 12.  Proposed Secure Tag Identification Algorithm 
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Figure 13.  Mamdani Fuzzy Logic Model to Measure Password Strength 

 

9. CONCLUSION AND FUTURE WORK 
 
It can be positively concluded that our algorithm ensures RFID authentication 
security against brute-force attack. The algorithm prevents generated passwords that 
fail even a single condition. In order to be accepted, a password should pass all 
conditions of length, cardinality, and entropy and Markov probability. Our future 
work will be on the implementation part of the proposed algorithm by analyzing the 
results and comparing them with such algorithms. 
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Table 3.  RFID Threats and Countermeasures for all Layers 
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