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ABSTRACT

VolIP (Voice over Internet Protocol) is used for peer-to-peer or multi-points communications. SRTP (Secure
Real-Time protocol) is used for peer-to-peer communications which are no longer suitable when you want
to do multi-point of VolP. SRTP uses DH (Diffie Hellman) for key exchange but does not make the
certification. This means that SRTP does not guarantee non-repudiation service and presents security
vulnerabilities during exchanges of keys. In this work, we propose ECMSRTP (Elliptic curve Multi-point
Secure Real Time Protocol) which is a new VoIP security protocol for multi-point communications. It uses
the certification mechanism, ensures non-repudiation and makes encryption using El-Gamal based on
elliptic curves. Performance analysis shows that this new protocol has a latency time better than SRTP. It
has a complexity of 0O(n?) for key exchange against O(n¥™") for SRTP, O(n?) for encryption against O(2")
for SRTP and O(¥™) for signature against O(n?) for SRTP.
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1. INTRODUCTION

VolIP being the transmission of voice over IP (Internet Protocol) networks, is an architecture
which currently brings remarkable success due to its advantageous cost. Some authors, such as C.
Baillet [3], R. Bouzaida [7], G. Pujolle [27] [25], mention that many enterprises are interested in
this technology and that by 2020, almost all enterprises will use VolIP in their environments.
However, the interconnection of the telephony and the IP network brings the risks of the IP
network towards a network which was protected because it (telephony) is closed to computer
science [3], [14], [19], [21], [30]. It is within this scope that the authors of the reference’s
document RFC3711 (Describing SRTP [5]) were able to identify several threats and
vulnerabilities. In this way, we can realize that the security problem of VoIP can come from the
different levels of the TCP/IP (Transmission Control Protocol / Internet Protocol) protocol stack.
The threats being thus very wide, it is therefore important to be able to apply security services.
Thus, in the literature, several security solutions have been proposed depending on the objectives.
So, we can have for example the security provided to the network layer like IPSec (Internet
Protocol Security) [30] ; to the transport layer like TLS (Transport Layer Security) [11] ; to the
application layer like SIPS [8] for Signalization, SRTP and SRTCP (Secure Real-Time Control
Protocol) [5] for the transport and control of real-time’s data. For all these security solutions, the
most important are those which are applied to the application layer more precisely to the transport
protocol of real-time data such as specified by most authors ([22], [3], [4], [12], [14], [23], [5])
who have worked in the field of the VoIP’s security. Indeed, for these authors, the security
provided to the transport protocol of the real-time data is the best adapted because even if we
have an IP network where all of the layers of the TCP /IP protocol stack are not Well-secured,
voice data should not be easily decipherable in a polynomial time. In this way, we can say that the
best solution for the VoIP’s security is the profile of RTP: the SRTP. Indeed, described in
RFC3711 (reference document), the SRTP protocol is the security solution of the transport
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protocol of the voice data which is the most used in practice. So, the SRTP uses the AES
(Advanced Encryption Standard) algorithm ([6], [9], [13], [16], [18], [24]) for encryption; the
HMAC-SHA-1 (Hash message authentication code - Secure Hash Algorithm 1) algorithm [26]
for authentication and the Diffie Hellman (DH) protocol for key exchange [2]. However, this
protocol still has several shortcomings, in particular: the key exchange problem imposed by AES,
the non-repudiation service which is not well-guaranteed due to the certification system which
isn’t used, and in addition, this protocol is not suitable for multi-point communications[28]. In
this work, we propose a protocol for the security of VoIP architecture especially to the application
layer: the security of RTP using cryptosystems based on elliptic curves [10], [15], [17], [20], [31],
[34] which we call ECMSRTP for Elliptic Curve Multi-point Secure RTP.

The rest of this article is organized as follows : Section 2 presents the importance of the used of
El-Gamal cryptosystem and a signature algorithm based on elliptic curves for VolP; Section 3
presents what has been done in terms of security of VoIP especially the security of RTP while
insisting to the limits of those solutions ; Section 4 presents the ECMSRTP (the new secure RTP)
; Section 5 gives the complexity analysis and the proof of safety is shown in Section 6 ; Section 7
studies performance compared to SRTP.

2. IMPORTANCE OF USING THE EL-GAMAL CRYPTOSYSTEM AND A
SIGNATURE ALGORITHM BASED ON ELLIPTIC CURVES FOR VOIP

Encryption using elliptic curves has advantages over other encryption techniques: the level of
security is greater and the keys used are shorter [33]. However, since the theoretical
developments on elliptic curves are relatively recent, the resolution of the discrete logarithm
problem may still be possible. But, the implementation of a good scalar multiplication mechanism
of the points of these curves can solve the problem. For our architecture, in order to propose a
solution which respects the conditions and objectives, it is important to use an encryption
algorithm that uses fewer keys and less computing time. EI-Gamal based on elliptic curves is,
therefore, better suited for the encryption of VolP flows. In addition, it is also important that the
certification authority uses a signature algorithm based on elliptic curves [15].

3. VoIP’s SECURITY REVIEW

Since the VolP architecture requires a limited number of speakers (only participants of a
communication at a given time), it is necessary to bring out the security policy. In the literature,
several VolIP security solutions have been proposed. This is how we can observe that the security
is provided at different levels of the TCP / IP protocol stack. However, the most important is the
one made at the application layer, so we present in this section the SRTP protocol described in the
reference document RFC3711[5]. We will give firstly the generalities of VVolIP.

3.1. GENERALITIES ON THE VOIP

The Voice over IP is a technique that enables to communicate by voice over IP-compatible
networks, whether it is private or Internet network, wired cable/ADSL/Optical) or not (Satellite,
Wi-Fi, GSM ...). This architecture has a very high time constraint and uses three types of
protocols: real-time transport protocols, signalling protocols and the TCP/IP protocols stack.The
VolP architecture inherits to all known faults and vulnerabilities of the IP network. According to
[19], [14], [3], the vulnerabilities can appear in the various steps of the VolIP infrastructure
lifecycle. This is the reason why several types of attacks have been carried out today. In the same
way that there are attacks, there are also solutions like SRTP.
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3.2. THE SRTP PrRoTOCOL (DESCRIBED IN [5])

3.2.1. THE SECURITY CONSTRAINTS OF SRTP

To maintain the objectives of the real-time protocols, a good security policy must be applied.

Thus, AES (Advanced Encryption Standard) is used for encryption and HMAC-SHA-1 for
authentication.

3.2.2. THE SECURITY OF SRTP
3.2.2.1. THE OBJECTIVES AND CHARACTERISTICS OF SRTP

The main objective of SRTP is to provide at the same time: the confidentiality of RTP data,
integrity, the RTP packet authentication, and replay protection.

SRTP represents an RTP profile and must be implemented without any RTP modification. Figure
1 shows the format of the SRTP packet.
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Figure 1: Format of the SRTP package [5]

The MKI fields and the authentication label are added to the end of the package:

o MKI (Master Key Identifier): this identifier allows to locate the master key from which the
session key was generated.

o The authentication tag: the validation of the integrity whose sequence number avoids replay;
the encryption is always performed prior to the creation of the authentication tag; the MKI is
not protected because it does not provide additional protection.

SRTP authentication mechanisms are not mandatory, but all implementations should be used in
order to ensure the integrity.

3.2.2.2. THE KEY EXCHANGE MECHANISM

To exchange the keys, SRTP uses non-RTP means like SIP [29] and the MKI must be used to

synchronize the modification of master key. To do this, the Diffie-Hellman key exchange
protocol based on the elliptic curves is used [32].

3.2.3. ANALYSIS OF THE SRTP’S COMPLEXITY

The analyzing of SRTP protocol amounts to analyze the three of cryptographic protocols used by
SRTP: DH key exchange, AES encryption and HMAC-SHA-1 signature.
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Complexity of DH on curves: The complexity of this algorithm was evaluated by Mustapha
Hedabou in [15] and is O(‘\"”). That gives O(*v"ﬂ) for n participants.

Complexity of the AES encryption protocol: The complexity of this algorithm was evaluated
by C. Paar et J. Pelzl in [26] and gives O(2"), n Being the size of the key.

Complexity of HMAC-SHA-1: The complexity of this algorithm was evaluated by C. Paar et J.
Pelzl in [26] and is O(2"), n being the size of the key.

Although this RTP’s security solution respects the real-time constraints and especially that it is
well secured, it nevertheless encounters some weaknesses.

3.2.4. THE WEAKNESSES OF THE SRTP PROTOCOL

It will not be a question here to show the weaknesses of the VoIP architecture in general; But
rather to present the weaknesses of the RFC3711°s reference document [5] describing the SRTP
protocol. So, we may have many weaknesses:

- Only one key (master key) is used for encryption. Thus, the compromise of the key by one of
the hosts obviously leads to the suppression of the confidentiality of the entire conversation.

- The key exchange method used is DH. However, this type of exchange is possible only with
point-to-point scenarios. Indeed, with this solution, it seems difficult to share the same secret
with several hosts. For other scenarios (Point-to-Multipoint, Multipoint to Multipoint) as
explained in [5], public-key cryptography is preferred. This makes architecture complex.

- In addition, if DH does not use the certificate system, which is the most recurring case of this
architecture, the secret’s key should be found by MITM (Man In the Middle) attacker
- The non-repudiation service is not well guaranteed.

Since the SRTP protocol has many security problems, it is therefore important to propose a new
RTP security protocol. In fact, since this architecture requires very high constraints, it will be
necessary to propose a more adapted solution than the one described in the reference document
RFC3711 while respecting the constraints imposed by this architecture.

4. PRESENTATION OF ECMSRTP PROTOCOL

In this section, we propose a new RTP security protocol. We call this protocol the ECMSRTP:
Elliptic Curve Multipoint Secure RTP.

4.1. OBJECTIVES, CHARACTERISTICS AND CONSTRAINTS OF ECMSRTP

The main objective of ECMSRTP is to provide the same security services as SRTP plus non-
repudiation. It is therefore characterized by the addition of the EKI (Encryption Key Identifier)
fields and the certification label as shown in figure 2 below.
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Figure 2: ECMSRTP’s package format
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The fields which are added are the EKI and the certification label:
o EKI (Encryption Key Identifier): Allows locating the public encryption key.

e The certification label: Validation of integrity whose sequence number avoids replay;
Encryption is always performed before the creation of certification label; The EKI field is
not protected because it does not provide additional protection.

Concerning the constraints, by comparing the security algorithms, we realize that private key
cryptosystems are to be avoided because AES (which is the most suitable private key
cryptosystem for SRTP protocol) has several weaknesses. In order to respect the constraints of the
RTP, those based on the elliptic curves are better adapted because their computation time is short
and in addition, their key is small which is good for the memory occupation (their keys are
between 160 and 512 bits).

4.2. PRESENTATION OF THE ECMSRTP PrOTOCOL
4.2.1. CRYPTOGRAPHIC TRANSFORMATION

In order that the ECMSRTP protocol will be well secured and the time constraints will be well
established, SRTP will undergo the following cryptographic transformations (see figure 3):

Cenifiearion Cernification

Figure 3. Process step of the ECMSRTP

- Encryption: ECMSRTP uses the El-Gamal algorithm on elliptic curves instead of AES
used by SRTP.

- Certification: ECMSRTP uses a signature algorithm based on elliptic curves in place of
the HMAC-SHAL algorithm used by SRTP (to be used by the Certification Authority).

It should be noted that the EMSRTP certification mechanisms are not mandatory, but all
implementations should use them to ensure integrity, authentication and non-repudiation.

4.2.2. CRYPTOGRAPHIC CONTEXT
4.2.2.1. CONTEXT

The cryptographic context allows the sharing of information about security between the ends of

the communication. For the ECMSRTP, the parameters of the cryptographic context will be:

o Keys: We will use a pair of key for encryption and a pair of key for certification; and this will
be done in a non-RTP context.

e An index (i) calculating from the overflow counter, ROC (Roll-Over Counter) : an unsigned
32 bit integer that count and save how many times the 16 bits RTP sequence number has been
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reset after passing through 65 535 and the sequence number (SEQ) that ECMSRTP extracts
from the RTP packet header. We define the ECMSRTP index corresponding to a certain ROC
and RTP sequence number, which is defined as being the quantity of 48 bits : i = 2%« ROC
+ SEQ.

¢ An identifier for the encryption algorithm

¢ An identifier for the algorithm used to certify the message

o A list of replay, maintained by the receiver only (to ensure authentication and protection
against replay data) containing the index of packages for ECMSRTP recently received and
certified

e Non-negative integers ne, and nc, Which determine the length of encryption keys, and message
certification.

e An EKI flag (0/1) to know if the EKI field is present in the ECMSRTP packets

e The value of EKI if it is present

e The {From, To} value, that precise the lifetime of keys, expressed in terms of two index
values of 48 bits within the key validity ranges (including the endpoints of the range). {From,
To} is an alternative solution to the EKI and assumes that the public keys are in bijective
correspondence with the private keys for the security of RTP on which is defined the range
{From, To}.

4.2.2.2. TRANSPOSITION OF SECURE RTP PACKETS INTO CRYPTOGRAPHIC CONTEXTS

It is recalled that an RTP session is defined for each participant [RFC3550] by a pair of
destination addresses (a network address plus a transport address or port for RTP) and a media
session is defined as a collection of RTP sessions. For example, a particular multimedia session
includes RTP audio session, RTP video session, and RTP text session. A cryptographic context
must be uniquely identified by the context identifier triplet:

Context ID = {SSRC, Destination network address, Destination transport access number}.

Where the destination network address and the destination transport access are those that are in
the secure RTP packet. It is assumed that when we present him this information, key management
returns a context with the information described in paragraph 1V.2.2.1. If no valid context can be
found for a packet corresponding to a certain context identifier, the packet must be discarded.

4.2.3. ALGORITHM OF A PACKET’S TREATMENT

The following way is applied to the new form of RTP security. Assuming that the initialization of
the cryptographic context(s) took place via key management. Thus, we consider that a protocol
outside RTP (for example SIP) allowed the receiver to generate its keys and at the same time to
publish the set consisting of its public key. The issuer will, therefore, need to do the following to
build an ECMSRTP package:

1. Determine which cryptographic context is used.

2. Determine the index of the ECMSRTP packet using the ROC, the sequence number in the
cryptographic context, and the RTP sequence number.
3. Obtain the receiver’s public key.

4. Encrypt the RTP payload to produce the encrypted portion of the packet. This step uses the
encryption algorithm specified in the cryptographic context.

5. If the EKI flag is set to one, Add the EKI to the packet.
6. Negotiate the certification key with the certification authority (CA)

7. Calculate the certification label of the package. This step uses the flag of the algorithm used for
certification specified in the cryptographic context, and the public certification key issued by the
CA. Add the certification label to the package.
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8. If necessary, update the ROC, using the index determined in step 2.

To verify the certification and decrypt the ECMSRTP, the receiver must do:

1. Determine which cryptographic context to use.

2. Apply the algorithm using the ROC and the sequence number in the cryptographic context with
the sequence number to obtain the index of ECMSRTP.

3. Obtain the public certification key

4. To certify the message and the protection against replay, first, check if the packet has been
repeated using the list of replay and the index as determined in step 2. If the packet is deemed
repeated, it must be discarded, and the event should be recorded. Then, perform the certification
label verification, using the public certification key from step 3. If the result is "FAILURE OF
CERTIFICATION" the packet must be eliminated from the rest of the processing and the event
must be recorded.

5. From the index calculated in step 2, determine the private key corresponding to the public key
used for the encryption. If the EKI flag in the context is set to one, use the EKI to determine the
private decryption key.

6. Decrypt the encrypted portion of the packet using the decryption algorithm indicated in the
cryptographic context, the private encryption key.

7. Update the ROC and the sequence number in the cryptographic context. If repeat protection is
provided, also update the list of replay.

8. If present, remove the EKI and Certification Label fields from the package.

4.2.4. INDEX DETERMINATION AND KEY MANAGEMENT

Note that the management of keys is concerned by a protocol except RTP like SIP for example.
But, in this subsection, we will discuss how the keys are managed. For predefined
transformations, A index i is used in protection against replay, in encryption, and in message
certification. When the session begins, the transmitter must set the ROC to zero. Whenever the
sequence number RTP, SEQ, returns to zero modulo 26, the transmitter must increment ROC of
one modulo 2%, The index of the packet of the transmitter is then defined by i=2+*ROC+SEQ.
With this index, you can manage the different keys. Indeed, as we are in a security context, the
same key pair must not be used to encrypt all messages. To manage this key set, an EKI identifier
must be added to each encrypted message in order to identify each key pair. To thus identify an
El-Gamal encryption key pair, it is, first of all, transformed the points P and B of the public key
into an integer modulo 2% then, the index i calculated is added: We will, therefore, have EKI =
(B+P +i)mod2%, If the CA uses a signature algorithm based on the number. In the case where it is
a signature algorithm based on the elliptic curves that are used, the index is instead transformed
into a point: EKI = (B + P + i). From this, we can find the key pair used. An important particular
case is that of wireless communication systems, in which the band is a scarce and costly resource.
Therefore, we will simply use the {From, To}.

4.2.5. REASONS FOR THE APPLICATION OF SOME DISPOSITIONS OF ECMSRTP

We explain here the reasons behind several important features of ECMSRTP.

4.2.5.1. Keys generation

The generation of several encryption keys prevents an attacker from obtaining large quantities of
encrypted texts produced by a single fixed encryption key. Indeed, if the attacker was able to
collect a large amount of encrypted text for a certain encryption key, this could help him mount
some attacks [32], [5].
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Generating multiple keys to encrypt a communication provides forward and backward security in
that a compromised session key does not compromise the other encryption keys generated.

4.2.5.2. CHANGING KEY

The recommended way for a particular key management system to provide the key change within
the ECMSRTP protocol is by associating an encryption key in a cryptographic context to an EKI.
This allows easy rendering of the encryption and decryption key of the receiver but has the
disadvantage of adding additional bits to each packet. Note that some wireless links do not load
added bits, so the ECMSRTP also defines a more economical way of triggering the key change
via the use of {From, To}, Which works in simple specific scenarios.

4.2.5.3. CERTIFICATION

As shown in Figure 2, the certification label is RECOMMENDED in the new Secure RTP.
Indeed, encrypting of the message guarantees only confidentiality. But, Non-repudiation,
integrity, authentication and protection against replay are only guaranteed by a certification
system which, moreover, preserves us from certain attacks such as the attack of the man in the
middle for example.

4.2.5.4. ENCRYPTION

With AES, we were only doing point-to-point. However, with EI-Gamal, the multipoint is now
possible. Indeed, with the publication of the keys imposed by ElI-Gamal, several receivers will be
able to obtain encrypted messages coming from one or more transmitters at a time and vice versa.

5. COMPLEXITY ANALYSIS OF ECMSRTP

The ECMSRTP protocol uses three types of algorithms: key generation, encryption and
certification. To analyze the complexity of this protocol we will simply have to evaluate the
complexity of each algorithm used.

5.1. ANALYSIS OF COMPLEXITY OF THE KEY EXCHANGE ALGORITHM

The complexity of a key exchange protocol or algorithm computes at two levels: at the cost of
communication and at the cost of computation.

5.1.1. ANALYSIS OF COST INTO COMMUNICATION

The number of laps: The protocol runs in one round because each participant broadcasts only
one Information to the CA which in turn broadcasts the information to the entire group.

The number of broadcasts: For a set of n participants in the protocol, there are n broadcasts
because the participants broadcast each of them a message to the CA, which in turn redisplays the
messages to all the participants. This makes a total of n + n = 2n diffusions. The cost will be O(n).

Messages sent by participant: A given participant sends his / her public key to the CA, which
rebroadcasts it to the (n-1) other participants plus one feedback of the participant. Which give (n-
1) + 1 = n messages for a cost of O(n).

Total messages exchanged L= 111 Messages because each participant sends n messages. From
where we have Zi=11= n(Ez 11y =« n = n? € O(M?) Exchanged messages.

5.1.2. CALCULATION COST ANALYSIS

The only basic operation performed here is the scalar multiplication operation.

Scalar multiplication: The N participants choose each of them during the generation keys at a

time t; given, one generator P of the curve. Each of them computes kiP. Now, according to the

scalar multiplication algorithm, if n is the number of bits for each secret k; Belonging to a given
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participant, we will have a complexity of 1,86n. Thus, at every moment ti, each participant will
have a Somplexity of 1,86n. If, therefore, at the end of the communication, we have_done T =
Lioa(t) (with T=ti+ o+t + .. + ) time, we will have: Zi=1ti * 1.86n) = 1 ggndiizy(ts) =
(1.86n)T scalar multiplication by a given participant.

5.2. ANALYSIS OF COMPLEXITY OF THE ENCRYPTION ALGORITHM

In the ECMSRTP protocol, we use the EI-Gamal algorithm based on elliptic curves to manage the
confidentiality of the data. However, this algorithm has two levels of execution: encryption for
the sender and decryption for the receiver. Therefore, we will evaluate the cost calculation of each
basic operation of each execution level. We will at first evaluate the complexity of the encryption
before evaluating the complexity of the decryption.

5.2.1. ANALYSIS OF ENCRYPTION COMPLEXITY

The basic operations performed here are: the scalar multiplication, the point addition and the
transformation message into point operation.

Transformation of Message into Point: Each participant starts by transforming each message
into a paint on the curve. Thus, since each transformation has a complexity of logzss(q), we will

have Z-i=1t082s6(a) (with g a prime number of the field IFq) transformations of the message
into a point for the n participants. This give 2 ;= (logase(a)) (10g256(0))2i=1(1) = n(logass())-
Either a complexity of O(nlogzss(q)).

Scalar multiplication: As soon as the n participants publish their public key, the issuer who

wishes to encrypt the message must do kixP for each participant. Meaning that for the N
participants the sender must do:

TNK, « P) =% H1.86n) = 1.86n(% 55t 1) = (N-1)(1.86n).

Addition of points: An addition has a cost of 12M + 2S = 14M with M for multiplication and S
foql__ellevation to power, Similarly, the sender will do 14M for each participant. Meaning that
Yi=1 1M = 14M@i=1 1y = (N-1)(14M) for the N participants.

5.2.2. ANALYSIS OF DECRYPTION COMPLEXITY

The only basic operation performed in the EI-Gamal decoding algorithm is the addition of points
of an elliptic curve. Using the same point addition principle of the encryption algorithm, the
sender will also obtain 14M. And for the N participants, it will get (N — 1)(14M).

5.3. ANALYSIS OF COMPLEXITY OF THE CERTIFICATION ALGORITHM

In practice, the certification authority uses a signature algorithm to certify the messages to be
sent. The complexity of the certification algorithm will thus depend on the signature algorithm
used by the certification authority set up. However, it is possible to say that the signature

algorithms based on the elliptic curves have a complexity of O(‘v}”).
6. PROOF OF SAFETY OF ECMSRTP

In this section, we start from some axioms to show that ECMSRTP guarantees confidentiality,
certification, integrity, authentication, non-repudiation and protection against replay.

Axiom 1: Encryption ensures confidentiality

Axiom 2: Certification guarantees integrity, authentication, non-repudiation, protection against
replay

Theorem 1: The ECMSRTP protocol ensures confidentiality.

Proof: Indeed, confidentiality is guaranteed through encryption of EI-Gamal [26].
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Theorem 2: The ECMSRTP protocol guarantees both integrity, protection against replay,
authentication and non-repudiation.

Proof: In fact, these security services are guaranteed through certification [26].

Corollary 1: The ECMSRTP protocol guarantees all the security services given in the main
objective.

Proof: Indeed, ECMSRTP guarantees confidentiality through encryption. It also guarantees other
security services through certification.

In addition to these security services, the ECMSRTP also respects:

The real-time constraints of the VolP architecture: by using elliptic curves because the
cryptosystems based on the elliptic curves are less intensive in computation time.

The constraints in limited resources of the VolP architecture: indeed, the size of the keys
used by the cryptosystems based on the elliptic curves has generally small sizes.

7. PERFORMANCE STUDY OF ECMSRTP VERSUS SRTP

By comparing the execution times of El-Gamal encryption on numbers and AES, Bhavana
Agrawal, Himani Agrawal et Monisha Mishra show in their work (described in [1]) that the EI-
Gamal encryption based on the numbers is faster than AES. Moreover, according to the Mustapha
Hedabou work in [15], cryptosystems based on elliptic curves are faster than those based on
numbers.

Another remark to observe here would be that:

= SRTP execution time = Secret Key Exchange Time + AES encryption time +
Authentication Time of HMAC-SHA-1

= ECMSRTP execution time = Public Key Publishing Time + EI-Gamal based on elliptic
curves encryption time + Packet certification time.

Comparing the execution times of the two protocols thus amounts to comparing step by step the
time of each algorithm used by the two protocols. In this way, and focusing on everything that has
been said before, we have:

e Secret Key Exchange Time > Public Key Publishing Time (see [15])

e AES encryption time > EI-Gamal based on elliptic curves encryption time (see [1])

e Authentication Time of HMAC-SHA-1 w Time of certification of the packet if we
consider that the two protocols use the same signature algorithms. But in our case, in
addition to the packet signature time, there is the negotiation time of the certification key,
so the HMAC-SHA-1 Authentication Time is slightly higher.

e In conclusion, despite the fact that the implementation of a public key infrastructure
encumbers the architecture in certification level, we can say that the new secure RTP
would be faster than SRTP if the certification authority uses a good Signature algorithm.

In addition, we can also realize that key size is also favourable.

COMPARING ECMSRTP TO SRTP
This table 1 presents a complete result and comparison between ECMSRTP and SRTP.
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Table 1. Comparative table

Criteria SRTP ECMSRTP
Security service Confidentality ves ves
Integrity Ves ves
Protection against replay ves ves
Non-repudiation no ves
Execution times Exchange kev O(nyn) O(n?)
Encrvption O(27) O(n?)
Certification/Signature 027 O(n)
Memory occupation 128 bits 160 bits

CONCLUSION

The aim of this work was to propose a new VolIP security protocol that extends the SRTP
protocol by taking into account multi-point communications and guaranteeing non-repudiation
services and security in key exchanges. The proposed protocol has been named ECMSRTP for
"Elliptic curve Multi-points Secure Real-time Transport Protocol”. The ECMSRTP protocol has
four steps for the transmission of the packet at the transmitter and also four steps upon receiving
the packet. At the transmission, a packet that leaves the application layer first undergoes
digitization through a codec before being encrypted by the ElI-Gamal cryptosystem. Thereafter,
the packet header is added and then certified by a signature algorithm used by a certification
authority. To do this, a key identifier and a certification label are added to the end of the package.
On receipt, the origin of the packet is certified by checking the certification label. If this is
correct, the headers of the packet are removed in order to decrypt the payload and transform it by
a codec in order to be able to obtain the voice information. In addition to non-repudiation and
security in key exchanges, ECMSRTP also guarantees confidentiality, protection against replay,
integrity and authentication. Compared to SRTP, ECMSRTP is faster and more efficient because
it uses elliptic curves in all security protocols, whereas SRTP uses only elliptic curves at the key
exchange level.
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