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ABSTRACT

In this paper a robust watermarking method operating in the wavelet domain for grayscale digital images
is developed. The method first computes the differences between the watermark and the HH1 sub-band of
the cover image values and then embed these differences in one of the frequency sub-bands. The results
show that embedding the watermark in the LH1 sub-band gave the best results. The results were evaluated
using the RMSE and the PSNR of both the original and the watermarked image. Although the watermark
was recovered perfectly in the ideal case, the addition of Gaussian noise, or compression of the image
using JPEG with quality less than 100 destroys the embedded watermark. Different experiments were
carried out to test the performance of the proposed method and good results were obtained.
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1. INTRODUCTION

Digital watermarking is a relatively new area, and the search is still attracting many researchers in
the area. Over the past few years, digital watermarking has emerged as a leading research area to
solve problems of ownership and content authentications for digital multimedia data including
audio, image and video. [1].

Digital watermarking can be defined as the practice of hiding information called message or
watermark into a digital content such as audio, images and video, in such a way that the
embedded message should be imperceptible (difficult to notice) and robust against different
manipulations that may attempt to remove or alter it [2-4]. For example, a message might be
hidden within an image.

Watermarks serve mainly as tools for digital copyright protection and to prove the ownership of
the original work. [5]. In addition, Digital watermarking may also be used for a wide range of
applications, such as: Source tracking when different recipients get differently watermarked
content, Broadcast monitoring, i.e. television programs contains watermarked video from
television agencies, Video authentication, Software crippling on screen casting and video editing
software programs, to encourage users to purchase the full version to remove it, ID card security,
Fraud and Tamper detection, Content management on social networks, and others.

Watermarking methods can be broadly divided into two categories: spatial domain methods,
which embed the data by directly manipulating the pixel values of the cover image, and frequency
(transform) domain methods, which embed the data by modulating the frequency domain
coefficients [7].
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It has been reported that embedding data in the frequency domain of an image can be much more
robust than embedding in the spatial domain (8-9].

Wavelets have become a key technique in different applications including compression (JPEG-
2000) and image watermarking [1], The multiresolution aspect of wavelets is helpful in managing
good distribution of the message in the cover in terms of robustness versus visibility. The wavelet
transform decomposes an image into multilevel spatial-frequency decomposition. Figure 1 shows
a one level decomposition. The main objective of wavelet transform is to define the powerful
wavelet basis functions and find efficient methods for their computation. Fourier methods are not
always good tools to recapture the signal or image, particularly if it is highly non-smooth [10].

A digital watermark is called robust with respect to transformations if the embedded information
may be detected reliably from the marked signal, even if degraded by any number of
transformations. Typical image degradations are JPEG compression, rotation, cropping, additive
noise, and quantization. For video content, temporal modifications and MPEG compression often
are added to this list. A digital watermark is called imperceptible if the watermarked content is
perceptually equivalent to the original; unwater marked content [11]. In general, it is easy to
create either robust watermarks or imperceptible watermarks, but the creation of both robust and
imperceptible watermarks has proven to be quite challenging. Robust imperceptible watermarks
have been proposed as a tool for the protection of digital content, for example as an
embedded no-copy-allowed flag in professional video content [11], [12].

A digital watermark is called "fragile™ if it fails to be detectable after the slightest modification.
Fragile watermarks are commonly used for tamper detection (integrity proof). Modifications to an
original work that clearly are notice-able commonly are not referred to as watermarks, but as
generalized barcodes [12].

In this paper, | propose a robust image watermarking method based on Discrete Wavelet
Transform (DWT). The method first computes the differences between the watermark and the
HH1 sub-band values of the cover image, and then embeds these differences in one of the
frequency sub-bands. Different frequency sub-bands have been tested to find which frequency
sub-band can give best results.

Section 2 of this article introduces some of the previous work related to watermarking methods
namely the spatial and the frequency based methods. Section 3 presents the basics of the Discrete
Wavelet Transform DWT. Section 4 describes the proposed method for watermarking. Section 5
presents the experimental results, and finally section 6 concludes this article.

2. PREVIOUS WORK

Several methods have been proposed in literature based on both spatial and frequency domains.
The most straight-forward method of watermark embedding in the spatial domain is the Least
Significant Bit (LSB) substitution method, where the Most Significant Bit (MSB) of the
watermark is substituted with the LSB of the cover object [9], [12]. The advantages of the LSB
methods are that they are simple and can be easily applied to any image. However, any addition
of noise can defeat the watermark [12].

Frequency (or transform) domain methods became more attractive and many methods have been
proposed in literature based on the frequency domain. These methods are more robust than those
based on spatial domain [3, 8]. Most of these methods are based on the Discrete Cosine
Transform (DCT). A review of different DCT based methods can be found in [8].
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Discrete Wavelet Transform (DWT) methods became more attractive in the last years. This is
because DWT can divide the image into different sub-bands, where each sub-band has some
different coefficients [13]. This gives more freedom to researchers to embed messages. Our
algorithm is based on the DWT and it will be discussed in the next section. In [16] the authors
describe a watermarking method using wavelet transform. The method embeds the wavelet
coefficients of the watermark and the image into different resolution levels. The wavelet
coefficients of the watermark are modulated using a human visual model constraint based on a
measure called saliency before the embedding process.

In [17], the authors performed one decomposition level using DWT. The watermark is added to
the HH1 sub-band. They then compare the difference between the resultant HH1 sub-band (with
watermark added) with the HH1 sub-band of the original image by calculating their cross
correlations. If there is a peak in the cross correlations, the watermark is considered detected,
otherwise they consider the HL1 and the LH1 sub-bands. If the watermark is still not detected, a
new level of the DWT is computed. This process is continued until the watermark is detected or
the last level of the DWT is reached.

In [16], the authors develop a simple watermarking method operating in the frequency domain for
grayscale digital images. The proposed method embeds the message in the LL1 sub-band
produced by the Discrete Wavelet Transform (DWT) of the original image by using the Least
Significant Bit (LSB) substitution method. Three cover images were used to test the performance
of the proposed method. Different experiments were carried out to test the performance of the
proposed method and the results show that little and unnoticeable degradation, while the
watermark was recovered perfectly, which is considered an acceptable result.

Other methods based on wavelet transform have been proposed in [1, 17 - 18]. The evaluation of
digital watermarking schemes may provide detailed information for a watermark designer or for
end-users, therefore, different evaluation strategies exist [21]. Often used by a watermark
designer is the evaluation of single properties to show, for example, an improvement. Mostly,
end-users are not interested in detailed information. They want to know if a given digital
watermarking algorithm may be used for their application scenario, and if so, which parameter
sets seems to be the best.

3. DISCRETE WAVELET TRANSFORM

Discrete Wavelet Transform (DWT) methods became more attractive in the last years [17]. DWT
provides multiresolution Analysis, where the image is analyzed at different frequencies with
different resolutions. When an image is passed through series of low pass and high pass filters,
DWT decomposes the image into a set of band limited components, called sub-bands [3]. The
decomposition is performed so that the sub-bands can be reassembled to reconstruct the original
image without error. Each decomposition level produces four non overlapping sub-bands [15-16]:
LL1, HL1, LH1, and HH1 as shown in Figure 1, where the first letter corresponds to applying
either a low pass (L) or high pass (H) filtering to the rows, and the second letter corresponds to
applying either a low pass or high pass filtering to the columns of the image; the number after the
two letters refers to the decomposition level. The LL1 sub-band represents the approximate
image, which holds most of the information of the original image, while the other three sub-bands
are the high frequency (detail) components of the original image.
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LL1 HL1

LH1 HH1

Figure 1. One level image decomposition.

The LL1 band can be further decomposed for another level of decomposition and so on.

4. PROPOSED METHOD

The information to be embedded in a signal is called a digital watermark, although in some
contexts the phrase digital watermark means the difference between the watermarked signal and
the cover signal. The signal where the watermark is to be embedded is called the host signal. A
watermarking system is usually divided into three distinct steps, embedding, attack, and
detection. In embedding, an algorithm accepts the host and the data to be embedded, and
produces a watermarked signal [20].

Our proposed method is based on the wavelet transform discussed above. The method starts by
decomposing the image into its four sub-bands using the Daubechies DWT (db2). The method
first computes the differences between the watermark and the HH1 sub-band values of the cover
image, and then embeds these differences in one of the frequency sub-bands. Different frequency
sub-bands has been tested to find which frequency sub-band can give best results.

The embedding steps are as follows:

Read the cover image.
Read the watermark, W.
Perform DWT to the cover image.
Find the differences between the watermark and the LH1 values.
Embed the watermark in the LH1 sub-band as follows:
Diff = (LL1 — W)/k,where k is a constant (k = 5).
LH1 = LH1 + Diff.
6. Apply inverse Discrete Wavelet Transform (IDWT) to obtain the watermarked image,
WI.
The extracting steps are as follows:
1. Read the watermarked image (W1).
2. Perform DWT to WI
3. Extract the watermark, W as follows:
W = (LH1 -LL1)*k.

agrwbdE

The robustness of the watermark was improved by introducing a watermark constant k chosen
experimentally (k = 5 in all of our experiments). | should note that larger value of k increases
robustness at the expense of visual quality of the watermarked image.
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5. EXPERIMENTAL RESULTS

In order to test the performance of our proposed method, the well-known Lena images are used as
a cover image and the eye image is used as a watermark. Both images are shown in Figure 2.

(a) (b)

Figure 2. (a) Lena (cover) image. (b) Eye (watermark) image.

Table 1 shows the Root Square Mean Square Error (RMSE) and the Peak Signal to Noise Ratio
(PSNR) of both the original and the watermarked images when the HL1, LH1 and HH1 sub-
bands are embedded. The Table shows that embedding the watermark in the LH1 sub-band gave
best results. Therefore, the LH1 sub-band will be used for embedding the watermark in our
experiments.

Table 1. RMSE and PSNR for different cover and watermarked images

Sub-band RMSE PSNR
HL1 1.71 43.4
LH1 1.53 44.4
HH1 1.60 44.1

Figure 3 shows in (a) the watermarked Lena image and in (b) the extracted watermark. The
Figure shows that the watermarked image shows little no noticeable degradation, while the
watermark was recovered perfectly.
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(@) (b)

Figure 3. (a) The watermarked Lena image. (b) The extracted watermark.

Figure 4 below, shows the watermarked image when adding Gaussian noise. The figure shows
that the watermark was recovered.

@ (b)

Figure 4. (a) The noised Lena image. (b) The extracted (noised) watermark.

Figure 5 shows the watermarked image when JPEG compression is applied, with quality = 50.
The figure shows that the watermark was also recovered.
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(a) (b)

Figure 5. (a) The compressed Lena image. (b) The extracted (compressed) watermark.

Figure 6 show the watermarked image when rotated by 30 degrees is applied. The watermarked
image is also cropped. The figure shows that the watermark was recovered.

(a) (b)

Figure 6. (a) The rotated and cropped Lena image. (b) The extracted (rotated and cropped) watermark.

The LL1 sub-band represents the approximate image can be fed again in the filter bank and the
same process is repeated again which gives further sub images HH2, HL2, LH2 and LL2 .LL2 is
the next approximation image and can be further compressed as shown in Figure 7. Applying
muti-level decomposition as shown in figure 8 is left to future work.
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Figure 7. Multi-level decomposition.  Figure 8. Multi-level decompositions on Lena image

6. CONCLUSION

Watermarks serve as tools for digital copyright protection and to prove the ownership of the
original work. In this paper we propose a simple method for image watermarking. The method
applies both DWT and LSB techniques. The results show that embedding the watermark in the
LH1 sub-band gave the best results. The results were evaluated using the RMSE and the PSNR of
both the original and the watermarked image. Although the watermark was recovered perfectly in
the ideal case, the addition of Gaussian noise, or compression of the image using JPEG with
quality less than 100 destroys the embedded watermark.

The LL1 sub-band can be further fed the filter bank and the same process is repeated again which
gives further sub images HH2, HL2, LH2 and LL2 .LL2 is the next approximation image and can
be further compressed. Applying muti-level decomposition is left to future work.
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