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ABSTRACT

Photocopy documents are very common in our normal life. People are permitted to carry and produce
photocopied documents frequently, to avoid damages or losing the original documents. But this provision is
misused for temporary benefits by fabricating fake photocopied documents. When a photocopied document
is produced, it may be required to check for its originality. An attempt is made in this direction to detect
such fabricated photocopied documents. This paper proposes an unsupervised system to detect fabrication
in photocopied document using texture features. The work in this paper mainly focuses on detection of
fabrication in photocopied documents in which some contents are manipulated by new contents above it
through different ways. A detailed experimental study has been performed using a collected sample set of
considerable size and a decision model is developed for classification. Testing is performed with a different
set of collected testing samples resulted in an average detection rate of 89%.
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1. INTRODUCTION

Many authorities in India trust and consider the photocopied documents submitted by citizens as
proof and accept the same as genuine. Few such applications like to open bank account, applying
for gas connection, requesting for mobile sim card, the concerned authorities insist photocopy
documents like voter id, driving license, ration card, pan card and passport as proof of address,
age, photo id etc to be submitted along with the application form. Certain class of people could
exploit the trust of such authorities, and indulge in forging/ tampering/ fabricating photocopy
document for short / long term benefits unlawfully. Fabricated photocopy is generated normally
by making required changes intelligently in the photocopy obtained from an original document
and then taking the recursive photocopy [1] from the modified photocopy. It is learned that in
majority cases, fabrications are made by replacing a different photograph in place of photograph
of an authenticated person; replacing contents in variable regions [2] through cut-and-paste
technique from one or more documents; overlaying new content above actual content; adding
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new content into existing content; removing some content from existing; changing content by
overwriting; intellectually changing character in contents. It is quite evident from the applications
listed above, the fabrication could be mainly made in the variable regions [2] of documents.

The fabricated photocopy documents are generated to gain some short term or long term benefits
unlawfully. This poses a serious threat to the system and the economics of a nation. In general,
such frauds are noticed in the application areas where photocopy documents are just enough.
These types of systems trusting photocopied document raise an alarm to have an expert system
[3] that efficiently supports in detecting a forged photocopy document. The need of such
requirement to the society has motivated us to take up research through investigating different
approaches to detect fabrication in photocopy document.

Further, in literature no significant effort is noticed towards research on fabricated photocopy
documents except for the work of detection of fabrication in photocopy document using GLCM
features [4]. In this work, attempt is made to detect fabrication of photocopy documents in which
text in variable region is fabricated by putting new contents in many ways. Many research
attempts are carried out on original documents instead on photocopied documents, like signature
verification, detection of forged signature [5], handwriting forgery [6], printed data forgery [7],
and finding authenticity of printed security documents [8]. Literature survey in this direction
reveals that the above research attempts have been made in the following issues: Discriminating
duplicate cheques from genuine ones [8] using Non-linear kernel function; Detecting counterfeit
or manipulation of printed document [7] and this work is extended to classify laser and inkjet
printouts; Recognition and verification of currency notes of different countries [9] using society
of neural networks along with a small work addressing on forged currencies; Identification of
forged handwriting [6] using wrinkles as a feature is attempted along with comparison of genuine
handwriting.

The domain of research is in its early stage and there is no standard data set available for
experimentation. Hence for the purpose of experimentation a considerable size of data samples
for training and testing are collected. The samples include conference certificates, attendance
certificates, birth certificates, death certificates, degree certificates, transfer certificates, DDs,
Cheques and reservation letters etc. The copies were scanned using an hp flat-bed scanner to
produce bitmap images at 300dpi. The noise introduced during scanning or photocopying process
is cleared using median filter [10] before considering them as inputs. The fabricated samples are
obtained through writing new contents over an actual contents, smeared whitener, cut and paste
and adding new contents above it. Fig 1a shows a non fabricated photocopied document and Fig
1b shows a fabricated photocopied document in which the encircled area indicates the fabrication
region.

The organization of the paper is as follows. In Section 2, the proposed method is explained with
the support of a block diagram along with a brief introduction to Gabor texture analysis, Local
Binary Patterns and Edge orientation histogram. The experimental results under varying database
sizes and a qualitative comparative analysis on the state of the art techniques are discussed in
Section 3. The work is concluded in Section 4.
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Fig 1a: Photocopy of non fabricated Document
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Figlb: Photocopy of Fabricated Document
2. PROPOSED METHOD

The proposed work takes a set of segmented variable regions from a document image as input and
texture features (Gabor/LBP/Edge histogram/Combination) are extracted from them. These
features are classified into two classes as fabricated region and non fabricated region respectively.
When a document is considered for detection of fabrication, the region of interest are identified
and the contents are subjected for extraction of texture feature and a process is constructed to
reduce the number of related variables. The reduced extracted features are queried to the K-means
clustering to classify the same as fabricated or not fabricated. The block diagram of the proposed
method is given in Fig. 2.
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Fig 2: Block diagram of stages involved in the proposed method

2.1 Segmentation of Region of Interest

The first step in detection of fabrication is to segment the Region of Interest (ROI). Most of the
variable regions contain handwritten text in the documents of the above mentioned applications.
Since the fabrication could be suspected in variable regions, there is a strong need to segment
variable regions as ROI from the document under consideration. Once the variable regions in a
document are segmented, further investigations could be performed to check for the possibility of
fabrication. The segmentation of ROI is performed using central moments [16].

2.2 Feature extraction

As work focus on to study the texture features only for document classification, Gabor response
matrix, Local binary patterns and Edge orientation histogram are extracted from ROI for texture
analysis. The following subsections give a brief introduction to Gabor texture features, Local
binary patterns and Edge orientation histogram.

2.2.1 Gabor filter responses

Texture analysis using filters based on Gabor functions falls into the category of frequency-based
approaches [11]. These approaches are based on the premise that the texture is an image pattern
containing a repetitive structure that can be effectively characterized in a frequency domain, such
as the Fourier domain. An attractive mathematical property of Gabor functions is that they
minimize the joint uncertainty in space and frequency. They achieve the optimal trade-off
between localizing the analysis in the spatial and frequency domains. Also, a Gabor filter is a
linear filter whose impulse response is defined by a harmonic function multiplied by a Gaussian
function. Because of the multiplication—convolution property (Convolution theorem), the Fourier
transform of a Gabor filter’s impulse response is the convolution of the Fourier transform of the
harmonic function and the Fourier transform of the Gaussian function, and it is given by

2 2,2 1
g(x,y; A.6,y,0,y) = exp| — H# cos| 2[5+
20 A

Here x’ = x cos 8 + y sin 0 and y' = x sin 0 + y cos 0, and A represents the wavelength of the
cosine factor, 0 represents the orientation of the normal to the parallel stripes of a Gabor function,
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y is the phase offset, ¢ is the Gaussian envelope, and v is the spatial aspect ratio specifying the
ellipticity of the support of the Gabor function. A filter bank of Gabor filters with various scales
and rotations is created. In this work, we have considered scales of 0, 2, 4, 6, 8, and 10 and
orientations of 0°, 45°, 90°, and 135°. For each response image obtained we extract the first three
moments as features.

2.2.2 Edge Orientation Histogram (EOH)

The general idea of EOH [14], is to represent an image by a histogram obtained from the
predominant gradient orientations of its edge pixels. More specifically, EOH applies a Canny
operator to obtain contour pixels from the image, and then it constructs a histogram of directions,
counting for each bin the number of contour pixels whose gradient falls within its specific
orientation interval. EOH is based on the image edge of the statistical features and invariant to
scaling. It is able to accurately reflect the image edge and texture information, and extract
features fast. EOH describes spatial distribution of four edges and one non-directional edge in the
image.

2.2.3 Local Binary Patterns (LBP)

LBP has been widely used in texture classification because of its simplicity and efficiency [12].
LBP is a simple but efficient operator to describe local image patterns. The LBP based methods
have achieved good classification results on representative texture databases. LBP is a gray-scale
texture operator that characterizes the local spatial structure of the image texture. Given a central
pixel in the image, a pattern code is computed by comparing its value with those of its
neighborhoods:

LBP= Es( _g2rsxy =X =0
- o T8JEHIH T v <0

p=0

where g. is the gray value of the central pixel, g, is the value of its neighbors, P is the total
number of involved neighbors and R is the radius of the neighborhood. Suppose the coordinate of
8. 1s (0, 0), then the coordinates of g, are given by (Rcos2np/P), (Rsin2rp/P). The gray values of
neighbors that are not in the center of grids can be estimated by interpolation.

2.3 Dimensionality Reduction

Principal component Analysis (PCA) is used for dimensionality reduction [17]. PCA involves a
mathematical procedure that transforms a number of possibly correlated variables into a smaller
number of uncorrelated variables called principal components. The goal of PCA is to reduce the
dimensionality of the data while retaining as much as possible of the variation present in the
original dataset. It is a way of identifying patterns in data, and expressing the data in such a way
as to highlight their similarities and differences. In the proposed methodology feature set is
reduced approximately to 50%.

2.4 Classification

K-Means algorithm is an unsupervised classification technique, where the user initiates the
algorithm by specifying the number of clusters to be created from feature sets of an image [15].
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This algorithm splits the given image into different clusters of features in the feature space, each
of them defined by its center. Initially each feature in the image is allocated to the nearest cluster.
Then the new centers are computed with the new clusters. These steps are repeated until
convergence. Basically we need to determine the number of clusters K first. Then the centroid
will be assumed for these clusters. We could assume random objects as the initial centroids or the
first K objects in sequence could also serve as the initial centroids. In the proposed method we
consider two clusters because only two classes are required. One is fabrication and another one is
non fabricated.

3. EXPERIMENTAL RESULTS

In this section, we intend to study the classification accuracy under varying features of PCA. We
pick samples randomly from the database and experimentation is conducted on database of more
than 300 samples. The Figure 3 to 5 shows accuracy using only individual features like LBP,
EOH, Gabor and their combination under varying reduction PCA features from 10% to till results
is saturated. The experimentation is conducted more than five times and best one is picked from
two classes. From Fig3 we can understand that the LBP features are normalized at 79.55 by 60%
reductions of features, EOH features are normalized at 70.15 by 50% reductions of features,
Gabor features are normalized at 82.19 by 50% reductions of features. From Fig4d we can
understand that the LBP+EOH features are normalized at 80.12 by 60% reductions of features,
EOH+Gabor features are normalized at 89.1 by 60% reductions of features, LBP+Gabor features
are normalized at 70.15 by 50% reductions of features, Gabor features are normalized at 86.34 by
60% reductions of features. From Fig5 we can understand that the LBP+EOH+Gabor features are
normalized at 88.54 by 60% reductions of features.
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Fig 3: Graphical Representation of Individual Feature (LBP, EOH, Gabor)
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Fig4: Graphical Representation of Combinational Feature (LBP+EOH, EOH+Gabor, LBP+Gabor)
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Fig5: Graphical Representation of Combination of all Feature( LBP+EOH+Gabor)

4. CONCLUSION

The implemented method serves as an unsupervised intelligent system for detection of fabricated
photocopy in which fabrication/forgery is made through different ways on a photocopy
document. The method is essentially based on texture analysis using Gabor features, LBP and
EOH. It shows an average classification efficiency of 89%. Suitable texture features such as LBP,
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EOH, and Gabor responses are explored for the purpose of document classification. It is observed
that using the proposed textural features one can achieve relatively a good classification accuracy
when compared to any other available features. The method can be used on photocopied
document having two or more ROI. The method cannot be extended effectively for the
photocopied document having only one ROI. The experimental results have shown that using
combined features outperforms any individual feature. It can be used without a complex hardware
setup to detect fabrication in photocopy document in applications where only photocopy
documents are sufficient. The misclassification is due to dirt and background art in photocopy
document. A small amount of fabrication like changing a character or a part of character in the
ROI also accounts for misclassification
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