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ABSTRACT

The paradigm of embedding computing devices in our surrounding environment has gained more interest
in recent days. Along with contemporary technology comes challenges, the most important being the
security and privacy aspect. Keeping the aspect of compactness and memory constraints of pervasive
devices in mind, the biometric techniques proposed for identification should be robust and dynamic. In this
work, we propose an emerging scheme that is based on few exclusive human traits and characteristics
termed as ocular biometrics, promising utmost security and reliability. Complex iris recognition and
retinal scanning algorithms have been discussed which promises achievement of accurate results. The
performance and vast applications of these algorithms on pervasive computing devices is also addressed.
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1. INTRODUCTION

A lot of computing devices have already started assisting people in their day to day activities.
Embedded sensors are already part of cars and home appliances and will soon find widespread
application in the whole environment where all the surrounding objects will be smart to assist
users each possessing computing capability [4] [S5]. So it’s time to envision a future where the
devices can comprehend with the picture of the real and virtual world. Though right now most
devices have simple functionality, with not much knowledge about the people with whom they
are communicating and interacting, it is highly essential to make the pervasive setup “human
aware”, so that the identity of the user in the proximity of the computing device is known. The
usage of traditional authentication methods may not be feasible for pervasive environments, and
needs an erudite identity recognition technology which is more accurate and non-forgeable. The
efficient use of biometrics can serve the purpose of such identification and verification due to
their prodigious ability of providing security in many applications. Keeping in mind the
significant limitations of the previously proposed biometric schemes available in literature such
as spoofing, back end and input level attacks, hill climbing attacks, designing multimodal
biometric systems is essential. [1] [6] [8]. The multimodal biometric systems should encompass
innovative tools and methods that can deal with most of these attacks. In this work we discuss the
technique of iris and retinal scanning as a promising model for authentication for a pervasive
computing environment, keeping in mind the ease of use, cost effectiveness and computation
speed. Although the usage of biometric identifiers in pervasive domain in the future for
authentication is upbeat, it also gives rise to interesting research problems for inventing
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appropriate innovative techniques and algorithms that can fit into various pervasive application
realms.

1.1. Related Work

A periocular biometric iris recognition scheme based on analysis of iris texture was designed that
takes into account the shape of eyelids and even skin wrinkles promising improved performance
[13]. NSF and Texas state university have proposed a reliable, more secure biometric approach
which is three layered and is highly reliable[9] [10] [11] [12].

Though these results are not being discussed or applied on pervasive computing devices, it would
be interesting to learn about their performance and functioning on the same. Speech and facial
biometric identifiers have been deployed by the Australian market in the latest range of LED’s
and Television by Panasonic Company [15].

2. OCULAR BIOMETRICS

Accurate user and service provider authentication is a must in pervasive computing environments.
The combination of iris scanning and retinal scanning is termed as ocular biometrics. Here both
iris and retinal scanning being highly accurate serves as a strong candidate for authentication [2]

[7].

Ocular biometric systems provide accurate results when compared to uni-modal biometric
identifier and can be robust against spoofing attacks because multiple biometric traits are hard to
fake.

2.1. Structural Background

The complexity of ocular biometric identifiers lies in the complex eye structure of an individual
which is unique in every person. Also the movement of the eye takes different states depending
on various provocations. There can be stable eye balls, centred ones, rotating ones or a
combination of all these. For pervasive deployment cost of equipment used and accurate
biometric results are very important. Using low cost image sensors can serve the purpose.

2.2. Iris

Iris recognition technique is one of the main reasons for the wide application of ocular biometry.
The Indian government’s UIDAI program is capable of matching 10000 billion iris patterns daily
[18]. The acquisition techniques for a pervasive environment can be through sensor technology.
The first region of interest to capture iris data is the region surrounding the pupil for which an
appropriate edge detection algorithm has to be applied after which template matching can be
done.

2.3. Periocular
The portion of the face surrounding by the eyes is referred to as the periocular region. This can be

used along with iris and retina to form a strong biometric identification trait, which in turn can
form a basis to determine the age, gender, culture of various individuals.
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2.4. Retina

Though a number of middleware solutions have been proposed for data, service management,
owing to the wide heterogeneity of network resources involved in pervasive computing there are
numerous coordination problems that exists in such computing environments. A secured single
middleware solution is very much desirable in such environments.

3. IRIS RECOGNITION ALGORITHMS

The random structure of the iris can be absolutely reliable to determine a person’s identity.
Already it is being widely used in airports to authenticate / identify users. The iris patterns, as
shown in the figure, have more uniqueness, randomness, come in different shapes and sizes, and
can be a better contestant than face recognition or any other biometric identifiers.
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Figure 3.1: The Complex Iris Pattern

3.1. Daughman’s Algorithm

The most widely used iris recognition algorithm [3]. The Daughman’s Integro-Differential
equation is as follows:

max(r.x,, v, )G_(r)*—
h Clrax,y, <

[ § I(;T.‘}-')ds

Here, for each of the iris and pupil, r is the radius and (Xo,yo) is the centre of the coarse circle.
The algorithm is run twice, first to determine the iris contour followed by the pupil contour. The
original image is given by I (x, y) and the Gaussian function is denoted by G(r).

A number of studies have reported a zero failure rate on applying this algorithm for iris
recognition. Given millions of possibilities, this algorithm can rightly determine an individual
with a recognition rate of 98.4% [19] [20]. Thus iris recognition is considered to be a reliable
biometric identifier in comparison with other technologies.
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3.1.1 Enhanced Daughman’s Algorithm

The algorithm mentioned above has a limitation that if there is maximum gradient received while
scanning an image, then a bright spot can be mistaken. So the above equation needs to be
modified. There needs to be a threshold value, beyond which all image pixels resulting in a circle
has to be ignored.

3.1.2 Applicability in Pervasive Infrastructure

Owing to the complex iris structure and the fact that no two identical persons can have the same
iris construction and due to its stable results for many years, Iris scanning techniques have many
advantages to offer in comparison with many of the existing biometric identifiers.

Deployment in a pervasive domain demands optimum performance and it has been demonstrated
that in less than 2 seconds a 2 GHz processor can compare around I million iris [17].

4. RETINAL SCANNING TECHNIQUES

Retina scanning based biometrics for identification and verification takes advantage of the
complex structure of one’s retinal blood vessel patterns which is unique for every individual. This
technique is the least deployed as of now, as the retinal scanning algorithms work better with only
high quality images.

Retinal patterns can be obtained by capturing a digital image of the eye while projecting an
infrared light. This technique needs utmost cooperation from the subjects as they have to look at
the lens in a specific alignment.
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Figure 4.1: The Retina structure
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4.1. Security Implications

Retina scan technology has a robust security implication due to its unique matching capabilities
against a given identification database. The security of this technique comes from the fact that
every individual has a unique retinal vasculature which is not possible to replicate.

The only constraint that applies here is the image quality. Retina scan identification algorithms
work accurately only with high quality images.

4.2. Deployment in Pervasive Domain

Retina scanning devices can be embedded in the surrounding pervasive objects around the
environment where a high degree of security, identification, verification and accountability is
intended. Few areas to mention may be in governance and military management, Central
Intelligence agencies, medical diagnostic examinations and chronic conditions, aeronautics and
space applications, investigation agencies.

5. PERFORMANCE AND APPLICABILITY

For a pervasive environment and in its vast application, biometric authentication based on iris
scanning followed by a retinal scanning can provide accurate results. Smart homes, PC webcam
security systems, surveillance systems can make use of this authentication technique to identify
users entering / leaving a house. The same applies to any computing device embedded with a
camera and a scanning device. Military bases and nuclear reactors are already using retina
scanners.

Due to the unique identifying traits, the performance of retinas scans is much more accurate than
iris scans, and any other biometric identifiers [14]. In contrast, the refractive state of the eye and
common corneal diseases does not affect iris scanning. But if there is a loss of corneal clarity,
both the retinal and iris image results may vary radically.

In comparison with uni-modal biometric systems, future belongs to multimodal systems. They
can improve the matching performance with their ability to integrate information at various
levels. Several multimodal systems have been proposed by researchers. One such fusion model is
shown in the figure. Here the feature extraction may differ based on the biometric trait one
desires to capture. In the proposed paper, it is the iris and retina

19



Advanced Computational Intelligence: An International Journal (ACII), Vol.3, No.2, April 2016

\

AN Feature i [ [ N
sample 1 c 1 N lize 1
mple / Extraction 1 '—»I‘ omparison .l_.'k ormalize \\ f‘_‘\\
= ;::;{ﬂ j———a={ Decision
/ Non Match
N AN A
Sample 2 Featurs i i © lsan2 | i w lize 2 g F
ample | Extraction 2 r—-—\ omparison J—-—L ormalize /

"’1

Figure 5.1: Example: Multimodal Fusion system [21]

6. CONCLUSION

In this paper we have discussed a multi-layer biometric authentication scheme that can be useful
in authenticating users for varied pervasive computing applications. We have discussed in detail
the iris and retina scanning techniques and algorithms and their performance issues. The statistics
obtained from iris and retina scan can be consolidated to compute a new feature vector in a new
hyperspace. This feature vector can perform best matching. Using this multi — modal scheme,
each modal will generate a matching score which can be combined to sustain the claimed identity.

Ocular Biometrics is progressing rapidly [16], and promises acute security for various practical
based applications. It facilitates several tools to carry out business transactions in a protected
manner. The research effort continues from around the world to improve the efficacy and
accuracy of this biometric domain. As the technology ripens further, one can expect increased
user acceptance, applicability and credibility to the service providers.

With every innovative technology, comes a set of limitations. Careful system Design however
can minimize these precincts. Every system must be designed with a cost-benefit analysis.
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