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ABSTRACT

To enhance the internet of things (1oT) security, lightweight ciphers and physically unclonable
functions (PUFs) have attracted attention. Unlike standard encryption AES, lightweight ciphers
can be implemented on embedded devices with strict constraints used in 10T. The PUF is a
technology extracting manufacturing variations in LSI as device's unique 1D. Since manufacturing
variations cannot be cloned physically, the generated ID using PUF can be used for device's
authentication. Actually, a method combining lightweight cipher (PRINCE) and PUF (glitch PUF)
called PRINCE based glitch PUF has been proposed in recent years. However, PRINCE based
glitch PUF was not optimized for PUF performances. Therefore, this study evaluates the detailed
PUF performance of PRINCE based glitch PUF with changing the parameters. Experimental
results using FPGAs clarified that PRINCE based glitch PUF had the relationship of trade-off
between steadiness and uniqueness depending on the selected part as glitch generator.
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1. INTRODUCTION

In internet of things (loT), ensuring the security of connected IoT devices is the important
issue.To enhance the 10T security, two types of security technologies have been studied for the
concealment of communicated data and the device’s authentication. One is lightweight ciphers
[1]-[4], and the other is physically unclonable functions (PUFs) [5]-[10]. Unlike advanced
encryption standard (AES) which is widely used, lightweight ciphers can be implemented on
embedded devices with strict constraints (e. g. circuit area, power consumption, latency, and
soon) used in 10T. Several lightweight ciphers, including a small-area cipher SIMECK [2], a low
power cipher Midori [3], a low-latency cipher PRINCE [4], and so on, have been proposed. For
the PUF, it is a technology extracting manufacturing variations in large scale integration (LSI) as
IoT device’s unique ID. Since manufacturing variations cannot be cloned physically, the
generated ID using PUF circuit can be used for the device’s authentication. Several PUFs,
including SRAM PUF [5], arbiter PUF [6], ring oscillator PUF [7], glitch PUF [8], and so on,
have been proposed. In particular, the glitch PUF has a good performance and the high security
against modelling attacks [8][10]. Actually, for the 10T security, a method combining lightweight
cipher PRINCE [4] and the glitch PUF [9] called PRINCE based glitch PUF has been proposed in
recent years [11]. However, in previous study [11], the PRINCE based glitch PUF was not
optimized for PUF performances. Therefore, this study evaluates the detailed PUF performance
of PRINCE based glitch PUF with changing the parameters. Experiments using field
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programmable gate arrays (FPGAs) verify the PUF performance of the PRINCE based glitch
PUF with several parameters.

Our contributions are summarized as follows:

e This study evaluates PUF performances of PRINCE based glitch PUF by changing a
region used as a glitch generator.

e Experiments using FPGAs showed that PRINCE based glitch PUF had the relationship of
trade-off between steadiness and unigqueness depending on the selected part as glitch
generator.

The remainder of this paper is organized as follows. Section 2 introduces the outline of PUF and
PRINCE cipher based glitch PUF used in this study. The methodology of evaluation for PRINCE
based glitch PUF with changing parameters is presented in section 3. Section 4 describes
experimental results using FPGAs. Section 5 concludes this paper.

2. PRELIMINARIES
2.1. Physically Unclonable Function

PUF is used for the device’s authentication. A challenge and response authentication is a typical
authentication method. This method uses many challenge and response pairs (CRPs). In advance,
CRPs are registered with the database. In authentication, an unused challenge is sent to the target
device (PUF circuit), an obtained response is sent to the database, and CRPs are compared each
other.

Several PUFs, including SRAM PUF [5], arbiter PUF [6], ring oscillator PUF [7], glitch PUF [8],
and so on, have been proposed. The SRAM PUF has a constraint of operating timing because it
uses the initial state of SRAM cell as a PUF response. Unlike SRAM PUF, the delay based PUF
such as arbiter PUF, ring oscillator PUF, and glitch PUF have no such constraint. However, it has
been reported that delay PUFs are vulnerable to modelling attacks in [12]-[14]. The modelling
attacks construct the mathematical clone to predict PUF response. Hence, ensuring the resistance
against modelling attacks is important issues in the field of PUF. In fact, the glitch PUF has the
strong resistance against modelling attacks [8][10]; therefore, this study targets glitch PUF.

2.2. Glitch Physically Unclonable Function

The glitch PUF uses the glitch variation due to manufacturing variations. At this time, the glitch
is waveforms in unstable term of output signals due to the difference of signal propagation delays
in a combinational circuit. Since the difference of signal propagation delays depends on the
wiring length and so on, the glitch is different in each device. Figure 1 shows the outline of glitch
PUF. As shown in Figure 1, a challenge is provided to a delay combinational circuit called glitch
generator. At this time, AES’s S-box circuit is typically used as glitch generator. Next, output
signals are obtained by a sampling circuit. Finally, obtained signals are converted to response bits
by glitch convertor. In this traditional glitch PUF, circuit area of a sampling circuit is large;
hence, a simplified glitch PUF called second glitch PUF has been also proposed. The second
glitch PUF simplifies the sampling circuit and glitch convertor. Specifically, in the second glitch
PUF, the sampling circuit is eliminated, and the output of glitch generator is connected to toggle
flip-flops (TFFs) directly. The TFF reverses an input signal at rising signal. Thus, response bits
are generated by the number of even-odd number of the output from glitch generator. In addition,
for 10T system, an improved glitch PUF combining a lightweight cipher PRICNE and glitch PUF
called PRINCE based glitch PUF has been proposed [11].
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The PRINCE based glitch PUF uses a partial part of unrolled PRINCE cipher as a glitch
generator. At this time, PRINCE is a very low-latency cipher, and it can be implemented
smallarea 100 times and low-latency 2 times more than AES circuit in unrolled architecture [15].
The unrolled architecture is a method of implementation realizing all circuits by combinational
circuits. In the unrolled cipher, the glitch waveforms generally increase; therefore, this
architecture is suitable for extracting glitch variations for PUF circuit. Figure 2 shows the outline
of PRINCE based glitch PUF. Here PRINCE cipher consists of processing of 12 rounds [4]. Each
processing performs a constant value addition (Oth round and 11th round), processing by round
function R (from 1st to 5th round), a middle processing, and processing by inverse round function
R-1 (from 6th to 11th round). In round function (R and R™), a non-linear processing S by S-box
tables, a linear processing M’ by matrix operation, and SR by permutation are performed. In the
previous study [11], the PRICNE based glitch PUF uses a part from input to 1st round’s output as
a glitch generator, as shown in Figure 2. However, other cases using different parts as a glitch
generator have not been evaluated.
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3. PROPOSED METHOD

In the previous study [11], PRINCE based glitch PUF was only evaluated when it used 1% round’s
output as glitch generator. Hence, this study evaluates the other cases for PRINCE based glitch
PUF. Figure 3 shows the outline of the evaluation method. As shown in Figure 3, this study uses
4 types of regions (a), (b), (c), and (d) as a glitch generator. For each region, first, selection part
(a) uses a region from input to S-box’s output in 1st round as a glitch generator. Next, selection
part (b), which is similar to previous study [11], utilizes a region from input to 1st round as a
glitch generator. Then, selection part (c) uses a region from input to S-box’s output in 2nd round
as a glitch generator. Finally, selection part (d) uses a region from input to M function’s output in
2nd round as a glitch generator.

Each output of selection part is connected to a glitch converter. At this time, a TFF is used as a
glitch converter. The TFF converts the number of rising signals in glitch waveforms, which is
generated from each selection part of PRINCE cipher, to a 0/1 PUF response. Specifically, when
the number of rising signals is the even-number, a response is zero; otherwise, the response is
one. Since an output of glitch generator is 64 bits, 64 TFFs are used as the glitch generator.
Hence, by 64 TFFs, a 64-bit PUF response is generated, and the PUF performance of generated
response is evaluated in experiments (section 4).
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4, EXPERIMENTS

4.1. Experimental Environment

In experiments, 4 types of PRINCE based glitch PUFs were implemented into a Xilinx FPGA
Virtex-5 XC5VLX30 on SASEBO-GII board. For the implementation, PRINCE based glitch PUF
was designed by using Verilog hardware description language (HDL) and Xilinx ISE Design
Suite 14.7 as an implementation tool. Figure 4 shows the evaluation system. Challenges were
randomly generated and they were set to SASEBO-GII board, PRINCE based glitch PUF was
operated, and the outputs (responses) of PUF were returned to the laptop PC, as shown in Figure
4,

For the PUF performance evaluation, experiments used typical PUF performance indicators:
randomness, steadiness, diffuseness, and uniqueness [16]. To calculate those indices, ID’s
Hamming weight (HW), same challenge intra-Hamming distance (SC Intra-HD), different
challenge intra-HD (DC Intra-HD), and same challenge inter-HD (SC Inter-HD) were used.

Figure 5 shows the evaluation method using SC Intra-HD, DC Intra-HD, and SC Inter-HD. First,
for the evaluation of randomness, when ID’s HW approaches half of ID length L, it means that
response bit of 0/1 is generated uniformly; therefore, randomness is high. Then, SC Intra-HD is
HD between PUF IDs generated T times in same device against same challenge (see Figure 5 (i)).
When SC Intra-HD approaches 0, it means that same PUF IDs are generated against same input;
therefore, steadiness is high. Next, DC Intra-HD is HD between K types of IDs in same device
against different challenges (see Figure 5 (ii)). When DC Intra-HD approaches L/2, it means that
different IDs are generated against different inputs; therefore, diffuseness is high. Finally, SC
Inter-HD is HD between IDs in N types of different devices against same challenge (see Figure 5
(iii)). When SC Inter-HD approaches L/2, it means that ID is different between devices; therefore,
unigqueness is high. In experiments, parameters L, K, T, and N were set to 128, 128, 100, and 3,
that is, 128 x 128 x 100 x 3 = 4,915,200 bits of response were acquired in one type of PUF.
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Figure 5. Evaluation using PUF performance indicators

4.2. Experimental Result

Figures 6, 7, 8, and 9 show the experimental results of randomness, diffuseness, steadiness, and
uniqueness. In those figures, the vertical axis represents the frequency of ID’s HW or HD
between IDs and the horizontal axis represents ID’s HW or HD between IDs (SC Intra-HD, DC
Intra-HD, and SC Inter-HD), respectively. First, as shown in figures 6 and 7, high randomness
and high diffuseness were confirmed in all results since each metrics (ID’s HW and DC Intra
HD) approached 64 which was half of ID length. In addition, the difference was not observed
with different selection parts ((a), (b), (c), and (d)).

On the other hand, the differences of steadiness and uniqueness with different selection parts ((a),
(b), (c), and (d)) were observed in figures 8 and 9. For the steadiness, selection part (a) had the
highest steadiness since the mean of SC Intra-HD was the lowest among those of other parts (see
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Figure 8). Thus, selection part (a) is suitable for application of secret key generation in
cryptographic circuit requires high steadiness. In contrast, in selection part (d), steadiness became
worse drastically. This is presumably because glitch noise becomes large due to combinational
circuit complexity.

Next, for the uniqueness, selection part (d) had the highest uniqueness among those of other
selection parts since the mean of SC Inter-HD was closer to the half of ID length, as shown in
Figure 9. At this time, selection part (a) had the lowest uniqueness. Hence, even if the selection
part (a) had the highest steadiness (see Figure 8), it had the worst uniqueness (see Figure 9). This
is presumably because glitch variation cannot be extract due to combinational circuit simplicity in
selection part (a). Thus, PRINCE based glitch PUF has the relationship of trade-off between
steadiness and uniqueness depending on the selected part as glitch generator. Finally, from
figures 8 and 9, there was no difference between selection parts (b) and (c) in steadiness and
uniqueness. Therefore, S-box circuit of PRINCE does not affect PUF performances. This is
presumably because S-box is implemented by a very simple table method in this study unlike
AES’s S-box such as composite field [8].
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Figure 9. Experimental results of uniqueness

5. CONCLUSIONS

This study evaluated the detailed PUF performance of PRINCE based glitch PUF. In particular,
this study implemented 4 types of PRINCE based glitch PUF with different glitch generators. In
experiments using FPGAs, typical PUF performance indicators randomness, steadiness,
diffuseness, and uniqueness were used. Experimental results using FPGAs showed that PRINCE
based glitch PUF had the relationship of trade-off between steadiness and uniqueness depending
on the selected part as glitch generator. Specifically, for applications that require high steadiness,
such as key generation for cryptographic circuits, PRINCE based glitch PUF with selected part
(@) is recommended. Furthermore, PRINCE based glitch PUF with selected part (d) is
recommended in applications require high uniqueness.

In the future, we will evaluate the influence of PRINCE based glitch PUF by environmental

variations such as supplied voltage or temperature. We will also develop a new glitch PUF
structure which can extract glitch variations efficiently.
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