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ABSTRACT 
 

IoT is a rapidly evolving field with an increasing number of connected devices. This naturally 

leads to a need to ensure good scalability but also to guarantee the identity of devices, for better 

security. Most of existing solutions for identifying IoT devices are centralized (CA server), 

which results in lower fault tolerance and in less scalability. To address these issues, we 

introduce in this paper a new IoT Device Management System based on the Blockchain 

technology (IoT-BDMS). Our system offers two services through two Smart Contracts deployed 

on a multi-channel Hyperledger Fabric network: an Identification Smart Contract (ISC) to 

manage the devices identities stored over multiple channels, and an Authentication Smart 
Contract (ASC) to validate authentication requests from devices.  An identity is generated by 

involving the actors of the device’s ecosystem and evolves according to the device’s lifecycle.  
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1. INTRODUCTION 
 
The Internet of Things (IoT) can be defined as a network of objects able to interact with each 

other and with their environment, via the Internet. These objects - which are more and more 

intelligent - collect data via sensors and processes are performed on this data to create value for 
their users or owners (decision making, recommendations, etc.).  

 

IoT remains a rapidly evolving field, with predictions of several billion connected objects in the 

coming years (41 billion connected objects by 2027, and 125 billion by 2030) [21]. This rapid 
evolution enables new applications and usages to be imagined and explored, in areas such as 

manufacturing (Supply Chain), Industry 4.0, e-health, etc.  

 
At the same time, the growth of IoT (both in terms of number of connected objects and of amount 

of data generated) is giving rise to new needs, mainly linked to the efficient management of 

objects and their security. And as already seen in the last years, security issues of IoT can cause 

disastrous consequences for humans (Mirai DDoS-attack in 2016 [22]). Along with security 
challenges, other issues such as scalability or interoperability need to be also tackled. An Identity 

Management System (IdMS) refers to the management of an identity, whereas an identity is a set 

of information to uniquely identify a given entity (a human, a device, …). Authentication refers 
to the verification of the identity of a given entity and comes along with Identification. Generally, 

authentication methods are based on something that you know (like a password), or you own 

(like a smart card), or you are (like a fingerprint). As with identification [28], there are several 
authentication methods [27] for IoT devices: symmetric-key based authentication schemes, 

public-key authentication schemes (PKIs, X509 certificates), token-based authentication schemes 

(OAuth2.0), RFID-based schemes, etc. 

http://airccse.org/cscp.html
http://airccse.org/csit/V11N06.html
https://doi.org/10.5121/csit.2021.110604
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Existing IdMS for IoT generally ignore, during the identity generation process, the device 
lifecycle and the ecosystem in which this device evolves. From the authentication side, the use 

(for instance) of symmetric cryptography is not adapted to all types of devices (large keys size), 

and the mobility capacity of devices is often left aside. Finally, whether for identification or 

authentication, the traditional approaches used in IoT are most often centralized, which leads to a 
larger attack surface and therefore a lower fault tolerance, but also a low response to scalability 

needs. 

 
Because of its decentralized, immutable and secure design, Blockchain technology could address 

some issues of identification and authentication in an IoT context. In fact, several authors [1, 3, 5, 

6, 12, 16, 17, 18, 19] have explored the potential of using Blockchain technology to secure IoT 
devices. This Blockchain-based security generally includes a method for identifying devices, but 

also a use of the Blockchain to verify the identities of devices, and thus authenticate them. 

 

Our work fits in with this Blockchain-based security for IoT, while addressing some of the issues 
mentioned above (consideration of the device's lifecycle and ecosystem, scalability). In this 

paper, we propose a Blockchain-based identification and authentication system for IoT devices, 

based on a single private Blockchain (Hyperledger Fabric). Our system is comprised of multiple 
Fabric channels, giving a prior response to IoT scalability needs for Enterprise Use Cases. We 

designed two Smart Contracts models (an Identification Smart Contract – ISC - and an 

Authentication Smart Contract - ASC) and deployed them on a multi-channel Hyperledger Fabric 
Blockchain. Each Smart Contract pair (ISC, ASC) is responsible of managing and validating 

devices identities related to its channel. Identities are generated so that they evolve according to 

devices lifecycle and are stored on specific ledger channels of the global Blockchain network. 

Devices do not communicate with the Blockchain network, but either send their authentication 
request through dedicated IoT gateways configured as light nodes. 

 

Our contributions are structured as follows: 
 

1) In Section 2, we give an overview of existing works related to Blockchain-based 

Identification and Authentication for IoT, and highlight some of their limitations. 

2) Our contributions are presented in Section 3. We list prerequisites of our system and give 
an overall description of it. We define the components of the system and design its 

architecture, based on Hyperledger Fabric’s channels. Then we describe our 

identification and authentication schemes. The Section ends with a short analysis of our 
IoT-BDMS proposal w.r.t to some of the existing methods.  

3) We finish in Section 4 by giving an overview of our implementation on Hyperledger 

Fabric (with simulated IoT end-devices and gateways) and a Use Case example.  
 

2. RELATED WORK  

 

Traditional digital Identification and Authentication systems can be transposed to the IoT field. 

But this means addressing at the same time IoT issues, including the need for decentralization for 
more security, performance and scalability, as well as mobility and interoperability management. 

And as we mentioned above, the Blockchain, by design, has the potential to remove some of 

these limitations; indeed, several studies have been carried out to explore the use of the 
Blockchain to secure the IoT [12], but also to address its scalability requirements. 

 

Regarding scalability, even before discussing that of architectures based on the Blockchain and 

supporting IdMS and Authentication protocols for IoT, we can already mention the IOTA 
platform, which defines itself as the (public) Blockchain for the IoT (note that IOTA is actually a 

DLT - Distributed Ledger Technology – based on a structure of DAG - Directed Acyclic Graph- 
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called Tangle). IOTA has been specially designed and optimized for the IoT. Hence, it proposes 
feeless transactions, low-latency micro-payments and claims to guarantee the scalability required 

in the IoT context (due to the Tangle structure used to store transactions). But IOTA actually 

suffer from many limitations, among which: a kind of "recentralization" via the existence of a 

coordinator in charge of validating transactions (even if work – the Coordicide - towards 
eliminating this coordinator seems to be progressing ), use of Smart Contract and numerous 

criticisms around the use of its own cryptographic algorithms. And until now, the scalability 

highlighted by IOTA seems to remain theoretical. 
 

Unlike IOTA (which is a Blockchain platform designed for the IoT), several works [13] to 

propose Blockchain-based IdMs and Authentication mechanisms have been carried out; for some 
of these works, a response (often partial or theoretical) to the IoT issues (such as scalability) is 

given [2,6,18]. 

 

Li et al. [2] designed Blockchain-based identity authentication and data protection mechanisms 
for IoT devices. In their system, each device is assigned a unique ID which is stored on the 

Blockchain and allows to authenticate mutually to any other device. However, each device is 

considered as a node of the Blockchain network, which may not be suitable for devices with low 
capacities. 

 

In HIBEChain [16], authors propose an alternative to traditional IoT identification schemes, 
using Blockchain technology and based on a decentralized and hierarchical identity-based 

signature scheme (HIBS - Hierachical Identity-based Signature Scheme). The system uses a 

collection of private Blockchains to form a hierarchical architecture: each private Blockchain 

forms a node of the global tree structure and will manage a set of devices. Thus, their hierarchical 
layered architecture seems to be a real opportunity for scalability issues, by decentralizing and 

distributing the management of devices identities between several nodes (the management would 

no longer be done by a single authority). But the solution remains rather theoretical and with a 
heavy implementation to consider; indeed, the authors do not mention what type of Blockchain 

could be suitable, what would be the validator nodes, etc. And the solution does not consider the 

ecosystem in which the device is supposed to evolve. 

 
Authors of [18] propose an identification scheme relying “on three interconnected Blockchains: a 

(local) private Blockchain for each use case, a shared Blockchain (private) and an overly 

Blockchain (public). Their solution seems to resolve the identification issue, but it has multiple 
limitations, like the number of network communications (at least 8) generated by each operation, 

and the centralization of the local blockchains. 

 
In [14], authors propose to combine a central Blockchain (in this case a consortium Blockchain 

like Hyperledger Fabric) with several sidechains (IOTA sub-Tangles), in order to make the IoT 

data management more efficient and secure. Data generated by a device is encrypted before being 

transmitted to its sub-Tangle coordinator (sub-Tangles coordinators form the nodes of the 
consortium Blockchain). The system heavily relies on identity control to manage and protect 

access to IoT data, using Fabric Smart Contracts. A prototype has been set up with software 

simulations and experimental tests (with performance measures) have also been conducted to 
motivate the authors' proposal.  

 

From the authentication side, the use of Blockchain has also been widely explored, like in [9, 10, 
11, 16, 17, 19]. 

 

In [17], author propose Bubbles-of-Trust, an Ethereum-based mechanism to mutually authenticate 

IoT devices and gateways. Bubbles-of-Trust was implemented upon the public blockchain 
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Ethereum, and aims at the creation of secured virtual zones, where devices can communicate 
securely. 

 

In Homechain [19], a Blockchain-based mutual authentication system is proposed for Smart 

Homes. To provide mutual authentication between users and the home gateway in a Smart Home 
context, the Blockchain is used together with group signatures and MACs (Message 

Authentication Code); thanks to group signatures, a user is authenticated without disclosing any 

specific information about him or it’s associated gateway,. The system also allows for the 
efficient tracking of any user who misbehaves in the future. Authors carried out experimental 

implementations to demonstrate the technical feasibility of their solution (with a few dozen group 

users). However, these implementations do not consider either the ecosystem of devices or their 
hardware capabilities. Moreover, HomeChain, as its authors point out, has been designed for a 

specific use case, in this case that of Smart Homes. 

 

To summarize, most of the existing proposals (both for identification and authentication) use 
architectures either based on public Blockchains [12] such as Ethereum or on hybrid public-

private [17] networks, or use Blockchain's hierarchical [16] architectures. But public Blockchains 

generally come with transaction fees and do not meet all performance requirements for IoT. The 
use of hybrid architectures often add complexity, with a non-obvious integration and less 

performances; and the multiplication of communications inside the global Blockchain 

architecture [18] can also limit the system’s performances. On the other hand, as for traditional 
IdMS, most of the proposals based on the Blockchain technology do not consider the fact that the 

device’s lifecycle can evolve, and therefore its identity as well.  

 

Thus, there is a need to propose a Blockchain-based IdMS and Authentication scheme providing 
a solution to these limitations. 

 

3. A NEW BLOCKCHAIN-BASED SYSTEM FOR SECURING IOT DEVICES 
 

3.1. Hyperledger Fabric 
 

Hyperledger Fabric (HLF) [4, 6] is part of the Hyperledger suit [7] and is a platform for building 
consortium/private Blockchain networks. HLF proposes Smart Contracts to automate 

transactions, channels for privacy-preserving transactions and allows membership management 

(via Certificate Authorities). HLF ensures good performance metrics (in terms of numbers of 

transactions per Second for instance) and good scalability. 
 

In our IoT-DBMS system, the use of a private/consortium Blockchain such as HLF allows the 

main actors of the device’s ecosystem (manufacturer, administrator, customer or end user, etc.) to 
be involved in theZ transaction validation process, and therefore in the verification and validation 

of device identities. Also, HLF Smart Contracts can act as brokers for authentication between 

devices and their associated gateways.  

 

3.2. Overall Description 
 
Our starting point is a pool of IoT devices spread over several geographical zones. On each of 

these zones, there is an IoT gateway acting as a bridge between the devices and the IoT Cloud 

Server. We propose a system based on Blockchain technology to secure the IoT devices of the 
pool. We use Hyperledger Fabric [7] to build our blockchain network, comprising of multiple 

channels, each of then representing one of the geographical zones (Fig. 1). To take in account the 

limited capacity of the end devices – and sometimes of the gateways also -, neither the end 
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devices nor the gateways are considered as nodes of the Blockchain. Instead, gateways can 
communicate with the Blockchain via API calls, and IoT devices do not communicate in any way 

with the Blockchain network. 

 

The global workflow comprises two parts: the Identification Phase (section 3.4) and the 
Authentication Phase (section 3.5). 

 

Through the Identification Phase, each new device in the pool will be assigned an identity, stored 
on the ledger of the appropriate channel. The Authentication Phase comes in second, and refers to 

the validation of  a device authentication request before sending data to the IoT server: it is 

required from the device to send an authentication request at its associated gateway (at least once 
-after the device first deployment-, and after expiration of the device session).  

 

 
 

Figure 1.  Overview of the System Components: 

 

3.3. Prerequisites 
 
Our system assumes that the following conditions are met: 

 

- Use of a secure information channel: To avoid man-in-the-middle attacks (MITM) 
[23], we assume that devices and gateways exchange data through a secure channel, by 

communicating for instance over the MQTT (Message Queuing Telemetry Transport) 

protocol [23] secured with TLS(Transport Layer Security) [24].  

- Multiple channels on the Blockchain network: The Fabric network is configured with 
multiple channels, each of them representing a geographical zone containing many IoT 

devices. And two Smart Contracts (more details in the next section) are deployed on each 

channel of the Fabric Blockchain. 
- IoT gateways as Blockchain light clients: The IoT gateways are configured as 

Blockchain light clients (via a Fabric SDK/REST API), and hence they can communicate 

with the Blockchain network via the Smart Contracts. Each IoT gateway can only 
communicate with one channel of the Blockchain network (this can be 

configured/specified when configuring the gateway as a Blockchain client). 

- Devices keys: We assume that the manufacturer generates for each device an ECDSA 

(Elliptic Curve Digital Signature Algorithm) [25] keypair. The private key is then 
injected into the device (in a kind-of “secured zone”); the corresponding public key is 

given to the device owner (or to the platform administrator). 
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3.4. The System Architecture 
 

The system is divided into two parts: the Blockchain network and the IoT network. figure below 

gives an overview of the (principal) components of our system: the administrator, the Fabric 
Blockchain network deployed with two Smart Contracts, and the IoT gateways as light clients of 

the Fabric network. 

 

 
 

Figure 2.  Actors interacting with the Blockchain 
 

a) Two Smart Contracts are deployed on each channel of the Fabric network: the 

Identification Smart Contract (ISC) and the Authentication Smart Contract (ASC). 

As their name suggests, the ISC is responsible of all transactions related to devices 
identities (it contains all identity-related functions: registration, update, deletion), and the 

ASC contains functions to authenticate devices (e.g. check existence of devices identities 

on the Ledger, and verify/validate identities proofs).   

b) The administrator is responsible of identifying devices. In our system, the identification 
step refers to assigning to each device an identity and to writing this identity on the 

appropriate ledger channel on the Fabric network. Administrator is given in advance 

credentials to access the Identification Smart Contract (ISC), which is in fact responsible 
of writing on and querying the Ledger.  

c) IoT Gateways act like intermediaries between end devices and the IoT Server (or 

Cloud). In our solution, the gateways are also used to check and validate authentication 
requests coming from their associated devices…. Gateways are configured as light nodes 

of the Blockchain network (through API clients and calls with the required credentials), 

an only have access to the Authentication Smart Contract (ASC). 

 
In our system, the Smart Contracts, the administrator and the IoT gateways are the main actors, 

interacting with the Blockchain network at various levels. But the end devices and the Fabric 

Blockchain “full” nodes are also part of the system. 
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Figure 3.  Overview of the authenticate_device function in the ASC 

 

3.5. The Identification Phase 
 
This phase involves the different actors of the device's ecosystem. Initially, the device is 

delivered with a kind of secret (an ECDSA private key) injected by the manufacturer. Then the 

IoT platform administrator will enter certain information related to the device (including data 
related to its lifecycle, its geographical zone and its deployment context) through a User 

Interface.  

 
Finally, this information is hashed as follows to construct the device identity: 

 

     device_identity = keccak256(serial_number||gateway_id||deployment_date) 

 
where: 

 

*  keccak256 is the SHA3 [26] hash function with a 256 bits-output; 
* serial_number is the serial number of the device, and deployment_date is the date of 

deployment of the device; 

* gateway_id is the identifier of the unique gateway in the geographical zone where the device is 

(or will be) deployed. 
 

The identity will thus vary according to the device’s lifecycle (for instance, a change in the 

gateway_id - meaning the deployment of the device in another geographical zone – will result in 
a complete change of the device’s identity). And following needs of the Use Case, other device 

data (for example the device status:  DEPLOYED, MANUFACTURED, the firmware version, 

etc.) can be added before the hashing process, to obtain device identity.  
 

After the generation of the identity, the following data structure is stored on the appropriate 

channel of the Blockchain network, using the Identification Smart Contract (ISC): 

 
                            [device_id_number, device_identity, device_public_key], where: 

 

 device_id_number is a unique number identifying the device (generally obtained from (or 

linked to) the IoT platform) 

boolean authenticate_device (device_id_number, challenge, signature) { 

 boolean device_authentication_status; 

                public_key = ledger[device_id_number].device_public_key; 

               if (public_key = null) { 

device_authentication_status = false;  

               } 

              else { 

device_authentication_status = ECDSAverify (challenge, signature);  

             } 

             return device_authentication_status; 

} 
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 device_public_key is the device’s ECDSA public key. The corresponding private key was 

previously injected in the device by the manufacturer.  
 

3.6. The Authentication Phase 
 
The next part is to authenticate a device via its associated gateway, and thus to guarantee its 

authenticity at the IoT platform level. This assumes that the device already had an identity stored 

at the Blockchain ledger (on the appropriate channel). At this step, the process uses the 
Authentication Smart Contract (ASC).  

 

To show how our Blockchain-based authentication process works, we assume for instance that 

we have a certain with temperature sensors on it. And the device must periodically send the 
measures to the IoT Server (Cloud). 

 

Once identified on a channel of the Blockchain (Identification Phase), the device will have at 
first to be authenticated by the appropriate IoT Gateway. The workflow is described as follows: 

 

1)  The device generates a MQTT message including its device_id_number and sends it to its 
associated gateway. 

2) The gateway generates a challenge and returns it to the device. 

3) The device signs the challenge with its ECDSA private key and sends the signature to the 

gateway. 
4) The gateway (as a Fabric light client) calls the ASC on a specific channel, to verify the 

correctness of the device signature, by giving he device_id_number and the device signature.  

5) The ASC queries the channel ledger with the device_id_number to retrieve the device public 
key if the device already had an entry on the ledger (else, the authentication process is stopped). 

The authenticate_device() function is called on the ASC to verify the device signature, and the 

validity status (true, false) is sent back to the gateway. 
6) Following the response received by the gateway, the device will then be considered as 

authenticated and will send sensors data to the IoT Server, again through the gateway. 

 

- once authenticated, device can then send data to the Cloud, through the IoT gateway. 
                

 
 

Figure 4.  Authentication Workflow 

 

3.7. Short Analysis 
 

Compared to the methods we have analysed in section 3, our IoT-BDMS system has some 
advantages. First, we do not use a public Blockchain, and we manage to define a potentially 

scalable architecture using only concepts (in this case channels) specific to Hyperledger Fabric. 
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The fact that we only use HLF allows us to avoid issues related to the integration of several 
Blockchains (hybrid architecture) (like in [16, 18]). To identify and authenticate devices, we use 

specific Smart Contracts (ISC and ASC); these concepts are not new and have already been used 

in [1,12]; but unlike [12], and to consider the weak capacities of devices, our identification and 

authentication features defined in the Smart Contracts do not require the device to participate as a 
node in the Blockchain network. The identification of the device on the Blockchain is therefore 

delegated to an administrator for example, and its authentication is done through its gateway 

which will itself communicate with the ASCs. And this identification takes into account the life 
cycle of the device, by providing in this identity, from the beginning,   information related to this 

life cycle (such as for instance the geographical area where the device is located at a certain 

time). To finish, we implemented a proof-of-concept for our system. 
 

4. IMPLEMENTATION AND CASE STUDY 
 

We implemented a prototype (proof-of-concept) of our proposal on HLF, with Smart Contracts 

written in Javascript. and MQTT/Java for the exchanges between the end device and the gateway. 
Our Fabric Blockchain consortium was made up of 3 channels, each maintained by 2 

organisations. Each organisation contains 2 peers, and 1 ordering node. All the Fabric nodes were 

deployed as Docker containers on a single Linux (Ubuntu 18.04) server hosted on Azure. 
 

On each of the 3 channels, we deployed the ISC and the ASC contracts (Fig. 5). 

 

Beside this Blockchain architecture, we also simulated an IoT gateway and an end device, as well 
as their exchanges (via WebSockets and the Mosquitto [15] MQTT broker). On the gateway, we 

have configured a REST Client to communicate with the ASC (a REST API was developed to 

expose the services of our Smart contracts). We have tested the end-to-end scenario of the 
authentication protocol, from the registry of the device identity (done by an administrator through 

an Angular User Interface) on one channel of the Blockchain, to the authentication request of the 

device and its validation by the gateway via the Blockchain REST API. 
 

        
                                

Figure 5. Overview of the ISC (left) and the simulated end-device (right) 

 

Our system could be deployed for a multi-site manufacturing enterprise, with a dedicated Fabric 

channel for each site. On each site (e.g. geographical zone), there will be a gateway acting as a 
broker for the end devices to the authentication functionality on the ASC. This multi-channel 

architecture could help to handle Blockchain-based authentication for a large amount of IoT 

devices, at least from a theoretical point of view. In fact, the next step will be to carry out load 
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testing to identify the maximum number of channels and devices per channel that our architecture 
is able to support, while continuing to ensure a minimum of performance (latency among other 

indicators). 

 

5. CONCLUSIONS 
 
We proposed an IoT Device Identity Management System (IoT-DBMS) based on Blockchain 

technology. We distributed the devices identities over multiple Fabric channels hosted on the 

same Blockchain network and proposed a light Blockchain-based authentication protocol for 
those devices. We have also implemented our IoT-BDMS by simulating IoT devices and 

gateways, which provides a sustainable proof-of-concept. As perspectives, we plan to conduct 

performance tests in order to give some concreteness to the theoretical scalability of our 

architecture. Integration and deployment in a real IoT environment – thanks to the XIoT [20] 
platform – are also planned.  We also plan to make enhancements so that our Blockchain-based 

identification and authentication protocols could address the mobility features of some devices, 

an aspect that has been very - if not completely - unexplored in most existing solutions. 
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