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ABSTRACT

Mobile crowdsensing has become a new paradigm that enables citizens to participate in the
sensing process by voluntarily gathering data from their smartphones to accomplish some given
task. However, performing the sensing task generate lots of data resulting in various quality of
the sensed data and high sensing cost in term of resource consumption. This matter became a
significant concern in mobile crowdsensing as the mobile nodes which act as crowd sensors
have limited resources. Moreover, an opportunistic mobile crowdsensing mechanism does not
require user involvement, so the data collection process must be autonomous and intelligent to
sense the data in the proper context. That is why context-awareness is also essential in
opportunistic crowdsensing to maintain the sensed data quality. In this mini-review, we revisit
the possibility of enhancing the mobile crowdsensing mechanism. We argue that improving the
data collection process, including context-awareness, can optimize in-node data availability
and sensed data quality. Besides, we also argue that finding optimization on inter-node data
exchange mechanisms will increase the quality of the in-node data. Furthermore, smartphones
that are related to humans as their owners reflect humans' physical and social behavior. We
believe that considering contexts such as human social relationships and human mobility
patterns can benefit the optimization strategies.
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1. INTRODUCTION

The emerging technology has enabled smartphones to enhance their connectivity and computing
capabilities. Different sensors like gyroscope, accelerometer, camera, and microphone can be
integrated easily into a single smartphone. This development empowers mobile devices to be able
to sense, collect, and process information. Furthermore, sharing the collected information with
nearby devices will form a collective knowledge about a particular phenomenon. This mechanism
of sensing, collecting, processing, and sharing is called Mobile Crowdsensing (MCS). This term
was first introduced by Ganti [1] as the collective ability to sense a kind of phenomenon from
different devices.

A sensor-rich smartphone is a good upgrade for the existing environment-sensing mechanism.
Furthermore, fast connectivity and various kind of sensors which already embedded in a mobile
device can lead to lower deployment costs than those of the infrastructure-based sensing system.
Ganti [1] observe the possibility of using sensing and connectivity capable devices, especially
those that participate in the Internet of Things, to report their sensing result and form a collective
knowledge. From then onwards, mobile crowdsensing has attracted many researchers to deepen
their knowledge in this area.
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In this mini-review, we intend to present the following aspects of MCS:

1. We provide an overview of MCS, existing implementation, and related research.

2. We investigate the existing implementation and research whether it has already
incorporated social aspect and mobility model

3. We introduce potential challenge in MCS related to minimizing sensing and
communication cost while maximizing data quality and a possibility to enhance it with
the collaboration of social aspect and mobility model

2. OVERVIEW OF MOBILE CROWDSENSING

The context scope in the sensing process is a crucial part of Mobile Crowdsensing. Lane [2]
categorized maobile crowdsensing into two: personal and community sensing based on the scope.
In personal sensing applications as depicted in Figure 1, the device user is the point of interest.
For instance, monitoring and recognizing user-related posture and movement patterns for
personal fitness logs or health care reasons. Community sensing as illustrated in Figure 2
monitors a particular phenomenon such as traffic congestion, pollution level or noise level that
cannot be measured only by a single device. This phenomenon can be accurately measured when
many observers such as stationery sensor, embedded sensors in mobile phone, car or bus sense
the same phenomenon to acquire complete information.
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Figure 2. Community Sensing
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Due to the large-scale observation scope, there are two approaches to implement community
sensing: participatory sensing and opportunistic sensing. The former required the user to register
and thus be actively involved in the data sensing and collecting process, whereas the latter only
needed passive participation. The participatory sensing process required awareness from the
contributed citizen. The citizen as smartphone's owner has to define what, when dan was to sense
a specific phenomenon. On the other hand, opportunistic sensing does not require user
intervention as the data was collected automatically.

Consequently, opportunistic mobile crowdsensing relies heavily on the application to do the
sensing task. Hence, this sensing mechanism needs to be autonomous and more intelligent since
it has to recognize the sensing context on its own without the assistance of a human. Moreover,
opportunistic sensing needs to sample data more frequently because of the user's passive
participation and likely lower data quality due to context inaccuracy than participatory sensing.
However, these data collection processes raise concerns about resources such as storage and
energy. Meanwhile, as mobile devices' resources are limited, we must optimize resources while
maximizing data quality and availability.

Crowdsensing management as depicted in Figure 3 includes three processes: data collection, data
forwarding, and data analysis. The first process is data collection which aims to minimize the
sensing cost of crowdsensors while maximizing the sensing coverage and quality. This process
includes user recruitment and task allocation. The user recruitment concern is selecting the
suitable crowd sensors for the sensing tasks, while task allocation assigns suitable tasks for
crowdsensors. The second process is the data forwarding process which includes the
communication aspect of the crowdsensing process. Lastly, the data analysis process aims to
aggregate and extract the information from collected raw sensed data.
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Figure 3. Crowdsensing management layer
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Crowdsensing applications are already implemented to build collective knowledge in some
domains of interest, such as environment monitoring, e-commerce, and healthcare. Several
studies [3][4][5][6] had already implemented the crowdsensing process to observe some aspects
of the environment. Yan’s research [3] relies on a driver’s smartphone to monitor a traffic
congestion situation and report it to the cloud-based server. After the cloud-based server receives
the report, it aggregates the data and subsequently distributed the overall traffic condition to the
other drivers who use the same application to be informed of the event and thus avoid the
congested road. FixMyStreet [4] collects reports from citizens regarding some trouble related to
the street and its supporting public facilities. Research conducted by EI-Wakeel [5] monitors road
conditions and road hazards by analyzing vehicle movement recorded by sensors both in the land
vehicle and driver’s smartphone. Air quality monitoring using SecondNose [6] had been done in
Trento, Nothern Italy, with 80 participants on the data collection process. These participants
collected air condition with sensors and aggregated the data. The smartphone’s owner gets the
complete information of the air quality in its surroundings (measured by the smartphone’s
sensors) and the overall air quality map generated by the aggregated data. In e-commerce,
LiveCompare [7] uses participatory sensing to compare different prices from a specific product in
different grocery stores. Abu-Elkheir [8] introduces crowdsensing as a means to get collective
knowledge about an emergency. Healthcare framework AllergyMap [9] collect data from patients
and can further visualize the distribution of different allergens and irritants concerning the spatial
and temporal distribution.

These crowdsensing applications, as mentioned earlier, can be deployed with various kinds of
underlying technologies. Capponi [10] differentiates the underlying of mobile crowdsensing
technologies into two significant groups: infrastructure and infrastructure-less. Infrastructure
technology refers to the need for data delivery infrastructures such as cellular or vast area
networks. In contrast, the infrastructure-less technology depends on device-to-device (D2D)
communication such as WiFi Direct and Bluetooth.

The availability of infrastructure will be a crucial point to define proper crowdsensing
management. In infrastructure-based crowdsensing, crowdsensors upload the sensed data via
infrastructure such as cellular networks to the remote server. Subsequently, data analysis will be
performed in the remote server then a global view of data is achieved. Whereas in infrastructure-
less-based crowdsensing, the data aggregation will be done in a distributed environment within
the crowd. Consequently, data analysis is performed locally and the global view of the sensed
data can not be achieved,

3. ISSUES IN MOBILE CROWDSENSING

Generally, the more data can be collected in MCS; the more complete the knowledge will be.
However, having a sufficient number of users to perform the sensing task can be a challenging
problem. In the data collection process, some aspects concerned are data guality, sensing cost,
and privacy guarantee. Even though a large crowd of participants is helpful to do the data
collecting process because of its extensive sensing coverage, not all of the collected data have the
same quality, yet the amount of generated data is enormous. Therefore, it is necessary to find
optimization between the number of recruited participants and sensed data quality.

On the other hand, from the user’s perspective, doing the sensing task can deplete its resources
such as energy and storage. Consequently, users will not always be willing to cooperate in the
sensing process. Hence, there must be some incentive mechanism to compensate the willingness
of the user to contribute to the sensing process. Privacy also becomes a concern in the data
collection process. The anonymity of user identity has to be guaranteed in the sensing process
while still maintain user verification to avoid the threat from malicious users.
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Meanwhile, there are more to concern with the different perspectives of how users collect the
data by participatory and opportunistic sensing. In participatory sensing, to get involved in the
sensing process, the user’s decision on how, what, when dan, where to sense is purely human’s
who act as the smartphone owner, thus indirectly including human’s intelligence in the process.
On the other hand, in opportunistic crowdsensing, the burden shifted to the application, which
obliges intelligently aware of the sensing context hence makes context-awareness become an
addition of data collection aspects to be concerned in opportunistic crowdsensing.

Data collection management in crowdsensing includes two processes: user recruitment and task
allocation. The user recruitment process addresses the necessity in mobile crowdsensing to
minimized the number of contributed users required in the sensing process while maintaining the
sensing coverage and sensed data quality. On the other hand, the task allocation process concerns
how to assign the right task to the suitable recruited user. Furthermore, those four aspects
mentioned earlier (data quality, sensing cost, privacy, and context awareness) are partially
addressed in the research in user recruitment and task allocation to improve the data collection
process in mobile crowdsensing.

Research in [11][12] has been conducted to improve the user recruitment process. Wang [11]
introduced PURE-DF to recruit participants in participatory crowdsensing. PURE calculate the
estimation of the user’s arrival in Pol and the user’s subscription plan to minimize recruitment
cost. Furthermore, Delegation Forwarding (DF) is used to optimize the trade-off between the
delivery ratio of the sensed data and the number of required participants. Although this method
can successfully minimize the recruitment cost and the number of recruited participants, this
study assumes there is always sufficient bandwidth dan contact duration to successfully deliver
the sensing task and exchange sensing data with other nodes. The Secure User Recruitment
(SUR) protocol proposed by Xiao [12] uses a Greedy algorithm to recruit the nearly minimum
user while ensuring the data quality and privacy using the semi-honest model. However, this
mechanism assumes that the user mobility model is independent while the human maobility model
is not fully independent. Besides smartphones, a vehicle with embedded sensors can act as crowd
sensors. However, not all vehicles will voluntarily contribute to the sensing process. Research
conducted by Liu [13] introduces an incentive mechanism to increase the participation of vehicles
in the crowdsensing process.

To address task allocation, Capponi et al. | [14] introduce an energy-efficient data collection
framework that can reduce the sensing cost and maximize the data quality considering the user’s
level of remaining energy and matching it with a suitable sensing task. The approach use context
in the allocation process called Context-Aware Task Allocation (CATA) has been introduced by
Hassani [15]. CATA measures similarity between task and user’s context to compute the
probability of successfully executing the task for a given user. When the probability of success is
high, then the task will be allocated to the user.

4. RESEARCH CHALLENGES IN MOBILE CROWDSENSING

From those issues mentioned above, we found two challenges that can still be further studied:
maximize data quality; minimize sensing and communication cost.

Maximize data quality. To maximize data quality, we need to find a suitable number of
recruited users to perform the sensing task, hence covering a certain area. Furthermore, because
we focus on opportunistic mobile crowdsensing, we need to improve the sensing process to be
more intelligent.
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We argue that applying context-awareness will improve the data quality in the data collection
process. In mobile crowdsensing, each node can do the local computation. Hence, the extraction
of contextual information from raw sensed data can be performed inside the node itself. Hassani
[15] implement context-awareness in the crowdsensing process by matching the task context with
the participant context to allocate the suitable task to a certain participant. However, although the
data were collected by smartphones, the collected data are then processed in a centralized server.
The implementation on device to device communication network (D2D) and further use of
distributed processing is possible. Artificial intelligence also can be utilized to derive the
semantic characteristic of collected raw data. EI-Wakeel [5] incorporate Support VVector Machine
(SVM) to classify the collected data into eight different road anomaly contexts. Although the
classification is done successfully, the diversity of sensors, vehicle’s condition, and weather
condition influence the classification process.

We also argue that involving the influence of mobility pattern of mobile nodes is advantageous to
define which node to recruit based on spatial-temporal dimension because some people may
regularly visit someplace after some interval. Moreover, we expect that considering the mobility
pattern of the mobile node will benefit the context inference of the crowdsensing process. The
mobility models presented in Table 1 already captured some mobility models used in earlier
experiments. There is much diversity of mobility models such as synthetic mobility, real-world,
and random mobility. However, none of these models are used to define the overlay social
characteristics derived from the participant’s movement.

Table 1. Summary of Mobile Crowdsensing Existing Solutions

Participation Underlying technologies
Ref Data Sensing Social Mobility model and
Participato Opportunistic Infrastruct Infrastructure- | quality cost aspect geographical scope
ry ure less

3] v ) v } } v } real vehicle movement of
Guangzhou City

[4] v - v - - - - geographical region of Brussel

5] . v . v v ; ; vehicle movement in Kingston,
Canada

[6] - v - v - - - human real movement in Trento

7] v . v . v Geographical region of Durham,
North Carolina

8] v . ) v v ; v drones movement based on
roads

[9] v - v - - v - geographical region of Greece

[11] v . v . } v roma/taxi trace set, epfl trace
set, geolife trace set

[12] 4 - - 4 v - - synthetic mobility model

[13] . v v . } v crawdad dataset of taxis in San
Fransisco
pedestrian mobility in

[14] Luxemburg

[15] - v v - v v - synthetic mobility model

Besides, we believe that data quality can be further refined by the data aggregation process
facilitated by an inter-node data exchange mechanism. While inspecting other node’s data, we
may found similar data with different quality. Hence, we can compare these data and choose
which data to keep.

In addition, different mobility characteristics of the nodes can be considered in the sensing
process related to the coverage and density of the sensing area. For example, people who tend to
travel in the more extensive coverage area can most likely sense a lot of different data. However,
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the communication cost will be huge as the assigned task will rarely match with the in-node
available data.

Also, people whose mobility patterns covered a dense area tend to have more similar data with
other people compared to people whose mobility patterns covered a sparse area. When people
arrive in a dense area, she/he can drop the data more frequently as another node may have similar
data.

Minimize sensing and communication cost. Other than minimizing sensing and communication
costs, there are factors to consider, such as the underlying communication technology and
resource allocation. We focus on inspecting the scenario of infrastructure-less scenario. D2D
communication over Mobile Adhoc Network (MANET) and Opportunistic Network (OppNet)
are the two candidates for the underlying technology of the crowdsensing process in the D2D
scenario. Although these two underlying communication technologies are the basis of mobile ad-
hoc communication, they differ in some aspects. Even though node mobility in MANET is
dynamic, there is always an end-to-end path between these nodes, so the global knowledge is
available in MANET. In contrast, in the opportunistic network, there are not.

On the other hand, in OppNet, there are intermittent connectivity and opportunistic encounter
between nodes. Thus, the end-to-end path does not exist. Moreover, the contact duration between
nodes and encounter probability of nodes varies. Consequently, data aggregation and data
forwarding in this network have to be distributed because of the absence of global knowledge of
the network. However, the opportunistic network will benefit the crowdsensing process because
of the availability of bundle layers inside the nodes, which enable the store-carry-forward
mechanism. In an opportunistic network, data can be carried around even when the end-to-end
path does not exist. This behavior will reduce the communication cost as the data can be carried
around between the nodes themselves without infrastructure involvement. Researchers in
[5][6]1[8][12] are already conducted in infrastructure-less settings. However, these four researchs
still incorporate edge cloud in the data aggregation process.

Because of the limitation of mobile node resources such as storage and energy, we argue that
resource-aware data collection and forwarding are essential to reduce the sensing cost. The
willingness to participate in the crowdsensing process must be compensated with some reward
from the incentive mechanism. In future research, a game theory-based incentive mechanism can
be utilized to optimize the resource and the willingness to cooperate. The reputation-based
reward can benefit the mechanism as the incentive scheme does not have to be in monetary
forms. Although research in [9][11][13][14][15] implemented an incentive mechanism to
encourage participation and minimize resource consumption, to the best of our knowledge, there
are none that corporate the derivation of the social context of the collaborating nodes in the
opportunistic mobile crowdsensing. Elkheir's research [8] infuses social media to collect
emergency data. However, the overlay social characteristics such as community and social ties of
the collaborating nodes have not been explored yet. There are some efforts in [16][17][18] to
incorporate social aspects of the routing process in the opportunistic network, such as similarity
and centrality.

5. CONCLUSION

The emerging technology has enabled the mobile crowdsensing paradigm to form collective
knowledge within the crowd, with some aspects to be concerned, such as sensed data quality and
sensing cost. Furthermore, in opportunistic mobile crowdsensing, context-awareness is essential
because the sensing mechanism needs to be intelligent as the sensing process does not include
active human participation. As the opportunistic network will serve as the underlying
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communication network, the intermittent connectivity, and various contact opportunity, the
crowdsensing mechanism should employ a distributed algorithm which can be later implemented
in this network. Therefore, mobile crowdsensing still faces open challenges to maximize the
sensed data quality while minimizing the sensing cost. Moreover, incorporating social aspects
and mobility patterns as additional aspects is a possible thing to be done in future studies.
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