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ABSTRACT

Many people donate money to fund organizations, but very rarely do those donors have
information about where those donations go. Donation platforms are both non-transparent and
also leave a large portion of potential donors unnoticed: gamers [1]. This paper explores the
concept of utilizing blockchain technology and its existence as a web3 token-based platform in
order to provide transparency for donation routes, showing donors and other companies exactly
where donations are coming from and where that money is going. Our application utilizes
HTTP requests in order to greatly increase compatibility, and also uses multiple private key
encryptions in order to ensure that any user data or information and monetary transactions are
kept secure and private [2].
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1. INTRODUCTION

In recent years, the popularity of cryptocurrency has soared through the roof due to new
accessibility and promises of striking it rich [3]. According to a study done by Insider
Intelligence, around 34 million US adults own cryptocurrency [4]. Nowadays, it would be rare to
find a person who has yet to hear of cryptocurrency. Moreover, in 2020, after the advent of the
Corona virus pandemic as well as the racial justice movements of the time, Americans gave a
record $471 billion in donations. Video games are played by hundreds of millions around the
world, from the gamers who’ll dedicate hours at a time to their hobby, to people who might just
play on their phone every once in a while to pass a train journey. Video games are big business
and have the potential to offer a lot of support to good causes [5]. According to a study done by
the Charities Aid Foundation, around 58% of players were interested in donating while playing;
59% would be more likely to pay to remove adverts if some of the cost went to charity; and 63%
would use funds from online wallets to donate [6]. Despite such promising numbers, the industry
of video games has surprisingly not overlapped too much with the idea of donations. Instead of
utilizing the traditional methods of campaigning our platform uses online wallets and the large
plethora of gamers willing to donate in order to make money-raising much quicker and more
transparent.

Existing donation platforms exist, sites such as GoFundMe and DonorBox allow for patrons from
all over the world to donate money to their favorite charities. They allow for organizations to
create a fundraising campaign, with a description and the option for anyone to donate. The main
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way that they gain traction is through affiliate links and the organization's own efforts to spread
word regarding their fundraising. However, these websites require donors to go out of their way
to find the website and then proceed to donate, which limits the scale of their reach. Another
issue with this form of donation is that the proceeds are extremely hard to track. Many
organizations can create a fundraising event and use the donations towards something else, with
little to no transparency on where the money is actually going.

Our tool is a web3 token-based gaming donation platform. Because it is a dApp, it runs on a
blockchain of computers and is free from the influence of a single authority [7]. In comparison to
others. In comparison to other donation platforms who operate under one site owner and spread
through word of mouth, Donahub’s API is integrated into distributed video games and takes
donations from a wide variety of players. A strong feature of using an online wallet for the
organization to receive funds is that it offers transparency in where the money is going. By
tracking the organization’s wallet ID and its transactions, it guarantees that the organization is
actually receiving the money and also spending it on the right things. Another feature that we
have is the ability for an admin to determine how the donations will be spread among various
organizations, allowing a single donation to benefit more than one organization.

In practice, Donahub demonstrates how the web3 token-based structured donation platform
increases the effectiveness of donations. First, we have complete transparency, showing users the
recent transactions list including addresses for easier tracking. Donahub also utilizes HTTP
requests in order to make new donations, making it highly compatible with most games and
coding languages [8]. Donations can be made from multiple sources as long as HTTP requests
are being sent, letting you make donations from web browsers, games, and any other source. The
app is also secure, with all the data being stored in a Moralis database using private keys to both
encrypt and decrypt the information. Donahub has its own distribution algorithms, permitting
users to donate equally among organizations or give priority to specific organizations.

The rest of the paper will follow this outline: Section 2 describes challenges we encountered
during the process of creating and carrying out this experiment, Section 3 explains the
methodology we used and the solution we came up with, Section 4 evaluates the experiment and
provides extra details, Section 5 presents related works, and Section 6 gives concluding remarks.

2. CHALLENGES
In order to build the project, a few challenges have been identified as follows.
2.1. Web3-Based Portal

The development of a web3-based portal [9]. As the idea of Web3, a decentralized version of the
world wide web, is still extremely new, there is little to no help regarding the development of a
platform based on it. Moreover, it is necessary to connect every little bit of data collected from
the platform to a database as well as connect a wallet to its user. Because of the novelty of dApps,
it is a challenge to figure out the connection process and make sure that data being collected is
being stored in the right places and is also able to be called whenever needed. It is also difficult to
develop both the backend and frontend of such a platform, figuring out how to handle the money
as well as create a pleasing user interface that provides all the information necessary.
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2.2. Integration Compatibility

The compatibility of the platform to integrate with different game applications. Due to the use of
our platform depending on a game’s code and integrating our SDK/API, it is a challenge to
ensure that our platform is compatible with the plethora of games that exist. Because different
developers use different tokens, different engines, different code, our platform might not be
compatible with all kinds of games. Moreover, developers might want to integrate our SDK/API
in their own way.

2.3. Fund Distribution Algorithm

The diversity of the fund distribution algorithm. Our platform is going to work by distributing
donations given to us to a number of different charities using a distribution algorithm. However
as a platform, we most likely will be wanting to use a wide variety of algorithms, encompassing
individual developers’ priorities. The algorithm also needs to be flexible, able to adapt to the
needs of different donors.

3. SOLUTION
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Figure 1. Overview of the solution

Donahub is a web3 decentralized blockchain-based donation platform that integrates into games
in order to gain donations from players [10]. Users have two options on how to donate; either
from a game or directly from our web platform. Our platform has 4 main components, the games,
our server, a database, and our web portal. Players of integrated games will have the option to
send an HTTP request containing their account name and donation amount to our server, which
communicates with our database and our web platform. People donating from the web platform
don’t need to send their account name because they will have to be signed in to donate, instead
only needing to send their donation amount to our server and database. Receiving an HTTP
request from anywhere will create and save a new donation object in our database, which will
then be displayed on our web portal for a final confirmation. The web portal houses important
information such as past and pending transactions and a list of all recipients. The website is also
where donors will be able to choose how their funds get distributed amongst the organizations,
with an equal distribution function and a priority distribution one.

Moralis is a platform that provides the full-stack workflow for people looking to develop their
own dApps. It provides you with a database that will automatically store all of the data that you
have configured and is easily accessible from the frontend. All of the features that Moralis offers
are cross-chain, so the data can flow easily between different blockchains. We utilized Moralis’s
functions in order to create our signup and signin functions as well as easily keep track of
transactions and display them.
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Figure 2. Screenshot of code 1
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Figure 3. Screenshot of making donation

Our user profile page is where everyone is taken after they sign into their account. On the left
hand side, we can see our organization logo along with its name, the user’s username, and a short
description of the organization. At the top middle section, we have 4 tabs: Overview, Edit
Account, Past Transactions, and Distribute Funds. In Overview, we can either make a fast
donation using the Make a Donation input box or confirm any pending donations that we have.
Everything that we see on the left hand side can be edited using the edit account tab.
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Figure 4. Screenshot of filling information

The Past Transactions tab is where you can see a timeline of every single past
donation/transaction that has been made.
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async function getUserTransactions() {
let user = Moralis.User.current();
if (luser)
user = await Moralis.authenticate();

// create query

const query = new Moralis.Query("EthTransactions”);
console. log(user.get(" "))
query.equalTo("to_address”, user.get("ethAddress”));

// run query

const results = await

console.log("user transac
for (var i = @; i < resul
var 1iltemHTHL = '<li>c

+ results(i].createdat + '.</p>
+ "<p>From <span classs"text-primary™>' +
results[i].attributes.from_address+ '</span> to <span cl

results[i].attributes.to_address + '</span></p></div></1

document . getElementById("transaction_list").innerHTHL += 1iTtemHTHL;
)

Figure 5. Screenshot of code 2
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Figure 6. Screenshot of post transaction

The Distribute Funds tab is where you can decide on how you are going to donate. An equal
distribution button allows for you to enter an amount. That amount will then be donated to every
organization that has signed up with DonaHub.

async function equalDonation() {
var amount = document.getElementById("equal_distribution_amount™).value;
const DonaUser = Moralis.Object.extend("DonaUser");
const query = new Moralis.Query(DonaUser);
const results = await query.find();
console.log("Successfully retrieved " + results.length + " users.");
if (results.length > @) {
for(var i = 8; 1 < results.length; i++) {
donationAmountForlallet(results[i].attributes.ethAddress, amount);
console.log("donated " + amount + " to " +
results[i].attributes.ethAddress);
}
¥

Figure 7. Screenshot of code 3
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Figure 8. Screenshot of Funds
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Figure 9. Sign up page

The signup page consists of 4 fields. Submitting your information here and clicking sign up will

save all 4 fields into a single object (Donauser) stored in our database

the bottom that will allow you to sign in if you already have an account.

Figure 10. Screenshot of code 4
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Figure 11. Sign in page

The sign-in page is where users will input their username and passwo
organizations profile page. The input forms are collected and com
database in order to check for a match.

. There is also a button at

rd in order to access their
pared to the data in the
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async function legin(} {
console. log("signup
var username = docum

var password = docum

console.log(username) ;
console. log(password) ;

const Donauser = Mori
const query = ne ery
query.equalTo("usarnans”, usernane);
const resi

console. log(

+ results.length = * users.”);
/# Do somethi ioralis.object values
if (resul

const object = resultsfel;

+ ' - ' s object.get(‘username’));

350N, stringify(object));
s57Ul");

= "pages-user-profile.htnl";
} else {
alert("Incorrect or invalid passs
¥
} else {
alert("Invalid usernane”);
¥

Figure 12. Screenshot of code 5

Homepage

e The homepage contains much needed information about our donation platform as well as

provides two buttons in the top right; sign-in and sign-up. It is written using Javascript and
HTML and CSS.
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Server

e This server allows us to externally call upon our donation functions, enabling people to
make donations from outside of our portal. This is how we will be integrating our donation
platform with other games, by having them send an HTTP request to our server.

e The server uses Node.js, a back-end JavaScript runtime environment that works to execute
JavaScript code externally; outside a web browser. This allows us to use JavaScript for
server-side scripting and also allows us to use Express.js, which is a back-end web app

framework for Node.js. Express.js is what actually allows for us to send external HTTP
requests and is what we use to create all of our APIs.
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e We are able to send requests through a website url, a command-line shell, and through unity.
In all of these methods, the account name and amount trying to be donated is required in
order to successfully make the donation.

e Code for Server:

*F" + date getF ullYear()

res.send('Donation received')

Figure 13. Screenshot of code 6
Database

e We created a database using Moralis.

e When signing up, each user is stored in the database as an object called a donaUser. The
donaUser object stores the organization's name, the user’s username, logo url, and password.

e Whenever someone creates a donation, it creates a new donation object within the database.

e  Game Integration with the Server API

e  Within Unity, we can send an HTTP request by utilizing a coroutine that uses Unity’s web
request functions.

e public class NewBehaviourScript : MonoBehaviour

Start is called before the first frame update

void Start()

UnityWebRequest Get("https-/EricProject-1.sunyud12.repl.co/makedonation?account=yusun3&amount

=05")

yield retum www.SendWebReguest(),

Figure 14. Screenshot of code 7

Inside of the Unity game, we can utilize the provided TextMeshPro packages to create input
fields and a button. All we need to do is have the button send an HTTP request using the code
above except replacing the account name and donation amount with the values inside of the text
input fields. We can do this easily by simply creating two TMP input field variables and then
adding their text value to the UnityWebRequest.
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Figure 15. Put donation information page

public class SendDonation - MonoBehaviour

public TMP_InputFisid account_inputField
public TMP_InputFieid donation_inputField

public void sendDonation ()

Figure 16. Screenshot of code 8

4. EXPERIMENT
4.1. Experiment 1

On account of DonaHub being built on a blockchain network, it automatically becomes more
secure than regular donations. This is because, while it is still susceptible to cyber threats, all
transactions are encrypted and recorded on a distributed ledger, any hackers would need to
change the entire chain in order to alter the records.

HTTPS is the protocol that we use to send information between the website and the web browser.
HTTPS is a secure protocol due to its use of an asymmetric public key infrastructure. It contains
a public and a private key. The public key is used by everyone who wants to access the website,
encrypting information sent. The private key is used to decrypt information encrypted on the
public key. The data encrypted on the public key can only be decrypted by the private key,
making the website more secure.

HTTPS has been used in all of the communications in our Web3 app:
e Calling our nodejs server

e Moralis communication
e Moralis database
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Figure 17. HTTPS security

Data encryption is important simply due to the extra security it provides. Especially because our
platform handles matters regarding money, if unencrypted data was gained by a third party, they
would be able to easily read the data and use it. All of our data is stored in a Moralis database
which is securely encrypted using private keys. Private keys are used to both encrypt and decrypt
the data in this case.

All of the data is stored in the Moralis database, which is securely encrypted using private keys.

4.2. Experiment 2

Our donation platform is shown to greatly increase transparency in transactions and in tracking
what donations are used for. Due to the usage of blockchain technology as well as our web
portal’s display functionalities, all transactions of the digital wallet are displayed in the user
homepage, allowing for easier tracking and much more transparency compared to other donation
platforms, which will accept donations and never track where the money actually goes.

Donations can be made whenever someone sends an HTTPS request to our server. This creates a
new donation object inside of our database. When the object is created, the donation is
automatically marked as pending. Within the admin account, users will be able to click the
confirm button, which will finalize the transaction and actually send the donation. Once the
donation has been made, it will be publicly available to see through different ETH explorers such
as: https://etherscan.io/.
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Donation Timeline

PENDING

@ Amount 0.00 pend ng

Amount 900 Status: confirmed

RECENT

(®  From Oxc4b528a

Oxf5fe504dafadl7dd6bsf5244c4

Figure 18. Donation timeline

Txn Hash Method (D T Block T Age T From T To T Value
@ 0x5da1384d17bb989054 Transfer 15193904 11 days 22 hrsago  Oxf5fe504da8a417dd6bS SELF 0xf5fe504da8a4d 17dd6éb5 0.000001 Ether
@ B 3c25¢17a5¢ Transfer 15180825 13 days 23 hrs ago xc4b529ad4 7ad2cfad84 IN 0xf5fe504da8ad 17ddéb5 0.002 Ether

Figure 19. Files (https://etherscan.io/address/Oxf5fe504da8a417dd6b5f5244¢4206e80f9ab400f)

It is also possible to have the donations distributed among the different organizations that have
signed up with DonaHub. Inside of the admin account user homepage, there are two options:
Equal distribution or priority distribution. Equal distribution takes the amount you want to
donate, splits it evenly among the number of organizations, and then sends the donations. Priority
distribution allows for you to choose which organizations will receive the funds, either allowing
some to get either most or all of the donated money.
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Distribution Strategy

Distribution with Priority

ALLORGANIZATIONS
@ Name Charging Champions Wallet ID: undefined
@ Name Charging Champions Waillet ID: undefined

Name Coding Minds Wallet ID: Oxc4b529047ad2cfad84531094090783e18538595¢

Name Coding Minds Wallet ID: undefined

Figure 20. Distribution strategy

Our platform is extremely compatible with most programs, regardless of different game engines,
coding language, etc. The only necessary component that an application needs to connect to our
services is the ability to send an HTTP request. Because nearly all coding languages have
incorporated HTTP requests, it becomes especially simple to send a donation request to our
server.

Game Type Library

Unity UnityWebRequest
https://docs.unity3d.com/Manual/UnityWebRequest.html

ReactJs AJAX https:/ireactjs org/docs/fag-ajax.html

GameMaker HTTP Request Function

https://manual.yoyogames.com/GameMaker Language/GML Referen
ce/Asynchronous_Functions/HTTP/http_request.htm

Other Game Engine ...

Other Game Engine ...

Web - HTML/Javascript

08 - Swift

Android - Java

Flutter - Dart Dart HTTP Library https:/pub.dev/packages/http

Figure 21. Table of game type and library
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5. RELATED WORK

This work focuses on the decreasing trust and transparency within the field of donations as well
as offers some solutions to aforementioned issues [11]. The work offers two use cases, with the
first one solving transparency issues utilizing blockchains and declaring an organization's status.
The second use case focuses more on a general approach towards donations and presents a rough
draft for a donation model with a DonationToken that has a special ID and features. This work
was much more broad in terms of execution and was not as focused on actually creating a
functioning web3 donation platform.

This work discusses the distrust regarding the usage of donated money [12]. This work mainly
focuses on blockchains and their ability to create transparency and discusses the implementation
of a platform that would track donations based on blockchain technology. The work states that
this would offer transparent accounting and provide a transparent donation route. This work is
much more broad in terms of its research, also mainly focusing on discussing the implementation
as compared to actually executing.

This work analyzes the feasibility of a blockchain based financial product that would solve the
many challenges as well as optimize the process of donation [13]. The authors created a dApp
and tested it using Ethereum and fully evaluated the throughput and feasibility of such a
blockchain based product. The work is similar in its creation of a financial product, however it
focuses more on testing the feasibility rather than creating a practical product.

6. CONCLUSIONS

In summary, DonaHub is a Web3 token based donation platform that seeks to provide
transparency and security in the field of fundraising [14]. Utilizing blockchain technology,
DonaHub allows for easy and traceable transactions that tell donors and organizations exactly
where or to where the money is going. DonaHub also provides its own distribution system,
allowing users to either equally distribute funds among organizations, or give priority to specific
ones. The application is also easily integrated into most games, tapping into the wide variety of
gamers willing to donate money. The only factor necessary in integrating DonaHub is the ability
to send an HTTPS request to our server.

The application used requires game developers to send HTTPS requests to our server in order for
donations to work. There are limitations to this because, while rare, some engines do not support
easily sending such requests. Moreover, there is also an issue of simply getting organizations to
sign up for our portal. Another limitation is that crypto currency and digital wallets are still
relatively new and not as many people have them.

The first issue can be solved by simply allowing our server to take more different kinds of
requests other than just HTTPS ones, such as JSON-RPC. Other limitations can be fixed by just
expanding our reach and through reach out to companies. Lastly, the number of people owning a
digital wallet will gradually increase over time as cryptocurrency grows in popularity [15].
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