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ABSTRACT

The Internet of Things (IoT) has the potential to change the way we engage with our
environments. Its prevalence has spread to various areas of industrial and manufacturing
systems in addition to other sectors. However, many organizations are finding it increasingly
difficult to navigate 10T. To unleash its full potential and create real economic value, it is
essential to learn about the obstacles to 10T delivery. There is high potential for loT
implementation and usage in developing countries, and major barriers must be addressed for
10T delivery. This paper explores the challenges that impact the adoption of 10T in developing
countries based on the technical context. It also presents a general conclusion in the form of
recommendations to capture the maximum benefits of 10T adoption.
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1. INTRODUCTION

loT offers tremendous potential to transform the globe by linking devices in large interoperable
systems managed by analytics and software [1]. 10T is one of the most significant emerging
technologies [2], [3]. It allows anyone in any location to connect to anything at any point in time
using a device [4]. 10T has been recognized for its impacts on various sectors, including
construction and manufacturing, healthcare, logistics, oil and gas, agriculture, and transportation.
loT system has the ability to empower all industries to change from conventional
business models to new revenue streams [54]. Figure 1 illustrates the global 10T market share as
determined by Fortune Business Insights [6], which divided the market into banking, financial
services, and insurance (BFSI), transportation, healthcare, information technology (IT), telecom,
manufacturing, government, agriculture, retail, sustainable energy, and other sectors.
Accordingly, healthcare and manufacturing were anticipated to have the largest lIoT market share
in 2021 [6].
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Figure 1. Global 1oT market share [6]

The significant influence of 10T on the Internet and global economy is remarkable. It is
anticipated that by 2025, there will be close to 100 billion linked 10T devices [7] and a world
economic impact in excess of $11 trillion [8], which would equate to around 11% of the global
economy based on the World Bank’s projection of $99.5 trillion per year in global GDP in 2025
[8]. Figure 2 shows the anticipated rise in the enterprise 10T market [10], which rose by more
than 22% between 2020 and 2021 to $157.9 billion. 10T Analytics estimates that the 10T market
share will rise at a compound annual growth rate (CAGR) of 22.0% between 2022 and 2027 to
eventually total $525 billion.

Customers will capture the utmost of the advantages. [8] showed that the users of 0T, including
consumers, businesses, and other organizations, might be able to capitalize on 90% of the value
that 10T applications produce. Accordingly, for example, the value of enhancing the health of
chronic disease patients over remote monitoring will possibly be approximately $1.1 trillion each
year in 2025 [8].

Organizations are utilizing 10T technology to increase efficiency and effectiveness [11], [44] in
addition to enhancing decision-making [46], [47] and increasing the value of the business [39],
[40], [47], [48]. The active nature and rapid changes in 10T have revealed obstacles and issues
that might stand in the way of allowing users to capture its advantages [12]. Thus, the process of
understanding the major challenges that influence the adoption of loT is a very important
endeavor.

A further in-depth overview is needed to map the obstacles associated with the implementation
and adoption of 10T in developing countries. Experts estimate that by 2025, 40% of the economic
value added from loT will be generated in the developing world [13].

The aim of this paper is to explore the major challenges to implementing 10T in developing
countries based on the technical context. This paper provides an inclusive outline to aid in further
research in this field. Tackling these challenges will help organization leaders and IT
professionals in developing countries take an efficient course of action during loT delivery.
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Figure. 2. Growth in the enterprise 10T market [10]

2. INTERNET OF THINGS (10T)

Researchers have offered several definitions of 10T [12]. [14] defined it as a network of devices
linked with electronics, software, sensors, and network connectivity. [15] viewed IoT as “an
internetworking of physical objects such as sensors, actuators, personal computers, software,
intelligent devices, automobile, and network connectivity that enable them to collect and
exchange data without human intervention.” According to [16], IoT is a network of connected
devices that are uniquely addressable based on standard communication protocols. [17] described
loT as a technology that enables individuals and things to be linked at any place and anytime,
linking any service with anyone, and ideally using any path or network. Furthermore, [49]
defined IoT as “a network that connects an ordinary physical object with an identifiable address
to provide intelligent services.” According to the Gartner Group, IoT “is the network of physical
objects that contain embedded technology to communicate and sense or interact with their
internal states or the external environment” [18].

3. CHALLENGESOFIOT

lIoT has been recognized as an innovative technology, and its development has attracted great
interest from many sectors worldwide [19]. Despite the technology’s many potential benefits,
including improving our quality of life [50], organizations in developing countries have
encountered several obstacles to IoT adoption. Studies on loT have addressed the following
challenges based on the technical context: access control [20], [21], security [12],[24]-[29],
[34],[36],[38], privacy [12], [27], [30]-[34],[36], loT infrastructure [13], [35], [37], energy
requirement [36], [37], [45], loT expertise [13], [37], compatibility [31], [37], complexity [31],
[34], [44], and connectivity [41]-[43]. These 10T challenges are illustrated in Figure 3.
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3.1. Security and Privacy

Many researchers have emphasized security and privacy as major challenges to loT delivery. [9]
pointed out that 10T presents opportunities for hackers and has been associated with new security
risks that application developers and device manufacturers cannot predict [55]. There are many
threats that can impact 10T entities, such as attacks that target various communication channels,
identity fabrication, denial of service, and physical threats [56]. End-user privacy can be
threatened due to their restricted control and options over the collection, retention, and
distribution of their data [55].

3.2. IT Infrastructure

The flexibility of IT infrastructure allows organization leaders to be the most advantaged by an IT
system, since it can react to new developments more efficiently [57]. The lack of IT infrastructure
could put countries at risk of being left behind in economic terms [58]. IT infrastructure is one of
the 10T requirements. Many researchers [59] have noted that organizations could have problems
adopting 10T systems due to their lack of IT infrastructure.

3.3. Power Requirement

In addition, reliable power resources are vital to powering I0T in many developing countries [45].
For most objects, energy is crucial. Sometimes, a lack of energy can even limit the lifespan of an
object [51]. A stable and reliable power supply is vital to the enabling of these systems, as it is
necessary for constant operation over a period of several months to years [52].

3.4. Compatibility

Several researchers have recognized the importance of compatibility in 10T adoption [31], [37].
In the prediction of communication-oriented services, perceived compatibility has been
recognized as an important issue in determining a user’s adoption of such services [53].

3.5. Complexity

Complexity leads to greater difficulty in the deployment of 10T applications. [60] pointed out that
“The complexity of an innovation may be determined by the breadth and depth of knowledge
required, and it acts as a barrier to potential adopters of IS innovation.” A simplified
implementation mechanism and ease of use of the technology are essential to the successful
adoption of 10T applications.
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Figure. 3. Challenges of 10T
3.6. 10T Expertise

IT professionals are vital to the continuous development of 10T systems [61]. 10T systems require
day-to-day maintenance and updates. Sufficient IT skills are required to increase its likelihood of
implementation. [62] noted that the competition for 10T is the competition between technology
and professionals.

3.7. Access Control

Access control is another aspect of great significance and sensitivity [63]. [5] basically defined
access control systems as “software that is used to control access to files, records, etc.” Access is
permissible if it fulfils the rules related to the data [64].

3.8. Connectivity

In developing countries, one of the critical technological challenges is providing users with a
sufficient Internet speed. 10T demands both scalability and reliable connectivity. Internet
connectivity can be either an important barrier to or an enabler in the implementation of 1oT.

Organizations must recognize and understand the complex realities inherent in the 10T adoption
process. Only with such understanding can they develop the right methods, tools, and solutions to
surmount these challenges and derive the maximum benefits from loT.

4. CONCLUSIONS

As one of the most advanced emerging technologies, 10T is altering many industries and
economies. It has a high potential to connect everyday objects to the Internet. Although loT
provides various benefits that improve our quality of life, there are major obstacles to its delivery
that should be addressed. This paper examined the major 10T challenges in developing countries
based on the technical context. This study presents an inclusive outline to aid further research in
this area. This paper found that access control, security, privacy, 10T infrastructure, energy
requirements, 10T expertise, compatibility, complexity, and connectivity are key barriers that
impact loT adoption. This paper can aid both practitioners and researchers. For practitioners, this
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paper addressed the major obstacles that impact successful 10T adoption in developing countries.
Organization leaders and IT professionals should take these obstacles into consideration so that
they can take an efficient course of action when facilitating 10T delivery. As for researchers, this
paper is a useful reference for further research in this area. Future studies can be conducted to
validate these results by developing a tool and taking a survey of organizations.
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