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ABSTRACT

The use of vehicular ad hoc networks (Vanet) has become increasingly important in today's world due to
their ability to enhance driving safety and vehicular traffic efficiency. This article will discuss artificial
intelligence techniques used in Vanet, including machine learning, deep learning, and swarm intelligence
techniques. Furthermore, we will examine the routing challenges within Vanet, including issues like
communication link disruptions, obstacles, and varying vehicle speeds. Lastly, we will explore the
implementation of software-defined networks (SDN) in Vanet, encompassing SDN protocols and
architectures.
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1. INTRODUCTION

Vehicular ad hoc networks (Vanet) have become an emerging and promising technology to
improve safety and efficiency in road transport. Vanet networks are based on wireless
communication between vehicles and/or between vehicles and road infrastructure, enabling a
wide range of applications such as accident prevention, traffic management, and route
optimization as shown in Figure 1. However, the use of Vanet also poses significant technical
challenges, such as communication link disruption, selection of message forwarding nodes, and
vehicle speed, among others.
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Figure 1. Vanet Network Source: Authors.
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This article aims to provide an overview of the artificial intelligence techniques used in Vanet,
including machine learning, deep learning, and swarm intelligence techniques. In addition, the
challenges of routing in Vanet will be discussed and software-defined networks (SDN) will be
presented as a solution to address these challenges. SDN protocols, SDN controllers, and SDN
architectures will be described, analyzing the advantages and disadvantages of their application in
Vanet.

For the preparation of this article, a systematic review of literature was conducted on various
databases, including IEEE Explore, Science Direct, and Scopus. The following search equations
were used: (Vanet OR "vehicular ad-hoc network™) AND ("intelligent transportation systems"
OR ITS) AND routing, Vanet AND ("artificial intelligence techniques” OR "Al techniques"),
Vanet AND ("machine learning techniques” OR "ML techniques"), Vanet AND ("deep learning
techniques” OR "DL techniques™), Vanet AND ("swarm intelligence techniques” OR "SI
techniques™) and Vanet AND ("Software-defined networking” OR "SDN") to identify relevant
articles. Studies that met inclusion criteria, such as relevance to the research topic and quality of
content, were carefully selected. From the literature review, the main technical challenges and
proposed solutions in the field of Vanet were identified, with a particular focus on the application
of artificial intelligence techniques and software-defined networks.

2. ROUTING IN VEHICULAR AD HOC NETWORKS (VANET)

Routing is one of the challenges in Vanet, as vehicles move quickly and the network topology is
constantly changing. The objective of routing is to send a message from the source to the
destination through a suitable path in the network. However, in Vanet, messages can be
interrupted due to lack of connectivity because of obstacles such as houses, buildings, or trees, or
even due to the speed of vehicles. Furthermore, selecting the appropriate nodes to forward the
messages is critical as some vehicles might have better connectivity than others.

Therefore, to address these routing challenges in Vanet, various routing techniques and protocols
have been proposed. In [1], reliable routing protocols, like the improved genetic algorithm and
lion optimization routing protocol, are suggested for selecting the best and optimal route. These
routing protocols consider the movement and direction of vehicles, access points, and maobility,
making them more efficient and reliable compared to traditional routing protocols. And in [2],
traffic congestion is addressed and a cooperative and distributed information exchange
mechanism is proposed to minimize communication redundancy and control the communication
cost in Vanet. This method uses the travel time information measured by the vehicles and is sent
through multi-hop communications to calculate the shortest routes. While in [3], the importance
of security in the routing layer in 10T networks, including Vanet networks, is discussed. Different
solutions for secure routing in 10T networks have been proposed, such as cryptography-based
methods and trust-based mechanisms. Moreover, the reliability analysis of nodes is important to
select reliable nodes for data transmission and deal with untrustworthy vehicles in Vanet.

Besides the aforementioned routing techniques and protocols, in [4], the challenges in
disseminating warning messages in Vanet are specifically addressed. The authors propose a
Traffic Warning Message Dissemination System (TWMDS) based on Vanet using a Reverse
Routing Protocol (RRP). The RRP restricts the diffusion range of messages, specifies forwarding
and receiving nodes, and reduces unnecessary communication overhead.



Computer Science & Information Technology (CS & IT) 211
2.1. Communication Link Interruption

The communication link is a critical factor in Vanet, and its interruption can have a significant
impact on the efficiency and safety of the network. The decentralized detection scheme proposed
in [5] is an effective way to ensure the link quality, vehicle mobility, and behaviors, while the
comprehensive resource in [6] thoroughly addresses security concerns in Vanet and offers
practical solutions, such as authentication schemes and artificial intelligence techniques. In
general, these studies are valuable resources to ensure the reliability and safety of Vanets.

The mentioned studies emphasize the importance of reliable communication in Vanet and
propose solutions to address issues such as selfish nodes and malicious attacks.

2.2. Obstacles

The importance of reliable communication in vehicular networks and the potential problems
arising from communication link interruption are addressed. Various studies presenting different
solutions to improve network performance and minimize driving risks due to obstacles are
included.

In [7], a collision prediction system for Vanet called QCP-SD is proposed, which uses a flexible
Q-learning algorithm and aids in the dissemination of safety messages through the cloud. QCP-
SD considers various factors to predict collision risk and is designed to predict vehicular
accidents with high accuracy and disseminate safety messages timely to endangered drivers. On
the other hand, in [8], the OPBRP routing protocol for Vanet is presented, which uses mobility
prediction to avoid radio obstacles and enhance packet delivery reliability. The protocol employs
predictive greedy forwarding and perimeter strategies to improve performance and reduce energy
consumption. Simulation tests show that OPBRP outperforms other routing protocols in terms of
PDR and E2E delay.

2.3. Message Forwarding Node Selection

In [9], a Q-learning and fuzzy logic-based hierarchical routing algorithm (QFHR) is presented
that uses reinforcement learning techniques and fuzzy logic to find the most suitable route among
different intersections in the network. This paper also presents a reinforcement learning-based
routing protocol for clustered EV-Vanet. The results show that QFHR outperforms other
approaches in terms of packet delivery rate, end-to-end delay, hop count, and routing overhead.
While in [10], a multi-path route switching protocol for intelligent transportation systems is
proposed that utilizes the Wiedemann car-following model. The protocol predicts future
connectivity of multiple routes and dynamically switches between them based on the requested
quality of service and the adopted switching criterion. The proposed LDD-based route switching
protocol outperforms other criteria in ensuring packet delivery rate and average total end-to-end
delay of packets. Moreover, this paper discusses the efficiency of position-based routing
protocols for safety applications and the need for traffic prediction systems.

Both works present innovative solutions to improve the efficiency of vehicular ad hoc networks
and intelligent transportation systems. They also provide a rigorous evaluation of their
performance and discuss the strengths and weaknesses of related works in the field of fuzzy
routing and multi-path route switching protocols.
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2.4. Vehicle Speed

In [11], an overview of research on reliable routing protocols for Vanet is provided, evaluating
the performance of topology-based routing protocols in high-density dynamic systems of
vehicles. Researchers conclude that DSR and AODYV are the most efficient routing protocols for
Vanet and suggest further research to ensure location privacy and explore other routing protocols
with more performance metrics.

On the other hand, in [12], the Internet of Vehicles (IoV) is discussed and its potential to reduce
traffic congestion and improve traffic flow through real-time communication between vehicles
and other devices. The paper also highlights the importance of security and privacy in the loV
network and the potential use of artificial intelligence and machine learning.

In summary, these two papers offer an overview of reliable routing protocols for Vanet and of the
loV and their potential applications in the field of Vanets.

3. ARTIFICIAL INTELLIGENCE TECHNIQUES IN VANET: A MACHINE
LEARNING, DEEP LEARNING, AND SWARM INTELLIGENCE APPROACH

Vanets have sparked great interest in recent years due to their potential to improve traffic safety
and the performance of communications between vehicles and between vehicles and
infrastructures. However, due to the dynamic nature of Vanets, effective congestion control
protocols are essential to ensure reliable and efficient data transmission.

In this context, one of the most promising techniques to improve the performance of congestion
control protocols in Vanet is artificial intelligence. In [13], the Adaptive Congestion-aware
Routing Protocol (ACARP) was introduced, which uses artificial intelligence to detect congestion
and establish safe routes for data transmission. The work also presents an evaluation of the
performance of ACARP in comparison to other congestion control protocols in Vanet. The
results show that ACARP outperforms other protocols in terms of performance, Packet Delivery
Ratio (PDR), and CO2 emissions reduction. Moreover, ACARP performs consistently under
different mobility variations, making it an attractive option for implementation in Vanet. The
evaluation results suggest that artificial intelligence could be a key ingredient in the future
development of congestion control solutions in Vanet.

3.1. Machine Learning

In [14], the authors propose a cloud-oriented model that uses machine learning algorithms for
cooperative routing, secure data sharing, and traffic pattern analysis. The model aims to improve
the reliability and safety of Intelligent Transport Systems (ITS) for the development of smart
cities. Whereas in [15], a reinforcement learning-based protocol for routing in Vanet networks is
presented. The protocol uses multi-agent reinforcement learning (MARL) to enable agents to
solve routing optimization problems in a distributed way. The proposed protocol adapts to
dynamic changes by applying a dynamic model (fuzzy system) and learning new events. In [16],
the challenges and opportunities of using big data in Vanet networks are discussed. The paper
presents a machine learning-assisted approach to efficiently support and process big data in VVanet
under a security protocol using 5G technology. The paper also reviews existing routing protocols
and proposes new routing information systems that employ machine learning technology to
predict vehicle movements and select appropriate routing paths.

In [17], they provide an overview of several misbehavior detection schemes for Vanet. The
schemes are classified based on different criteria such as architecture, approach, node-centric, and
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data-centric. The paper describes various specific misbehavior detection schemes, including
CAMDS, CA-DC-MDS, AECFV intrusion detection system, and MA-CIDS. On the other hand,
in [18], they present ECRDP, an efficient clustering routing approach for Vanet that uses a new
clustering algorithm based on Density Peaks Clustering (DPC) and Particle Swarm Optimization
(PSO). The proposed scheme uses the advantages of both algorithms to group vehicles in an
urban scenario. The paper also discusses the importance of group stability in Vanet and the use of
machine learning for routing.

In [19], they discuss Vanet, their advantages and disadvantages, such as dynamic behavior, which
requires an effective and efficient routing protocol to transmit data effectively. The paper
proposes a hybrid detection method that uses machine learning and public safety techniques to
enhance safety in transport systems. And in [20], they focus on using machine learning to predict
the connection duration between two vehicles in a Vanet. Multiple features are proposed and
different machine learning algorithms are examined to determine the best prediction method. The
authors also discuss the implementation issues and challenges associated with implementing this
type of system in Vanet.

In [21], they focus on the problem of detecting Sybil attacks in Vanet and examine various
methods for doing so. A new method called SDTC is proposed that uses a movement matrix and
an Extreme Learning Machine (ELM) to evaluate the mobility of actual vehicle nodes and detect
Sybil nodes. The SDTC method aims to be fast, scalable, and low complexity while ensuring the
security, integrity, and privacy of Vanet. And in [22], they cover various aspects of research in
Intelligent Transportation Systems (ITS) and Vanet. It delves into Vanet applications, which can
be categorized into road safety and traffic management. The paper emphasizes the importance of
cellular Vehicle-to-Everything (C-V2X) technology and also proposes a new machine learning
detector for RSU that can handle stealthy and brute-force DDoS attacks.

In [23], they focus on the use of machine learning in Vanet, particularly in its applicability to
security and communication networks. A methodology for vehicular machine learning is
presented, and various models and systematic techniques are reviewed. They also discuss a game
theory-based approach for selecting the cluster leader and a stateless Vanet routing protocol
called "geoSVR". In general, the paper explores the potential of machine learning and game
theory to improve the social features, efficiency, and safety of transportation systems through
Vanet. Whereas in [24], they focus on enhancing the efficiency and performance of Vanet
through different approaches. One of these approaches is the use of a hybrid metaheuristic
algorithm that incorporates machine learning techniques such as SVM, Naive Bayes, ANN, and
Decision Tree to reduce latency. A comparative analysis between the HFSA-VANET and
CRSM-VANET methods was carried out and it was found that the former achieved an 81%
decrease in energy consumption, a 33% reduction in delay, and an 8% increase in throughput
when using 80 nodes.

These papers present different techniques and machine learning approaches to enhance the
performance, reliability, and safety of Vanet networks in the context of Intelligent Transportation
Systems and smart cities.

3.2. Deep Learning

In [25], they propose a novel system for detecting and mitigating attacks in vehicular ad-hoc
networks using a weight-optimized deep neural network and an improved particle swarm
optimization algorithm. The system extracts features related to traffic flow and vehicle position,
detects attacks, and uses a mitigation process based on BAIT. The proposed system outperforms
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existing techniques in terms of certain performance measures. The paper highlights the
importance of road safety in Vanet communication and the decentralized nature of the network.

On the other hand, in [26], they describe a model for network traffic prediction that takes into
account road traffic parameters. The proposed RF-GRU-NTP model combines machine learning
and deep learning algorithms to predict network traffic flow considering road traffic parameters.
The paper also provides an overview of recurrent neural networks (RNN) and their applications
in deep learning. Additionally, the work compares different algorithms for predicting network
and road traffic, and it was found that the RF algorithm was the best for both types of traffic
prediction. As for [27], it proposes the use of a Q-learning deep learning approach and a
centralized SDN control mechanism to address the negative influences of malicious nodes in
Vanet. The proposed SD-TDQL framework improves data forwarding performance, link quality,
and communication security of connected vehicles. A trust model is designed to assess neighbor
behavior, and the expected transmission count (ETC) is used to characterize vehicle-to-vehicle
communication link quality. Simulation results show that the proposed scheme significantly
improves network performance. In [28], they discuss a hybrid relay selection technique that
combines deep learning and reinforcement learning to improve diffusion in vehicular networks.
The technique uses an artificial neural network to classify forwarding nodes and a Viterbi
algorithm as a reinforcement tool to refine the classification. The proposed technique is tested
using a grid map scenario with various traffic densities and compared with other parameter-based
diffusion techniques. The results show that the proposed technique outperforms other techniques
in terms of increasing success rate, saving retransmissions, and other parameters.

In [29], they present a deep learning technique based on convolutional neural networks (CNN)
for the detection and recognition of pedestrians in urban environments using LiDAR sensors and
RGB cameras. The proposed technique aims to detect and classify pedestrians in real-time in
complex urban environments. The proposed neural network model uses a cascade structure to
extract spatial and temporal features from the input data. The model is trained and evaluated
using a dataset of pedestrians collected in a real urban environment. The results show that the
proposed technique surpasses other deep learning methods in terms of detection accuracy and
speed. And in [30], they present a deep learning technique based on convolutional neural
networks (CNN) for traffic sign recognition using images from vehicle-mounted cameras. The
proposed technigue aims to detect and recognize traffic signs in real-time, which can be useful
for driver assistance systems and autonomous vehicles. The proposed neural network model uses
a cascade structure to extract spatial and temporal features from the input data. The model is
trained and evaluated using a traffic sign dataset collected in a real urban environment. The
results show that the proposed technique outperforms other deep learning methods in terms of
traffic sign recognition accuracy and speed.

3.3. Swarm Intelligence

In [31], they present a collaborative communication scheme that uses drones to assist in vehicular
ad-hoc networks. The problem is modeled as a multi-modal optimization problem, and a swarm-
based optimization algorithm called Multimodal Nomad Algorithm is presented. The proposed
scheme was compared with similar counterparts and demonstrated to outperform its competitors
in terms of the number of hops, packet delivery ratio, and performance. The work highlights the
importance of considering available UAVs when optimizing the location of drones. Whereas in
[32], they propose an approach to maximize coverage in vehicular communication networks
using Internet of Drones (loD) nodes based on the locations of ground vehicles. An enhanced
version of Particle Swarm Optimization (PSO) is used to optimize the deployment of 10D nodes.
This approach is compared with two other schemes: one without 1oD and another with a fixed
loD deployment. Simulation results show that the proposed approach achieves better coverage
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and signal quality, and is able to adapt to vehicle movements. This work concludes by
highlighting the importance of considering available UAVs when optimizing the location of
drones. And in [33], they discuss various routing protocols for vehicular ad-hoc networks and
propose a routing protocol based on hybrid genetic and firefly algorithms (HGFA) to overcome
the limitations of these protocols in different traffic scenarios for vehicular ad-hoc networks. The
proposed system model integrates genetic features with the firefly algorithm to optimize routing
in vehicle-to-vehicle communication networks.

On the other hand, in [34] they propose a protocol called PSOstreaming that addresses three
challenging problems in video streaming in vehicular ad-hoc networks: load balancing, short-
term mobility prediction, and efficient data caching. The protocol uses a particle swarm
optimization algorithm to solve the load balancing problem, formulates short-term mobility
predictions to react to vehicle mobility immediately, and performs efficient caching to store video
data content on the calculated route until communication is completed. In [35], they describe a
new clustering algorithm, called CAMONET, for vehicular ad-hoc networks. The algorithm uses
the Moth and Flame Optimization (MFO) to generate optimized clusters for efficient
transmission. The results of the experiments show that CAMONET provides results close to
optimal, making it an efficient method for vehicular clustering. And in [36], it focuses on the
challenge of ensuring safety in vehicular ad-hoc networks. Vehicular ad-hoc networks are used to
improve safety and communication between vehicles, but they also face security threats due to
the wireless and open nature of the network. The article discusses several common attacks in
vehicular ad-hoc networks, such as denial of service (DoS), location spoofing, and message
flooding attacks. Then, an overview of the proposed security schemes is presented and the
limitations of each are highlighted.

4. SOFTWARE-DEFINED NETWORKING (SDN) IN VEHICULAR AD-Hoc
NETWORKS: PROTOCOLS AND ARCHITECTURES

Software-Defined Networking (SDN) technology has emerged as a promising solution to
improve efficiency and security in vehicular ad-hoc networks. SDN separates the control plane
from the data plane and allows a centralized controller to manage the network based on global
information. In recent years, several SDN protocols and architectures have been proposed for
vehicular ad-hoc networks that address issues such as security, reliability, and communication
efficiency.

In [37], they propose a routing protocol based on MGM (Modified Gossiping Mesh) that applies
network coding to entertainment and confidential messages to improve reliability and security.
Additionally, a secure and reliable data broadcasting framework based on NC-enabled SDN is
presented. In [38], they talk about how the use of blockchain and SDN in Intelligent
Transportation Systems (ITS) can improve the vehicular ad-hoc network. A trust-based model is
presented to limit malicious activities and ensure efficient network performance. In [39], they
address the vulnerability of wvehicular ad-hoc networks to cyber-attacks and propose a
collaborative Intrusion Detection System (IDS) based on SDN and deep learning. Whereas in
[40], they discuss an Adaptive Link State Perception (ALPS) scheme for software-defined
vehicular ad-hoc networks. And in [41], they worked on the integration of blockchain and SDN
in Intelligent Transportation Systems appears to be an interesting solution to ensure trust and
improve the performance of vehicular networks. The simulation performed shows promising
results in terms of efficiency and security in the network while in [42], they propose the safe
routing protocol SURFER based on SDN and blockchain appears to be an innovative and
effective solution for the Internet of Vehicles. The results of the simulations indicate that
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SURFER outperformed other routing protocols in terms of latency, packet delivery, and network
overhead, which is a great advancement for network management in this area.

4.1. Sdn Architectures

The presented papers address different aspects of SDN architectures for wvehicular ad-hoc
networks. In [43], they focus on detecting DDoS attacks in vehicular ad-hoc networks, proposing
a detection model that uses SVM with an optimized RBF-SVM kernel. In [44], they propose a Q
deep learning framework to improve the performance of data forwarding, link quality, and
communication security of connected vehicles in vehicular ad-hoc networks. In [45], they address
the concept of network "slicing™ in the 5G architecture, which allows network operators to create
multiple virtual networks for different types of services with different requirements. In [46], they
propose a fog computing-enabled architecture for efficient data broadcasting in heterogeneous
software-defined vehicular ad-hoc networks. While in [47], they present an adaptive data
emission interval proposed for data broadcasting in Vehicle-to-Infrastructure (\V21) environments
using Software-Defined Networking (SDN) architecture. And in [48], they propose an
architecture called SEARCH for vehicle route planning in urban areas with high traffic
congestion. The architecture uses technologies such as UAV, vehicular ad-hoc networks, 5G
cellular systems, and SDN to collect real-time traffic information and plan faster routes.
Simulations showed that the architecture is effective in saving driving time.

5. CONCLUSIONS

The systematic literature review conducted in this paper provides a deep understanding of recent
advancements in Vanet and highlights the importance of ongoing research in this field to confront
emerging challenges and harness the opportunities offered by new technologies. The application
of artificial intelligence techniques in Vanet, such as machine learning, deep learning, and swarm
intelligence, offer promising solutions to address the challenges of routing in Vanet networks,
thus enhancing their efficiency and security. Whereas the use of SDN in Vanet also presents great
potential to overcome technical obstacles, such as traffic management and communication link
disruption, by implementing SDN protocols and SDN architectures.

Routing in Vanet is a challenge due to the dynamic nature of the network and the possibility of
connectivity disruption due to obstacles and vehicle speed. To address these challenges, various
routing techniques and protocols have been proposed, such as reliable routing protocols, the
distributed and cooperative information exchange mechanism, and cryptography and trust-based
methods. Moreover, artificial intelligence has shown to be a promising technique for improving
the performance of congestion control protocols in Vanet. Together, these advancements suggest
that continued research in this field can lead to even more effective solutions for routing and
congestion control in Vanet.
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