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Abstract. The usage of Artificial Intelligence (AI) systems has increased exponentially, thanks
to their ability to reduce the amount of data to be analyzed, the user efforts and preserving a
high rate of accuracy. However, introducing this new element in the loop has converted them into
attacked points that can compromise the reliability of the systems. This new scenario has raised
crucial challenges regarding the reliability and trustworthiness of the AI models, as well as about
the uncertainties in their response decisions, becoming even more crucial when applied in critical
domains such as healthcare, chemical, electrical plants, etc. To contain these issues, in this paper,
we present NeuralSentinel (NS), a tool able to validate the reliability and trustworthiness of Al
models. This tool combines attack and defence strategies and explainability concepts to stress an
AT model and help non-expert staff increase their confidence in this new system by understanding
the model decisions. NS provide a simple and easy-to-use interface for helping humans in the loop
dealing with all the needed information. This tool was deployed and used in a Hackathon event to
evaluate the reliability of a skin cancer image detector. During the event, experts and non-experts
attacked and defended the detector, learning which factors were the most important for model
misclassification and which techniques were the most efficient. The event was also used to detect
NS’s limitations and gather feedback for further improvements.

Keywords: Adversarial Attack, Defence Strategy, Trustworthiness Al, Explainability, Human-AT
Teaming.

1 Introduction

The interconnection between Information Technologies and Operational Technolo-
gies is underway, with many impacts on the related cybersecurity of various appli-
cation domains. In fact, in this new scenario, attacks or malfunctions in the cyber
world can have critical impacts on the physical world, especially in critical do-
main such as healthcare, chemical, biological, electrical plants, or nuclear ones. In
this interconnected cyber-physical world, the advent of Artificial Intelligence (AI)
opens the door to implement and improve numerous defence capabilities. Indeed,
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from a traditional point of view, these Al models are mainly used for supporting
users, practitioners and experts in anomaly detection and classification tasks, i.e.,
in detecting attacks, malfunctions, or anomaly behaviours that can erode the sys-
tem functionality. These applications help to reduce the human efforts across their
entire workflow.

Several studies [1] state that even without a deep understanding of AI, humans
in the loop can build trust with an Al system through experience, expert endorse-
ment and validation. However, it is important to highlight that the usage of these
Al models led them, in turn, to become system attack points that can compro-
mise the reliability of the ecosystems. In fact, hackers and intruders can directly
attack these Al models in order to change their predictions, and thus skew the
human decision. In literature, many Al attacks and defence techniques are studied
and compared, with the aim of raising such problems. This situation raises crucial
challenges regarding trustworthiness and dealing with uncertainties in response de-
cisions, becoming even more crucial when critical infrastructures are involved. In
fact, a human decision taken on a skewed reality in these environments can greatly
impact the entire ecosystem and endanger the human lives involved.

To contain these issues, once a new Al system is implemented, before its appli-
cation in the real world, it needs to be stressed and attacked - but also opportunely
defended - to check its reliability and trustworthiness. This operation will also help
humans in the loop to be conscious of possible Al malfunctions, how they are gen-
erated, what they need to look at carefully, and how they can affect the model
results.

For this reason, in this paper, we present NeuralSentinel (NS), a tool able to
validate the reliability and trustworthiness of Artificial Neural Networks (ANN)
models. NS give the opportunity to the human in the loop to attack and defend a
loaded ANN model with an easy and self-explanatory user interface. The tool allows
the application of different state-of-the-art attack and defence strategies, that can
also be combined in order to detect the most suitable one for the considered use
case. Furthermore, the interface gives the opportunity to show the raw input data,
the attacked data and a difference computed between the two sets. This difference
highlights the points that can generate the misclassification in the model. These
points usually are not visible to humans directly in the attacked data. Finally, NS
includes an explainability (XAI) module that helps users understand the model
prediction. This XAI module aims to approach non-expert staff to understand the
model decisions based on the model inputs.

NS has been validated during a Hackathon event organized in the KINAITICS
European project!. In particular, it was applied to attack and defend an Al model
related to a Healthcare Use Case, i.e., a model trained for detecting skin cancer
from skin images. During the event, on the one hand, hackathon users learned more

! https://kinaitics.eu/
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about the reliability and trustworthiness of an Al decision-making system. On the
Other hand, we obtain feedback for improving the functionality and the usability
of the tools itself. To the best of our knowledge, NeuralSentinel is among the first
tools that allow users to combine several attack/defence strategies and also provide
an XAI module to help them acquire confidence in the model.

The rest of the paper is organized as follows. Section 2 introduces common
attack and defence strategies on AI models, explainability concepts and reports
related work. After that, Section 3 presents the NeuralSentinel tool, its architecture,
and its interface. Then, the validation results obtained in a particular use case are
reported in Section 4. Finally, conclusions and guidelines for future work are drawn
in Section 5.

2 Preliminaries

2.1 Attack on Artificial Intelligence

Artificial Neural Networks are sensitive to minor modifications according to the
biases they can contain. Adversarial attacks, specifically adversarial examples, ex-
ploit those biases by introducing imperceptible noise into input data, leading to
erroneous outputs[2]. In this context, noise refers to imperceptible perturbations
or alterations introduced into input data. These perturbations are strategically ap-
plied to confuse or deceive neural networks, causing them to produce incorrect or
undesired outcomes. The noise is essentially a manipulation of input data that
is typically very subtle and difficult to detect by the human eye. Nevertheless, it
can significantly impact the neural network’s performance by causing it to make
erroneous predictions or classifications [3]. Adversarial attacks often exploit neural
networks’ sensitivity to such perturbations, making them particularly challenging
and problematic, especially in applications demanding high precision and reliability,
such as medical diagnosis or autonomous driving safety[4].

Adversarial attacks can compromise the effectiveness of early disease detection
or the safety of automated systems. Thus, the development of robust defences
against these threats is critical to secure the continued success of neural networks
in these vital applications [5]. The inception of adversarial examples in deep neural
networks can be traced back to the early work of Szegedy et al. [6], who utilized
the Limited-Broyden Fletcher Goldfarb Shanno (L-BFGS) algorithm to generate
the first documented adversarial example. Subsequently, the field has witnessed
the development of more efficient and less detectable algorithms for adversarial
example generation. Therefore, there exist several different algorithms to obtain an
adversarial example of the targeted model:

1. Fast Gradient Sign Method (FGSM): In 2014, Goodfellow et al. [7] pre-
sented the Fast Gradient Sign Method (FGSM) algorithm. FGSM involves cal-
culating the gradient of the neural network’s loss function with respect to the
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input data and then making small adjustments to the input in the direction that
maximizes the loss. This perturbation is typically very subtle but can lead to
the misclassification of data by the neural network, highlighting its vulnerability
to adversarial attacks.

2. Basic Iterative Method (BIM): The Basic Iterative Method (BIM) algo-
rithm [8] is an extension of the FGSM algorithm. BIM iteratively applies small
perturbations to the input data and gradually increases the magnitude of these
perturbations over multiple iterations. This method aims to find a more effec-
tive adversarial example by iteratively adjusting the input data in the direction
that maximizes the loss function.

3. Projected Gradient Descent Method (PGD): The Projected Gradient
Descent Method (PGD) algorithm [9] builds upon the BIM algorithm. PGD
applies iterative updates to input data while ensuring that the perturbed data
remains within an epsilon-sized perturbation ball around the original input. This
method performs gradient descent on the loss function, adjusting the input data
step by step, with the constraint of staying within a bounded region.

4. Jacobian-based Saliency Map Attack (JSMA): In 2016, Papernot et al.
[10] introduced the Jacobian-based Saliency Map Attack (JSMA) algorithm.
JSMA works by saturating the pixels of an image to the maximum or minimum
level. In this way, JSMA can cause the model to misinterpret the input, in this
case, the image, giving an erroneous output or prediction. Moreover, Wiyatno
et al. developed two new variants of this attack in [11].

5. DeepFool algorithm: In 2016, Moosavi-Dezfooli et al. [12] presented the Deep-
Fool algorithm which is based on a gradient-free approach. It operates by it-
eratively estimating the decision boundary of a neural network and computing
the minimum perturbation required to move an input data point across that
boundary. The core idea behind DeepFool is to find the closest decision bound-
ary of a neural network by measuring the linear distance between the input
and the boundary. It then perturbs the input in the direction that minimizes
this distance. The attack continues iteratively until the network classifies the
perturbed input incorrectly.

2.2 Defend Strategies

Mitigating adversarial attacks in neural networks revolves around developing defen-
sive measures to reinforce a network’s robustness and its ability to maintain reliable
performance even in the presence of deliberate, subtle perturbations in input data.
These measures aim to safeguard the integrity of neural network systems against
potential threats that could exploit vulnerabilities within the models.

Researchers and practitioners are deeply engaged in the quest for ways to bolster
the network’s innate resistance against adversarial manipulations. The overarching
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goal is to ensure that neural networks can continue to function correctly and provide
reliable outputs in real-world applications despite the ever-evolving landscape of
adversarial techniques. The following section provides an overview of the proposed
countermeasures:

1. Adversarial training: The technique of adversarial training is first introduced
in [6]. Adversarial training involves training the neural network on a combina-
tion of clean (unaltered) data and adversarial examples generated during the
training process. The key idea is to expose the model to these corrupted sam-
ples to help it learn to better withstand and classify them correctly. During
adversarial training, the model is continually tested with perturbed input data,
and it learns to adapt its parameters to be more resilient to adversarial pertur-
bations. This process can result in a more robust model that can better handle
real-world scenarios where adversarial attacks might be attempted.

2. Dimensionality Reduction: This defence technique was presented in [13].
The dimensionality reduction method is a powerful technique that effectively
leverages autoencoders to reduce noise in input data. This work presented two
approaches to dimensionality reduction within adversarial defences, demonstrat-
ing resilience against potential attacks. The first approach involves directly ap-
plying an autoencoder to the input data. In this configuration, the autoencoder
is tasked with learning a lower-dimensional representation of the data that cap-
tures its essential features while minimizing the noise contained in the input
data. Concretely, the perturbation introduced by the adversary can be consid-
ered noise, and hence, the dimensionality reduction works as a filter of this per-
turbation, reducing the introduced small modifications. Therefore, this method
makes the target model more difficult to exploit by adding perturbations in the
input data. The second approach integrates the autoencoder as an intermedi-
ary component within the neural network architecture. Here, the autoencoder
is strategically positioned between the input and the primary layers of the net-
work. It follows the same idea as the previous one, but considering that the
perturbation introduced in the input data will modify the embedding returned
by the feature extractor part of the target model. The incorporated perturba-
tion will be reflected as noise in the embedding, and hence, the dimensionality
reduction will work in the same way but at the embedding level. Highlight that
this method preserves the original neural network’s integrity. The weights and
architecture of the network remain unaltered throughout the dimensionality re-
duction process, ensuring that the core functionality and learned representations
of the model are maintained.

3. Prediction Similarity: The prediction similarity defence was presented by
Echeberria-Barrio et al. [13]. In this case, an external layer is also applied to
the model, so it does not modify the model to be protected. This method aims to
place a layer in the data input to detect possible attempts of adversarial attacks.
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This layer functions as a repository for recording the historical data of inputs,
predictions, and specially crafted features. These features draw inspiration from
the concept that adversarial attacks often rely on multiple predictions of similar
images to create adversarial examples. The information stored within this layer
can be leveraged to create a risk assessment feature, enabling the evaluation of
whether the input is indicative of an adversarial attempt or not.

4. Defensive distillation: In 2016, Papernot et al. presented a defensive dilata-
tion technique in [14]. Defensive distillation is one of the early methods aimed at
improving the security of neural networks, particularly in the context of adver-
sarial attacks. The key idea behind defensive distillation is to train the ‘student’
model (the original neural network) using the softened probability distributions
produced by the teacher model instead of the true labels from the training
data. The teacher model acts as a source of knowledge and transfers informa-
tion about the data distribution to the student model. This results in a network
that generalizes better and is less sensitive to adversarial perturbations, as the
soft targets provide a smoother and more robust loss landscape during training.

5. Gradient masking: Lee et al. introduced a defence based on gradient masking
in [15]. It occurs when the gradients of the network’s loss function concerning the
input data become too small or vanish as the network’s layers are traversed dur-
ing backpropagation. Regarding adversarial attacks, gradient masking is prob-
lematic because it makes it difficult to obtain meaningful gradient information
to craft effective input data perturbations. When gradients are masked, an at-
tacker may not be able to identify the most sensitive features in the network or
the direction in which they should perturb the data to deceive the model.

2.3 Explainability and Interpretability

Explainability and interpretability in Al are methods to make black-box Al models
more understandable. Concretely, the interpretability methods focus on why and
how the AI models work, while the explainability techniques try to explain their
decisions. Both help ensure the secure development of Al systems, allowing users
to have confidence in the decisions made by these models and enabling them to
clarify and identify vulnerabilities or potential threats.

Some machine learning models, like linear models, offer inherent interpretabil-
ity. In a linear model, predictions are derived from a straightforward equation
(Y = aX +0), resembling a simple straight line on a plot. The parameters a (feature
weight) and b (intercept) are easily understood, making linear models user-friendly.
However, more sophisticated machine learning models with millions of neurons, such
as neural networks, become necessary to obtain more complex predictions or classi-
fications from a dataset. In this context, various explainability and interpretability
methods, including visualization methods, have been explored.
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SHapley Additive exPlanations (SHAP)[16] is a technique based on game theory
and attributes feature contributions to a global and local prediction. In the context
of SHAP, each feature is considered a player in a cooperative game, and the impact
of each feature on a prediction is calculated considering all possible combinations
of features. Local Interpretable Model-Agnostic Explanations LIME [17] is another
interpretability technique that provides local explanations for model predictions
by selecting specific data, introducing small random feature modifications and fi-
nally evaluating the ML model on this feature samples. This interpretable model
captures how features relate to predictions in the neighborhood of the selected
instance. Another example of interpretability method can be Learning Important
FeaTures (DeepLIFT) [18], an attribution technique for understanding how input
features contribute to predictions made by deep neural networks. Its main focus is
calculating the relative contributions of features across neural network layers.

In addition to the techniques mentioned above, visualizations play a critical role
in the interpretability of Machine Learning models. Data and model predictions are
often inherently complex and challenging to understand without visual representa-
tions. Visualizations, such as bar charts, heat maps, and scatter plots, provide an
intuitive representation of data and relationships between features. These visual-
izations can help identify data patterns, trends, and relationships, which is crucial
for model interpretation.

An example of visualization for interpretability can be Deconvolution[19]. De-
convolution, also known as transposed convolution or fractionally stridden convolu-
tion, is a mathematical operation often used in deep learning and computer vision.
Deconvolution can help generate feature maps that maximize the activation of a
particular neuron or layer within the network. This method allows users to visu-
alize what the network has learned to detect. Class Activation Map (CAM)[20], is
another interpretability technique used in the field of computer vision, especially
in convolutional neural networks (CNN). It shows which parts of an image are
most relevant for the model to perform a specific classification. Friedman et al. [21]
introduced Partial Dependence Plots (PDPs) as a visualization tool designed to
aid in interpreting black-box predictive models. By isolating a specific feature and
systematically varying its values while keeping other variables constant, the PDPs
tool helps to understand how that feature impacts the model’s output. Similar to
PDP, Individual Conditional Expectation (ICE)[22], is an interpretative technique
in machine learning. ICE provides insights into the effect of a single feature on the
predictions of a model by visualizing how that feature’s value influences the model’s
output for individual data points.

The explainability method for artificial neural networks used in this paper was
proposed by Echeberria-Barrion et al. in [23].. Their approach analyses the behavior
of the targeted model, monitoring the activation of the main nodes. The method
consists of first detecting the most frequent nodes in each class of the model, i.e.,
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those that are activated most frequently in the images of each class. This method
contains a preprocess that starts calculating the frequencies of the model’s neurons
for each class. It keeps comparing the frequency associated with a neuron in a class
with the frequencies of the same neuron in the rest of the classes. This process is
repeated for all the neurons in the model. In this way, each class is compared with
all the others. The comparison is made by subtracting the frequencies of the neuron
activations in absolute value. Once the preprocess is computed, this method is ready
to be implemented. Suppose the targeted attack is modifying an image with the
original class ¢ to convert it to class ¢’. In this case, the method takes the comparison
between class ¢ and ¢’ and takes k neurons with the highest frequency difference.
Those top k neurons are monitored to see the effect of the attack on the model.

3 NeuralSentinel

NeuralSentinel (NS) is a powerful tool designed to assess the reliability and trust-
worthiness of Artificial Neural Network (ANN) models. NS empowers human users
to both test and safeguard loaded ANN models. Furthermore, it enables the imple-
mentation of various cutting-edge attack and defence strategies, which can also be
customized and combined to identify the optimal approach for a specific use case.

The presented tool is divided into three main modules: NeuralSentinel, API,
and Visualization. Concretely, Figure 1 shows how these modules are connected
and operate. Furthermore, Figure 1 shows two pipelines: the initial one, processes
in the dotted blue line, and the execution one, processed in the dotted red line.
The initial pipeline includes the operations that NS needs at the beginning to
instantiate (load) a model and data to carry on all the implemented functionalities.
Therefore, once the initial model and data are given, the user can exploit all the
NS functionalities in the execution pipeline.

All the NS modules are further detailed in the next sections.

3.1 NeuralSentinel module

The NeuralSentinel module represents the back-end of the NS tool. It contains
three main submodules: Attack, defence, and Explainability (XAI). However, to
perform its operations, this module requires that the model and their related data
are loaded, i.e., the initial pipeline is completed. In particular, the Attack submodule
allows users to deploy three of the main attacks discussed in Section 2.1, which are
FGSM, BIM, and PGD. At the same time, the defence submodule contains three
main defence mechanisms such as adversarial training, dimensionality reduction,
and prediction similarity (Section 2.2). Finally, the XAI submodule includes the
main node activation monitoring explainability method. To do that, it requires
that the module and its data are correctly loaded for then initialize the main node
activation monitoring explainability method described in Section 2.3. Therefore,
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Fig. 1: NeuralSentinel architecture

the XAI calculates the frequency difference of the nodes in the model by classes.
In other words, it takes data, computes the activation frequency of each node in all
the classes (grouping the data in the dataset by classes), takes the class ¢, compares
this frequency with the frequencies in all the rest of the classes, and saves those
numbers as the importance of the nodes in the class c¢. After this initialization, the
NeuralSentinel module is ready to receive any petition implemented.

3.2 API module

The API REST module is in charge of connecting the Visualization module with
the NeuralSentinel module, i.e., to connect the front-end and the back-end of the
application. In particular, it helps the user to perform complex operations related
to attack and defence activities in an easy way.

The API module enables three main functionalities: loading models and data,
evaluating an attack and evaluating a defence mechanism. The first call is self-
explanatory and it allows users to select a local model and data to be imported
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into the server. The second functionality allows the users to modify a chosen attack
algorithm as they need, i.e., they can define several parameters for changing the
impact and the effectiveness of the attack. In that sense, the FGSM attack requires
one parameter (€), while the BIM and the PGD attacks require two parameters (e
and steps). Once played, they take the selected model and some of the samples in
the data for their actions. Finally, the third functionality allows users to evaluate
the defence mechanism. To do that, they must select and define a concrete attack’s
name and their respective parameters, as mentioned above, and then they also
need to select a specific defence mechanism among the ones available (adversarial
training, dimensionality reduction, and prediction similarity).

3.3 Visualization module

The visualization interface allows the user to execute the operations and visualize
the results. In particular, it is composed of three main views: Command Control,
Impact and Ezplainability. The Command Control view (Figure 2) allows the user
to load - or select a preloaded - model to perform the analysis through a drop menu
and a simple button. The platform also allows users to check more information
about the model itself (if this information is opportunely preloaded). Then, users
can select through radio buttons which kind of adversarial attack they want to
deploy over the model and which defence mechanisms should be used to protect
it. According to the chosen attack, users must define several parameters shown in
numeric text boxes, since they are the key for the attack (as described in Section
2.1).

Choose a Model: | Model 1 Im info ]

Attack Defense Params
® FGSM ® No Defense Epsilon: [05
o PGD O Adversarial Learning

o BIM 0 Dimensionality

O Prediction Similarity

Fig. 2: NeuralSentinel command control view

The Impact view reports the results gathered from the model, once the attack
and defence mechanisms are deployed (Figure 3). In particular, this section displays
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the original and the attacked data, as well as the difference between them, in
order to highlight the changes caused by the adversarial attack. In the example
provided in Figure 3, images are used to show the usefulness of this visualization.
Furthermore, the impact view includes a table that reports the model’s accuracy
with the original and the attacked sample, the simulation minimum, maximum and,
average, and finally, the grade of the adversarial attack.

- - _—-a
- e - s
- - e - - - e -
R ¥ ;.,' ~ "l AT A .
. . == - — A~ - T
Original Adyersarial

Difference
Original Accuracy 1
Adversarial Accuracy 0.875
Simulation Average 0.08692510680827996
Simulation Minimum 0.013698861271322471
Simulation Maximum 0.2978549277467266
Grade 0.37427894963316233

Fig. 3: NeuralSentinel impact view

— Original accuracy: It is the model’s precision in the data taken for the attack.
It helps to check the initial model’s performance.

— Adversarial accuracy: It shows the model’s precision in the modified data. The
proportion of successful attacks can be checked by combining this information
and the original accuracy metric. Therefore, this metric helps to understand the
success of the implemented attack.

— Similarity average: This metric is the mean of comparing each modified data
with its original. This comparison is computed using the SSIM similarity met-
ric presented in [24]. It helps to understand how equal are the modified data,
assuming that the more similar an adversarial example is, the better it is.
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— Similarity maximum: This metric is the maximum similarity difference com-
puted between the modified data and their original. It gives auxiliary informa-
tion to the similarity average metric since it shows if some huge modifications
are perturbating the average.

— Similarity minimum: This metric is the minimum similarity difference computed
between the modified data and their original. It gives auxiliary information
to the similarity average metric since it shows if some little modifications are
perturbating the average.

— Grade: This metric gives a notion about the balance between perturbation and
misclassification in adversarial examples generation. A corrupted image with
huge noise can not be considered a ‘good’ adversarial example since it will be
distinguishable for humans. At the same time, a tamper that does not get mis-
classification is useless. Moreover, both perturbation and misclassification are
related. A more significant noise gives more options to obtain the misclassifica-
tion, but the modification can generate a corrupted image distinguishable for
humans. The metric ranges between 0 and 1, where 1 is the excellent evasion
method, and 0 is the awful adversarial technique according to the mentioned
balance.

Lately, the Fxplainability view allows users to understand better what happened
in the model, and why its behaviours changed (Figure 4 and Figure 5). In particu-
lar, the view shows how the neurons act, i.e. their behaviours, in the model during
the sample classification. Indeed, along with the attack process, NS monitors the
activation value of the model’s neurons. Once the attack is finalized, the XAI mod-
ule uses randomly selected data (the same shown in the Impact view), to calculate
and report the most interesting models’ neurons (table in Figure 4), following the
preprocess explained in Section 3.1. Remember that neurons are sorted by class
comparisons. Therefore, suppose that the original class of the selected input data
is ¢, and the implemented attack converts it into class ¢/. Then, the chosen neurons
will be the top k in the comparison between class ¢ and class ¢’. The results of this
monitoring are shown since they help to detect a change in neurons’ behavior and
understand the model decision. Furthermore, the impact value of each neuron is
displayed over the chosen attack steps, as shown in the graphs in Figure 5. This
approach also helps reduce the model’s attack surface and detect which part of the
model itself is the most critical and needs more protection.

4 Validation

NS tool was used and validated during a Hackathon event organized in the KI-
NAITICS European project. On the one hand, during this event, project end users,
external practitioners, students and experts had the chance to test the functionality
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Neuron Class 0 frequency (F0) Class 1 frequency (F1) Frequency difference (F0-1)
28 0.7279 0.1958 0.5320
226 0.8659 0.3365 0.5293
44 0.5916 0.1438 0.4477
486 0.8349 0.4002 0.4346
124 0.5274 0.1325 0.3948
435 04329 0.0568 0.3760
254 0.2820 0.6419 0.3599
40 0.0700 0.4210 0.3510
265 0.1691 0.4804 0.3112
76 0.1486 0.4517 0.3030

Fig. 4: Explainability view: Neuron classification relevance by class frequency.

of the tool in a realistic use case. On the other hand, we had the opportunity to
gather feedback from them in order to improve the tool and its usability.

4.1 Healthcare Use Case

In the KINAITICS event, NS was used to evaluate the reliability and trustworthi-
ness of a model trained for detecting cancer in skin breast images. To make more
realistic the use case, and to emulate a healthcare application, a visualization server
has been deployed. Specifically, a Digital Imaging and Communication in Medicine
(DICOM) server is implemented in order to simulate the central point in which
multiple frames or images are stored, containing a wealth of metadata, patient
name, serial number, etc., as shown in Figure 6. DICOM is a standardized protocol
for transmitting medical images and associated data between medical hardware.
For its implementation, the popular open-source tool Orthanc? has been used. The
DICOM was populated with a breast skin dataset?.

As described in many studies [23][13], the common architecture for models in-
volved in the diagnosis (cancer or no cancer) from skin breast images, involve the
combination of VGG16 [25] (in some cases replaced with Convolutional Neural Net-
works CNNs) and a Dense Neural Network (DNN) layer. Following this trend, we
trained a model with the same structure. Therefore, the DICOM data and the model
itself represented the information that the NS tool needed in its initial pipeline. For
this reason, during the Hackathon event, users are directly involved in the execution
pipeline.

2 https:/ /www.orthanc-server.com/
3 https://www.kaggle.com/datasets/paultimothymooney /breast-histopathology-images
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Fig. 5: Explainability view: Neuron impact value on the classification over increasing
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4.2 Challenge Definition

The Hackathon event was organized as a Capture-the-Flag (CtF) exercise. CtF is
a type of information security contest where participants are challenged to solve
a range of tasks in order to obtain a designated item called a flag. In particular,
there are many formats and strategies that can be implemented [26]. However,
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in the KINAITICS project, the Jeopardy-style strategy was used. This format is
modelled as the popular game show Jeopardy, including various challenges with
different scores. Users must accumulate as many points as possible in a scheduled
time, addressing the challenges and finding the right answer. The game’s objective
is to reduce the learning process time, i.e., facilitate the knowledge acquisition from
end users using practical tasks. At the same time, this approach allows developers
to speed up the validation cycles with respect to traditional innovation processes.

The first KINAITICS hackathon was composed of 17 challenges aimed at testing
4 different tools. More specifically, 6 of them were directly related to NS. The chal-
lenges were self-explanatory, that is, they were designed in a way that any person
without expert knowledge about the tool and its application domain (Healthcare)
could understand the activity, the context and the required goal. For this reason,
as shown in Figure 7, each challenge was detailed with the referred Use Case (UC),
how to access the tool (Tool), a general description of the topics covered, i.e., what
the user will learn from addressing the challenge (Description), the effective objec-
tive of the challenge, i.e., the task to perform (Goal) and finally, indications on how
to enter and what format to use in the answers box (Result).

The 6 NS challenges aimed to exploit and combine all the attack and defence
mechanisms implemented in the tool. Figure 7 shows an example related to fine-
tuning the parameters of the Basic Iterative Method (BIM) attack algorithm. In
this case, the user needed to run several BIM attacks, changing the epsilon and
steps values, in order to find the best couple of values able to maximize the grade
metric.

4.3 Discussion

The hackathon event saw 20 registered participants from 6 FEuropean Countries, as
shown in Table 1. Participants were both internal (project members) and external
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UC: Healthcare

Goal: The objective is to find the optimal combination of
Tool: NeuralStrength - accessible inside the testbed at

http://10.200.71.223

epsilon and steps values that yield the highest grade by
balancing accuracy reduction and perturbation. Experiment

Description: In this challenge, you will modify the parameters with different parameter settings to optimize the BIM attack,

of the Basic Iterative Method (BIM) attack algorithm to
generate adversarial attacks. You can adjust the epsilon

considering computational constraints and the desired trade-
off between perturbation and misclassification rates.

parameter to control the maximum perturbation and the steps Result. The decide best parameters must be introduced with

parameter to determine the number of iterations in the attack format: X, Y. X represents the epsilon parameter and Y

process. By fine-tuning these parameters, you can achieve corresponds to step parameter.

different levels of perturbation and misclassification rates. The

challenge provides metrics to evaluate attack effectiveness,
including Original Accuracy, Adversarial Accuracy, Flag Submit

Perturbation, and Grade.

Fig. 7: Hackathon challenge example

end-users and stakeholders, with different profiles (junior, senior, but also practi-
tioners and students) and different domain knowledge (Cybersecurity, Consulting,
System Admin, Health Researcher, Software Engineers, etc.). The event lasted four
hours, two of which were dedicated to completing all the challenges of all tools.

As a general output, participants noted that the given time for completing the
activities felt limited. On the other hand, in relation to NS validation, participants
suggested that providing brief training on basic concepts related to the functioning
of attacks and defence methods in machine learning models could be beneficial.
This would help level the initial knowledge of participants and facilitate greater
engagement and understanding of the proposed tasks. Furthermore, they found the
tool quite user-friendly, i.e., intuitive and self-explanatory. However, a potential area
for improvement lies in the visualization, refining specific views and introducing
additional graphs to enhance the model explainability and user experience.

It is also important to point out that the involvement of 20 individuals cannot be
used as a full and complete validation approach. However, it was useful to detect the
benefits and limitations of the tool and to have an initial validation of the activities.
In that sense, for future iterations, an effort will be made to involve a larger number
of participants, providing an even more comprehensive and diversified perspective
on the effectiveness of the hackathon in different contexts.

In summary, the initial validation of the hackathon resulted in high participant
satisfaction, while also identifying areas for improvement, such as time management,
the inclusion of introductory training and tool usability.
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Hackathon participants statistics

Profile Number|Country Number| Country KINAITICS Number
member?
Project Manager 1 Austria 1 Researcher YES 6
CEO 1 France 2 Center NO 1
Researcher 9 Greece 3 University YES 0
PhD student 2 Italy 9 NO 3
Post-Doc Researcher 1 Portugal 1 End user YES 6
Software Engineer 2 Portugal 1 NO 4
Consulting 1 Spain 4
System Admin 1
Engineer 1
Cyber-Sec Specialist 1
Total 20 - 20 20

Table 1: Statistic of Hackathon participants

5 Conclusion

This work presents the NeuralSentinel tool that allows users to familiarize them-
selves with the AI security field. Concretely, it gives the opportunity to analyze
their artificial neural networks and how robust and trustworthy their models are.
Cybersecurity in Al systems is a novel field in research, even though those mod-
els are gaining more and more importance in human lives. However, people are
becoming aware of that casuistry and are getting interested in how trustworthy
their model is. This idea motivates the generation of this tool that will help those
first users understand how their models work and check the robustness of their
models. The tool was successfully validated in a Hackathon event organized by the
KINAITICS project. The tool was used in a Healthcare scenario with the aim to
attack and defend an ML system able to diagnose cancer or no cancer from skin
breast images.

In the future, the NeuralSentinel tool will be extended, incorporating more
attack/defence mechanisms, such as those mentioned in Section 2. At the same
time, will be interesting to improve the XAI module, including analysis performed
through frameworks like SHAP or LIME. The extension will allow NeuralSentinel
to generate an improved mode assessment of the users’ models, carry out a more
exhaustive analysis, give more information to the users about their model, and
finally, generate more trustworthiness in the users about the robustness of the
model. Furthermore, the idea is to incorporate feedback gathered from end users
to improve the usability and the layout of the tool.
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