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Abstract. Data is a fundamental asset for organizations. Data spaces emerge as
distributed structures that promote secure and reliable data sharing. The Interna-
tional Data Space (IDS) protocol is currently one of the main standards in the data
space environment. The growing evolution of data spaces implies the emergence of
challenges associated with aspects such as digital sovereignty, decentralization, ve-
racity, security and privacy protection. Distributed Ledger Technologies (DLTs) are
emerging as information structures that can provide solutions to these challenges.
This paper proposes the migration of trust entities in the IDS architecture, such as
the Clearing House, to Hyperledger Fabric Blockchain infrastructure as a solution
mechanism to the above challenges. To this end, it presents a Hyperledger Fab-
ric Blockchain interface that guarantees the interaction between an IDS Connector
and the blockchain, which is demonstrated in this study with an Eclipse Dataspace
Components (EDC) Connector.
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1 Introduction

Data is a fundamental asset for organizations as it generates competitive advan-
tages, both in decision-making and the generation of new services. According to
Gartner Research, data sharing provides several benefits to organizations that
drive efficiency in supply chains, spur innovation and enable faster product de-
velopment [1]. Data spaces emerge as decentralized infrastructures with common
regulatory and technical standards, where diverse actors can share, access and use
data in a secure, reliable and trustworthy way [2]. In addition to being a part of the
European strategy for data [2], the growth of data spaces is driven by a focus on the
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non-functional requirements of the industry such as interoperability, auditability,
accountability, maintainability, scalability (thus high availability) and sovereignty.

However, such an ambitious strategy involves considerable challenges. For exam-
ple, Gartner predicts that government organizations will establish formal account-
ability structures for data sharing in 2024, including standards for data structure,
quality and timeliness [1]. In addition, the Big Data Value Association (BDVA) has
defined the challenges of data spaces with regard to several categories, in which
their technical challenges involve aspects such as digital sovereignty (delegating the
control of data to its owner), decentralization, veracity (quality of data), security
and privacy protection [3]. In this context, Distributed Ledger Technology (DLT)
constitutes an emerging technology in data spaces that can partially address these
challenges due to its robust approach to data management, security, immutabil-
ity, data integrity and provenance [4]. Data spaces literature recognizes the rele-
vance of using blockchain technology as part of data spaces, e.g. for transparency,
auditability, confidentiality, interoperability and portability [2]. Consequently, it
must be adopted and integrated into the subsequent implementation layers of data
spaces such as Eclipse Dataspace Components (EDC). A permissioned blockchain
with an open, proven and enterprise-grade framework, such as Hyperledger Fabric
Blockchain (HFB), can be considered a viable alternative for such applications in
the industrial context.

The main contribution of this article is to ensure the adoption of blockchain
technology in data spaces, through a proposal for an interface in IDS Connectors
that interacts with Hyperledger Fabric. Consequently, this enables the migration
of data space trust entities to HFB, where its underlying blockchain technology
enhances the trust of such entities by fulfilling their non-functional requirements
such as auditability, sovereignty, transparency and traceability.

The rest of the manuscript is structured as follows: Section 2 introduces con-
cepts such as data spaces, IDS architecture, EDC and blockchain with HFB Frame-
work. Section 3 discusses the existing work on integrating blockchain technology
into data spaces as well as a review of how blockchain technology fulfills its non-
functional requirements. Section 4 proposes the EDC-HFB interface with regard to
the functionality of a Clearing House. Section 5 discusses the presented approach
with possible future work and finally the paper presents conclusions.

2 Background

This section provides an overview of data spaces while focusing on the Interna-
tional Data Space Association (IDSA) and its reference architecture promoted by
the International Data Space (IDS) protocol. The section also considers Eclipse
Dataspace Component (EDC) as a base implementation that follows the IDSA rec-
ommendations. Finally, DLT technologies are introduced with a particular focus on
HFB, which serves as a permissioned blockchain framework.
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2.1 Data spaces overview

Data space is a distributed data integration concept where data providers deliver
their data to consumers under a common technical and legislative standardized
framework. The data spaces are built based on principles such as data sovereignty,
transparency, security, fairness, consumer protection, fundamental rights, citizen
centricity, data altruism (sharing data for the benefit of others), inclusion, sus-
tainability, openness, self-determination, trust, fair competition and innovation [1].
On a legislative level, the European Union (EU) data spaces concept is driven by
policies such as the European Strategy for Data [5], which is designed to enhance
data access, sharing and governance. It further aims to integrate sector-specific
data spaces into a unified data market for the EU. IDSA is an organization that
brings together numerous industrial actors to provide a technology-agnostic and
standardized description of a data space and its distributed software architecture.
The International Data Space (IDS) protocol is developed and maintained by IDSA
and Gaia-X?.

2.2 IDS architecture and protocols

As a distributed network, IDS relies on the connection of different participants
with IDS Connectors and other core components (Fig. 1). The IDS Connector
serves as a gateway component with multiple endpoints to initiate and execute
data transfer processes between the participating organizations in a data space. A
self-description of a Connector (e.g. technical interface description, authentication
mechanism) along with a catalog of data (e.g. associated data usage policies) can
be provided to a Metadata Broker such that the Connector becomes discoverable
to any interested party. A Connector can enforce restrictions on the exchanged
data via usage policies and transfer them to a Clearing House for further trust and
transparency. In essence, a Clearing House logs all activities related to a data ex-
change process which can be used later for billing, clearing and conflict resolution
purposes. Semantic interoperability (i.e. interpreting the meaning unambiguously)
of the exchanged data is enabled via Vocabulary Hubs, which stores and offers in-
formation that describes datasets (e.g. ontologies, reference data models, metadata
elements).

The IDS protocol separates the scope of information transfer into two concepts:
control plane and data plane. In particular, the control plane comprises a set of
reusable components for cataloging data with access and usage policies, negotiat-
ing their contracts and managing data transfer processes. The data plane associates
with the actual exchange of application data through different protocol implemen-
tations such as Hypertext Transfer Protocol (HTTP) and Kafka®. In addition to

4 https://gaia-x.eu/gaia-x-framework
® https:/ /kafka.apache.org/documentation
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the core functions, complementary services (e.g. adapters for enterprise informa-
tion systems) and operations (e.g. data transformation) can be executed on data
by downloading relevant IDS Apps to a Connector. Alternatively, custom container
applications can be implemented and deployed within a Connector as necessary
(e.g. an application that forwards data to a blockchain).
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Fig. 1. International Data Space Architecture [6]

2.3 Eclipse Dataspace Components (EDC)

EDC is maintained as an open-source project under the governance of the Eclipse
Foundation®. It provides a framework with components (e.g. Connector, Federated
Catalog) to implement a data space in compliance with the IDS Reference Ar-
chitecture Model (IDS-RAM) and its certification scheme. Particularly, the IDS
protocol guarantees technical interoperability among different Connector imple-
mentations given that they follow the IDS-RAM standards. The implementation
of EDC Connector preserves software modularity such that it allows core modi-
fications and service extensions to the Connector through well-defined interfaces.
Due to this loose coupling with the dependencies, different technologies can be im-
plemented and substituted as appropriate (e.g. a Clearing House service based on
blockchain technology). The EDC Connector has been listed as a project of the IDS

6 https://www.eclipse.org



Computer Science & Information Technology (CS & IT) 79

open-source graduation scheme and is further supported by organizations such as
Fraunhofer Institute for Software and Systems Engineering ISST, Mercedes-Benz
Tech Innovation, BMW Group, Deutsche Telekom, Amadeus, Microsoft, Google,
AWS, SAP and ZF Friedrichshafen [7].

2.4 Blockhchain and Hyperledger Fabric Blockchain (HFB)

A blockchain is a shared distributed ledger that records transactions in a network
maintained by multiple nodes, where such nodes do not trust each other. In par-
ticular, blockchain technologies provide serializability (i.e. a consistent sequence
of data), immutability and cryptographic verifiability for data (e.g. authenticating
the sender of a transaction) without a single point of trust [8]. Two blockchain
categories can be identified as permissionless (e.g. Bitcoin [9], Ethereum [10]) and
permissioned (e.g. HFB [11]). In the former, anyone can join the network to per-
form transactions anonymously whereas the latter requires authentication for its
participants, thus making it more suitable for enterprise applications.

As a permissioned blockchain, Hyperledger Fabric allows its organizations to
maintain their own network infrastructures and participate in multiple distributed
ledgers within the same blockchain network. In the context of HFB, ledgers are
maintained as channels that consist of two parts: a database to support efficient
queries and a blockchain to record all transactions with immutability and data
provenance. It further complements this framework with client applications and
chaincodes to enable functionalities that require interactions with the ledger data.
For instance, a data space connector may persist data in Hyperledger Fabric by
implementing a set function in a chaincode and exposing it through a client ap-
plication to the connector. Consequently, HFB yields the potential to implement
external trust services of a data space (e.g. Clearing House) due to its features such
as permissioned membership, granular privacy of data, support for rich queries and
higher performance compared to other permissioned blockchains [12,13].

3 Related work

This section analyzes the prior work related to the state of the art for using
blockchain technology in the context of data spaces. In addition, this summarizes
how non-functional requirements of a data space are covered in other use cases
through blockchain technology.

3.1 Blockchain technology uses in data spaces

The potential of blockchain to reinforce IDS-RAM architectural concepts is rec-
ognized, with IDSA examining its application in data storage and cataloging.
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Blockchain’s applicability in IDS is debated on [14] for the implementation of Iden-
tity Provider, Broker Service and Clearing House. Extending these roles further,
Prinz et. al [15] have proposed blockchain for storing smart contracts, which can
dictate actions within a data space according to a set of defined rules to facilitate
authorization and access and usage control mechanisms. Moreover, the Data Spaces
Support Centre (DSSC) blueprint document [16] emphasizes the use of blockchain
for decentralized identity management and storage of participants’ identities. Ko-
vach et. al [17] propose an entire data plane modification of the IDS protocol using
DLT, which is based on IoTA’s Directed Acyclic Graph (DAG) and oriented to
support high throughput and low latency. Jiirjens et. al discuss the adoption of
decentralized Tokenomics to incentivize the participants in a data space for the
initial investments of its infrastructure setup [18].

3.2 Shared properties between blockchain and data spaces

The IDS reference architecture primarily focuses on integrating DLT to support
storage and catalog functionalities of a data space [14]. In particular, the properties
of blockchain technology such as immutability, transparency and provenance of data
can be immensely beneficial for data space use cases such as healthcare and supply
chain management. An authentication mechanism based on Verifiable Credentials
(VCs) with blockchain also realizes the key design principles of a data space, such
as sovereignty and trust [19]. However, this section explores the further possibilities
that exist in a data space where blockchain can be adopted in other use cases.

Considering the broader context of the vision and key principles for European
data sharing, the European Commission has synthesized a set of requirements [2]
which have been derived from policy sources such as SWD (Staff Working Doc-
ument) on data spaces and DIGITAL work programme [20]. Table 1 lists these
defined functional and non-functional requirements and further exemplifies them
with existing blockchain-based use cases. Consequently, an analysis associated with
the Table 1 findings would indicate how blockchain technology can be applicable
in the context of data spaces beyond those associated with cataloging and storage
functions.

4 Blockchain-based proposal

This section describes the process of integrating blockchain technology into the
trust entities of data spaces. As an example, it demonstrates how the functions of a
Clearing House can be migrated to Hyperledger Fabric through a set of interfaces
implemented in an EDC Connector based on its modularity.

One of the essential features of IDS architecture is the separation of data and
control planes, where the data plane functions are associated with the transfer of
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. . . Functional Non-functional | Blockchain
Policy provision . .
requirements requirements | use cases
- Data transfer and
exchange
- A secure and privacy-preserving - Data storage .
. . - Security
IT infrastructure to pool, access, - Data processing and - [22]
. - Confidentiality
process, use and share data. analytics
- Data pooling and
collaboration
- Data holders will have the
possibility, in the data space, .to - Identity, authentication - Confidentiality
grant access to or share certain and access control Sovereient [23]
personal or non-personal data under |- Usage control policies suty
their control.
- Data holders could use tools to
ease the uploading of data into data |- Data transfer and
spaces, to give or revoke their exchange -
L . . . |- Int bilit
authorisation to data and to change |- Identity, authentication pieroperabiity [24]
. . - Auditability
access rights and specify new and access control
conditions of how their data can be |- Usage control policies
accessed and reused over time.
- Data that is made available can . .
. . - Transaction metering .
be reused against compensation, o - Data valuation | [25]
. . . and billing
including remuneration, or for free.
- European rules and values, in
particular personal data protection, |- Compliance monitoring
consumer protection legislation and auditing - Auditability [26]
and competition law, are fully - Data protection
respected.
- Enhance the development of new
data-driven products and services in Data processin - Sovereignty
the EU and thereby create the core and anzfl tics & - Data level [27]
tissue of an interconnected and Y playing field
competitive European data economy.
. . - Privacy-preserving
- Dat ddl : d . .o
ata spaces Tdcieware: Proviae | . hanisms - Confidentiality
data mapping services, data . e . [28]
s . . - Data interoperability |- Interoperability
anonymisation and masking services.
features
- Data spaces middleware: provide
secure resource efficient data storage |- Data storage [29]
services.
- A common European data space
brings together relevant data
infrastructures and governance - Data pooling and
frameworks in order to facilitate collaboration - Inclusivity
data pooling and sharing. - Usage control policies |- Fairness
- A clear and practical structure for |- Privacy-preserving - Sustainability [30]
access to and use of data in a fair, mechanisms - Trustworthiness
transparent, proportionate and/non- |- Data protection - Transparency
discriminatory manner and clear - Data governance
and trustworthy data governance
mechanisms.

Table 1. Relation between blockchain use cases and data space requirements.
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application data. The distributed environment of data spaces depends on main-
taining Peer-to-Peer (P2P) relationships between connectors, which are established
through the control plane. In addition to such P2P relationships, the control plane
also interacts with trusted entities (e.g. Clearing House) in the current IDS ar-
chitecture. These interactions are usually related to functionalities such as data
governance, access control, trust management, metadata management, policy en-
forcement, monitoring and auditing. For this reason, the study considers it relevant
that the interactions with blockchain technology are conducted from a control plane
perspective.

4.1 HFB interface for Clearing House

An HFB interface is integrated into the IDS Connector as one of its service ex-
tensions, while primarily focusing on the control plane (Fig. 2). During a process
(e.g. negotiation, data transfer), the relevant activities can be digitally signed (for
non-repudiation) and emitted by a connector through this interface to a client ap-
plication, which then interacts with a smart contract and persists such activities in
an HFB network. In particular, it stores these messages in both blockchain and the
state database. The former provides immutability and provenance for the logged
activities whereas the latter supports efficient message queries whenever required.
Consequently, HFB can be considered a potential platform for the application of
Clearing House.

IDS
Connector

"‘__ Data Integrity
ﬂv\ k Monitoring
AR SN iti
ér/_oo_\\'a =N iudmng

D: Dataspaces ¥ service migrated @interface created

Fig. 2. HFB-based Clearing House and Connector interface

This section only focuses on the Logging service of the Clearing House, which
can be feasibly migrated due to its API-oriented functionalities such as creating a
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process, logging activities and querying messages of a process [21]. Such APIs can
be invoked by a Connector at the time when it sends (receives) a message to (from)
another Connector [20]. Despite the interface being defined based on the Clearing
House use case, it can also be modified as necessary to support the integration of
a new trust entity (e.g. Metadata Broker).

Clearing House Smart contract
Clearing House Logging Clearing and Chaincode
EDC Connector : client chaincode settlement chaincode )
API Endpoints
Clearing and Create a
HFB interface settlement API process

UC Claim Log JY%

Create() ~_| ! validation API / messages
] NS
Log() ‘{ i Logging APl (7] | [ Query Hypesr:edfer: e
messages ockehain
Query) |+ ; Billing AP

Yy

UC claim validation
chaincode

Billing chaincode

Fig. 3. Software design of components and their interactions

The software design of the proposed Clearing House (Fig. 3) shows how its
services can be migrated to HFB along with the invocation flow from an EDC
Connector. Each API endpoint of the Clearing House can be implemented in a
distinctive smart contract with the core functions and essential features (e.g. vali-
dating if a Connector has write permissions before logging an activity in a process).
These smart contracts combine into a chaincode to form an individual service of
the Clearing House (e.g. create, log and query smart contracts form the Logging
service chaincode). Such chaincodes will be exposed to external IDS Connectors
via client applications with relevant API endpoints. Any additional feature to the
primary flow of a particular service (e.g. middleware) can be included in the client
application. HFB interface, client application and chaincodes construct the logical
Clearing House despite that they can be located separately in different networks
based on the use case.

The following subsections describe the message flows of each function of a Log-
ging service and how they can be migrated with the proposed HFB interface.

Creating a process: A process in the Clearing House represents an instance of
data exchange along with its contract agreement and other relevant messages. Con-
sequently, a process with a unique ID and a list of owners should be created in the
Clearing House, under which all the subsequent activities of its data exchange will
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be logged. In this proposal, an IDS Connector (exemplified with an EDC Connec-
tor) uses an HFB interface to create a process in the Clearing House, by invoking
the corresponding chaincode through a client application as shown in Figure 4.

[ EDC Core | [ EDC HFB interface | [ HFB chaincode | [ HFB channel |

—CreateProcess(owners)’
ids:RequestMessage
[—payload: JSON array of >

'
" ids:RequestMessage '
/ i
additional owners [—payload: JSON array of |
" ____StoreProcess,
additional owners

(id,owners)

alt ;
[Fails] | €&—ids:RejectionMessage—]
€—ids:RejectionMessage™]

[Succeeds] ids:MessageProcessed
[— NotificationMessage |
payload: pid =

ids:MessageProcessed
NotificationMessage |

load: pid L]
[——Success— payload: p T

Fig. 4. Creating a process with HFB interface

Logging messages: The information that should be logged in the Clearing House
is sent in the payload of a Log Message. This information can either be hashed or
in plain depending on the use case, whereas the former ensures data sovereignty
since the Clearing House will not be able to decrypt the message [20]. The log entry
stored in the Clearing House consists of the payload and metadata from the Log
Message, given that it is sent by an owner of the process with write permissions.
Messages can either be sent to an existing process or a non-existing process, in
which case the Clearing House will create a new process.

This entire functionality can be transformed into blockchain technology with the
proposed HFB interface, specifically by sending requests to the client application
for logging activities. These requests will be redirected to the corresponding smart
contract and persisted in the distributed ledger. Fig. 5 shows this message flow
between the HFB interface and the Clearing House chaincode.

Querying messages: Given the proper authentication, an IDS Connector can
retrieve the log entries for a specific process. When queried with a process 1D, the
Clearing House responds with a Result Message that contains all the log entries of
the process. If the request corresponds to a particular log ID, it will respond only
with the relevant log entry. In the case of multiple log entries, the payload of the
Result message will contain a JSON array of Log Messages, and if otherwise, it will
only return a single Log Message. Fig. 6 and 7 show the sequences of messages in
both these query functions with the corresponding data types.
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EDC Core | | EDC HFB interface | | HFB client | | HFB chaincode | | HFB channel |
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Fig. 5. Logging messages with HFB interface
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of LogMessages L ' H
—Messages— 9 g T ' '

Fig. 6. Querying all logs with HFB interface

5 Discussion and future work

In addition to the technical feasibility of implementing a Clearing House (as de-
scribed in section 4.1), HFB further complies with its non-functional requirements.
As a blockchain technology, it provides data immutability and provenance to sup-
port the primary operations of a Clearing House such as clearing, billing, auditing
and conflict resolution. It further enforces privacy on data via distinctive channels,
permissioned memberships, chaincode access control and private data collections.
Endorsement policies when combined with participants’ signatures deliver integrity
and non-repudiation for the log messages. Due to the elimination of external parties,
it also minimizes the possibility of exploiting the logged information for financial
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[ EDC Core | [ EDC HFB interface | [ HFB chaincode | [ HFB channel
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ids:QueryMessage—> -
ids:QueryMessage—|

——GetMessage—pp»|
(logld)

alt ;
[Fails] | &—ids:RejectionMessage—]

€—ids:RejectionMessage™]

A

Message™|
|¢—— ids:ResultMessage — 9 L]

payload: LogMessage

[Succeeds]

¢—— ids:ResultMessage —
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Fig. 7. Querying a single message with HFB interface

gains. Nevertheless, access can be granted explicitly to messages upon request (e.g.
for auditors), thus preserving sovereignty and providing cryptographic verifiability.

However, there are several considerations that should be addressed when adopt-
ing the proposed approach. Since the external service is based on a decentralized
architecture, it involves initialization and maintenance cost of a blockchain net-
work with multiple nodes (e.g. peers, orderers). Moreover, it executes the Clearing
House functions through a chaincode and therefore, the integrity and security of
such chaincodes should be investigated thoroughly. It also introduces the cost of
a transaction flow with ordering and validation phases to each single message, as
opposed to a centralized Clearing House architecture.

Despite the approach being presented with an EDC Connector, its abstract in-
terface can generally be applied to all the IDS Connectors that support modularity
for integrating service components. Similarly, it can be adopted across multiple
data space use cases in addition to the Logging Service of a Clearing House. A
potential future work can examine how separate channels with private data collec-
tions in HFB can be used to enforce granular privacy for trust entities. This study
can also be extended to investigate using data space components such as Identity
Providers, DAPS (Dynamic Attribute Provisioning Service) and DTM (Dynamic
Trust Monitoring) to provide authentication and authorization in HFB-based data
space services.

6 Conclusion

This paper analyses the applicability of blockchain technology in data spaces and
indicates how the requirements of a data space have already been fulfilled by the
existing blockchain use cases. It then proposes an interface to IDS-compliant Con-
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nectors that enables the migration of trust entities to a blockchain. This is demon-
strated with a Clearing House use case and an EDC Connector, where its standard
messages traverse through the proposed HFB interface, a client application and
the corresponding HFB chaincode. These relationships belong to the control plane
such that the data plane continues to maintain its distributed P2P approach fo-
cused solely on the data exchange process. Through the adoption of blockchain,
the proposal ensures the non-functional requirements of the Clearing House such
as auditability, sovereignty, transparency and traceability of information.
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