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Abstract. In recent years, there has been a growing demand for using tokens of public blockchains like
Bitcoin for legitimate transactions. However, the lack of authoritative guarantees on these tokens raises
concerns about their potential misuse in criminal activities. Conversely, the introduction of full trans-
parency regulation may stifle the highly innovative cryptocurrency community. This paper introduces a
novel concept of fairness, termed Fair-Anonymity, which allows regulatory authorities to probabilistically
trace the payer’s ID with the pre-agreed probability based solely on the total amount of the transac-
tion, even when divided into smaller transactions. The Fair-Anonymity protocol can be applied to many
blockchains by adding proof to the transaction, in which public verifiers can verify the result. Our scheme
cryptographically enforces the revealing probability using k-out-of-n Committed Oblivious Transfer, en-
suring that neither the sender nor the receiver can manipulate the probability or alter the committed
values, thus disincentivizing illegal high-value transactions. Conversely, enterprises accepting only tokens
with Fair-Anonymity proofs can externally demonstrate their commitment to lawful operations.

Keywords: Blockchain, Security, Electronic-cash, Cryptocurrency, Fairness, Anonymity, Traceability, Obliv-
ious transfer.

1 Introduction

The concept of anonymous electronic cash (e-cash) was first introduced by Chaum [6],
who proposed using blind signatures to enable user anonymity while preventing double-
spending. Since then, the coexistence of anonymity and accountability (traceability) has
been recognized as a fundamental challenge in e-cash schemes. Subsequent research has
explored various approaches to balancing these two properties. Brickell et al. [3] introduced
the concept of trustee-based tracing, where a trusted third party (the trustee) can trace
transactions when necessary while preserving user anonymity under normal circumstances.
They proposed two types of tracing: owner tracing, which allows the trustee to identify
the owner of a specific coin, and coin tracing, which reveals the transaction history of a
given coin. To prevent misuse, their system uses a distributed trust model with multiple
trustees. Building on this work, Camenisch et al. [5] developed an endorsed e-cash system
that enables fair exchange of e-cash for goods in both online and offline settings. However,
their online scheme has limitations regarding user anonymity due to transaction linkability.
Belenkiy et al. [1] introduced an e-cash scheme employing a trusted third party called the
”judge”, who retrieves the identity of the defrauder after detection of a double-spending.
In recent years, various approaches have been proposed to address the coexistence of
anonymity and accountability [10, 22].

In attempts to achieve both anonymity and traceability (or accountability) by au-
thorities, particularly in prior research closely related to our approach [22], a method is
employed where a limit is set on the amount of transfers per month, and anonymity is
nullified if this limit is exceeded. However, this does not eliminate the possibility that
users, especially malicious ones, could form groups and make anonymous transfers up to
the threshold times the number of users by making transfers slightly below the threshold
amount.
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1.1 Challenges and Our Solution

We propose a novel scheme named ”Fair-Anonymity”, which enables authorities to prob-
abilistically trace IDs based on the value of a paid coin of an e-cash system. In our Fair-
Anonymity scheme, the probability of anonymity being nullified increases as the transfer
amount approaches the threshold, rendering the aforementioned evasion techniques in-
effective. Furthermore, even if coins (or transactions) are split, the probability function
can be designed so that the sum of probabilities remains consistent with the original
transaction, preserving this key property. Fair-Anonymity is also theoretically applicable
to any blockchain tokens such as Bitcoin and Ethereum, in which the transfer amount
in a transaction is regarded as a coin. The transcript of each execution of the protocol
leaves a cryptographic trace on the blockchain, serving as an indelible credential of a le-
gitimate transaction. It provides a flexible tracing mechanism where authorities can trace
users with a pre-agreed probability that is automatically determined based on the trans-
action amount. This probability cannot be manipulated, as the final probability depends
solely on the transferred amount, remaining invariant even when transactions are split into
smaller denominations. This enables a balance between regulatory requirements, such as
anti-money laundering and taxation, and the protection of user privacy.

In the Fair-Anonymity scheme, users can participate by registering their identity with
the authorities and obtaining an ID issued by them. Our Fair-Anonymity system supports
the decentralization of authorities through cryptographic techniques involving multiple
organizations, thereby reducing dependence on a single third party. To construct the Fair-
Anonymity scheme, we introduced a new k-out-of-n Committed Oblivious Transfer as a
variant of the efficient 2-round OTk

n protocol proposed by Lai et al. [19], enabling practical
performance.

The probabilistic nature of our Fair-Anonymity protocol effectively disincentivizes
high-value illegal transactions without compromising the convenience of honest users.
Criminals, even with a small probability, are deterred by the risk of their identities being
traced by authorities, whereas legitimate users remain largely unaffected by occasional
transaction tracking.

1.2 Our Contribution

Our research contributions are as follows:

1. Fairness in Transaction Amounts:
We introduce a novel concept of ”Fairness” as a property where the probability of re-
vealing a user’s (payer’s) identity is determined solely by the total transaction amount,
regardless of how the transaction is divided. This ensures that the probability remains
unaffected by multiple low-value transactions, thereby mitigating split attacks. Fair-
ness can be incorporated into existing transactions as accompanying proof information,
making it adaptable to various blockchains. The accompanying proof with the transac-
tion can be publicly verified, while only the designated authority can trace the user’s
identity based on a probability determined by the total transaction amount.

2. Achieving Perfect Fairness with Exponential Saturation Functions:
We demonstrate that by utilizing Exponential Saturation Functions (ESFs), we can
achieve ”Perfect Fairness,” where identity disclosure is determined exclusively by the
total transaction amount. In constructing Fair-Anonymity, the ESF parameters must
be approximated with integers, introducing an error ϵ. We identify a trade-off between
minimizing this error and reducing the proof size.
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3. Modification of Committed Oblivious Transfer (COT):
We propose improvements to the original efficient k-out-of-n Oblivious Transfer (COT)
protocol [19]. Our modification enables public verification of the correctness of the
message without revealing itself, while ensuring that the probability determined by
the transaction amount cannot be manipulated.

With this ”fair” probabilistic ID tracing scheme, we achieve the following outcomes:
(1) Malicious users will fear that even a single illicit transaction could be detected, leading
to their identification by authorities. (2) Honest users, on the other hand, will not be neg-
atively impacted by probabilistic tracing, as not all of their transactions will be monitored
or linked.

In scenarios where payers use this protocol over a long period, the probability of tracing
their ID increases due to the accumulation of transaction amounts. However, this can be
mitigated by periodically refreshing the scheme, as described in [22]. This creates a situa-
tion where malicious users are disincentivized from using Fair-Anonymity for transactions,
while honest users are encouraged to adopt this scheme. Consequently, Fair-Anonymity
can establish a crime-free, transparent economic zone, clearly separated from the illicit
economic sphere.

2 k-out-of-n Committed Oblivious Transfer

Oblivious Transfer (OT) is a crucial component in constructing protocols that are secure
and protect privacy, such as contract signing, private information retrieval, and secure
function evaluation. An OT scheme is a two-party protocol between a sender S and a
receiver R, where the sender possesses multiple secrets, and the receiver wishes to select
and obtain some of them. The receiver acquires the secrets without revealing their choice
to the sender, and the sender remains unaware of which secrets the receiver obtained.
The first OT scheme was proposed by Rabin [21], and since then, more general forms
such as 1-out-of-2 OT (OT 1

2 ), 1-out-of-n OT(OT 1
n), and general k-out-of-n OT (OT k

n )
have been introduced [20, 8, 17, 16]. Committed Oblivious Transfer (COT) is an extension
of OT that additionally involves commitments. In COT, the sender is committed to the
input messages and the receiver is committed to the choice index before the OT protocol
is executed. The COT protocol provides additional security guarantees compared to plain
OT. The commitments prevent the sender from changing the messages and the receiver
from changing the choice index during the protocol. We introduce the new schemes of k-
out-of-n Committed Oblivious Transfer (COTk

n) with a small modification on the efficient
2-round OTk

n protocol proposed by Lai et al. [19].

2.1 Definitions of k-out-of-n Committed Oblivious Scheme

In this paper, we let G be a multiplicative cyclic group of prime order p. We say e :
G×G→ GT is an admissible bilinear map.

Suppose that both a sender S and a receiver R engage in the COTk
n protocol defined

below. A set of messages M = m1, · · · ,mn is held by the sender, and a set of indices
G = l1, · · · , lk, where k ≤ n, is chosen by the receiver.

Definition 1 (k-out-of-n Committed Oblivious Transfer (COTk
n)). The COTk

n pro-
tocol is executed between the parties S and R. Initially, there exist public commitments
ComS (m1, r1) , . . . ,ComS (mn, rn), and ComR(l1, s1), . . . ,ComR(lk, sk). S inputs m1, . . . ,mn

and r1, . . . , rn, while R inputs l1, . . . , lk and s1, . . . , sk. At the end of the protocol, R receives
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Fig. 1: Overview of k-out-of-n Commited Oblivious Transfer

ml1 , . . . ,mlk . S learns nothing about l1, . . . , lk while R remains unaware of the unchosen
messages.

An overview of COTk
n is shown in Fig. 1. In order to construct our proposed Fair-

Anonymity protocol (in Section 4), we slightly modify the k-out-of-n COT and define the k-

out-of-n Committed Oblivious Transfer of Commitments (C2OT
k
n). In C2OT

k
n, the sender

selects messages m1, . . . ,mn in plaintext, and the receiver receives the chosen messages in
their encrypted form, Enc(ml1), . . . , Enc(mlk).

Definition 2 (k-out-of-n Committed Oblivious Transfer of Commitments (C2OT
k
n)

). The C2OT
k
n protocol is executed between the parties S and R. Initially, both parties

take a generator gc, along with the commitments ComS (m1, r1) , . . . , ComS (mn, rn), and
ComR(l1, s1), . . . , ComR(lk, sk) as public inputs. S inputs m1, . . . ,mn and r1, . . . , rn, while
R inputs l1, . . . , lk and s1, . . . , sk. At the end of the protocol, R receives gc

ml1 , . . . , gc
mlk .

S learns nothing about l1, . . . , lk, while R remains unaware of the unchosen messages.

The modification makes the original COTk
n verifiable by allowing the receiver to confirm

that the original messages corresponding to the ciphertexts received by him are indeed the
ones sent by the sender. This enables a public verifier in the Fair-Anonymity protocol to
verify that the received ciphertexts correspond to the original messages without directly
revealing the messages themselves.

2.2 Construction of k-out-of-n Committed Oblivious Scheme

The concrete COTk
n scheme is illustrated in Fig.2. A trusted third party establishes the

system by choosing a security parameter λ and a random value α as the system’s secret
key. It then generates the system parameter SP = (BG, g, h, g1, · · · , gn, h1, · · · , hn), where
BG = (G,GT , e, p) and g, gi, h, hi ∈ G, which are publicly known. First, the receiver selects
a random value s ∈ Z∗

p as its secret key and a set G = {l1, l2, · · · , lk}. It then uses the

Aggregation algorithm to compute a token P(G) = g
s

(α+l1)(α+l2)···(α+lk) , and computes a

proof information Σ = h
(α+l1)(α+l2)···(α+lk)·α

n−k

s for its choice set G. Next, after receiving a

request from the receiver, the sender first checks whether e(P(G), Σ) = e
(
g, hα

n−k
)
. If

the check fails, the protocol aborts. Otherwise, the sender selects a random value r ∈ Z∗
p

and computes a ciphertext CT for the secrets as c̃0 = P(G)r = g
rs

(α+l1)(α+l2)···(α+lk) , along

with, for each i = 1, 2, · · · , n : c̃i = e
(
g

1
α+i , h

)r
·mi. After receiving the encrypted secrets
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CT from the sender, the receiver computes, for each i ∈ G, mi = c̃i ·e
(
c̃0, h

(α+l1)···(α+ln)
(α+i)

)
.

After decryption, the receiver obtains only k secrets with indices in G from the sender.
Finally, the receiver outputs new commitments, allowing verification of all received mes-
sages using membership proofs such as One-out-of-Many proofs (see Appendix A.1).

As stated in the definition, when modifying the COTk
n scheme into the C2OT

k
n scheme,

the message mi received by the receiver is transformed into an encrypted form, such as
mi → gmi

T where gT ∈ GT . This ensures that the receiver obtains the messages in their
encrypted form. However, as this modification only requires replacing the messages with
their ciphertexts and does not involve significant changes to the overall construction,
we omit the explanation here (This explanation will be provided when presenting the
construction of the Fair-Anonymity protocol in Section 4).

3 Fairness

In this section, we propose a novel concept of Fairness and demonstrate that a specific
function satisfies the definition of this fairness property. This property is crucial, as a Fair-
Anonymity scheme based on a probability distribution function satisfying this property
allows authorities to identify the sender’s ID with a probability that depends solely on the
transfer amount, irrespective of how the coins are divided (transaction splitting).

3.1 Definition of Fairness

Let C and U represent the sets of all coins and all users, respectively. For any coin c ∈ C,
let c.v denote the value of the coin. A payment system is considered fair if the following
condition holds.

Definition 3 (ϵ-Fairness). Suppose we have a probabilistic extractor E : C → U ∪ ⊥
that extracts from any coin c the spender’s user ID u ∈ U when successful, or returns
nothing (⊥) otherwise.

Then, for all ϵ ∈ R≥0, we say that a payment system satisfies ϵ-fairness if for all
coins c1, c2, c3 ∈ C the following holds:

c1.v = c2.v + c3.v ⇒ |Pr[E(c1) ̸= ⊥]− Pr[E(c2) ̸= ⊥ ∨ E(c3) ̸= ⊥]| ≤ ϵ (6)

When ϵ = 0, we say that a payment system satisfies perfect fairness.

The intuition of this definition is the following. Any division of coins or payments does
not affect the probabilistic traceability with at most ϵ fluctuation. ϵ-Fairness ensures that
the process of identifying the spender from a coin is not affected by the division of coins,
within a tolerance level represented by ϵ. The smaller the value of ϵ, the fairer the system
is considered.

3.2 Exponential Saturation Function

Next, we introduce the exponential saturation function which satisfies the condition of the
fairness property. The form of the function is

p(x) = 1− e−
x
K (7)

where K ∈ R is a rate constant.
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� �
– Inputs:
• A trusted third party runs the Setup algorithm as follows. Given a security parameter λ, this

algorithm generates a bilinear group BG = (G,GT , e, p) with two generators g, h ∈ G. Then

it randomly chooses α ∈ Z∗
p as the system secret key and computes gi = g

1
α+i , hi = hαi

for
all i ∈ [n]. A system parameter SP consists of (BG, g, h, g1, g2, · · · , gn, h1, h2, · · · , hn).

• S holds a set of secrets M = {m1, · · · ,mn} ⊂ Z∗
p and random numbers {r1, · · · , rn}

$← Z∗
p .

• R holds his choice set G = {l1, . . . , lk} ⊂ [n] and random numbers {s1, · · · , sk} ∈ Z∗
p.

• Input Common Commitments a:
ComS(m1, r1), . . . , ComS(mn, rn); ComR(l1, s1), . . . , ComR(lk, sk).

– Execute OT k
n Protocol:

1. R→ S : Given a choice set G = {l1, · · · , lk} and SP , R picks a random s ∈ Z∗
p as his secret

key sk and uses the Aggregation algorithm [11] to compute P(G) together with Σ where

P(G) = g
s

(α+l1)(α+l2)···(α+lk) , (1)

Σ = h
(α+l1)(α+l2)···(α+lk)·α

n−k

s . (2)

2. S → R : S runs the Encrypt algorithm and generates commitments as follows. Given a set
T = (P(G), Σ), a set of secrets M = {m1, · · · ,mn} and the system parameter SP , it first

performs the verification algorithm as: e(P(G), Σ) = e
(
g, hαn−k

)
. If the equation does not

hold, it aborts. Otherwise, it accepts |G| = k. Then for a random parameter r
$← Z∗

p, it
computes the ciphertext set CT = {c̃i}i=1,...,n for the messages as

c̃0 = P(G)r = g
rs

(α+l1)(α+l2)···(α+lk) (3)

together with, for each i ∈ [n] :

c̃i = e
(
g

1
α+i , h

)r

·mi (4)

3. R decrypts the received ciphertexts as follows. Given the ciphertext CT = {c̃0, c̃1, · · · , c̃n}
, a choice set G = {l1, · · · , lk}, a secret key s and the system parameter SP , only for each
i ∈ G, R can compute

mi = c̃i · e
(
c̃0, h

(α+l1)(α+l2)···(α+lk)
(α+i)

)− 1
s

(5)

– Outputs and Verification: R verifies that the values of the received messages are the same as
the values of committed ones.

a S and R should perform the PoK for S : ((mi, ri);ComS(mi, ri)) for all i ∈ [n] and the PoK for R
: ((li, si);ComR(li, si)) for all i ∈ [k] respectively� �

Fig. 2: The construction of COTk
n scheme.

56                                                  Computer Science & Information Technology (CS & IT)



Lemma 1. Suppose we have a payment system with a probabilistic extractor E : C →
U or ⊥ as in Definition 3 such that its probability is determined by exponential saturation
function of the input coin value. More concretely, we define a probability function p :
R≥0 → [0, 1] as

p(c.v) = Pr[E(c) ̸= ⊥] = 1− e−
c.v
K (8)

for some rate constant K ∈ R≥0.

Then, for any n > 0 division of coin c to c1, . . . , cn such that c.v = c1.v + · · · + cn.v,
the payment system satisfies perfect fairness for all c.v,K ∈ R≥0.

proof By using probability of complementary event that p(X∪Y ) = 1−(1−p(X))(1−
p(Y )) for independent variables X,Y . We have

p(c.v) = 1− e−
c.v
K = 1−

n∏
i=1

(1− p(ci.v))

⇔ 1− p(c.v) =
n∏

i=1

(1− p(ci.v))

log(1− p(c.v)) =
n∑

i=1

log (1− p(ci.v)) (9)

By substituing p with exponential sturation function as:

p(ci.v) = 1−e−
ci.v

K , p(c.v) = 1− e−
c.v
K

log(e−
c.v
K ) =

n∑
i=1

log
(
e−

ci.v

K

)
∴ c.v =

n∑
i=1

ci.v (10)

4 Fair-Anonymity

In this section, we propose the Fair-Anonymity scheme constructed by combining our
construction of COTk

n with the exponential saturation function satisfying the fairness
property.

4.1 Overview of Fair-Anonymity Protocols

The Fair-Anonymity protocol consists of System Setup, Registration Protocol, Execution
Protocol, and Tracing Protocol.

– System Setup: First, in the setup phase, the authority generates a set of IDs us-
ing a salt known only to itself. Here, the authority can be a single organization or a
decentralized system that requires consensus among multiple organizations using cryp-
tographic techniques. Since the set of IDs is generated using a salt known only to the
authority, third parties cannot compute them.

– Registration Protocol: Users who want to use the Fair-Anonymity protocol interact
with the authority to prove their identity and obtain an ID. This is equivalent to
opening a bank account.
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– Execution Protocol: In the execution protocol, the user interacts online with a ver-
ifier (on the blockchain). The authority is offline and not involved in this interaction.
First, the user and the verifier execute COT, where the user is the sender and the veri-
fier is the receiver. The user selects a set of messages consisting of either the encryption
of their ID or random values, and keeps them secret. The ratio of the ID’s ciphertext to
random values is specified by a probability distribution function that satisfies fairness,
such as an exponential saturation function (introduced in Section 3) with the total
amount as a variable (if the transfer amount is large, the ratio of the ID’s ciphertext
increases according to the probability function, which is an increasing function for x ≥
0). The verifier selects k labels to receive. Then, the user sends k out of the n messages
specified by the verifier using COT. Due to the properties of COT, neither the message
values nor the specified label values can be changed from the initially chosen ones. If
there are no issues during the protocol execution, the verifier publishes the received
values (ID ciphertext or random values) as part of the transcript on the blockchain
with a signature. We emphasize that the verifier and those who can see the transcript
can only know the values received by the verifier, but cannot distinguish whether the
values are ciphertexts or mere random values, thus preserving the user’s anonymity.

– Tracing Protocol: In the tracing protocol, the authority can trace a specific transcript
on the blockchain at any time. Since a specific transfer transaction using the Fair-
Anonymity protocol includes the sender’s ID ciphertext with the pre-agreed probability
according to the transfer amount, the authority can identify the user by searching a
narrow set of IDs using the salt known only to the authority (if it is an ID ciphertext
and not a random value). Those who do not know the salt must perform an exhaustive
search on the set Z∗

p, and if the set is sufficiently large, anonymity is not compromised.

4.2 System Setup

Firstly, Authority A generates a subset U = {ui}i=1,...,N ⊂ Z∗
p, using a value of salt known

only to A. Assuming the DDH assumption holds, it is impossible to calculate the user ID
from gu for some group g for those who do not know the salt, while A, knowing the salt,
can perform a brute-force search in the U space 1. Next, A generates a set of Pedersen
commitments A = {ComA(ui, si)}i=1,...,N from the set of user IDs U as follows:

ComA(ui, si) = gui
T hsiT , where gT , hT ∈ GT and si

$← Z∗
p (11)

This set of commitments enables users, in the Fair-Anonymity protocol to be constructed
next, to provide a zero-knowledge proof that they know their ID is in the correct ID set.

4.3 Registration Protocol

The Registration protocol is executed between A and User U interactively. First, U shows
his certificate of identity to A. A verifies it. After the verification, A picks up an ID
u ← U for him and finds the corresponding commitment ComA(uρ, sρ) of u = uρ at the
ρ-th position in the entire set of A. Then, A sends U the triple of (u, ρ, sρ).

4.4 Execution Protocol

Next, we give the protocol of executing Fair-Anonymity between a user U and a public
verifier V. The overview of this protocol is shown in Fig. 3. For simplicity, the protocol is

1 Note that the size of the set U is |U | ≪ p.
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constructed using C2OT
k
n|k=1. Note that the protocol can similarly be constructed with

higher efficiency for the general case where k > l. (The value of k is automatically selected
based on the transfer amount.)

Fig. 3: Overview of Execution Protocol of Fair-Anonymity

Consider U , already registered with an authority A, executes the execution protocol
with a public verifier V for his coin c of value c.v.

1. First, the pair of two integers l, n ∈ N are determined based on the probability distri-
bution p(v), which depends on the coin value v = c.v,

n, l← N s.t.
l

n
= p(v) + ϵ = 1− e−

v
K + ϵ. (12)

where ϵ ∈ R represents the small fluctuation due to approximating real numbers with
rational numbers. Note that the probability function is one of the exponential satura-
tion functions that satisfy the fairness property (shown in Section 3).

2. U and V start the C2OT
1
n protocol, where Sender is U and Verifier is V in this case,

as follows:
(a) Input: First, U chooses the set of n messages M = {x1, . . . , xn} where xi ∈ {u, r0}

s.t.

n∑
i=1

xi = l · u+ (n− l) · r0 (13)

where u ∈ U is the U ’s ID and r0 ∈ Z∗
p is a randomly chosen number. 2 For his cho-

sen messages, U calculates the corresponding commitmentsCS = {ComS(xi, ri)}i=1,...,n

with ri
$← Z∗

p

Next, V chooses his choice set G = {l1}, l1 ∈ [1, n] (because we consider now the

case k = 1) and calculates the commitment CR = {ComR(l1, s1)} with s1
$← Z∗

p.
The two sets of the commitments CR and CS are common inputs.

2 We assumed |U | ≪ p and hence Pr[r0 ∈ U ] < negl(λ).
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(b) Execute:

– V → U : Given a choice set G = {l1} and the system parameters SP ,V picks

a random s
$← Z∗

p as his secret key and uses the Aggregation Algorithm to
compute P(G) and Σ where

P (G) = g
s

α+l1 , Σ = h
(α+l1)·α

n−1

s (14)

V sends them to U .
– U → V : U runs the Encrypt algorithm and generates commitments as follows.

Given a set T = (P(G), Σ), a set of secrets M = {x1, · · · , xn} and the system
parameter SP , it first performs the verification algorithm as: e(P(G), Σ) =

e
(
g, hα

n−k
)
. If the equation does not hold, it aborts. Otherwise, it accepts

|G| = k. Then for a random parameter r
$← Z∗

p, it computes the ciphertext set

C̃ = {c̃i}i=1,...,n for the messages as

c̃0 = P(G)r = g
rs

(α+l1) , c̃i = e
(
g

1
α+i , h

)r
·mi (15)

where mi = g′T
xi for g′T = gtT , gT ∈ GT and t

$← Z∗
p . Note that in this point

the construction of C2OT
k
n protocol is slightly different from that of the COTk

n

protocol, changing the message xi encrypted by ElGamal Encryption to g′T
xi .

This enables only A, knowing the secret salt, to trace the user’s ID. Using
Verifiable Encryption [7] (see Appendix A.2), U performs the PoK for the c̃i =eq

ComS(xi) for all i ∈ [n] to V, outputting the proof set {πi}i=1,...,n (defined in
Section 5).

– V decrypts the received ciphertexts as follows. Given the ciphertexts C̃ =
{c̃0, c̃1, · · · , c̃n}, the choice set G = {l1}, the secret key s and the system pa-
rameter SP , only for the i ∈ G, here just for the l1, V can decrypt

mi = c̃i · e
(
c̃0, h

(α+l1)
(α+i)

)− 1
s

. (16)

(c) Verify:

V verifies the received proof set {πi}i=1,...,n. If the verification fails V aborts.

3. After the execution of C2OT
k
n, U proves to V that the two relations R1 and R2 defined

in the following Section 5 hold - for R1 all of the {xi}i=1,...,n in the commitments CS

are indeed selected from either u or r0 (see the equation (23) ), and for R2 the equation
(24) for the exponential saturation function holds.

4. At the end, if U clears all verifications, V publishes the results of those proofs as a
transcript on the blockchain. As a result, the U ’s coin can be considered ”fair” with
the transcript.

4.5 Tracing Protocol

The Authority A can, at any time, refer to the transcripts of users published on the
blockchain and combine these with the secret value of salt known only to A, to prob-
abilistically trace the ID of the user who made the coin payment. However, the actual
probability of A being able to identify the user ID is given by p(v)± ϵ.
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5 Security Notions of Fair-Anonymity

In this section, we define the required security notions of Fair-Anonymity - Completeness,
Soundness, Anonymity, and Fair Traceability. First, we introduce the relevant lemmas
and convenient notations that will be used for the definition and the proof sketch of the
security notions. Next, we define two cryptographic relations that Fair-Anonymity must
satisfy and the four security notions above. Finally, we prove that the construction of
Fair-Anonymity in Section 4 satisfies these security notions.

Lemma 2. (Membership proof) Take a Pedersen commitment c = gmhr with a message
m, a randomness r and a set of n commitments {ci}i=1,...,n for ci = gmihri. If a prover
knows that the message m of the commitment c corresponds to the message ml of cl ∈
{ci} he can prove this to the verifier without revealing any information about the witness
(m, r, l).

First, we define our unique notation for describing the relations between commitments
as follows:

c1 =ω c2
def⇔ x1 = x2 for c1 = gx1hr1 and c2 = gx2hr2 , (17)

c ∈ω {c1, . . . cn}
def⇔

∃
l ∈ [n], c =ω cl ∈ {ci}1,...,n. (18)

And we define the proof of knowledge for membership πmem as follows:

πmem(c ∈ω {ci}1,...,n)
def
= PoK (x, r, l; c ∈ {ci}1,...,n) , (19)

πm(c1 =ω c2)
def
= PoK (x1, r1, x2, r2; c1 =ω c2) . (20)

Lemma 3. (Verifiable Encryption [7]) Take a Pedersen commitment c = Com(m, r) =
gmhr and an ElGamal ciphertext c̃ = Enc(m′, r′) = gm

′
T hr

′
T for a plaintext m with a ran-

domness r, r′ ∈ Z∗
p. If a prover knows that the message m of the commitment c equals

the message m′ of the ciphertext c̃ he can prove this to the verifier without revealing any
information about the witness (m, r,m′, r′).

With the notation ”=eq” defined as

c̃ =eq c
def⇔ m = m′ for c̃ = gmT hrT and c = gm

′
hr

′
(21)

for r, r′,m,m′ ∈ Z∗
p , (g, h) ∈ G , and (gT , hT ) ∈ GT , we define the proof of knowledge for

the equality πeq as follows:

πeq(c =ω c̃)
def
= PoK

(
(x, r, r′); c =ω c̃

)
= (v, ṽ, z1, z2, z3) (22)

Next, we introduce two relations for the security notions. In the Fair-Anonymity
scheme, the probability of an authority A being able to trace a User’s ID is determined
by the value of the User’s coin. During the one-time System Setup, A generates the set
of commitments for all user IDs, A = {ComA(ui)}i=1,...,N . In the Registration protocol, a
user U presents their real identity to A, and then sends U their user ID u, and the label
ρ indicating the position of the commitment corresponding to u in the set A together
with rρ. In the Execution phase, U executes probabilistic message transmission to a public
verifier V using COTk

n (the message being information about u or a uniform random num-

ber). In the C2OT
k
n, U chooses n messages {x1, . . . , xn} and calculates the corresponding

commitment set CS = {ComS(xi)}i=1,...,n as common input. Each message is u itself or
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a uniform random number r0. After the execution of C2OT
k
n, U proves that the following

two relations R1 and R2 defined below hold. R1 is the relation that all {xi}i=1,...,n in
the commitments CS are indeed values of either u or r0. R2 denotes the relation for the
commitments CS of n messages {xi}i=1,...,n, where l of these messages have values equal
to u, and the remaining n− l messages are valued at r0.

1. Relation R1: For the U ’s witness (u, r∗, ρ) and a fresh commitment c∗ = ComU (u, r
∗) =

guhr
∗
, where r∗ is a fresh random number, there exists ρ ∈ [N ] such that ComU (u, r

∗) =ω

ComA(mρ, rρ), i.e.,

(u, r∗, rρ, rσ, ρ, σ) ∈ R1 ⇔ π ← PoK
(
(u, r∗, rρ, rσ, ρ, σ); c

∗ = ComU (u, r
∗)

∧ ∃ρ ∈ [N ] s.t. cρ = ComA(u, rρ)

∧ ∃σ ∈ [n] s.t. cσ = ComS(u, rσ)
)

is an accepting proof. (23)

2. Relation R2: In C2OT
k
n for the commitmentsCS for massages {x1, . . . , xn}, the condi-

tion #{i|c∗ = ci, i ∈ [n]} = l(> 0) should be satisfied. For c∗ = ComU (u, r
∗) and c† =

ComU (r0, r
†), R2 is defined as:

(u, r∗,r0, r
†, r1, . . . , rn) ∈ R2 ⇔ π ← PoK

(
(u, r∗, r0, r

†, r1, . . . , rn);

ci =ω c∗ or c† for all i ∈ [n]

∧
n∏

i=1

Com(xi, ri) = (c∗)l(c†)n−lCom(0, v)
)

(24)

where v =
∑n

i=1 ri − lr∗ − (n− l)r† and π is an accepting proof3.

For the proofs of the relations, the following four proofs of knowledge of the relation
between a witness w ∈W and a statement x ∈X are required, where X and W are the
sets of witnesses and statements, respectively.

1. PoK-1: ((u, r∗, ρ); c∗ ∈ω A)
2. PoK-2: ((u, r∗, σ); c∗ ∈ω CS)
3. PoK-3:

(
(u, r0), (r1, . . . , rn); ci = Com(u, ri) or Com(r0, ri) for all i ∈ [n]

)
4. PoK-4:

(
(u, r0), r

∗, r†, (r1, . . . , rn);
∏

i∈[n] ci = (c∗)n(c†)n−lCom(0, v)
)

where v =
∑n

i=1 ri − l · r∗ − (n− l) · r†

For the proof of R1, the PoKs of (1)-(3) are required while the proof of R2 requires
(1),(2),(4). Let us denote by R = (R1 ∧R2).

Nest, we define the required security notions of the Fair-Anonymity.

Definition 4 (Completeness). Completeness refers to the fact that a prover can always
provide a valid proof except for negligible probability for a statement with a witness. More
formally, given a statement x = (c∗, c†,CS) and a witness w = (u, r∗, r0, r

†, r1, . . . , rn, ρ, σ),
for every honest user U and honest verifier V, and for every security parameter λ > 0, the
following holds:

Pr [V(x, π) = 1 | π ← U(x,w), (x,w) ∈ R] ≥ 1− negl(λ). (25)

where the probability is taken over the random coin-flips by U .
3 The relation of ci =ω c∗ or c† can be proven with OR-Proofs [14, 9]
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Definition 5 (Soundness). Soundness guarantees that the prover can give a proof that
verifies for a false statement only with negligible probability. More formally, given a state-
ment x = (c∗, c†,CS) , for any PPT adversaries A and honest verifier V, and for every
security parameter λ > 0, the following holds:

Pr
[
V(x, π′) = 1 | π′ ← A(x)

]
< negl(λ). (26)

where the probability is taken over the random coin-flips by A.

Definition 6 (Anonymity). Anonymity guarantees that the outcome of the execution
of the protocol does not non-negligibly increase the probability of identifying the user’s
ID u from the coin c. More formally, given a statement x = (c∗, c†,CS) and a witness
w = (u, r∗, r0, r

†, r1, . . . , rn, ρ, σ), for all PPT adversaries A, and for all coin c ∈ C and
for every security parameter λ > 0, it holds:∣∣Pr[u← A(c, x, π) | π ← U(x,w)]− Pr[u← A(c, x)]

∣∣ ≤ negl(λ) (27)

where the probability is taken over the internal coin-flips of U and A.

Definition 7 (Fair Traceability). Fair Traceability guarantees Authority to trace the
user’s id u ∈ U involoved in a coin c ∈ C with an accepting fairness proof (x, π) ∈X×Π
with pre-agreed fair probability p(c.v) determined by the coin value c.v. More formally,
let K be the set of all possible secret keys. Let p : R≥0 → [0, 1] be a probability function
satisfing ϵ-Fairness in Definition 3. There exists an efficient probabilistic extractor E :
K × C ×X ×Π → U , which takes a secret key sk ∈ K, a valid coin c ∈ C, and an
accepting statement-proof pair (x,w) ∈ R as inputs and outputs a user id u ∈ U . Given a
statement x = (c∗, c†,CS) and a witness w = (u, r∗, r0, r

†, r1, . . . , rn, ρ, σ), for every honest
user U and for the extractor E, it holds:

|Pr [E(sk, c, x, π) = u | π ← U(w, x)]− p(c.v)| < ϵ (28)

Finally, we claim that the construction of Fair-Anonymity in Section 4 satisfies these
security notions.

Theorem 1 (Fair-Anonymity).
The construction described in Section 4 satisfies Completeness (def. 4), Soundness

(def. 5), Anonymity (def. 6) and Fair Traceability (def. 7).

The proof of this theorem is rather straightforward from the above discussions. Here,
we will give only the proof sketch. The complete proof will appear in the full version of
this paper.

Proof (sketch). We give the proof scketch that the construction of Fair-Anonymity satisfies
the four security notions of Completeness, Soundness, Anonymity, and Fair Traceability
as follows. Completeness follows directly from that of the Membership Proof, e.g. One-
out-of-many Proof [15], in the PoK-1 - PoK-4, which implies V accepts if the all of the
four proofs are accepting. In the same way, Soundness is implied from the soundness of
PoK-1 to PoK-4. Adversary who breaks the Soundness (def. 5) has to break at least one of
the soundness PoK-1 to PoK-4. Thus, this probability is negligible in λ Anonymity means
that the probability of user information leaking from the published transcript (c, x, π)
is negligible. From the Zero-knowledge property of PoK-1 to PoK-4, ensuring that the
probability of distinguishing the witnesses is negligible. Noting that u is contained in the
witness information, Anonymity is directly implied. Lastly, regarding Fair Traceability,
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the probability that u is transmitted via C2OT
k
n approximates the function p(x) (7),

which satisfies the fairness property based on the (n, l) pair in equations (12) - (13) in the
Execution protocol. Indeed, there is an error due to approximating p(x), defined over the
real numbers R, with integer pairs n, l ∈ N, but this value is upper-bounded by ϵ ≤ 1

2n
which decreases as n increases.
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A Cryptographic Techniques for Proof of knowledge

In this appendix, we present the cryptographic components and related knowledge nec-
essary for constructing new k-out-of-n Committed Oblivious Transfer and the novel Fair-
Anonymity we propose, which will be demonstrated in subsequent sections. We denote by
N, Z and R the set of natural numbers, integers and real numbers respectively. A function
ϵ : N → R>0 is said to be negligible if for every d ∈ N, there exists λ0 ∈ N such that
ϵ(λ) ≤ λ−d for all λ > λ0.

A.1 One-out-of-Many Proofs

One-out-of-Many proofs, originally introduced by Groth and Kohlweiss [15], allow a prover
to demonstrate knowledge of a secret element among a public list of commitments, together
with an opening of this commitment to 0. Their impactful research finding has since been
employed in subsequent studies [13, 12] and various significant applications [18, 4, 2].

Their proposed scheme is a 3-move public coin special honest verifier zero-knowledge
proof (Sigma-protocol) for a list of commitments having at least one commitment that
opens to zero. In the scheme, it is not required for the prover to know openings of the other
commitments. Their construction works for any additively homomorphic non-interactive
commitment schemes such as Pedersen commitments over Zp, where p is a large prime.

They give a Σ-protocol for knowledge of one out of N commitments c0, . . . , cN−1 being
a commitment to 0. More precisely, a Σ-protocol for the relation is given as

R =

{
(ck, (c0, . . . , cN−1) , (ℓ, r))

c0, . . . , cN−1 ∈ Cck and ℓ ∈ {0, . . . , N − 1}
and r ∈ Zp and cℓ = Comck(0, r)

}
. (29)

Theorem 2 ( [15, Theorem 3] ). One-out-of-Many proof, the Σ-protocol for knowledge
of one out of N commitments opening to 0, is perfectly complete. It is (perfect) (n + 1)-
special sound if the commitment scheme is (perfectly) binding. It is (perfect) special honest
verifier zero-knowledge if the commitment scheme is (perfectly) hiding.

A.2 Verifiable Encryption for the Equality of Witnesses with Pedersen
Commitment

Here, we introduce a specific Verifiable Encryption scheme [7] that proves the equivalence
of the message of a Pedersen commitment with the message in a ciphertext encrypted
via ElGamal Encryption, without revealing the message itself. The commitment and the
ciphertext are calculated over distinct groups of the same order. The detailed protocol is
shown in the Fig. 4.
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The following protocol can verify the equivalence of a message committed using Pedersen commitment
with a message encrypted via ElGamal Encryption. The public parameters are (g, h = gx) ∈ G and

(gT , hT = gx
′

T ) ∈ GT where x, x′ $← Z∗
p and |G| = |GT |.

1. Commitment and Encryption:
– The prover, P, takes as input (g, h), (gT , hT ) and computes a Pedersen commitment and an

ElGamal encryption

c = gmhr, c̃ = (gmT hr′
T , gr

′
T ) (30)

for a same message m ∈ Z∗
p and two random values r, r′

$← Z∗
p.

– P chooses random values (r1, r2, r3)
$← Z∗

p and computes

v = gr1hr2 , ṽ = (gr1T hr3
T , gr3T ). (31)

2. Generation of the Challenge and Response:
– The prover generates a challenge hash value d = Hash(c, c̃, v, ṽ).
– P then calculates the responses

z1 = dm+ r1, z2 = dr + r2, z3 = dr′ + r3. (32)

3. Verification:
– The verifier receives the proof, which includes (c, c̃, v, ṽ, z1, z2, z3), and checks the validity of

the proof by confirming two equations:

v · cd ?
= gz1hz2 , ṽ ◦ c̃d ?

= (gz1T hz3
T , gz3T ) (33)

where the operation (x1, y1) ◦ (x2, y2) represents (x1x2, y1y2).
– These checks ensure that the commitments and encryptions are consistent with the response

z1, z2, z3. If the equations hold, the verifier can be confident that the committed value in c
and the encrypted value in c̃ are indeed the same, without knowing what that value is.� �

Fig. 4: Verifiable Encryption for the equality of Pedersen commitment and ElGamal En-
cryption
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