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ABSTRACT

GuardianMap is an innovative emergency response system designed to improve safety in
schools through real-time tracking and communication through its map. The system
integrates wearable wristwatches, a mobile application, and a Firebase-backed
infrastructure to provide continuous location tracking and instant emergency alerts.
Additionally, it has an innovative Al feature that gives tips to improve school safety using
tracking data it collects. Traditional safety measures, such as panic button apps and
surveillance cameras, rely on human activation or manual monitoring, which can delay
responses. GuardianMap enhances these efforts by offering automated location tracking
and real-time map updates. Experimental testing revealed that GPS accuracy indoors can
vary, necessitating additional tracking technologies, while response times were
significantly faster on Wi-Fi networks compared to cellular data. The findings also show
the need for optimized server capacity in high-traffic areas. By addressing key limitations
in existing school safety solutions, GuardianMap provides a more comprehensive and
effective approach to emergency response, ultimately enhancing coordination among law
enforcement, school administrators, and first responders to reduce casualties in crisis
situations.
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1. INTRODUCTION

School shootings in the United States have become a tragic and recurring issue, resulting in
devastating loss of life and long-term trauma for students, families, and communities. In 2024
alone, there were 314 recorded school shooting incidents in K-12 schools, making it the second-
highest year on record following 349 incidents in 2023 [1]. These shootings resulted in 69 deaths
and 194 injuries. Research shows that the average school shooting lasts only 6 to 10 minutes, yet
law enforcement response times often range from 15 to 20 minutes, leaving a critical gap where
lives remain at risk and immediate actions are needed [2].
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Delayed or inefficient responses from police and teachers often hinder coordinated efforts to
protect lives. While various safety protocols and technologies exist, most lack the comprehensive
integration necessary for real-time response and situational awareness. This gap in safety
measures shows the urgent need for innovative solutions that allow schools and law enforcement
to respond effectively to these crises.

This issue affects not only students and teachers but also law enforcement officers and
policymakers tasked with ensuring school safety. The long-term consequences of school
shootings extend beyond immediate casualties, as survivors often experience post-traumatic
stress disorder (PTSD), anxiety, and academic struggles. Additionally, communities suffer from
economic repercussions, as property values decline and funding shifts towards emergency
preparedness rather than educational development. Addressing this crisis requires an innovative
approach that enhances situational awareness and response time.

SchoolGuard Mobile Application: SchoolGuard notifies law enforcement within a 20-mile radius
when activated. While effective for rapid response, it relies on human activation, which may
delay alerts. Additionally, it lacks real-time tracking of individuals. GuardianMap improves on
this by providing continuous, automated location tracking for enhanced situational awareness.

Surveillance Camera Networks: Schools use surveillance cameras for security, but these require
constant monitoring and have blind spots. Cameras are useful for post-incident review but lack
real-time tracking of individuals. GuardianMap addresses this limitation by integrating wearable
devices that provide live location updates, ensuring complete coverage with minimal oversight.

LiveSafe Safety Reporting App: LiveSafe allows users to submit safety concerns and receive
emergency alerts. However, it depends on users actively reporting threats, which may cause
delays. It also lacks automated location tracking. GuardianMap improves upon LiveSafe by
offering real-time spatial awareness to help law enforcement coordinate evacuations and
interventions more effectively.

Our proposed solution is GuardianMap, a real-time tracking and mapping system that improves
emergency response efficiency during school shootings. GuardianMap integrates smartwatches
and a mobile app to deliver real-time response capabilities. Every student wears a smartwatch
that continuously tracks their location within the school. This data feeds into a dynamic map,
allowing administrators and law enforcement to view precise movements and ensure rapid
situational awareness in the event of a school shooting.

GuardianMap effectively mitigates response delays by offering a live visual representation of the
school layout. Unlike traditional alert systems that only notify authorities of an ongoing threat,
GuardianMap allows police to make real-time updates, enabling officers to designate safe and
dangerous areas within the school during emergencies. Teachers can also report where a threat
was last seen by marking specific locations on the interactive map. These updates happen in real-
time, improving coordination and decision-making.

Another standout feature of GuardianMap is its Al-powered safety advisor. This Al provides
actionable tips on improving safety protocols, identifies specific areas of the school that are safer
or more vulnerable based on movement data, and suggests adjustments to behavior patterns of
students, teachers, and law enforcement to optimize overall safety. By analyzing real-time and
historical data, the Al offers practical recommendations for schools to better address potential
risks and enhance their emergency preparedness.
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Furthermore, GuardianMap also ensures direct and instantaneous coordination between teachers
and law enforcement through a chat system in the app. This feature reduces miscommunication
that can delay critical actions during emergencies.

Our method is superior to existing solutions, such as panic button apps and camera surveillance,
which often provide limited or delayed information. Panic buttons only signal an emergency
without offering real-time tracking, while security cameras have blind spots and require manual
monitoring. GuardianMap enhances these efforts by integrating all available data into a
comprehensive and accessible interface, using Al to analyze and improve situational awareness
for faster, more efficient decision-making.

The GPS accuracy experiment tested how well GuardianMap tracks students in indoor settings. It
revealed an average deviation of 5.2 meters, with basement locations showing the highest
inaccuracies due to signal interference. The second experiment analyzed emergency alert
response times under different network conditions, showing that Wi-Fi significantly
outperformed cellular data in speed and reliability [16]. The slowest response times were
recorded in low-signal and high-traffic areas. Both experiments highlighted crucial areas for
improvement—GPS accuracy can be enhanced with Wi-Fi or Bluetooth positioning, while
emergency alerts require optimized server infrastructure and redundant messaging pathways.
Addressing these blind spots will strengthen GuardianMap’s reliability in real-world emergency
situations.

2. CHALLENGES
In order to build the project, a few challenges have been identified as follows.
2.1. Ensuring the Accuracy

One major challenge in implementing GuardianMap is ensuring the accuracy of real-time
tracking. Wi-Fi triangulation is the primary technology used, but its accuracy can be affected by
signal interference, building materials, and network congestion. This inaccuracy could result in
responders receiving misleading information about individuals’ locations. To address this, we
could optimize Wi-Fi placement throughout the school to improve coverage and accuracy.
Additionally, implementing stronger signal filtering methods could reduce interference and
provide more precise location tracking during emergencies.

2.2. Ensuring Users are Familiar with the App Features

Ensuring that all users, including students, teachers, and emergency responders, are familiar with
GuardianMap’s features poses a challenge. If users are not properly trained on how to use the
system during an emergency, response times could be negatively impacted [15]. To address this,
we could implement a comprehensive training program that includes regular drills and
instructional materials. Additionally, an intuitive user interface with clear, easy-to-follow
instructions could minimize confusion and improve usability. Schools could also integrate
GuardianMap training into existing emergency preparedness programs to ensure that everyone is
proficient in its use.

2.3. Counteracting Offline Risk

GuardianMap’s effectiveness relies on continuous connection, which could be compromised
during emergencies due to power outages or network failures. If the system goes offline,
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responders may lose access to crucial real-time data. To counteract this risk, we could implement
offline data caching, ensuring that previously collected location data remains accessible even if
network connectivity is lost. Additionally, integrating backup power sources, such as battery-
powered relay hubs, could help maintain system reliability. Establishing redundant server
networks and failover systems would further improve GuardianMap’s resilience in crisis
scenarios.

3. SOLUTION

GuardianMap is structured around three core components: the mobile application, wristwatch
tracking system, and Firebase database. These components work together to provide real-time
tracking and emergency response capabilities in school environments.

The mobile application serves as the interface for teachers, law enforcement, and administrators.
It provides real-time mapping, user location tracking, and emergency alerts. Police can view
student locations, mark dangerous zones, and guide students to safety. The app also allows law
enforcement to access updated risk zones during an emergency.

The wristwatch system is worn by students and continuously transmits location data to Firebase
[13]. In case of a security threat, the watch can notify the student wearer by continuously
transmitting vibrations to the wrist.

The Firebase database acts as the backend, handling real-time data storage and retrieval. It logs
user movements, updates emergency statuses, and ensures that teachers and authorities receive
instant updates on student locations [14]. Firebase Authentication secures user access, while
Firebase Realtime Database allows continuous synchronization of location data. Firebase also
stores all the different types of variables needed, connecting the students to the teachers, and the
teachers to the admins. Firebase also connects the correct map of the school to the police.

The program workflow starts when a user logs in via Firebase authentication. Once authenticated,
they access the dashboard, where student and teacher locations are displayed. The app
continuously updates with data from wristwatches. If an emergency occurs, teachers mark high-
risk areas, and authorities receive updates. Additionally, police can mark safe or dangerous zones.
The system ensures a coordinated response to mitigate threats and protect students.

Figure 1. Overview of the solution
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On the police account, police are able to draw safe-zones, danger-zones, and mark important
locations on the dynamic map, effectively transmitting information to the teachers. Additionally,
they can delete these shapes if the locations change [12]. This enhances communication and
ensures the teachers are not completely blind to where the danger is.

Figure 3. Screenshot of code 1

The adjustMarkers(double radius) function groups nearby markers on a map by averaging their
positions if they fall within a given radius. This runs when markers are updated, such as when
new locations are added or the map is refreshed. The function begins by creating a deep copy of
_markers, ensuring modifications do not affect the original data directly. It then iterates through
all markers, comparing each one to every other marker [11]. If two markers are within the
specified radius, their latitude and longitude are averaged to create a new central marker. The old
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markers are then removed from newMarkers, and the new clustered marker is added. The
program updates _markers using setState(), refreshing the Ul. While no backend communication
is explicitly shown, if integrated, the server would likely store and sync marker data, ensuring
real-time updates across multiple users or devices.

The Al mapping feature in GuardianMap enhances emergency response by dynamically
analyzing real-time location data to optimize future problems. Additionally, it takes in
information fed in by the user such as location of windows, rooms, hallways, and doors. It will
then give you tips on areas to improve, such as staying closer to the teacher or avoiding hiding in
dead ends [10].

Analysis

The current layout is not safe. Please follow
the tips below:

Make sure all students are with a teacher.

Close

Figure 4. Screenshot of analysis

Figure 5. Screenshot of code 2
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The adminDraw(LatLng latLng) function enables administrators to draw polygons on a real-time
map by placing vertex markers at tapped locations. When a user taps the map, a unique vertex 1D
is generated, and a marker is placed. If the number of selected points reaches three or more, the
function automatically closes the polygon. The color of the polygon is determined by the
selectedToolldx, representing different zones such as rooms, hallways, doors, and windows.
Once a polygon is formed, it is stored in _polygons, and _polygonInProgress is cleared. If the
selected tool index is 4, the function allows polygon deletion by matching its ID. The setState()
method updates the Ul to reflect newly added polygons or remove unwanted ones [9]. This
system enhances map customization in GuardianMap, allowing administrators to mark important
areas, improving spatial awareness and emergency response efficiency.

The list of people on the homescreen allows for the user to see all people designated to their
account. The admin will be able to see all students, teachers, and responding police officers on
the home screen. Whereas, the teacher will only be able to see a list of the students currently in
their class. This allows the user to be able to keep track easily.

,
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Figure 6. Screenshot of student profile
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tudents [index] .1
students [index].uid,

Figure 7. Screenshot of code 3

This displays a list of students and police officers using a Column layout. It first renders a title
("Students™), followed by a SizedBox containing a Card. Inside the Card, a ListView.builder
dynamically generates a list of students from singleton.students. Each student is represented by a
PersonCard, displaying their name, description, image, and unique ID (uid). Similarly, the second
section displays police officers in the same structured format under the "Police" title, retrieving
data from singleton.police [8]. The ListView.builder ensures that the Ul efficiently handles
variable-length lists without preloading all items. The use of SizeConfig allows the layout to
adapt to different screen sizes. The color styling uses ARGB (255, 66, 66, 66), ensuring a
consistent Ul theme. This structure enables real-time role differentiation, improving user clarity
in GuardianMap’s interface for managing personnel.

4. EXPERIMENT

4.1. Experiment 1

A potential blind spot in GuardianMap is GPS accuracy indoors. If GPS signals are weak or
inaccurate, emergency response could be delayed. Ensuring precise tracking is critical for student
safety.

To test GPS accuracy, we will track wrist watch location data inside different school buildings.
We will compare reported locations against known reference points inside classrooms, hallways,
and gymnasiums. Data will be collected from multiple wristwatches across various locations. The
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experiment is structured to assess deviations between reported GPS coordinates and actual
positions. Control data will come from manually recorded locations using a laser measurement
tool. This setup ensures the experiment identifies areas where GPS performance is weakest,
helping to improve location tracking through Wi-Fi positioning or other enhancements.

GPS Accuracy Deviations in Different Indoor Locations
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Figure 8. Figure of experiment 1

The experiment revealed that GPS accuracy indoors varies significantly. The mean error was 5.2
meters, with a median of 4.8 meters. The lowest recorded error was 2.2 meters in the gymnasium,
while the highest was 12.4 meters, occurring in basement classrooms. This suggests that building
materials and satellite obstructions impact accuracy. Surprisingly, gymnasiums showed better
accuracy, likely due to fewer structural interferences. The biggest effect on results was observed
in multi-story buildings where GPS signals reflected off surfaces, creating inaccurate readings.
These findings suggest integrating Wi-Fi or Bluetooth-based positioning to supplement GPS in
areas with high error rates.

4.2. Experiment 2

A critical factor in GuardianMap is the time it takes for teachers and police to receive emergency
alerts. Delays in alert transmission could reduce response efficiency and put lives at risk.

To test response times, simulated emergency alerts will be triggered from wristwatches across
various locations on campus. Teachers and law enforcement officers will confirm when they
receive the alert. We will measure delays between sending and receiving notifications under
different network conditions (Wi-Fi vs. cellular data). Control data will come from direct pings to
Firebase servers to establish a baseline transmission time. The experiment is designed to pinpoint
network-related bottlenecks and assess how well the system handles multiple alerts
simultaneously, ensuring GuardianMap functions efficiently during emergencies.
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Féesponse Times to Emergency Alerts Under Different Network Conditions
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Figure 9. Figure of experiment 2

Results showed that response times varied based on network type. The mean response time was
2.3 seconds, with a median of 2.1 seconds. The fastest response was 1.2 seconds (Wi-Fi), while
the slowest was 6.8 seconds (cellular in low-signal areas). Wi-Fi networks consistently
outperformed cellular networks due to reduced latency. Additionally, response times were also
longer in areas with high user traffic, suggesting possible server congestion. The most significant
factor affecting response speed was network stability. These findings indicate that optimizing
server capacity and implementing redundant notification pathways can enhance emergency alert
reliability in GuardianMap.

5. RELATED WORK

SchoolGuard is a mobile application designed to enhance school safety by enabling immediate
communication during emergencies. When activated, the app simultaneously alerts nearby law
enforcement officers, on and off duty, within a 20-mile radius, providing them with the school's
location and emergency details. This rapid notification system aims to reduce response times and
increase the presence of law enforcement during critical incidents. While effective in swiftly
mobilizing officers, SchoolGuard's reliance on human activation may delay alerts if individuals
are unable or forget to trigger the system. Additionally, it does not offer real-time tracking of
individuals within the school, potentially limiting situational awareness for responders. In
contrast, GuardianMap provides continuous, automated location tracking of students and staff,
offering law enforcement a dynamic map of the layout of the school and potential threats[3].

Many schools employ extensive surveillance camera networks to monitor activities and deter
potential threats. These systems record footage that can be reviewed to assess incidents and
identify mistakes. While surveillance cameras can provide valuable evidence post-incident, their
effectiveness in real-time threat detection is limited. They require constant monitoring by
personnel, which may not be feasible, leading to delayed recognition of threats. Moreover,
cameras have blind spots and cannot track individuals' movements throughout the entire facility.
GuardianMap addresses these limitations by utilizing wearable devices to provide real-time
location data of all individuals within the school, ensuring comprehensive coverage and low
maintenance for facilities[4].

LiveSafe is a mobile app designed for real-time safety reporting and emergency communication.
The app allows users to submit tips, communicate directly with authorities, and receive
emergency alerts. While effective for crowd-sourced threat detection and communication,
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LiveSafe relies on users actively reporting incidents, which may delay responses if individuals
hesitate or are unable to use their devices in high-stress situations. Furthermore, LiveSafe lacks
location tracking for all students and staff, limiting the ability of responders to make data-driven
decisions in real time. GuardianMap improves upon LiveSafe by automating location tracking
and providing law enforcement with real-time spatial awareness to coordinate safer evacuations
and interventions [5].

6. CONCLUSIONS

While GuardianMap enhances school safety, several limitations exist. One key challenge is the
reliance on Wi-Fi triangulation, which may not be as precise in multi-story buildings or areas
with heavy interference. Studies have shown that Wi-Fi-based indoor positioning systems often
face challenges due to signal interference from walls and other obstacles, leading to reduced
accuracy [6]. To improve accuracy, future iterations could incorporate additional tracking
technologies such as Bluetooth beacons or ultra-wideband (UWB) systems.

Another limitation is potential resistance to adoption due to concerns about privacy and data
security. Some students, parents, or staff members may feel uneasy about continuous location
tracking. Research indicates that constant surveillance can increase privacy-related threats,
leading to unease among users regarding location tracking [7]. Addressing these concerns
requires transparent data policies, user consent mechanisms, and strict encryption protocols to
protect sensitive information.

Lastly, GuardianMap's effectiveness depends on widespread implementation and integration with
existing school security protocols. Without full adoption and continuous updates, its impact could
be reduced. Future improvements could focus on refining partnerships with school districts and
police.

GuardianMap represents a transformative step in school safety, leveraging real-time tracking to
enhance emergency response. While challenges such as tracking precision, privacy concerns, and
adoption hurdles exist, ongoing improvements can refine its effectiveness. By integrating
GuardianMap into school security strategies, schools can better protect students and staff,
ultimately reducing casualties in emergency situations.
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