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ABSTRACT

NFT (Non-Fungible Token) has considerable potential in the field of intellectual property.
It can not only improve the efficiency of copyright registration but also promote the
improvement of transaction transparency and liquidity. However, existing copyright
protection schemes of NFT image relied on the NFTs itself minted by third-party platforms.
Also, the widespread use of NFTs has introduced new complexities to copyright protection
due to their unique nature. Therefore, we have proposed a multi-layered blockchain
security framework to resolve security vulnerabilities by protecting users from threats such
as illegal copying, intellectual property rights infringement, and malware infection that
may occur during the process of acquiring NFT assets through analysis of smart contracts,
metadata, and digital assets that constitute NFTSs.
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1. INTRODUCTION

Blockchain technology is increasingly being used in a wide range of industrial sectors, including
financial services, games and entertainment, logistics and distribution, digital identity
verification, public services, and healthcare. Non-fungible token (NFT), a digital asset
verification system based on blockchain technology, is becoming a pivotal element of the new
digital economy [1-4]. However, the fast expansion of the NFT market is accompanied by new
security problems. According to OpenSea, the world’s largest NFT trading platform,
approximately 80% of NFTs generated using its NFT creation tool were verified as either
plagiarized or forged collections [2].

By assigning weights based on the importance and risk level of each validation item, we enabled
a more precise evaluation of NFTs. For example, higher weights were assigned to direct security
threats such as malware detection, while relatively lower weights were given to indirect threat
factors like the properties of content assets in metadata. This enables users to quantitatively
assess the overall security level of NFTs and make informed purchase decisions based on risk
levels.

Additionally, this framework mitigates the risk of malware infection that may arise during the
downloading or trading of NFTs while ensuring the secure storage and use of digital assets. It
aims to safeguard users from diverse security risks, such as unauthorized duplication, copyright
infringement, and malware, while also promoting the growth of a dependable NFT ecosystem.
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Therefore, we have proposed an integrated framework for aims to enhance the dependability of
the digital asset market and provide a robust trading environment through the practical
implementation of the NFT security framework.

2. PROPOSED SCHEME

In this paper, we have proposed a comprehensive framework enabling users to easily verify the
quality and security of NFTs. This framework comprehensively analyses the three fundamental
components of NFTs: smart contracts, metadata, and digital assets. In this study, rather than
making simple Pass/Fail judgments on the key validation functions proposed above, we
implemented a weight-based evaluation system.

Figure 1 illustrates the proposed framework for intellectual property protection of NFTs proposed
in this study. The framework comprises a collecting unit that gathers NFT block data, metadata,
and digital asset information, and an API service provider that performs validation and security
assessments on proposed NFTs and reports the outcomes of these evaluations.
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Figure 1. Framework for the protection of intellectual property rights related to NFTs
2.1. Blockchain Indexing
A technology for indexing data from blockchains such as Ethereum, Flow, Polygon, Solana, and
Klaytn into an analysis database is developed [5]. This technology enables the fast retrieval and

analysis of blockchain data stored in the analysis database [6].

If relevant to the collection target, embed and store TransactionReceipt based on transaction data.
To reduce the index size, use blockNumber as the index and blockNumber + transactionindex as
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the unique index. Only the data required by the NFT framework are loaded. Gather all contract
deployments.

2.2. Validation Check

The legitimacy of digital assets associated with NFT tokens is verified, and the results are
presented [7]. In addition to validity, it also assesses accessibility, reliability, security, and
persistence. Additionally, we assign appropriate weights to each validation item, calculate these
weights upon verification requests, and deliver the corresponding results.

Table 1. items for validation checks

Classification Primary Validation Items Weight
Compliance with the ERC-721 standard 5
Compliance with the ERC-1155 standard 5
Contract The registration status of the contract code on Etherscan 5
The acquisition status of the token URI based on the contract address 3
and token ID
Compliance of ERC-721 with the expanded OpenSea standard 3
Compliance of ERC-1155 with the expanded OpenSea standard 3
The acquisition status of metadata via token URI 4
Metadata Verify the response time to the metadata request 2
Verify the location of metadata storage (centralized, decentralized) 3
Verify if the access URL protocol is HTTPS if the metadata is of a 4
centralized type
Compliance with specifications for content asset attributes (e.g., image, 3
animation_url) in metadata
Verify that the information may be connected to tangible assets 4
Verify that the actual asset information adheres to standards 3
The availability of asset information (e.g., image, image data, 4
Content animation_url, youtube_url)
Verify response time to the asset information request 2
Verify the asset storage locations (e.g., centralized, decentralized, 3
image, image data, animation_url, youtube_url)
Verify that the access URL protocol is HTTPS if the asset is of a 4
centralized type
Whether the external URL is accessible within 10 s 2
2.3. Security Check
Table 2. secure assessment items
Classification Primary Validation Items Weight
Contract Verify if the NFT contract address has been reported as a scam 5
Conduct a security assessment to check whether the metadata access 5
Metadata URL is a secure host
Verify the inclusion of Javascript code in the metadata URL response 5
Conduct a security assessment to check whether the URLs of the asset 5
information attributes originate from a secure host
Conduct a malware assessment for the asset downloaded via the URLs 5
Content . . .
of the asset information attributes
Verify the inclusion of HTML/Javascript if the asset information 5
attribute is SVG
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Malware and URL assessments for NFT digital assets are conducted, and the findings to
determine the safety of the NFT are provided. As with the validation items, weights were also
assigned to security inspection items.

3. PERFORMANCE ANALYSIS

we implemented the proposed framework to validate the tokens that were sold on OpenSea. In
figures 2, we show an inspection results, respectively. (Note: Original Korean interface text is
shown with English translations for reference).

This study systematically validated the compliance of NFTs with the standard for smart contracts.
The verification items were categorized as mandatory and optional requirements.

In terms of mandatory requirements, we confirmed the implementation of the ERC-721, ERC-
165, and ERC-721TokenReceiver interfaces. More specifically, the verification included the
implementation of the Transfer, Approval, and ApprovalForAll.
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Figure 2. Test Results

In terms of optional requirements, we verified the implementation of the ERC-721Metadata and
ERC-721Enumerable interfaces. The implementation of name (token name), symbol (token
symbol), and tokenURI (token metadata URI) was verified as a metadata-related function.

The verification confirmed that the assessed NFT fulfilled all the required criteria, and it was also
determined that the metadata interface, an optional requirement, was flawlessly implemented.
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This indicates that the NFT adheres strictly to the Ethereum network’s standards and allows for
secure transactions and ownership management.

This comprehensive verification process is crucial because it provides objective standards for
NFT buyers to assess the technological stability of the asset [8].

Furthermore, this study introduced a weight-based evaluation system to enhance the objectivity
and accuracy of verification by reflecting the importance of each inspection item. The items were
categorized into security and validation assessments, evaluated independently. While the current
phase only displays binary (pass/fail) results for each item, the system internally computes
weighted scores for both assessments. Future iterations will implement the display of these
weighted evaluation results.

4. CONCLUSIONS

We developed an innovative security verification framework to improve the reliability of the
rapidly growing NFT market. Our proposed framework implements a multi-tiered verification
system that includes smart contracts documented on the blockchain, metadata from distributed
storage, and actual digital content. Specifically, it identifies potential risk factors using security
vulnerability analysis for each layer and provides objective assessment information on the current
state and security level of NFTSs.
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