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ABSTRACT

The COVID-19 pandemic has been a watershed moment in public health surveillance, highlighting the
crucial role of data-driven insights in informing health actions and policies. Revisiting key concepts—
public health, epidemiology in public health practice, public health surveillance, and public health
informatics—lays the foundation for understanding how these elements converge to create a robust public
health surveillance system framework. Especially during the COVID-19 pandemic, this integration was
exemplified by the WHO efforts in data dissemination and the subsequent global response. The role of
public health informatics emerged as instrumental in this context, enhancing data collection, management,
analysis, interpretation, and dissemination processes. A logic model for public health surveillance systems
encapsulates the integration of these concepts. It outlines the inputs and outcomes and emphasizes the
crucial actions and resources for effective system operation, including the imperative of training and
capacity development.
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1. INTRODUCTION

The COVID-19 pandemic has been a watershed moment in public health surveillance,
highlighting the crucial role of data-driven insights in informing health actions and policies [1,2].
In this critical period, major public health entities such as the World Health Organization (WHO),
the US Centers for Disease Control and Prevention (CDC), and various state and local health
departments played a pivotal role in disseminating essential data on COVID-19's incidence and
prevalence across different regions. The strategic release and interpretation of this data were key
in guiding significant public health decisions and customizing public health interventions to meet
the specific needs of affected communities. Beyond COVID-19, the continuous monitoring of
over 120 communicable diseases [3] by public health professionals worldwide underscores the
imperative for robust and agile public health surveillance systems to facilitate prompt
interventions and effective disease control.

This commentary revisits foundational concepts vital to public health surveillance systems,
illuminating the collaborative role of advanced information technologies and the deep expertise
of public health professionals in enhancing these systems. As we move forward, the application
of public health informatics emerges as an indispensable element. Through this commentary, we
aim to discuss how public health informatics can influence the refinement of public health
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surveillance systems. Our focus is on illustrating how the incorporation of informatics not only
amplifies public health surveillance capabilities but also reinforces our collective preparedness
and response to public health emergencies.

2. KEY CONCEPTS RELATED TO PUBLIC HEALTH SURVEILLANCE SYSTEMS
These are key concepts that are included in any discussion of a public health surveillance system:

Public health[4,5]: “The science and art of preventing disease, prolonging life, and promoting
health through the organized efforts and informed choices of society, organizations, public and
private communities, and individuals.”

Public health epidemiology[5-8]: Based on the definition of epidemiology: “the study of the
distribution and determinants of health conditions or events among populations and the
application of that study to control health problems.” We also consider the CDC definition of
public health practice: as “encompassing the assessment, policy development, and assurance
which are performed in the field and represent the function of government agencies for providing
public service.”Functionally, public health epidemiology is the application of epidemiology to the
assessment, policy development, and assurance functions that are carried out by government
agencies.

Public health surveillance[4, 6,7, 9, 13]: The systematic collection, analysis, interpretation, and
dissemination of health data on an ongoing basis, to gain knowledge of the pattern of disease
occurrence and potential in a community, in order to control and prevent disease in the
community.

Public health informatics[9,12]: “The systematic application of information, computer science,
and technology to public health practice, research, and learning.” The central purpose of public
health practice is to prevent disease or injuryto improve the health of communities. Activities
such as program evaluation and disease surveillance along with the use of decision tree analytics
to guide public health action are just a few examples of public health practice [10].

These definitions are useful as a common frame of reference for application in the public health
arena.

3. PUBLIC HEALTH INFORMATICS IN PUBLIC HEALTH SURVEILLANCE

In the wake of the COVID-19 pandemic and the work of the WHO to report COVID-19 public
health data [1], the transformative power of data and information technologies, public health data,
and data visualization techniques can plan an integral role in reshaping public health surveillance
systems.

This section, drawing upon published works[10-11] and reflecting on recent public health
surveillance challenges, explores the potential of public health informatics in planning and
refining a public health surveillance system for a nationwide healthcare network. The synergy
between public health epidemiology, public health informatics, and advanced data technologies
proved to be indispensable for enhancing the response capabilities of public health surveillance
systems during the COVID-19 pandemic, which began in late 2019. The pandemic experience
underscored the critical importance of data-driven public health responses, where state-of-the-art
information and data technologies play a central role in guiding public health measures to curb
the spread of infectious diseases.
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Suppose we consider efforts to enhance public health surveillance in a large, integrated healthcare
system that has over 1300 facilities and serves at least nine million eligible care recipients,
annually [14]. The professional practice of public health informatics might be instrumental in
helping to update and enhance the public health surveillance system capabilities of such a
healthcare system. Considerations of public health informatics can guide the planning of a public
health surveillance system in the following way [11]:

Planning and System Design

Developing public health surveillance systems for national notifiable diseases, prioritizing the
selection of relevant data sources and defining specific access methodologies. This approach is
geared toward enhancing the system’s efficiency in disease surveillance and ensuring integration
with other health information systems for robust analysis and actionable insights.

Healthcare system application and topics to consider: Identify the updated purpose of the
surveillance system and its goals. Describe what the intended outcomes of the surveillance will
be. Data flow. Data safety and transmission. Identify the diseases that will be included and for
which public health interventions exist. Reporting flow.

Data Collection

Tailoring data collection methods to address biases, particularly in the context of national
notifiable diseases. This includes balancing structured and unstructured data and employing
advanced technologies such as GPS and RFID to ensure accurate and efficient disease data
collection.

Healthcare system application and topics to consider: Case definitions and data collection
fields for interoperability (e.g., USCDI [15]). Case ID management.

Data Management and Collation

Ensuring smooth data integration and management across diverse platforms, particularly focusing
on data related to notifiable diseases. This involves maintaining high standards of data quality
and security, essential for sensitive health data, while facilitating interoperability with legacy
health systems.

Healthcare system application and topics to consider: Data flow and Case ID management.
Data transmission protocols. Monitoring for data quality. De-identified data sets. Technologies
for data management and data preparation (e.g., MS-Fabric; Python; SQL; GIS) [4,12].

Statistical Analysis

Applying sophisticated statistical methods and visualization tools specifically suited for
monitoring and analyzing data on national notifiable diseases. Emphasize the use of high-
performance computing to manage and interpret extensive datasets, crucial for effective disease
surveillance.

Healthcare system application and topics to consider:Data technologies to support analysis

and reporting (e.g., MS-Fabric; Python data analysis and machine learning NCSS; MS
PowerBI).Longitudinal data analysis. Feature engineering. Data visualization [4].
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Epidemiologic and Public Health Interpretation

Conducting comprehensive analyses of surveillance data against other health datasets, with a
specific focus on national notifiable diseases. This integration aims to provide deeper insights and
enhance understanding in the public health domain, particularly in disease monitoring and
response.

Healthcare system application and topics to consider:Descriptive epidemiology and time-
series analysis [4]. Data visualization. Data storytelling with public health implications.

Public Health Information Dissemination

Crafting strategies for effective dissemination of information regarding national notifiable
diseases to diverse stakeholders. Focuses on accessibility and clarity, recognizing the significant
role of data providers in the surveillance process.

Healthcare system application and topics to consider:Data storytelling for public health
action; data quality and data applications for those involved with data capture and data entry;
public health interpretation of public health surveillance system data by geographic areas and
epidemiological variables.

Possible Use By Public Health Decision-Makers

Assessing the direct integration of notifiable disease surveillance data into public health
interventions. Identifying key informational elements and standards that facilitate the linkage of
surveillance data to actionable health initiatives, thereby enhancing field workers’ and healthcare
providers’ access to crucial health information.

Healthcare system application and topics to consider: Interpretation of public health
surveillance data for the decision-maker, pointing out salient public health data insights. Linking
the public health data insights to categories of public health action. Helping public health
decision-makers see and understand the public health surveillance data for public health action.

One way to combine the prior elements of public health informatics into a public health

surveillance system would be to construct a logic model of such a public health surveillance
system for decision-makers to review (Fig. 1)

12



Health Informatics - An International Journal (HI1J) Vol.13, No.1, February 2024

Logic model: Notifiable Disease Public Health Surveillance System for activities within a healthcare system
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Figure 1. Notifiable Disease Public Health Surveillance System for healthcare system; adaptation [16]

The logic model integrates concepts from public health surveillance system and public health
informatics. The model both describes the inputs and outcomes of an enhanced public health
surveillance system, and it also shows key actions that need to occur. Consideration of these key
actions permits the assemblage of personnel and materials necessary for system operation.
Notice, as well, the importance of training and capacity development as an explicit element of
updating this hypothetical public health surveillance system.

4. CONCLUSIONS

This commentary has highlighted how informatics are crucial in advancing the efficacy and
responsiveness of public health surveillance, particularly in the context of monitoring and
reporting on nationally notifiable diseases. The transformative role of modern information and
data technologies—such as Microsoft Fabric, GenerativeAl, Data Science workbench, Python,
and NCSS statistical software—has been underscored in reshaping public health surveillance
systems for a more integrated and efficient approach.

Revisiting key concepts—public health, epidemiology in public health practice, public health
surveillance, and public health informatics—Ilays the foundation for understanding how these
elements converge to create a robust public health surveillance system framework. Especially
during the COVID-19 pandemic, this integration was exemplified by the WHO efforts in data
dissemination and the subsequent global response. The role of public health informatics emerged
as instrumental in this context, enhancing data collection, management, analysis, interpretation,
and dissemination processes in global public health practice.

Looking ahead, the application of public health informatics in planning and refining the public
health surveillance systems for a nationwide healthcare network presents an opportunity to
significantly enhance public health disease surveillance capabilities. This involves thoughtful
planning and system design, meticulous data collection, rigorous data management, sophisticated
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statistical analysis, comprehensive epidemiologic interpretation, and strategic public health
information dissemination.

In particular, the development of a logic model for public health surveillance systems (appendix)
encapsulates the integration of these concepts. It not only outlines the inputs and outcomes but
also emphasizes the crucial actions and resources required for effective system operation,
including the imperative of training and capacity development. The logic model could help
organize thoughts, guide development, and be a useful collection of markers for enhancing a
public health surveillance system.

In conclusion, the integration of public health informatics into a public health surveillance system
is not merely a technological upgrade but a strategic re-envisioning of how public health data is
collected, analyzed, and utilized. This integration promises to bolster operational capacities,
enhance public health disease monitoring and response, and equip public health professionals
with tools needed for more proactive and informed decision-making in both public health
emergency situations and broader public health initiatives.
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Appendix: Logic model template for public health surveillance system, enlarged

Logic model: Notifiable Disease Public Health Surveillance System for activities within a healthcare system

INPUTS

Professional staff

«  Public health
epidemiology

+  Data management

+  [Tsupport

+  Cliniczl data
collection support

+  EHR support

+  Fublic health
surveillznce
support

+  Data Privacy
Cffice support

«  medical facility
support

Data sources

+  Medical facilities

«  Community health
profile data

Equipment and

software

+ [T hardware and
software to
support public
health notfiable
disezse reporting
system and
relational
database systems

o Python scripting
capability

«  Microsoft Fabric

«  Data science
workbench, e.g.,
IBM SPSS
Madeler

+  NCSS statistical
program

+ Resourcesto
permit HL7
messzging

Other

«  Funding

«  Stakeholder
support

Intemal

communications

+  Process for
communications,
input, and
concurrence

+  Document control

ACTMITIES
Notifiable disease public health
surveillance system plan
o Develop pizn including flow
chart of data systems and
data collection methods to
support Notifizble Disease
Public Health Surveillance
System

«  Establish program
objectives, including
Healthy People 2020

«  Select CDC case definitions
and indicators using
standard hezlth indicators
whengver possible

»  Link existing data sources

«  ldentify gapsin data

Data use agreements

«  Obtzin datz use
agreements

Data management & data

security

o Case|D management,
other data privacy concemns

o Data collection portal (with
link=ge to local health
departments)

«  Ensure datz security and
confidentizlity

Data sources

o Medical facility case-based
data

o Collect data to abtain
community-level indicators

Data quality

«  Develop data quality
assurance methods

Data analysis

«  Develop and test methods
for data analysis

«  Analyze data and interprat
findings

Health information exchange

o HL7 messaging

«  Data transfer protocols

Notifiable disease public health

surveillance reporting results

+  Develop strategies for
sustzining reporting

«  Evaluation plan

«  Staff training for each
category of system user

OUTPUTS

«  Completed: plan, with
plan to collect and
report 120 Notifizble
Diseases-COC

+  Data Submission Portz|

+  CaselD creation and
manzgement

o Confirm: HL7
messaging and related
data transfer protocols

o Confirm: de-identified
datzfile

«  Data-use agreements,
inc| Data Privacy
issues

+  Table-top test: program
plan: roll-out plan

+  Table-top test: data
submission, data
submission, datz
2nalysis activities

+  Table-top test: program
evaluation

+  Table-top test:
stakeholder
discussions and
updates (internal
communications, etc.)

+  Sample: public health
notfiable diszzse
reports

+  Staff trainings, begin
with roll-out schedule

+  Awareness campaign:
public health notifiable
disezse reporting and
coordination activities

+  Document control

SHORT-TERM
OUTCOMES
~1-2 years

First Testing

«  5Statesandthe
medical facilities in
those States:
Review results 2nd
make improvements

»  Testusing de-
identified datafile for
reporting

»  Practice: Data
reporting portal

»  Practice: Public
health notifiable
disease report

«  Monitor training

*  Monitor program
coordination

Second Testing

« 5 States (from
above) + 15 States
& Territories zlong
with the medical
facilities in those
States (total: 20
states)

+  Testusing de-
identified datzfile for
reporting

»  Practice: Data
reporting portal

»  Practice: Public
health notifiable
disezse report

»  Monitor training

+  Monitor program
coordination

INTERMEDIATE
OUTCOMES
~ 35 years
Implementation: Phase
One

+ 20 States (from
above) + 18 States
and Territories
z2long with the
medical facilities in
those States (total:
38 states)

+  Testusing de-
identified datafile
for reparting

«  Practice: Data
reporting portal

«  Practice: Public
health notffiable
disease report

+  Monitor training

«  Monitor program
coordination

Implementation: Phase

Two

+ 38 States (from
above) + final 18
States and
Territories (totzl: 56
states and

fories)

+  Testusing de-
identified datafile
for reporting

+  Practice: Data
reporting portal

«  Practice: Public
health notifiable
disezse report

«  Monitor training

«  Monitor program
coordination

LONG-TERM
OUTCOMES

™ 5 or more years
Ongoing deployment of
Notifiable Disezses
Fublic Health
Surveillance System

Ongoing training of
reporting staff

Ongoing discussions
with healthcare system,
State, COC, 2nd CSTE
stakeholders

Ongoing monitoring of
trends in CDC Notifiable
Diseases within
healthcare system 2nd
refated public health
actions

Compare trends within
healthcare system to
the general goals for
appropriate notifiable
disezses in Healthy
People 2030 plan

Increase in evidence-
basad public health
interventions, planning,
and evaluation

Increase in public health
programming for the
healthcare system given
notifiable diseases
report and findings

Improved coordination
with Stzte-level public
health autnorities

Improved coordinztion
with CDC National
Notifiable Surveillance
System

Public health surveillance is “the ongoing, systematic collection, analysis, and interpretation of health-relzted data essentizl to
planning, implementation, and evaluation of public health practice.” ~ CDC "Introduction to Public Health Surveillance” series
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