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ABSTRACT 
 
The convergence of artificial intelligence (AI) with decentralized computing has introduced a new 

generation of distributed intelligent systems operating without centralized authority. This paper presents 

an extended investigation of the architectural foundations, threat landscape, and mitigation strategies of 

decentralized AI systemsTo understand how federated learning, blockchain, and edge computing converge, 

this paper introduces a structured taxonomy based on four core dimensions: architecture, trust, security, 

and governance. Key attack vectors, including model poisoning, Sybil attacks, gradient inversion, and 

consensus manipulation, are analyzed alongside defenses such as robust aggregation, differential privacy, 

and lightweight cryptographic protocols. A comparative analysis of representative frameworks further 

highlights trade-offs between performance, scalability, and security. Literature-based observations show 

that hybrid blockchain-FL architectures can achieve accuracy above 90% while reducing communication 

overhead by up to 60%, though security guarantees remain scenario-dependent. To guide future work, the 
paper highlights critical open challenges in standardization, adaptive trust, and real-world deployment. 
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1. INTRODUCTION 
 
The rapid expansion of artificial intelligence across critical domains — including healthcare, 

finance, autonomous systems, and smart infrastructure — has exposed fundamental limitations of 

centralized AI architectures. Centralized systems rely on the aggregation of raw data into a single 
point of control, which introduces significant risks related to data privacy, single-point-of-failure 

vulnerabilities, and regulatory non-compliance with frameworks such as GDPR and HIPAA [1, 2, 

14]. 
 

In response, decentralized AI has emerged as a transformative paradigm that distributes 

intelligence across a network of autonomous participants. The foundational components of this 

paradigm — federated learning (FL), blockchain technology, and edge computing — collectively 
enable privacy-preserving model training, trustless coordination, and low-latency inference at the 

network edge [3, 6]. 
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Crucially, decentralization shifts the threat landscape away from traditional centralized 
vulnerabilities. Managing this new attack surface is particularly challenging in edge 

environments, given their resource limitations and architectural heterogeneity [5, 8]. 

 

Existing literature frequently looks at federated learning security [5, 8] and blockchain-enabled 
FL [4, 7] as separate issues. However, we rarely see a holistic analysis that covers the entire 

architectural stack—from model training down to consensus and edge deployment. To bridge this 

divide, we provide:  
(i) a structured architectural taxonomy of decentralized AI systems;  

(ii) a systematic analysis of cross-layer attack vectors and corresponding defenses;  

(iii) a comparative evaluation of representative frameworks; and  
(iv) a research agenda for advancing the field toward production-ready deployment. 

 

This paper builds directly upon the preliminary findings presented at AIFU 2026 [9]. We have 

significantly expanded that baseline work by introducing a formal threat taxonomy, a detailed 
comparative analysis of current systems, and quantitative benchmarks from recent literature. 

Furthermore, we provide a much deeper exploration of mitigation strategies and governance 

frameworks. 
 

2. ARCHITECTURAL FOUNDATIONS OF DECENTRALIZED AI 
 

2.1. Federated Learning 
 

Instead of gathering raw data in a central location, federated learning keeps data private on local 

devices, allowing participants to train models distributively and only share their gradient updates 
with an aggregator[1, 3]. In the classic Federated Averaging (FedAvg) setup, a central server 

manages multiple training rounds by coordinating all participating clients. Decentralized 

architecture bypasses this central coordinator completely. This allows peer-to-peer model 

exchanges to happen directly through gossip protocols or ring topologies [6]. This architectural 
shift improves fault tolerance but introduces coordination complexity and increases vulnerability 

to Byzantine participants. 

 

2.2. Blockchain as a Trust and Coordination Layer 
 

Blockchain technology serves as the trust infrastructure of decentralized AI systems by providing 
an immutable, auditable ledger for recording model updates, participant contributions, and 

aggregation decisions [4, 7]. Through smart contracts, processes such as incentive distribution, 

participant eligibility verification, and update validation can be automated without reliance on a 
trusted third party. Consensus mechanisms — including Proof of Work, Proof of Stake, and 

Byzantine Fault Tolerant protocols — govern agreement on the global model state. 

 

On-chain operations often bring heavy computational overhead. To bypass this, practical 
deployments usually lean toward hybrid architectures; they keep model training and aggregation 

off-chain, using the blockchain strictly for verification, commitments, and audit logging [4]. This 

design pattern preserves the trust guarantees of blockchain while significantly reducing latency 
and transaction costs. 

 

2.3. Edge and Fog Computing 
 

Edge computing extends decentralized AI by situating computation at or near the data source — 

on IoT sensors, mobile endpoints, or fog nodes. This architectural layer reduces round-trip 
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latency, decreases bandwidth consumption, and enables real-time inference in latency-sensitive 
applications such as autonomous vehicles and industrial control systems [1, 2]. Fog computing 

adds an intermediate processing tier between edge devices and cloud infrastructure, supporting 

hierarchical aggregation strategies that balance computational load across the network. 

 

2.4. Four-Dimension Taxonomy 
 
Building on the architectural components described above, we propose a four-dimension 

taxonomy for classifying decentralized AI systems, as summarized in Table 1. 

 
Table 1. Four-Dimension Taxonomy of Decentralized AI Systems 

 
Dimension Description Key Mechanisms Representative 

Systems 

Architecture How intelligence is 

distributed across nodes 

FedAvg, gossip protocols, 

ring topology 

Decentralized 

FL, Swarm 

Learning 

Trust Mechanisms for establishing 

participant reliability 

Blockchain ledger, 

reputation scoring, TEEs 

FedChain, 

BAFFLE 

Security Defenses against adversarial 

interference 

Robust aggregation, DP, 

anomaly detection 

FLTrust, RFA, 

Flame 

Governance Rules governing participation 

and accountability 

Smart contracts, incentive 

mechanisms, DAOs 

FedToken, 

DeAI-Gov 

frameworks 

 

3. SECURITY CHALLENGES IN DECENTRALIZED AI 
 

3.1. Threat Taxonomy 
 
Security threats in decentralized AI systems span three primary layers: the federated learning 

layer, the blockchain and consensus layer, and the edge infrastructure layer. Table 2 provides a 

structured taxonomy of key threats, their mechanisms, and impact severity. 
 

Table 2. Threat Taxonomy for Decentralized AI Systems 

 
Layer Attack Mechanism Severity Detectability 

FL Model 

Poisoning 

Corrupt local updates via 

mislabeled data or gradient 

manipulation 

High Low-Medium 

FL Gradient 

Inversion 

Reconstruct private training 

data from shared gradients 

High Low 

FL Free-Riding Submit random or zero 

updates while consuming 

global model 

Medium Medium 

Blockchain Sybil Attack Create multiple fake 
identities to gain 

disproportionate influence 

High Medium 

Blockchain 51% Attack Majority coalition controls 

consensus and manipulates 

ledger 

Critical Low 

Blockchain Smart 

Contract 

Exploit 

Exploit logic flaws in 

incentive or validation 

contracts 

High Medium 
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Edge Physical 

Tampering 

Access edge device 

hardware to extract data or 

inject malicious code 

High Low 

Edge Data 

Injection 

Compromised node injects 

adversarial samples into 

local training 

High Low-Medium 

 

 

3.2. Model Poisoning and Gradient Inversion 
 

Model poisoning constitutes one of the most critical threats to federated learning systems. 

Adversarial participants corrupt their local training process by submitting manipulated gradient 
updates, causing the global model to drift toward attacker-chosen objectives. Backdoor attacks 

represent a particularly stealthy variant: the global model retains high accuracy on standard inputs 

while misclassifying inputs bearing a trigger pattern [5, 8]. 

 
Gradient inversion attacks compound the privacy risks of FL. Research has demonstrated that 

high-fidelity reconstructions of private training images are achievable from shared gradient 

information, particularly under low-batch conditions. This undermines the privacy guarantee that 
motivates FL in the first place, necessitating additional protections such as differential privacy or 

gradient compression [8].Membership inference attacks further compound this risk by allowing 

adversaries to determine whether specific records were used in training [11]. 
 

3.3. Blockchain-Level Threats 
 
Blockchain-based decentralized AI systems face threats at both the consensus and application 

layers. Sybil attacks enable an adversary controlling multiple pseudo-identities to 

disproportionately influence model aggregation or voting outcomes. In networks relying on 
Proof-of-Work consensus, a 51% majority coalition can rewrite transaction history and corrupt 

the model update ledger [4, 7]. Smart contract vulnerabilities — including reentrancy bugs, 

integer overflow, and logic errors — introduce additional attack surfaces that can compromise 

incentive mechanisms or validation procedures. 
 

3.4. Edge Infrastructure Threats 
 
Edge devices face a fundamentally different threat profile than cloud servers. Physical 

accessibility allows adversaries to extract cryptographic keys, tamper with firmware, or inject 

malicious code directly into the hardware. Resource constraints on edge devices — limited 
compute, memory, and battery — restrict the applicability of computationally intensive security 

protocols. Furthermore, the heterogeneity of edge networks makes uniform security policy 

enforcement challenging [1, 2, 8]. 
 

4. MITIGATION FRAMEWORKS AND DEFENSE STRATEGIES 
 

4.1. Robust Aggregation Methods 
 

Robust aggregation algorithms form the primary defense against model poisoning in FL. 

Classical methods such as Krum [10], Coordinate-Wise Median (CWMed), and Trimmed Mean 

operate by identifying and excluding statistical outliers among submitted updates [5]. FLTrust 
extends this approach by maintaining a server-side trusted dataset for computing reference 

gradients [13]. More recent methods — including DnC (Divide-and-Conquer) and Flame — 
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incorporate clustering and noise injection to neutralize sophisticated adaptive attacks. Table 3 
provides a comparative overview of these methods. 

 
Table 3. Comparison of Robust Aggregation Methods 

 
Method Assumption Overhead Adaptive 

Attack 

Resistance 

Scalability 

FedAvg Honest majority Low Weak High 

Krum < n/2 malicious Medium Moderate Medium 

CWMed < 50% malicious Low Moderate High 

FLTrust Trusted root dataset Low-Medium Strong High 

Flame Clustering feasibility High Strong Medium 

 

4.2. Differential Privacy and Gradient Protection 
 
Privacy-preserving machine learning techniques address this risk at multiple levels 

[15].Differential privacy (DP) provides a formal framework for limiting the information leakage 

from individual training samples in shared model updates. By injecting calibrated Gaussian or 
Laplacian noise into gradient computations, DP prevents gradient inversion attacks at the cost of 

a controllable accuracy trade-off governed by the privacy budget parameter ε [5, 8, 12]. Local DP 

applies noise at the client before submission; central DP applies noise during server-side 
aggregation. Hybrid approaches combine both to balance privacy and utility. 

 

Secure Aggregation (SecAgg) protocols complement DP by using cryptographic masking to 

prevent the aggregator from observing individual updates. Participants' contributions cancel out 
during aggregation, ensuring that the server observes only the aggregate sum. This eliminates a 

class of honest-but-curious server attacks without requiring full trust in the aggregation authority. 

 

4.3. Blockchain-Based Trust Management 
 

Blockchain-integrated trust management systems assign dynamic reputation scores to participants 
based on their contribution history. Participants with persistently anomalous updates receive 

reduced aggregation weights or are excluded from future rounds. Smart contracts automate the 

enforcement of participation rules, ensuring that trust decisions are transparent, auditable, and 
resistant to manipulation [4, 7]. 

 

Proof-of-contribution mechanisms extend this approach by providing cryptographic evidence of a 
participant's genuine training effort. This deters free-riding behavior and ensures that incentive 

rewards are allocated proportionally to authentic contributions. Combined with off-chain 

computation and on-chain verification, these mechanisms preserve system performance while 

maintaining accountability. 
 

4.4. Edge Security: Lightweight Cryptography and TEEs 
 
Resource-constrained edge devices require security solutions designed for low computational 

footprints. Lightweight cryptographic primitives — including PRESENT, SIMON, and elliptic-

curve Diffie-Hellman with compressed keys — provide meaningful security guarantees with 
minimal overhead [1, 2]. Trusted Execution Environments (TEEs), implemented through ARM 

TrustZone or Intel SGX, create hardware-isolated enclaves that protect model parameters and 

cryptographic keys from software-level adversaries, including a potentially compromised 
operating system. 
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Secure boot mechanisms ensure firmware integrity at device startup, preventing adversaries from 
replacing legitimate software with malicious versions. Remote attestation protocols allow edge 

nodes to prove to aggregators that they are operating genuine, unmodified software — a critical 

property in physically accessible deployment environments. 

 

5. COMPARATIVE ANALYSIS OF DECENTRALIZED AI FRAMEWORKS 
 

Table 4 presents a comparative analysis of representative decentralized AI frameworks across 

dimensions of security capability, performance characteristics, and deployment context. This 
analysis is synthesized from published experimental results in the literature [4, 5, 7, 8]. 

 
Table 4. Comparative Analysis of Representative Decentralized AI Frameworks 

 
System FL Type Blockchain Aggregation Privacy Target 

Env. 

Acc. 

(%) 

BLADE 

[4] 

Hierarchical Yes Median DP IoT/Cloud 89.3 

FedChain 
[7] 

Decentralized Yes FedAvg SecAgg General 88.1 

FLTrust 

[13] 

Server-coord. No FLTrust None General 92.1 

Swarm 

Learn. 

[2] 

P2P Yes Custom DP Healthcare 90.5 

 

The analysis reveals several important trade-offs. Systems incorporating blockchain-based trust 
management consistently demonstrate improved resilience against poisoning attacks, but at the 

cost of increased communication and computational overhead. Hybrid architectures that offload 

computation from the chain to local aggregators offer a practical compromise, achieving 
competitive accuracy while reducing latency. Privacy-preserving mechanisms such as differential 

privacy introduce a measurable accuracy penalty — typically 1-3 percentage points — that must 

be weighed against the sensitivity of the deployment context. 

 

6. FUTURE DIRECTIONS AND OPEN CHALLENGES 
 

6.1. Adaptive and Personalized Federated Learning 
 
Current federated learning systems apply a uniform aggregation policy across heterogeneous 

participants, which inadequately capture the diversity of local data distributions and device 

capabilities. Personalized FL approaches — including per-FedAvg, FedProx, and Ditto — allow 
individual participants to maintain locally adapted model variants while contributing to a shared 

global model. Extending these approaches to blockchain-integrated environments, where 

personalization must be balanced with auditability, represents a promising open research 

direction [6, 8]. 
 

6.2. Cross-Chain Interoperability 
 

As decentralized AI deployments scale across organizational and jurisdictional boundaries, the 

need for interoperability between heterogeneous blockchain networks becomes critical. Cross-

chain communication protocols — including atomic swaps, relay chains, and zero-knowledge 
bridges — enable model updates and trust records to be exchanged across disparate ledgers. 
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Designing such protocols to maintain security guarantees under adversarial conditions remains an 
open challenge [4, 7]. 

 

6.3. Governance and Standardization 
 

The absence of unified governance frameworks represents one of the most significant barriers to 

production-scale deployment of decentralized AI. Decentralized autonomous organizations 
(DAOs) offer a promising mechanism for community-driven governance of participation rules, 

incentive structures, and model validation criteria. However, the legal recognition and 

accountability mechanisms for DAO-governed AI systems remain undefined in most regulatory 

jurisdictions. International standardization efforts — analogous to those conducted by ISO/IEC 
JTC 1/SC 42 for centralized AI — are urgently needed for decentralized AI. 

 

6.4. Quantum-Resistant Cryptography 
 

The anticipated advent of fault-tolerant quantum computers poses a long-term threat to the 

cryptographic primitives underpinning blockchain-based trust in decentralized AI. RSA and 
elliptic-curve schemes used in current systems are susceptible to Shor's algorithm. Migrating to 

post-quantum cryptographic standards — including CRYSTALS-Kyber for key encapsulation 

and CRYSTALS-Dilithium for digital signatures, as standardized by NIST in 2024 — is a 
necessary long-term preparation for production deployments. 

 

7. CONCLUSION 
 

This paper has presented a comprehensive investigation of decentralized artificial intelligence 
systems, spanning their architectural foundations, security vulnerabilities, and mitigation 

strategies. Through a structured four-dimension taxonomy covering architecture, trust, security, 

and governance, we have characterized the design space of decentralized AI frameworks and 
identified the key trade-offs that practitioners must navigate. 

 

Our comparative analysis of representative systems demonstrates that blockchain-integrated 
federated learning architectures can achieve competitive accuracy — generally above 88% in 

reported benchmarks — while providing meaningful security guarantees against poisoning and 

Sybil attacks. However, these benefits are not unconditional: they depend critically on the choice 

of aggregation algorithm, the trust model, and the privacy budget allocated to differential privacy 
mechanisms. 

 

The threat taxonomy presented here reveals that decentralized AI faces attacks spanning multiple 
system layers simultaneously. Effective defense therefore requires holistic, cross-layer security 

architectures rather than point solutions applied in isolation. Lightweight cryptography and TEE-

based protections address edge-layer risks; robust aggregation and differential privacy address the 

FL layer; and blockchain-based trust management with smart contract auditing addresses the 
coordination layer. 

 

Open challenges remain in personalized FL, cross-chain interoperability, governance 
standardization, and quantum-resistant cryptography. Addressing these challenges will require 

sustained interdisciplinary collaboration across artificial intelligence, cryptography, distributed 

systems, and regulatory science. Only through such collaboration can decentralized AI evolve 
from an experimental paradigm into a reliable foundation for the next generation of intelligent 

systems. 
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