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ABSTRACT

Social media platform has greatly enhanced human interactive activities in the virtual community. Virtual
socialization has positively influenced social bonding among social media users irrespective of one’s
location in the connected global village. Human user and social bot user are the two types of social media
users. While human users personally operate their social media accounts, social bot users are developed
software that manages a social media account for the human user called the botmaster. This botmaster in
most cases are hackers with bad intention of attacking social media users through various attacking mode
using social bots. The aim of this research work is to design an intelligent framework that will prevent
attacks through social bots on social media network platforms.
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1. INTRODUCTION

Virtual socialization has greatly enhanced social bonding irrespective of one’s location in the
global village. Different social media platform exists to help with different aspects of social
interactions. During the past decade, social media like Twitter and Facebook emerged as a
widespread tool for massive-scale and real-time communication [1]. Twitter and Facebook alone
attracts over 500 million users across the world [2] which shows a rapid growth in the virtual
community. Two categories of social media users identified in this virtual community are human
users and social bot users. While human users personally operate their social media accounts,
social bot users are developed software that manages a social media account for the human user
called the botmaster. A typical example of a social bot user is a twitter bot which can be
automated to write tweets, re-tweet, and like a tweet. Twitter platform does not mind the use of
Twitter bot accounts as long as they do not break the Terms of Service of the platform [3]. Just as
there are good human social media users and bad users called hackers, there are also good social
bot user that manages the botmaster’s account and bad ones as well used for attacks on the social
media platform. Majority of human users of the social media platform are less knowledgeable
about the functionality, security features and precautionary measures necessary to enhance safe
interaction in the social cyberspace. In a more convenient way, bad users called hackers
preferably employ the use of bad social bots to attack unsuspecting users. Hence, differentiating
between a human user and bad social bot user becomes essential to inform a naive user on the
level of trust to be given to a social connection for virtual interaction. There is a need for a more
reassuring proof of identity in the global village [4]-[7]. This proof of identity verification can
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either be through what the user does on the social media platform (user activities) or account
features of the user. Varying attacks have been witnessed on the social media platform, these
attacks have been summarized in [8].

Many researchers have proposed different security mechanisms to curtail the activities of hackers
on social media platform. Some of these proposals include: biometric authentication, hybrid
system for anomaly detection in social networks [9], Network Intrusion Detection System [10],
[11], [12]. On social bot detection, [13] proposed “An Evolutionary Computation Approach for
Twitter Bot Detection”, [14] worked on “Twitter bot detection using supervised machine
learning”, [15] worked on “Twitter Bot Detection using Diversity Measures”, [16] proposed
“Twitter Bot Detection Using Bidirectional Long Short-term Memory Neural Networks and
Word Embeddings”, [3] proposed “Supervised Machine Learning Bot Detection Techniques to
Identify Social Twitter Bots”, [1] proposed “Deep Neural Networks for Bot Detection”, [2]
proposed “Fake Account Detection in Twitter Based on Minimum Weighted Feature set.

Being an evolving domain that is rapidly growing, different proposal for social bot detection on
social media platform is still evolving. Hackers too are not relenting in developing evading
techniques to detection. Hence, there is therefore a need for intelligent intrusion detection (1IDM)
model that is efficient to disarm the hackers from carrying out their cybercrime activities against
SMNP by promptly notifying a typical social media human user the account category of a new
found user on the platform to prevent attacks through social bot developed by hackers for
malicious intention. This work seeks to enhance the social media usage by exposing hackers’ use
of social bots which are potential wide scale attacking tool on the social media platform.

2. RELATED LITERATURES

Due to the virtual nature of the global village occasioned by the advent of the Internet [5], human
users and social bot users interact in the virtual world. This mixed interaction affects virtual
socialization. In this section, a theoretical background is given on social media platform and the
proposed model by some researcher on how to counter attacks on the social media platform.

2.1. Theoretical Background

Social media platforms have become an integral part of average Internet users in the virtual
community today. Billions of connected devices to the Internet operate on one social media
platform or the other. According to report in [17], over 500 million loT devices were
implemented globally in 2003, 12.5 billion in 2010, and 50 billion in 2020. There are about 3.5
billion people on social media with an estimated attacks that generate over $3 billion annually for
cyber criminals [18]. Online social network platform like Facebook incorporate several
functionalities which includes product and services advertisement, and sales that makes it
relevant to almost all internet users either cooperate or private. The Covid19 pandemic has been
instrumental to the geometric shift to virtual socialization. Also, the technological shift to cloud
computing paradigm also has positively influenced the ubiquity of social media. This has also
increased cybercriminals’ activity on the platform. According to a survey by CERT, the rate of
cyber-attacks has been doubling every year [10]. Online social network is faced with threatening
security challenges [19]. This shift seems to have given hacker an edge to securely carryout their
nefarious acts since humans are less involved. Cloud intrusion attacks are set of actions that
attempt to violate the integrity, confidentiality or availability of cloud resources on cloud SMNP.
The rising drop in processing and Internet accessibility cost is also increasing users’ vulnerability
to a wide variety of cyber threats and attacks. There are two types of users of social media
platforms, they are: human users and social bot users. The human users are human beings that
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directly operate their social media account through connected devices while social bot users are
developed software that manages a social account for a human user. These social bot users can
also be categorized into two depending on the activities carried out by them to be either good
social bot or bad social bot [2]. The bad social bot are malicious software designed for misuse of
a targeted social media platform. Intrusion detection is meant to detect misuse or an unauthorized
use of the computer systems by internal and external elements [11]. IDS are an effective security
technology, which can detect, prevent and possibly react to the attack [20], [21] opined that
artificial Intelligence plays a driving role in security services like intrusion detection. Several
attacks on social media platforms can best be detected by developing an intelligent intrusion
detection model for social media platform [8].

2.2. Review of Related Literatures

[13] proposed “An Evolutionary Computation Approach for Twitter Bot Detection”. The
researcher used genetic algorithms and genetic programming to discover interpretable
classification models for Twitter bot detection with competitive qualitative performance, high
scalability, and good generalization capabilities. The model was able to detect twitter bots with
detection accuracy of 75 per cent.

[14] proposed “Twitter bot detection using supervised machine learning. They used algorithms
like Decision tree, K nearest neighbours, Logistic regression, and Naive Bayes to calculate
accuracy in classifying bots and compared it with their model classifier that used bag of bots’
word model to detect Twitter bots from a given training data set. The proposed classifier is based
on Bag of Words (BoW) model which is used to extract features from text in the areas of Natural
Language Processing or NLP, Computer Vision and Information Retrieval (IR). The twits from a
user is compared with BoW to determine if the account is a bot.

[2] proposed “Fake Account Detection in Twitter Based on Minimum Weighted Feature set”.
Over 22 factors for determining a fake account were mined out of which the study minimized set
of the main factors that influence the detection of the fake accounts on Twitter, and then the
determined factors are applied using different classification techniques.

[16] proposed “Twitter Bot Detection Using Bidirectional Long Short-term Memory Neural
Networks and Word Embeddings” the model used Bidirectional Long Short-term Memory
Neural Networks and Word Embeddings for Twitter bot detection. The model only relies
on tweets and does not require heavy feature engineering to detect bots on Twitter.

[1] proposed a “Deep Neural Networks for Bot Detection”. Their model design was based on
contextual long short-term memory (LSTM) architecture that exploits both content and metadata
to detect bots at the tweet level. Other contextual features are extracted from user metadata and
fed as auxiliary input to LSTM deep nets processing the tweet text forming a dens layer that
generate the output which classifies the accounts as either bot or not.

[9] proposed ““an efficient hybrid system for anomaly detection in social networks”. The model
cascaded several machine learning algorithms that included decision tree, Support Vector
Machine (SVM) and Naive Bayesian classifier (NBC) for classifying normal and abnormal users
on social networks. the anomaly detection engine uses SVM algorithm to classify social media
network user as happy or disappointed, NBC algorithm is used based on a defined dictionary to
classify social media users with social tendency. Unique features derived from users’ profile and
contents were extracted and used for training and testing of the model, performance evaluation
conducted by experiment on the model using synthetic and real datasets from social network
shows 98% accuracy.
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[3] proposed “Supervised Machine Learning Bot Detection Techniques to Identify Social Twitter
Bots”. The model combined user profile, account activity, and text mining to predict the user
account as bot or otherwise using complex machine learning algorithm which utilized a range of
features like length of user names, reposting rate, temporal patterns, sentiment expression,
followers-to-friends ratio, and message variability for bot detection

3. CONCEPTUAL FRAMEWORK

The proposed Intelligent Intrusion Detection Model for social bot classification will follow
Machine Learning (ML) design approach. Machine learning is all about programming computers
to optimize a performance criterion using past experience encoded as dataset [22]. A social media
user on a particular platform can verify each social contact to detect the status of the account
which should influence the extent of virtual socialization with the new user. The proposed system
will utilize account-level features to identify ‘who the user is’ in the virtual space. If an account is
detected to be a social bot, the user is notified. This will serve as a preventive mechanism that
will shield the user from the designed attacks of the hacker that uses bots to attack the social
media user. Otherwise, if the account is detected to be a human user, then the social media user
can now virtually relate with the user. Beforehand, the social media user would have fallen into
this kind of attack before devising a way of recovering from the attack, but with the proposed
model, the user will escape social bot related attacks.

3.1. Activity Diagram

The user, the model, and the platform are the three entities to be considered in the proposed
design. The social media user triggers the activity when they want to connect with a new user.
This activity triggers the model to extract the account features of the new social media user to
identify the type of user it is. A web crawler will be used to extract the account features of the
new user, this feature dataset will be passed to the model for detection, if the prediction of the
new user is a bot, the details will be communicated to the user in a log file and the activity stops.
Else, the user can now read new twits from the new user or follow the new user or interact
socially with the new user without fear of attack. The activity diagram of the model is presented
in Fig 1 below.
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Fig 1. Activity Diagram
3.2. Flow chart

The model read the new user and extracts the user features that will be passed to the detection
engine to predict if the new user is a social bot or a human being to enable the typical user make
informed decision on how to relate with the user. If the model predicts the user to be a human
user, the typical user can then go on to virtually relate with the user. The flowchart of the
proposed model is presented in Fig 2
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3.3. Conceptual Framework

The intrusion prevention model interfaces between the new user, the social media platform and
the human user. Before any social interaction in the virtual space, the human user is expeted to
verify the new user to ensure they are not bad bots. To do this, the prevention model can be used
to check the status of the new user to identify the class of user it belong. This is achieved using
the detection model. Firstly, the web crawler extract the new user account features from the social
media platform. This feature dataset will be passed to the detection engine for processing. The
output of the processing is user classification as either social bot or human user depending on the
threshold assertained by the detection engine. A notification message is communicated to the user
to enable the user to determine the level of trust to accord to the new user.

The high level view of the proposed system is presented in figure 4. The social media user
triggers a request either POST or GET request to the social media server, the request handler
which is the social media platform crawler generate a dataset of account-level features of the user
which is passed to the detection layer for analysis and categorization. If the percentage of the
likelihood of the account falls below the defined threshold, the user is classified as a social bot,
else, the user is classified as a normal human user. The communication of the message is passed
to the user through the API for decision making by the social media user that wants to initiate
connection with the new user.

14



International Journal of Ambient Systems and Applications (IJASA), Vol.10, No.4, December 2022

Twitter Social
Media Platform
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3.4. Performance Measurement

To evaluate the performance of the model, four standard indicators will be used to evaluate the
performance of the model. Machine learning models according to [23] has standard performance
indicators for measuring its performance. They are: True Negative (TN), True Positive (TP),
False Negative (FN), and False Positive (FP).

i) True Positive (TP): is when the social media account is predicted to belong to a human
user or social bot class and it actually does belong to that class.

ii) False Positive (FP) is when the social media account is predicted to belong to a human
user or social bot class and it actually does not belong to that class.

iii) True Negative (TN) is when the social media account is predicted not to belong to a
human user or social bot class and it actually does not belong to that class.

iv) False Negative (FN) is when the social media account is predicted not to belong to a
human user or social bot class and it actually does belong to that class.

Other evaluation parameters are precision, accuracy, recall, and F1 score [23] [24][25]. The f-
score is used to weigh the overall performance of a developed machine learning model, accuracy
is the number of correctly predicted values out of the total prediction sample space.

Precision is the number of true predictions that were positive against the true positives with the
false positives. They are defined by equation (1) - (4).
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4. CONCLUSIONS

The wide scale usage of social media that has attracted the activities of hackers must be securely
protected against the malicious activities of hackers that use bad social bot to attack naive users.
Therefore an intelligent intrusion prevention system will greatly enhance the enormous benefits
available on the social media network platforms. The research work will design an intelligent
intrusion prevention framework that will prevent attacks through bad social bots on social media
network platforms. Several attacks which can be launched by hackers using bad social bots will
be proactively averted even before they connect virtually with any social media user.
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