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ABSTRACT

With the recent increase demand for cloud services, handling clients’ needs is getting increasingly
challenging. Responding to all requesting clients with no exception could lead to security breaches, and
since it is the provider’s responsibility to secure not only the offered cloud services but also the data, it is
important to ensure clients reliability. Although filtering clients in the cloud is not so common, it is
required to assure cloud safety.

In this paper, we made use of multi agent system interaction mechanisms to handle the cloud interactions
for the providers’ side, and of Particle Swarm Optimization to select the and determine the accurate trust
weight and therefore to filtrate the clients by determining malicious and untrustworthy clients. The
selection depends on previous knowledge and overall rating of trusted peers. The conducted experiments
proves that the combination between MAS, PSO and trust outputs relevant results with different number of
peers, the solution is able to converge to the best result after small number of iterations. To explore more
space and scenarios, synthetic data was generated to improve the model’s precision .
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1. INTRODUCTION

Cloud computing is a distributed network that guarantees access to a large amount of data and IT
infrastructure in an open environment at several levels (software, hardware...). The use of cloud
computing has been highly increased since the start of the Covid-19 pandemic and the
augmentation of remote work [1] [2], leading to an upsurge in number of both cloud clients and
cloud providers.

The high number of users in the cloud can cause the emergence of malicious entities. Identifying
malicious users between the large numbers all at once would be difficult due to the insufficient
amount of information regarding the users’ behavior. The non-detection of such entities can
produce security problems and restrictions in cloud use [3].

To overcome the security flaws in the cloud multiple paradigms have been introduced to improve
the protection levels or to reinforce security. Multi agent system (MAS), one of the many
paradigms, is a distributed structure [4] that has been employed to solve multiple complex
problems such us detecting security flaws in multiple fields, as in the cloud.

MAS is made up of multiple autonomous agents existing in a shared environment. These agents
are capable of interacting and exchanging data and resources. They are distributed all over the
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system’s network and capable of remaining connected through their interactions mechanism.
Their intelligence allows them to autonomously take actions in order to solve their assigned tasks
and evolve in the system.

Since distribution is common in Multi Agent System (MAS) and the cloud, and both paradigms
consist of interconnected agents (in MAS) or users (in the cloud), combining them would draw
the strong aspects of both.

Yet, because the cloud is a large and open environment [5] (multiple entities exist and can leave
or enter the network randomly) and diversity of users, the combination still presents some flaws
that were the reason for the lack of early research in this area.

Because of MAS’s strong features to solve complex task, and to respond and overcome the
cloud’s flaws it has gain popularity in the field. Multi Agent System features include autonomy,
perception and awareness, reactivity, interaction, cooperation [5], and many more depending on
the implementation.

This work is a prelude for an adaptive interaction framework, the proposed model uses interaction
along with cooperation to share knowledge among agents to determine trustworthiness of cloud
consumers.

In this paper, Multi Agent System interaction mechanisms are used along with Particle Swarm
Optimization (PSO) in the cloud to determine the trustworthy clients and eliminate the malicious
ones. The following section discusses some of the recent related works, section 3 presents a
background to: define MAS and the cloud, introduce trust in the cloud and present the main
actors of the system; section 4 discusses the proposed PSO-Trust model and section 6 presents
the evaluation and experimentation results.

2. RELATED WORKS

In the following we’ll expose a selective overview of the previous related works, regarding the
use of Multi Agent Systems in the cloud and the implementation of trust for security.

2.1. Multi Agent System Across the Cloud

MASs have successfully solved many problems in the cloud, and it is even more promising when
combined with other promising techniques. E.g., enhancing security by detecting intrusions [6],
decision-making, service discovery [7], service reservation [8] ...

Multi Agent System is implemented in the cloud to project the actors in the cloud as agents of the
system, the agents would be responsible for executing the commands of the actors and
negotiating instead of them.

Service discovery was studied in [9]; the authors used a hybridization of MAS and web services.
They presented sets of agents that act on behalf of cloud consumers and cloud providers to
generate and agree to the contract, the service discovery agent acts on behalf of the clients using
semantic ontology to select the best-fitted service provider.

Despite the diverse works joining MAS with the cloud and the various features of MAS, the
majority of works focus on the concept of agents’ autonomy, but still neglect a critical aspect that
can generate effective results: cooperation.



International Journal on Cloud Computing: Services and Architecture (IJCCSA)
Vol. 12, No. 1, February 2022
In this work, cooperation between agents is considered through knowledge sharing among
acquaintance agents to provide more accurate data to the system. We make use of the interaction
mechanisms of MAS to exchange relevant and up to date data.

2.2. Exploring Trust in the Cloud

Trust management in the cloud has been increasingly studied to improve both security and
intrusion detection, and is employed for service discovery and recommendation. In the cloud,
privacy is a major concern for all users and providers. Most of the works considering trust in the
cloud, employ it on the client side ([10] [11] [12]) to help in choosing a service provider.

Using users’ feedback and behaviour, authors in [11] proposed an Evidence Trust model to select
the trusted Cloud Service Provider (CSP). The final assigned trust value is computed through
cumulating feedback and behavioural trust and would determine the trustworthiness of a CSP. To
detect false feedback, they compared the previously submitted feedback from user with the
current one. In this case, if the client is always giving a false feedback it will pass undetected.

Li, et al in [13] used trust along reputation in an Internet Of Things (IOT) cloud-based to
determine the trustworthiness of a cloud service, by using feedback rating of costumers and
evaluation of security metrics.

Despite the multiple studies around the concept of trust in the clous, the works on guaranteeing
only trusted clients in the network are very insignificant and the literature is hardly expressive;
but since it’s the provider’s responsibility to secure the cloud, it is highly important to check
clients’ background before granting the service and experiencing the security problems (identity
theft, data breach...), which this paper discusses.

For the reason that if a provider in the cloud is under attack or experiencing security flaws, that
would certainly influence clients’ data and moreover provider’s reputation, which can hardly be
changed resulting in losing its users.

Mehraj and Banday discus in [14] an application of trust in cloud deployment using Zero-Trust
engine where, instead of trust being handled by a role agent, they use the engine to determine
trustworthy entities. As for end users, they rely on authentication to validate users’ identity and
therefore trustworthiness, which may not always be the source of user’s credibility.

A dynamic multi-dimensional trust evaluation method was proposed in [15] to determine
trustworthiness of cloud providers and cloud consumers. In this research, the trustworthiness is
considered to define the honest behaviour of the consumer, and since it does not interact only
with providers but also with: brokers, auditors and SLA agents, compliance information is
collected from all entities to calculate trust.

2.3. Implementing Trust using PSO

Bio-inspired algorithms follow real life principals and are evolutionary aiming to improve the
quality of problem solving. They derive from the behaviour of large groups but still can be
applied to small data and provide precise and accurate data [16].

Particle swarm optimization is based on social behaviour [17] and thus can make use of shared
knowledge between entities of the system. It generates precise results while requiring only small
sized data (compared to other algorithms).
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[18] discuss introducing trust for group decision making. The individuals in a group can be
influenced by others to change their opinions and decisions. In the proposed model, individuals’
opinions (or expert evaluations as illustrated in the paper example [18]) represent the particles of
PSO that are employed to determine their optimum. Authors argue, by comparing the proposed
model to another model without trust implementation, that the drawbacks can be avoided using
trust and making use of group intelligence.

In [19] PSO was introduced to optimize Neural Network (NN) parameters and use NN to
determine costumers trust rate in the cloud, Although the experiments showed that the results
were promising, the NN require large data and need training over multiple times to really outputs
precise data. Unlike that, PSO-Trust model presented in this paper requires only small swarm
population to converge to the best solution.

3. BACKGROUND

Multi agent systems and the cloud are the main technologies involved in this paper, the following
section presents a brief review of these paradigms.

3.1. Multi Agent System

Multi agent system (MAS) [20] consists of multiple interacting intelligent agents that are capable
of handling tasks and cooperating to solve complex problems. Each agent receives a different
task and outputs a different action, that would eventually be collected to solve a complex
problem representing the global goal of the system.

Intelligent Agents are autonomous and situated in an environment [21], they are capable of
perceiving their surroundings, making and choosing their own decisions, and taking actions
without assistance.

Agents are endowed of multiple features: autonomy, intelligence, interactivity, interaction...
[21][5]. The latter is a mean of communication and cooperation; by interacting, agents would
share knowledge or resources and would cooperate to accomplish complex tasks. Interaction's
type changes with the goals and tasks. Negotiation, a type of interaction, is usually set up to settle
over an agreement or to reach a compromise to outcome conflicts. Agents’ autonomy drew much
attention to them in research area, and are therefore applied in various domain.

3.2. The Cloud

Cloud computing [22] is a model for enabling ubiquitous, convenient, on-demand network access
to a shared pool of configurable computing resources. The users in the cloud are distributed over
the network yet interconnected and able to access the needed resources at any time remotely.

These users can be classified, NIST [22] presents an architecture of five main roles in the cloud.
In our opinion, and while implementing MAS along the cloud, the roles could be brought to two
main classes: users and helper agents. In this work, we only consider users; however, the
presence or absence of helper agents would not affect the model.

As for users, two actors are identified: cloud clients (consumers): the users asking for services,
and cloud service providers: the actors offering the services at a given price with some defined
criteria.
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Many security flaws are present at this level effecting clients’ privacy and data, and providers
database and reputation [3]. To encounter some of the difficulties, multi agent systems (MAS) are
introduced to make use of agents’ intelligence for handling complex tasks. Agents would
negotiate for the provider and study the opponent before and during the iteration.

Interactions and data exchange would affect security and therefore user satisfaction (which can be
gained by ensuring the protection of client’s privacy). Hence, we introduced trust as a security
weight.

3.2.1. Trust Definition in the Cloud

In literature, trust is defined as the firm belief in the reliability of the received information or also
as “the vesting of confidence in persons or abstract systems, made on the basis of a leap of faith
which brackets ignorance or lack of information” [23]. Between agent, trust could be defined
based on multiple criteria that differentiate based upon the context which might lead to having
different definition; in some works, it is based on reputation from other agents [24], reliability of
the agent, respect of the given information, insurance of privacy...

Trust and security are constantly associated, mostly because trust engender a feeling of safety that
is earned, acquired or build on strong knowledge [25]. Trusting an entity implies asserting the
credibility of information it shares and the identity it presents and thus guarantying its access to
data or platforms, which is major security concern.

3.2.2. Actors in the Cloud-Based MAS

In order to clarify the subsequent sections, we start here by defining the main actors of the cloud-
based system.

The cloud is a meeting environment for providers and clients (Figure 1), where the providers try
to satisfy the clients need and expectations for services’ quality.

Cloud services

offef

Provider

Client

Figure 1 — Main actors in the cloud

The clients (consumers) in the cloud would ask for services (software, database, collaborative
environment...), and the providers would be responsible for delivering the best services at the
best desirable cost and quality:

1. A cloud provider: delivers cloud computing services and solutions, responsible for
making a service available for consumers [22],

2. A cloud consumer: could be individual or organization, using cloud services and
resources, and maintain a business relationship with the provider. The consumer itself
could represent a cloud provider.
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In a cloud-based MAS, agents take actions for the cloud actors; client are represented by a client
agent and providers by service agents (to handle the large number of requests, multiple service
agents are assigned to a single cloud provider (Figure 2)):

* Client Agent (CA): carries cloud consumer request and handle the search and negotiation
until service delivery,

» Service Agent (SA): represents the cloud service provider, it handles the consumers
requests, it can also act as a cloud consumer to ask for complimentary services from
other providers.

N 5 Client agents

- ———

Service agents
Figure 2 - MAS cloud agents

Agents conduct interactions instead of cloud actors to save time and effort because of agent’s
autonomy they are able to complete their assigned tasks without assistance.

Trust is defined for a service agent (SA: agent that guarantees services access) of a client if it:
respects the agreements, does not violate the cloud resources term of use and privacy, does not
barging for so long that it causes famine (if the system does not have a timeout limit). On the
other hand, a client could be less trusted if it has a bad reputation regarding the previous
discussed points.

4. PSO-TRUST MODEL

In the following section, we present the proposed model PSO-Trust starting by defining PSO and
presenting the model’s flowchart.
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4.1. Particle Swarm Optimization

Particle Swarm Optimization (PSO) [16] is a search algorithm [26], inspired by the social
behaviour of bird flocks. Each individual in PSO represents a potential solution and is called a
particle. The whole population is referred to as a swarm.

PSO is an Artificial Intelligence (Al) technique that aims to find the approximate solution (global
best) to maximization or minimization problems by running the algorithm multiple times until the
whole population converges or the maximum number of iterations is exceeded.

Each particle possesses a position, and a velocity that represents the speed and direction by which
the particle moves at each iteration.

At each iteration, velocity and position are updated through the following equations:

v(t+1) = v(e) + ey (6) (pPE(0) = x(6)) + cor () (975 (0) — x(0)) (1)
x(t+ 1) = x(t) + vt + 1) (2)
Where:

* t:time/iteration

* V(t) : velocity at time stamp t

*  X(t) : position

* ¢1,C2: constants for nostalgia and envy (resp.), also called trust parameters
* ry,r2 : random vectors €[0,1]

«  p"t g™ personnel and global best (resp.)

When a particle moves to a new position, it is affected by three components: previous position,
social component and cognitive component.

The whole population’s (swarm) size effects the convergence of the algorithm for: the smaller the
size the slower to converge, and the bigger the size the more space to explore.

4.2. Model Flowchart
The following model (Figure 3) casts a presentation of the proposed PSO-Trust model.

Upon receiving a service request, and instead of start negotiation on the spot, the SA would first
start by checking the client’s trustworthiness by either retrieving its trust weight from the
database (if the agent has had previous interactions with the client), or acquire it from its
acquaintances (Figure 3).

If none of the acquaintances possess information about the client, its trust weight is set to zero (as
a neutral value). Otherwise, the PSO model is used to determine clients’ trust weight, and is
judged upon the resulting value whether to be trusted or not.
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SA Receive a request

l

New
consumer?
NO
HER PSO — Trust

' |Retrieve trust weight from Request trust weights
| DB from acquaintance
j Receive:
! weights?
| YES
| Y
l is client Determine client's trust
: trusyworthy? ™ weight

Acceptrefuse set trust weight to 0

Figure 3 - Steps to evaluating client's trustworthiness

After setting a trust value for the client an either accepting or declining to interact with the client,
the trust value is stored in the database for next usages (either by the provider or its

acquaintances).

Trust values fall between [-1, 1] instead of [0, 1] since clients could be untrustworthy. (-1)
denotes an untrustworthy agent and (1) denotes a trusty one. The median value (zero) is mostly

used for agents with no history of interaction whatsoever.

4.3. Model Presentation

In the cloud-based MAS, service agents (SA) are responsible for negotiating with the client (CA)
and offering the needed services. When a SA is contacted by a new client Cy, to ensure security
and assign a trust weight for the new costumer, the SA would inquire its acquaintances to send

their trust weights of the client C..

NO
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If present, the agent would receive several different weights and it would be hard to pick one
from the large choice.

To overcome that, Particle Swarm Optimization is used to select and find the most appropriate
weight solution in a 2D plan, where we consider particles as a tuple (Tax), Rrax) Where:

*  Taw: The trust weight of the agent A(x),
* and Rraw): The trust value received from agent A(X).

The fitness function for each particle is determined using Euclidian distance to calculate the
distance between each particle and the global best so far.

Fintess function= € = V(1 — 1) + (71 — ¥2)? ©)

Where: (X1, Y1) are the particle’s position and (x2, Y2) the global best position. The personnel best
of the particles is updated if the error is minimal.
The algorithm outputs the global best of the population by generating the mean of all particles.

FlZe

GGlobal Best = Z
1

ParcticlePosition(i)

(4)

size

But as such Equation (4) will be assigning the same importance to all trust weight values,
nevertheless the ones coming from credible acquaintances should have more impact in the
equation. In order to respond to that the equation is changed so that the particle position is
multiplied by a variant as an impact factor (®) depending on the trust values:

size

1
Global Best = Size Z @ * ParcticlePosition(i) (5)
1

Since the population positions are between [-1,1] (to correspond to the trust weights), and so that
the generated solution can be used immediately, the results of equation (5) are normalized in [—1,
1].

GlobalBest— minx
Global Best'= 2 * -1 (6)
max x — minx

With: x = Particle Position.

5. EVALUATION

Before preforming the experiments, and to have a realistic view of the proposed model in a cloud
environment we started by implementing the framework in Netlogo [27] simulation software.

Netlogo is a MAS modelling environment for simulating social and complex phenomenal in a
world allowing the user to observe its state through time. It is mostly used by research to project
the ideas into an interactive environment.
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Because the cloud is open, we configure the number of agents in the population as variable, and
could be increased or decreased by the user (increases even up to 150).

To get a clear view of the simulated world we chose a small population number for the

= normal speed
1 e - /] view updates
] + | ®abe Button v‘ I I - I
Delete Add “————

Initialize

go once l go "I

Settings...

continuous
time: 0

population 42

on-going interactions
0

number of providers (blue) ’
5

number of clients (green) ‘
16

Figure 4 - The Netlogo world after initialization illustrated experiment.

At initialization (Figure 4), a random number of clients (in green) and providers (in blue) are

present in the network. The “go” function allow the system to simulate the cloud environment
interactions.

After running the program for some time (Figure 5), it can be noticed how some providers
express the need to contact their acquaintances after receiving requests from consumers, while

Initialize

go once J \ go ..!

i

population 42

on-going interactions
8

number of providers (blue)ﬁ ‘

6

number of clients (green) ‘
16

Figure 5 - Ongoing interactions in the cloud

10
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others do not. This is due to the presence or absence of data of the contacting clients in the
providers’ knowledge database (if the provider holds already previous information of the client, it
could not contact its acquaintances and proceed with the data it holds).

The number of agents in the cloud can change during runtime due to the openness of the cloud
(agents can enter or leave the environment randomly), but just as the maximum number of agents
in the population is reached no more agent can enter until others leave (since the population
number is previously set by the user).

To experiment our work and evaluate the performance of the PSO-Trust model, we develop a
framework using Python and deployed it in Jupiter notebook under Google’s cloud platform.
Python is an interpreted programming language, offering a huge number of libraries, frameworks,
and even plotting library (matplotlib) to ease creating animated and interactive visualisations. In
the training, and due to the lack of clients’ data (for the purpose of confidentiality), we used a
random dataset to evaluate the model.

PSO at initialization, Particles:99
100 1 ®

0751 o : 5
0.50 e
0.25 - ; @

0.00 -1 @

local trust

-0.25 1 8 o o
0501 o o

-075 1 ° °
-1.00 1 ® ® °

-100 -0.75 -050 -025 000 025 050 075 100
retreived trust

Figure 6 - Particles' distribution with large population

The population size may differentiate depending of the received trust weights and the number of
agent’s acquaintance. To test the algorithm efficiency, we used different population sizes in the
experiments (between 5 and 100).

To illustrate experiment’s results, we start by exploiting large population; the initial high sized
population present in Figure 6 (where each particle is represented by a different colour each to
ease observation) is able converges after a minimal number of iterations

Before conducting the experiments, we stated by configuring the parameters for the model’s
equations. c¢; and c; represent (resp.) how much confidence the particle has in itself (the local
position), and how much confidence it has in its neighbourhood. Hence, since we need the
particles to be more attracted to the global than personal best so that cooperation can emerge and
so that the model converges fast, envy value is set slightly bigger than nostalgia (c2 >> c1).

The algorithm runs for a several numbers of iterations until the global best is reached or the error
rate is minimum.

In Figure 7, after several iteration (five to be precise) particles have almost fully converge to the
global best (represented by the black square).

11
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100 PSO, Particles:99, iteration N°:5

0.75
0.50 1

0.25 A 2
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%

local trust

S
-0.25 1

-0.50 +

-0.75 A

_100 T T T T T T T
-1.00 -0.75 -050 -0.25 000 025 050 075 100

retreived trust
Figure 7 - Convergence after five iterations.
Experiments also showed that even with a small swarm size (Figure 8). The algorithm also
succeeded with the small swarm size in reaching the best trust weight value in Figure 9 (the black

triangle in figure 9 represents the global best position).

PSO at initialization, Particles:10

0.75 1

0.50 1

0.25 A1

0.00

local trust

-0.25 A

-0.50 A

&

-0.75 1 &

-1.00 -0.75 -0.50 -0.25 0.00 025 050 075 100
retreived trust

Figure 8 - Small swarm size.

Therefore, even if the acquaintance offering information are numbered, the algorithm can still
provide an accurate solution.

To explore more space, we used synthetic data [28] a fake data that mimics real data by

generating large data from small scale base. The generated data can simulate complex and not yet
encountered conditions which allows us to enforce the model’s accuracy.

12
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5% PSO, Particles:10, iteration N°:4
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Figure 9 - Swarm population near convergence

In some cases, synthetic data can be more effective to enhance model training because it exposes
it to random scenarios and it can be either fully (when data is missing) or partially synthetic.
Also, it could be adjusted to fit the needs.

To generate synthetic data, Python offers a large choice of libraries and packages for generating
this type of data such as: Pydbgen [29], Scikit-Learn [30], Faker, etc, or Frameworks like
PyTorch using Generative Adversarial Networks (GAN) and implementing Neural Networks to
train the model and generate new samples of data (Figure 10).

Sample data o Synthetic generator —> Synthetic Data
(real data)

Figure 10 - Synthetic data generation

After many executions we noticed that, compared to large data, when handling small population
the model takes longer to converge; in order to overcome that and achieve better results we
introduced error rate as a stop criterion to allow the model to stop only after global optimum is
reached and avoid early convergence.

To tune this constraint and control the learning process, we run the program multiple times with
different values to compare the outcomes. As a result, after considering the changes of the error
value throughout the experiments while changing the population size and to fit the model we
made it variable so that it changes with respect to the size.

13
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Because providers refuse to share their data (due to security concerns), we could not find suitable
data as to compare our proposed solution with other models and the generated data would not fit
with the model’s description.

6. CONCLUSIONS AND FUTURE WORKS

Since it is the providers’ responsibility to keep the data and clients secure, trust in the cloud
should not be only considered by clients. Malicious users can attack the cloud and effect the data
it stores, therefore, effect many clients and risk their privacy.

To secure the network and identify the clients that are worthy of trust, we proposed a PSO-Trust
model where we make use of the interaction mechanisms of MAS to share reliable data. Making
use of synthetic data will allow the model to get more accurate and precise results.

One of the difficulties we faced is the lack of data, for this we generated a database through deep
learning from the small sized data to represent feedback from providers and we aim next to
generate clients’ history. For the next step, we would extend our work to construct an opponent
interaction model. The current work would represent a pre-interaction phase to the interaction
model and adapt the ongoing interactions based on the previous shared knowledge.
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