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ABSTRACT 
 
The introduction of Internet of Things (IoT) applications into daily life has raised serious privacy concerns 

among consumers, network service providers, device manufacturers, and other parties involved. This paper 

gives a high-level overview of the three phases of data collecting, transmission, and storage in IoT systems 

as well as current privacy-preserving technologies. The following elements were investigated during these 

three phases:(1) Physical and data connection layer security mechanisms(2) Network remedies(3) 

Techniques for distributing and storing data. Real-world systems frequently have multiple phases and 

incorporate a variety of methods to guarantee privacy. Therefore, for IoT research, design, development, 

and operation, having a thorough understanding of all phases and their technologies can be beneficial. In 

this Study  introduced two independent methodologies namely generic differential privacy (GenDP) and 

Cluster-Based Differential privacy ( Cluster-based DP) algorithms for handling metadata as intents and 

intent scope to maintain privacy and security of IoT data in cloud environments. With its help, we can 

virtual and connect enormous numbers of devices, get a clearer understanding of the IoT architecture, and 

store data eternally. However, due of the dynamic nature of the environment, the diversity of devices, the 

ad hoc requirements of multiple stakeholders, and hardware or network failures, it is a very challenging 

task to create security-, privacy-, safety-, and quality-aware Internet of Things apps. It is becoming more 

and more important to improve data privacy and security through appropriate data acquisition. The 
proposed approach resulted in reduced loss performance as compared to Support Vector Machine (SVM) , 

Random Forest (RF) . 
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1. INTRODUCTION 
 
The two types of privacy are physical privacy and informational privacy. Data security, which 
prevents unauthorised access to data while it is being stored and transmitted across a network, 
and information privacy, which deals with the security of personal data, are two concepts that are 

related to one another. Data security and privacy are related because data may include personal 
information about an individual. Privacy also depends on the social context of the data. These 
privacy concerns have grown as a result of the Internet of Things. Personal information leaks can 
happen directly or indirectly. The direct disclosure of personal information, such as sensitive 
data, location, and identity, can lead to privacy threats in terms of tracking, localising, and 
personalising. A variety of data mining techniques for indirect data violations use content 
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analysis. Bad behaviour on the part of IoT system owners (or service owners) can lead to 
significant direct and indirect privacy leaks. 
 
This essay discusses the conundrum of application placement and user assignment. We also 

include a range of security and privacy constraints, such as I location constraints at the module, 
user, and co-location levels, (ii) co-location constraints, and (iii) k-anonymity constraints, in 
addition to capacity and latency constraints. We formalise the problem and develop a mixed 
integer programming solution that is quadratically constrained. We illustrate the applicability of 
the suggested strategy using an IoT system in the smart home sector. Controlled experiments on 
problem cases of increasing size show that the algorithm is capable of solving even large issue 
instances in a fair amount of time[2]. 
 

Any banking institution's effectiveness is assessed based on its ability to manage money 
effectively over the long term and to produce returns via the efficient use of available resources. 
Additionally, for the purposes of the economy and their customers, banks must have a sufficient 
amount of liquid assets. Additionally, bank transfers need to be protected in order to avoid 
negative loan impairment. Therefore, it must be impossible for bank strategies to balance the 
risks associated with commercial activity. [3] The findings of this study, which used a multi-
criteria approach to decision-making, took the fundamental components of financial performance 

evaluation to understand the managerial banks' capacity, and it was discovered that efficient 
banks reduce risks, boost profits, and maintain consistency in their operations. However, the 
dynamic, varied, dispersed, and resource-constrained nature of the edge computing paradigm also 
brings with it some problems, such as more significant privacy leakages and performance 
restrictions. How to ensure that the resource requirements of the application are met while 
enhancing user privacy security to the greatest extent presents a challenge for the job assignment 
of IoT applications. To address this issue, we propose an IoT job assignment strategy at the 

network edge. The author here first models the resource and privacy requirements for IoT 
applications before evaluating the resource satisfaction and privacy compatibility between edge 
devices and workloads. Second, we analyse the topic of privacy-aware IoT task assignment on 
edge devices (PITAE) and present two solutions utilising the greedy search approach and the 
Kuhn-Munkres (KM) algorithm. [4] Even novice programmers may now easily create cloud-
connected Internet of Things (IoT) systems thanks to specialised cloud platforms that integrate 
the necessary components of an IoT system. In this environment, a growing number of Internet of 
Things (IoT) technologies are being developed and deployed over open networks, frequently with 

insufficient security. A quick user study revealed that inexperienced IoT programmers in 
particular commonly overlook security problems. In order to address this risk, the study looks at 
the security features provided by two major cloud-IoT platforms (Amazon Web Services and 
Microsoft Azure). It then focuses on the configurations, tools, and processes designed to produce 
more secure deployments. [5]We discovered that these platforms could effectively address 
numerous security vulnerabilities identified in the study, if the appropriate characteristics were 
identified and used. The paper concludes by offering a set of suggestions to help novice IoT 

developers avoid the most common and ongoing security difficulties in their work and make 
better use of the built-in security features of cloud-IoT platforms. a generalisation based on 
probability theory to handle the dimensionality issue with high-dimensional data[5]. By dividing 
the noisy cell data with Laplace noise, the DPCube approach, which uses the KD-tree partitioning 
algorithm for multi-dimensionality health data, produced a differentially personalised cell 
histogram. However, due to the large domain values and attributes in multi-dimensional data, 
multi-dimensional partitioning causes an increase in estimation errors[6]. We discovered that 

these platforms might effectively address many of the security vulnerabilities identified in the 
study if the correct features were discovered and used. A list of recommendations is the study's 
last contribution. From bottom to top, IoT architecture typically consists of three levels: 
perception, network, and application. These layers provide data sensing, data communication, 
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and data processing for various IoT devices and applications. The network layer connects devices 
to the network in order to analyse and transmit sensor data. It offers customers services catered to 
particular applications [7]. The device's sensors detect and gather information, including physical 
parameters, gathered from the environment. specifically observations of common datasets in the 

topic of privacy budget burnout. However, compressed sensing, where sparse tree reconstruction 
is undesirable and privacy protection flaws exist, was where their solution fell short[8]. These 
performed admirably with multi-dimensional data but struggled with large amounts of data. For 
the introduction of an effective differential private privacy method for publishing high-
dimensional data, these methods place a large informational burden. Because of things like 
device failure, network problems, and implausible sensor data, applications for the Internet of 
Things (IoT) are vulnerable to extreme environments. We examine how component and 
connector (C&C) architectures with built-in encapsulation might be used to develop and deploy 

dependable IoT applications. Current C&C languages for building IoT applications mostly focus 
on outlining architectures and delivering parts to IoT devices. Additionally, similar approaches 
usually confine the models to a particular platform and contaminate them with low-level 
implementation details, making them more challenging to understand[9]. The error-handling 
strategies improved the dependability of C&C-based IoT systems without adding time-
consuming error-handling code that makes the models difficult to understand, especially for non-
experts. However, there are various security and privacy problems when sharing personally 

identifiable health information (PHI) to others. This is especially true when using next-generation 
healthcare platforms, such as mobile healthcare social networks (MHSNs). The authors 
recommended [10] scalable and fine-grained data access control to ensure that patients have full 
control over their PHI. PHI sharing typically gives information about owners or recipients. 
Attribute-based encryption is the foundation of the proposed paradigm. The suggested approach 
takes use of attributes with a name and a value, and it effectively uses a Bloom filter to look at 
the attributes prior to decryption. Therefore, the suggested strategy maintains the policy and data 

privacy. The suggested solution outsources attribute-based encryption & decryption to the cloud 
while restricting the cloud from reading content and access restrictions since it considers that the 
complexity of access regulations increases the computational cost and energy & resource limits in 
smart phones. The experimental results show that the performance analysis and security of the 
suggested approach hold the fine-grained access policies for PHI sharing. Even though the 
proposed EPPS might offer fine-grained access control, cloud-based hidden access controls ought 
to be straightforward to implement on mobile devices with constrained resources[11]. Numerous 
Internet of Things (IoT) platforms have been created in accordance with diverse design concepts, 

computing paradigms, technologies, and objectives in an effort to streamline and speed up the 
development of the IoT ecosystem. This article will explore the key IoT platform examples that 
make up the varied IoT platform landscape and compare them using the IoT-A reference 
architecture. Regardless of their low-level specifications, heterogeneous IoT platforms (both 
current and future) can be analysed in this way by concentrating only on the core architectural 
features and functionalities that permit communication among stakeholders, software, data flow, 
and hardware within the IoT ecosystem. The algorithms developed to protect the differential 

privacy of IoTmeta data in a cloud context are divided into interactive and non-interactive 
techniques in the existing literature. The data miner can dump aggregate requests using a safe, 
private approach using the interactive technique, and the server will send answers as needed. The 
majority of the currently used techniques employ an interactive framework for varying privacy 
and security. In a non-interactive manner, the server first makes the metadata anonymous before 
making it available to users. Using cluster analysis and the similarity of the attribute behaviours, 
we use a non-interactive approach of differential privacy in this manuscript and publish the 

contingency tables or marginals of the metadata. However, this approach works well for high-
dimensional metadata with a broad domain[12]. In order to offer a different level of privacy 
protection The use of diverse health data is suggested with a non-interactive manner. The primary 
objective of data release or publication is to safeguard the privacy of the crucial component, and 
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it is crucial that the efficacy of the published data is also protected. To successfully personalise 
for safeguarding information in data mining applications, a cluster-based privacy-preserving 
technique for metadata is presented. 
 

1. It is clear from the literature that there is no differential privacy technique that allows 
simultaneous access to IoT meta-data or relational data. As a result, the suggested 
differential privacy data algorithm uses generalised techniques to maintain the 
information in cluster analysis. Deterministic strategies clearly failed to provide -
differential privacy since they relied on the distributed data. However, ambiguous 
processes are also added when publishing differential privacy data. 
 

2. The suggested cluster-based solution accommodates various attribute types and does not 

call for pre-discretized for numerical attributes. The suggested method establishes the 
centroids based on the similarity of the attributes in order to provide accurate 
classification while maintaining -differential privacy. Although the efficacy of the data 
produced by the various personal differential privacy algorithms has been overlooked, 
the literature characterises the -differential privacy as a robust privacy protection. The 
findings of our experiments show that our cluster-based approach to classifier creation 
offers superior security compared to customised interactive algorithms. 

 
Differential privacy refers to a privacy paradigm that reduces the possibility of individual data 
being identified and maximises privacy (DP). Using the DP principle, the amount of information 
that can be disclosed about a person's data that is stored in a database to a third party or enemy 
can be limited. Epsilon () and delta (), which indicate the level of privacy caused to be by a 
randomised privacy-preserving algorithm (M) over a particular database, are the traditional 
symbols for these constraints in DP (D). 

 
“Definition 1. (Differential privacy)  

 

A randomized function  with a well-defined probability density  satisfies 

 if, for any two neighboring datasets and   that differ by only 

one record and for any  

 

 
 
Generally, Laplace mechanism is used to achieve the Differential privacy (DP). To generate 
Laplace distribution parameters are selected based on global sensitivity and privacy budget. 
 

Definition 2. (Global sensitivity) 

 

Let the database is mapped to a fixed-size vector of real numb using a function . The global 

sensitivity of  for all neighboring databases  and  is computed as 

 

 
 

where  denotes the L1 norm. 

 

Noise should be added to response a range query with . Because one record will 

contaminate the estimation of the appropriate response by just one, the global sensitivity  in 

our scheme should be 1. Let  indicate the Laplace probability distribution with a mean of 
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zero and scale , where We can add noise sampled from  to an original 

response  to achieve . 

 
Definition 3. (Laplace mechanism) Let  be an response to a range query, and let  be a 

random variable such that . The Laplace mechanism is defined as follows: 

 
Sequential composition and parallel composition are the two main properties of Differential 

privacy. “ 
 
The hypothesis confirms that adding up the precise quantity of noise to statistical queries, one 
can achieve positive results at the same time provided a quantifiable conception of privacy. 
According to the definition, it doesn’t conform to the rules of syntax from the data rather it is 
formed by comparing results of a query on any database with or without any one individual: a 
query Q (a randomized function) is ε-differentially private if the difference in probability of any 

query outcome on a data-set only varies by a factor of e ε (approximately 1 + ε for small ε) 
whenever an individual is added or removed. A variety of query mechanisms are developed in 
literature which provides Differential privacy for quantifiable collection of statistical problems. 
A little state-of-art has focused private mechanisms on composition principles to design the 
system. These principles build more complex differentially private building blocks in principled 
way, so that the resulting programs are guaranteed to be differentially private by construction 
The initial point for the current state-of –art is PINQ. 
 

2. METHODOLOGY  
 
In this section we introduced two independent methodologies or algorithms for Differential 

privacy namely generic differential privacy (GenDP) and Cluster-Based Differential privacy 
(Cluster-basedDP) algorithms. The GenDP provides generalized privacy protection algorithm for 
homogeneous and heterogeneous meta-data from the IoT applications in Cloud environment. The 
GenDP algorithm consider intent scope from single intent as homogeneous data and global intent 
scope is classified asheterogeneous data from diversified sources and this is portioned using 
portioned algorithm before defining the classifiers for validating the accuracy. The cluster-based 
DP groups the data into clusters based on the similarity of the behavior or attribute values, later it 

defines the classifiers for validating the personal or differential privacy. 
 

2.1. Generic Differential Privacy 
 
A variety of partition-based models [13][14]are proposed in the recent literature to prevent the 
privacy and security of the IoT applications from local and global intent scopes with insecure 

intents and this provides insufficient protection, because these are vulnerable to several insecure 
intents. In this paper, a differential privacy (DP) model is proposed which guarantees privacy and 
protects IoT application data from all intents. This differential privacy (DP) model does not 
depend on the opponent’s background knowledge. The probability of any output (published data) 
is from identically distributed data from diversified environments and which promises all these 
outputs are insensitive to any single transaction of intent. This states that the privacy of intent 
scope is not under risk, because diversified disclosed data set is included. The GEnDp and 

Portioning algorithms are given in Algorithm1 and Algorithm2. 
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Algorithm 1: DiffGen 

Input: Meta-data set from IoT applications , privacy budget , and number of specializations  

Output: Generalized intent set  

1. Initially, the highest value is assigned to every value of  

2. The highest value is initially assigned to  

3. For specification of predictors, Set privacy budget as 

 

4. Specify the split value for each with probability  

5. Calculate the score for each candidate  

6. for to  do 

7. Select  with probability  

8. Specialize  on  and update  

9. for each new , Determine the split value with probability 

 

10. Update score for  

11. end for 

12. each group with count  is returned, where denotes the probability 

density function of Laplaciandistribution. 

 

Algorithm 1 Differential-private partition Algorithm 

Input: , , , ,  

Output: intents subset ; 

1. Initialization: Set  

2.  

3.  

4. while do 

5.            if  and then 

6. if then 

7. Last bucket is not a single bin bucket 

8.  

9.  

10.  

11.                  else                 Last bucket is a single bin bucket 

12.  

13.  

14. elseif 

15.               else if     then 

16.  

17.  
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18.               else if     then 

19.  

20.  

21.  

22.               else if 

23.  

24. if  and then 

25.  

26. else 

27.  

28.               end if 
29. end while 

30. return  

 

2.2. Cluster-based Differential Data Method for data from diversified systems or devices 

 
In this section cluster-based differential method is introduced and data is divided into subsets 
based on the similarity of the attributes with multi-dimensional properties received from the 
diversified devices of IoT applications. The similarity of the intent is strong in the intent scope. 
To differentiate the cluster centers the data is divided into heaps, so that the distance from the 
cluster centers to the clusters of the samples is minimized. K-means clustering algorithm is 
adopted to group the behavior of the clusters. 
 

Consider the set of operations as intents containing  data sources for an IoT application 

as . Each data source contains  features represented 

as . The set is further divided into   clusters as 

 and each cluster contains   samples. 

be the cluster centers where . The Euclidean distance 

between two points is calculated as follows: 
 

……………… ...................................................……. (1) 

 

Where and . 

  

The sum of distances between the samples in the set divided by the total number of samples in 
the set is the average distance between the two points. Randomly set two samples from the set of 
samples. The average distance (AD) can be formulated as  
 

……………..................................................…………………. (2) 

 

The density (DT) of the intent samples  is defined as: Let  be the center of the circle with the 

data objects and the number of objects in the circle is represented as where be the 

coefficient adjustment of radius. If   condition is true then the  function 

is cumulatively incremented by 1. 1 is the default value of the density of the intent sample. 
 



International Journal on Cloud Computing: Services and Architecture (IJCCSA) Vol. 13, No. 1, February 2023  

8 

) ………...................................................……(3) 

 

Where and . 

Further the average density ( ) of the intent samples  is calculated as follows: 

 

………………….....................................................……………. (4) 

 
A collection of data objects whose density is a certain multiple of the average density of the intent 

sample set  is specified as high-density point set and defined as 

 

………………........................................................………………….….. (5) 

 

Where  is a data object which belongs to dataset  which satisfy the condition 

 is the adjustment factor of density whose default value is 1. 

The mean of sample set  is denoted as center of sample set  and represented as 

 

………….....................................................………………………….... (6) 

The squared error sum  of the cluster is represented as  

 

 ……...................................................………….. (7) 

In the above equation,   data object of the  cluster is represented as  and centre of  

cluster is represented as  

 

Algorithm: Cluster-based DP 

Input: Meta-data from IoT applications , 
Output: IoT data based data for validating the differential privacy. 

1. By using the equations (1 – 3) , Calculate the density of each object in the sample intent set  

2. Based on the equations (4 - 6) , Measure the high-density point set  and also centre of intent 

sample set  

3. According to the equation 6, compute the distance from  to  and select  which 

satisfies the condition  as the first cluster centre  to join the set ; 

4. repeat  

5. Select the data object , if the condition   is true  as the 

second initial cluster centre  is added to the set L; 

6. Until  

7. Return metadata 
8. //The centre of the cluster is selected 

9. By distance, data objects are divided into the nearest cluster in the intent sample set  

10. As per the equation 7, compute the squared error sum  of the cluster and specify whether 

the union is converged 
11. If the converges occurs, the clustering algorithms stops. Otherwise, previous step is executed again 

and the cluster centre is updated again 
12. // Dividing the datasets 
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3. RESULTS AND DISCUSSION  
 

This section explores the experimental study on the impact of differential privacy to validate the 
quality of the data using classification accuracy and test the scalability of the proposed methods 
to handle large multi-dimensional data. Comparison of the methods GenDP and cluster based 
algorithm has been done to validate the accuracy when the data is of homogeneous or partitioned 
into groups when it is heterogeneous using partition algorithm and in cluster based approach data 

is grouped into clusters based on the behavior and validate the data. 
 
The proposed methods GenDP and Cluster based approach are applied on COVID-19 data set to 
evaluate the performance. To evaluate the classification efficiency in GenDP method with the 
partitioned algorithm, the data is divided into training and testing sets. Firstly , the algorithm is 
applied to evaluate the partitioning of the data in training phase and calculate the Ucuti. Later it 
was applied in GenDP to test the testing data for producing generalized test set and construct the 
classifier to measure the classification Accuracy (CA) on the generalized records of test data. In 

cluster-based approach the data is grouped based on the similarity and define the classifiers to 
evaluate the heterogeneous behavior of the data. The partitioning algorithm is used to group the  
data into different buckets or groups based on the behavior of the data. The number of partitions 
for homogeneous data is 1 and when the number of dimensions or volume of data increased the 
accuracy will be decreased. 
 

 
 

Figure 1. Training loss performance estimation. 

 
Figure 1 presents the training loss performance estimation of various prediction model, where the 
proposed approach resulted in reduced loss performance as compared to Support Vector Machine 

(SVM) [15], Random Forest (RF) [16].Figure 2 presents the training accuracy performance 
estimation of various predication models, where the proposed approach resulted in increased 
performance as compared to SVM [15], RF [16]. 
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Figure 2. Accuracy performance estimation. 

 

 
 

Figure 3. Precision performance estimation. 

 
Figure 3 presents the precision performance estimation of various predication models, where the 
proposed approach resulted in increased performance as compared to SVM [15], RF [16]. 
 

4. CONCLUSION  
 
This study defined two new algorithms for addressing the ε-differential privacy in large 
homogeneous or intents and heterogeneous data from diversified devices of IoT applications in 
Cloud computing domain. This algorithm classifies IoT meta-data and disseminated to the servers 

without revealing the sensitive information of the applications. The typical generalized DP 
algorithm explores the privacy in homogeneous and heterogeneous and defines the classifiers 
based the groups for validating the privacy and security policies. The clustering-based DP 
addresses the large multi-dimensional data and groups it based on the similarity for defining the 
classifiers to validate the ε-differential privacy. These methods maintain the good classification 
accuracy for various specifications and budget values of diversified intents and intent scopes. 
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