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ABSTRACT

Due to the increasingly online nature of business (e-commerce), it is essential to understand how end-users
can be protected from malicious online activities such as malware. Several factors have been examined in
the research on this topic. Digital native status was identified as a factor that has not been investigated
thoroughly. This study examined how the security decision-making process is impacted by digital native
status by looking at Protection Motivation Theory. Digital Native Status was investigated as a mediating
factor in the PMT model. Intent to use antivirus was utilized as the protective measure. The findings
indicate that digital native status does not mediate Fear. However, other factors, such as Fear, self-
efficacy, and response efficacy, play a part in the intent to use antivirus. Conversely, the other constructs in
the model, response-costs and maladaptive rewards, did not have a relationship with antivirus usage.
Practically speaking, employers and eCommerce businesses could use these findings to identify factors that
play into their end-user behaviors. These findings can be utilized to help guide training programs and
professionals researching end-user behavior. These findings also suggest that future research should focus
on factors other than age.
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1. INTRODUCTION

With the advent of the Internet, consumerism has shifted from a purely physical interaction
model to an increasingly eCommerce model [1]. Many companies have successfully used digital
communication models; however, digital communication has also introduced new information
privacy challenges [2]. According to Bansal and Zahedi [3], there has been an increase in online
privacy violations, leading to personal customer information exposure. This exposure, in turn, has
created concern in the consumer community [3].

Information privacy concerns can quickly turn into violations of trust for consumers [2]. For
example, in 2011, Sony experienced a significant data breach that resulted in consumer concern
and customer lawsuits due to the violation of trust [4]. In the same year, multiple other attacks
occurred that dampened consumer trust. Companies such as RSA (an information security
provider), Best Buy, Target, Verizon, and more suffered breaches that ultimately lead to a severe
violation of trust [4].

These types of breaches are not uncommon. Privacy Rights Clearinghouse (PRC) has archived
over 9000 breach events from January 2005 to December 2018 [31]. Altogether, there were 12
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billion records in these archives [31]. Many similar organizations have had similar results in their
recording and reporting on information breaches [32]. Such trust violations are of concern to
companies due to the potential loss of revenue. According to Tomlinson and Mayer [5], trust
violations can have consequences such as loss of income (due to loss of sales) and other
irreparable damages (such as legal consequences). Shackelford [4] claims that this loss can be
upwards of $200 per consumer record lost, and potentially more per consumer.

Companies also face potentially severe legal consequences from breaches [6]. Lawsuits aimed at
companies who have violated consumer privacy by illegally selling consumer information and
illegally tracking consumer online behavior through their browser (mainly using “cookies” to
track consumers’ online behaviors) have brought more attention to the privacy issue. These
incidents have spurred new legislation aimed at protecting consumers from breaches of privacy
via online conduits such as company websites and online storefronts.

With the advent of these new laws and added protections to existing laws, companies have had to
find better ways to protect their data to ensure privacy for individuals or businesses they keep
information about. Companies have been accomplishing this task by studying how users interact
with their stored data to create better mechanisms to secure user information [7].

These studies have found that, in general, users who are concerned about their privacy in an
online environment will most likely take measures to protect their privacy, measures such as
installing antivirus or changing privacy settings on social media [8]. These studies have also
found that several factors play into those concerns. Researchers have identified factors such as
ownership [9], generation [10], protection motivation [11, 28], and data handling [12] as
motivating factors. These items represent common themes throughout the research; however,
they are not representative of everything that goes into consumer concern; research on this topic
is still being developed, and new factors are found every day.

Much of the research looking into motivations to take privacy precautions utilize fear motivation
theory. In addition to the study by Boss et al. [11] (referenced for this study), there have been
numerous studies. For example, Tsai et al. [13] looked at fear motivation and planned behavior
and how they relate to the end user’s intention to take privacy protections. Another study, by
Chen, Beaudoin, and Hong [14], looks at online privacy concerns and how protection motivation
theory, in addition to the Extended Parallel Process Model (EPPM), plays into those concerns.
Such studies continue to examine fear motivation and how it affects the end-user in their decision
to take privacy precautions in an online environment.

This study utilizes PMT by keeping the existing framework and introducing a mediating factor
(i.e., digital native status). It is a well-known presumption of those in the information security
industry that familiarity with technology plays a role in how one reacts to situations and what
precautions they may take. One also assumes that if someone is a “digital native” (i.e., born after
1980 during the proliferation of technology), they will be more familiar with technology due to
growing up with it rather than adopting it later in life [15]. Therefore, this study tested the theory
that digital native status moderates fear and the adaptive response to Fear.

Looking at PMT and DNS, the research question was formed. It centered around the idea that
digital native status would be examined using PMT. The main research question is, “To what
extent do high fear levels relate to an increased usage of antivirus software when moderated by
digital native status?”. Other research questions were formed from the PMT model itself. Each
subsequent question sought to understand the relationship between each construct and the
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protective measure of antivirus use. These questions were developed to identify any other factors
that impacted the decision-making process and confirm previous research on the topic.

From the research questions came the hypothesis: one null and one positive for each question.
The null hypothesis meant that there were not any relationships between the constructs being
examined in each question. The other, the positive hypothesis, posited that there was a
relationship. The section discussing methods and materials goes further into the questions and
their related hypothesis.

The remainder of the paper is broken down into five additional sections. In section 2, a literature
review is presented to provide background on the topic of PMT, current research, and digital
native status. Next, in section 3, the methodology used in the paper is provided. Then, in section
4, the study’s results are presented and discussed. In section 5, future research recommendations
are discussed. Lastly, in section 6, the paper is closed with conclusions sheened from the
research.

2. LITERATURE REVIEW

This section examines the state of the research as it pertains to protection motivation and digital
native status. This section is divided into three main sections. The first section discusses the
background of PMT and the current state of research. The second section discusses PMT itself.
Lastly, the third section discusses digital native status.

2.1. Background

Fear motivation theory, also known as PMT, posits that behavior may change based on a
response to an event that caused Fear [16]. This is typically considered an adaptive response or a
protection response [11, 16]. Fear motivation has been the focus of several studies to better
understand end-user behavior to create better control mechanisms for end-user privacy [9, 11, 14,
17]. The ultimate goal of these types of studies is to better comply with local, state, federal, and
international laws and to bring a better experience to the end-user [11, 12].

PMT has been used in many studies in the information security realm. Studies by Boss et al. [11],
Doane et al. [17], Ifinedo [18], and many more all use PMT to examine end-user behaviors when
it comes to compliance with policies as well as with taking protection methods such as using
antivirus. Boss et al. [11] studied PMT in the context of end-user behavior with backups and
antivirus usage. Doane et al. [17] used PMT to explore how cyberbullying impacts risky online
transactions. Lastly, Ifinedo [18] studied PMT to see how it affected employee compliance with
security policies.

PMT states that there are positive relationships between Fear and adaptive measures. There are
also positive relationships between response efficacy and adaptive measures and between self-
efficacy and adaptive measures [11]. The theory also shows a negative relationship between
maladaptive rewards and adaptive measures and between response costs and adaptive measures
[11]. As a result of these relationships, high fear levels are thought to lead to more protective
measures [11, 16, 17, 18]. Additionally, Boss et al. [11] found that using high fear appeal
messages created more Fear. In those scenarios where Fear was elevated, users were more likely
to take protective measures.

The relationships between the independent and dependent variables in the PMT model also
suggest that individuals with high perceived response efficacy are more likely to use a protection
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method [11, 16, 18]. Ifinedo [18] found that this relationship was supported by empirical
evidence. In Ifindedo’s study, the data analysis indicated a positive relationship between response
efficacy and the likelihood that an individual would use a protection method.

Boss et al. [11] found evidence that individuals with high maladaptive rewards were less likely to
use protection methods. Boss et al. [11] posited that individuals who feel that they are rewarded
for not taking protective measures would be less likely to use protection than individuals
motivated by Fear. PMT posits that individuals who perceive the response cost to be high are less
likely to take protective measures [11]. Scholars have suggested that this relationship is because
individuals may feel that the costs are not worth the effort [11, 18]. Boss et al. [11] found
evidence to support this conclusion, but the results of Ifinedo’s [18] study did not indicate a link
between response cost and protective measures. This lack of consistency in the research suggests
a need for additional research.

PMT theory does not explicitly examine other factors’ influence on the relationships between fear
motivators and adaptive measures. Examples of potential mediating and moderating variables
include age, gender, race, and education level. While age is similar to digital native status as it
has to do with birth year, it is not considered the same. Age is a variable that increases the further
away from birth year one gets, while digital native status has to do with being born before 1980
or in 1980 or after. There are only two groups with digital native status. This study aims to add to
the theory by looking at digital native status as a possible mediating factor in how Fear plays into
adaptive measures.

2.2. Protection Motivation Theory and the Research Model

The research model used in this study is the PMT model. The model was first introduced by
Rogers in 1975 [16] and was meant to examine how Fear plays a role in the decision-making
process. The model has been modified over the years to accommodate new research on the topic
[11]. The model’s current iteration includes several new constructs, such as maladaptive rewards
and response costs [11]. In the current model, these new constructs, in addition to traditional
constructs (such as Fear and self-efficacy), all play a role in how the end-user responds to fear.

The model used for this study is based on what is referred to as the full PMT model and is
considered the most current iteration of the model [11]. In this version of the model, Fear is
affected by the individual’s threat appraisal. The threat appraisal is comprised of two factors:
perceived threat severity and perceived threat vulnerability (i.e., how large is the threat and how
likely it is to occur). If either is large, the individual is expected to have a higher level of Fear and
is more likely to act on that Fear [19].

If the threat is deemed high enough to take action, then the individual will progress to what is
known as the coping appraisal step. In this step, the individual will analyze the response efficacy,
self-efficacy, and response costs factors to see if it is worth moving on to the actual response to
the threat [19]. If the response costs are too high, or if any of the efficacy factors are too low, then
the individual is not likely to move on to the response [19].

Lastly, if the threat is deemed high enough, and the efficacy factors are considered high enough,
they will likely move on and take the protective measure. This behavior implicates that the
individual would be likely to use antivirus to protect their online privacy in our study. This study
introduces a few factor. This new factor is digital native status. Digital native status has to do
with when an individual was born. If the individual was born before 1980, they are considered a
digital immigrant (or someone who adopted technology later in life). If the person was born on or
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after 1980, they are considered a digital native because they have grown up during the digital age
and are assumed to have used technology most of their life [20] (see Figure 1 Research Model).

2.3. Digital Natives and Digital Immigrants

The mediating factor for this study is Digital native status. Digital native is a term popularized by
educator Marc Prensky in 2001 [15]. Prensky wrote about digital natives and digital immigrants
in an article titled “Digital Natives, Digital Immigrants.” In the article, Prensky discusses how
learning changes have occurred due to the shift in the way students use technology. Prensky
coined the term “digital native” for students born after 1980 who grew up with technology.

Prensky [15] describes the phenomenon of the digital age as a “singularity” [15, p. 1] that has
changed the way people think and interact with each other. According to Prensky, digital natives
are “native speakers” [15, p. 1] of technologies such as video games, the Internet, and computers
in general. Since they are native speakers, digital natives have an “accent” [15, p. 3] that digital
immigrants do not. For example, Prensky describes the process of information gathering for
digital natives as turning immediately to the Internet instead of traditional sources such as
newspapers and magazines, as a digital immigrant would. Prensky posits that this is because “a
language learned later in life,...goes into a different part of the brain” [15, p. 3].
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Prensky followed up this article with a second article on digital natives and digital immigrants
called “Digital Natives, Digital Immigrants, Part II: Do They Think Differently?” [21]. In this
article, Prensky explores how growing up in a digital environment changes people’s thinking.
Prensky posits that because one’s thinking patterns can vary based on experiences, growing up
around technology changes how people think and therefore impacts their decision-making
process and how they learn.

Prensky also posits that this change in the way digital natives think impacts how they develop
their skills. In the article, Prensky suggests that digital natives may have lost their reflective
ability (i.e., the ability to learn from experiences). Prensky is implying that their decision-making
and thought processes may not have to do with prior experiences [21, 29, 30]. The change in the
way digital natives think and their perceived increase in digital literacy are motivating factors
behind using digital native status as a mediating factor in this study.

Others question whether or not digital native status impacts information literacy in the way
implied by the very concept of the digital native. In 2017, Kirschner and De Bruyckere [35]
questioned whether digital native status was real. They likened the idea to “yet-like creatures.” In
2019, Marksbury and Bryant [36], agreeing with Kirschner and De Bruyekere, did additional
research on the topic and found that there may be something to the idea that digital literacy is not
S0 native to the digital natives and more likely has to do with experiences, not age.

This clashing of ideas is one of the leading factors for this study.

The next section discusses the materials and methods used to conduct this study.

3. MATERIALS AND METHODS

This section presents the materials and methods used to conduct this study. First, a background is
provided, then the section is broken into several sections describing different elements of the
methodology. First, the research question and hypothesis are presented. The next section looks at
instrumentation and presents the instrument used in the study. Validity and reliability are also
discussed. Sampling procedures are then presented. In the last section, a brief overview of the
data analysis process is presented.

A nonexperimental, correlational research design was chosen for this study. A survey instrument
was used to collect data. The chosen approach allowed the researcher to quantitatively analyze
the relationships between the different variables of interest in the study using linear regression
analysis [22]. Data were collected via an online survey tool provided by QuestionPro. This
approach was chosen as several related studies, such as the one by Boss et al. [11], utilized this
methodology.

Seven variables were examined as part of the study. The four independent variables consisted of
Fear, maladaptive rewards, response efficacy, self-efficacy, and response costs. Intent to use
antivirus, the adaptive response, was examined as a dependent variable, and digital native status
was examined as a mediating variable. Each of the independent variables was examined with the
dependent variable to see if there was a relationship between them. The participants’ digital
native status was then examined to determine if digital native status acted as a mediating factor
between Fear and adaptive response.

A regression analysis was used to examine the relationships between the variables. Tabachnick
and Fidell [22] noted that “Regression analyses are a set of statistical techniques that allow one to
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assess the relationship between one dependent variable (DV) and several independent variables
(IVs)” [22, p. 117]. Regression analysis allowed the research questions to be answered via a
simple analysis of the quantitative data to establish relationships between the various constructs
and the intent to take adaptive measures by increasing the use of antivirus software. IBM SPSS
was used to facilitate data analysis.

3.1. Research Questions and Hypotheses

Five research questions were investigated during the present study. Each research question was
answered by testing a pair of null and alternative hypotheses. The research questions and their
corresponding hypotheses were as follows:

Research Question 1: To what extent do high fear levels relate to increased usage of antivirus

software when moderated by digital native status?

o HO1: Higher levels of Fear are not related to increased usage of antivirus software when
moderated by digital native status.

o Hal: Higher levels of Fear are related to increased usage of antivirus software when
moderated by digital native status.

Research Question 2: To what extent does higher acceptance of maladaptive rewards relate to

increased usage of antivirus software?

o HO02: Higher acceptance of maladaptive rewards do not lead to higher levels of usage of
antivirus software

o Ha2: Higher acceptance of maladaptive rewards does lead to higher levels of usage of
antivirus software

Research Question 3: To what extent do higher levels of response efficacy relate to increased

usage of antivirus software?

o HO03: Higher levels of response efficacy do not lead to higher levels of usage of antivirus
software.

o Ha3: Higher levels of response efficacy do lead to higher levels of usage of antivirus
software.

Research Question 4: To what extent do higher levels of self-efficacy relate to increased usage
of antivirus software?

o HO04: Higher levels of self-efficacy do not lead to higher levels of usage of antivirus software.
o Ha4: Higher levels of self-efficacy does lead to higher levels of usage of antivirus software.

Research Question 5: To what extent does higher response cost relate to increased usage of

antivirus software?

o HO05: Higher levels of response costs do not lead to higher levels of usage of antivirus
software.

o Hab: Higher levels of response costs lead to higher levels of usage of antivirus software.

3.2. Instrumentation

A survey instrument was used for this study. The survey instrument used was the same as the one
used in the Boss et al. [11] study. The study consisted of two sub-studies. One looked at backup
habits, and the other looked at antivirus usage. The sub-study questions that looked at antivirus
were used with the author’s permission for this study. The instrument asked questions about the
various constructs and took responses in a 5-point Likert Scale format. A value of 5 represented
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agree, and a value of 1 represented disagree. The following section outlines the questions asked
as part of the survey.

3.2.1. Survey Instrument Questions
Measurement items (from Boss et al. [11]):

1) Intent to use anti-malware software
a) | intend to use anti-malware software in the next three months.
b) I predict I will use anti-malware software in the next three months.
c) | plan to use anti-malware software in the next three months.
2) Threat severity
a) If my computer were infected by malware, it would be severe.
b) If my computer were infected by malware, it would be serious.
c) If my computer were infected by malware, it would be significant.
3) Threat Vulnerability
a) My computer is at risk of becoming infected with malware.
b) It is likely that my computer will become infected with malware
c) My computer may become infected with malware.
4) Response Efficacy
a) Anti-malware software works for protection
b) Anti-malware software is effective for protection.
c) When using anti-malware software, a computer is more likely to be protected.
5) Self-Efficacy
a) Anti-malware software is easy to use.
b) Anti-malware software is convenient to use.
c) | can use anti-malware software without much effort.
6) Fear
a) My computer has a serious malware problem.
b) My computer might be seriously infected with malware.
c) The amount of malware on my computer is terrifying.
d) 1 am afraid of malware.
e) My computer might become unusable due to malware.
f) My computer might become slower due to malware.
7) Maladaptive Rewards
a) Not using an anti-malware application saves me time.
b) Not using an anti-malware application saves me money.
¢) Not using an anti-malware application keeps me from being confused.
d) Using an anti-malware application would slow down the speed of my access to the
Internet.
e) Using an anti-malware application would slow down my computer.
f) Using an anti-malware application would interfere with other programs on my computer.
g) Using an anti-malware application would limit the functionality of my Internet browser.
8) Response Costs
a) The cost of finding an anti-malware application decreases the convenience afforded by
the application.
b) There is too much work associated with trying to increase computer protection through
the use of an anti-malware application.
c) Using an anti-malware application on my computer would require a considerable
investment of effort other than time.
d) Using an anti-malware application would be time-consuming

128



International Journal of Computer Networks & Communications (IJCNC) Vol.13, No.2, March 2021

The survey was created by Boss et al. [11] using several surveys from previous research on
malware. Boss et al. [11] vetted all of the survey questions. The following section discusses the
reliability and validity of the survey instrument.

3.2.2. Validity and Reliability

Boss et al. (2015) tested the validity of the survey instrument using confirmatory factor analysis.
They used STATAJ/SE version 3.1 to run the analysis. STATE/SE is a software application that
allows for several statistical analyses, including factor analysis. Boss et al. tested both the
convergent and the discriminant validity of the instrument. Testing indicated that the model fit
was good, with values for the comparative fit index (CFI) at 0.948, the root mean square error of
approximation (RMSEA) at 0.045, the Tucker-Lewis index (TLI) at 0.935, the coefficient of
determination (CD) at 1.000, and an X2 value of 6067.02. This testing demonstrated that Boss et
al. ’s instrument was valid for measuring fear motivation and adaptive behavior.

Boss et al. (2015) tested their instrument’s reliability by calculating the Cronbach’s alpha
coefficient for each construct. Cronbach’s alpha tests for internal consistency and reliability
through a complicated algorithm that results in an alpha value (). This value represents the level
of consistency among the items defining the construct [33]. All of the Cronbach’s alpha scores
reported by Boss et al. were higher than the acceptable threshold of .70. The lowest scores
reported by Boss et al. were for the constructs of Fear (.755) and maladaptive rewards (.777).
Scores between .70 and .80 are considered acceptable. The scores for threat vulnerability (.817),
response costs (.845), and response efficacy (.898) all fell within the range of what is considered
acceptable (i.e., .80 to .90). The remaining scores for threat severity (.915), self-efficacy (.929),
and intent (.984) were above the threshold for excellent (i.e., above .90). Based on these scores,
the instrument was considered reliable for use in the present study.

3.2.3. Sampling

Sampling for this study focused on participants that were regular internet users and were familiar
with the basic concepts of information privacy. All participants were required to be over the age
of 18 and were required to both live and work in the United States. A stratified random sampling
technique was chosen to select the participants of this study. Two groups were formed — those
classified as digital immigrants and one classified as digital natives. The two groups were formed
to determine DNS status.

The sample size was determined through power analysis using G*Power [34]. When calculating
the sample size, several parameters were considered, including effect size, power, and the number
of predictors in the model. The desired effect size was small (i.e., 0.10), and the desired power
was 0.95 (i.e., 95% confidence). There were five predictors in this study (fear level, maladaptive
rewards, response efficacy, self-efficacy, and response costs). Based on these parameters,
G*Power calculated the minimum necessary sample size to be 132 participants. Sixty-six in the
digital immigrant group, and 66 in the digital native group.

QuestionPro facilitated the sampling process and used the desired stratified random sampling
method. Members fitting the research criteria were randomly selected from QuestionPro’s
member database. Once selected, QuestionPro contacted the potential participants via email,
informing them of the study’s purpose and requesting that they complete the survey. Question
Pro also facilitated the collection of data.
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3.3. Data Analysis

The data analysis process began once the researcher downloaded the data from QuestionPro’s
website. The data was in a raw numeric format that included both nominal and ordinal data.
Responses to questions about participants’ gender and race constituted nominal data, and
responses to the Likert-scale survey questions constituted ordinal data. The researcher loaded the
raw data into the IBM SPSS tool for management and analysis. Before beginning the analysis, the
researcher reviewed the data for accuracy and completeness. The researcher only modified data if
there were any issues with outliers or deviations from normality. These modifications are
described in the next chapter as part of the analysis. The analysis was done using the following
techniques (see Table 1):

Table 1: Analysis Techniques by Research Question

Research Hypotheses Analysis Type Descriptive Statistics Posthoc Analysis
Question
1 Hol/ Hal Multiple Linear Central Tendency, Median, p-values, beta
Regression Standard Deviation coefficients, and z-
tests
2 Ho2/ Ha2 Multiple Linear Central Tendency, Median, p-values, beta
Regression Standard Deviation coefficients, and z-
tests
3 Ho3/ Ha3 Multiple Linear Central Tendency, Median, p-values, beta
Regression Standard Deviation coefficients, and z-
tests
4 Hod/ Ha4 Multiple Linear Central Tendency, Median, p-values, beta
Regression Standard Deviation coefficients, and z-
tests
5 Ho5/ Hab Multiple Linear Central Tendency, Median, p-values, beta
Regression Standard Deviation coefficients, and z-
tests

In the next section, the results of the study are presented and discussed.

4. RESULTS

The following section presents the results of the study and briefly discusses what they mean for
the field. The section is divided into three sections. The first section looks at the demographics of
the respondents to the study. The next section looks at the preliminary analysis and how the
variables met normality. The last section discusses more thoroughly the data analysis and the
results of the study.

4.1. Demographics

The sampling for this study was done using random stratified sampling. QuestionPro took in the
requirements for the sample and provided the participants based on the researcher’s needs. The
sample requested was stratified into two groups: one containing digital immigrants and one
containing digital natives. The following section discusses the sample that was obtained from
QuestionPro.In the raw data, there were 183 samples. Since some of the surveys were not
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completed or did not meet additional criteria, some samples were removed. Twenty-four surveys
were identified as incomplete or completely blank. Once the data was cleaned of the 24
incomplete or empty surveys, there were 159 participants in total. Of the 159 participants, 48
were male, 110 were female, and one participant was identified as third gender. Overall, males
made up 30.2% of the respondents, females made up 69.2% of the respondents, and those who do
not identify as either made up 0.6% of the respondents.

One hundred twenty-three people identified as white, 13 people who were black or African
American, two people who were American Indian or Alaskan Native, seven people who were
Asian, ten people of Hispanic or Hispanic Origin, and four people were two or more races. Those
who identified as being white made up 77.4% of the participants. Black or African Americans
made up 8.2% of the participants, American Indian or Alaskan Natives made up 1.3% of the
respondents, those of Asian descent made up 4.4%, Hispanic or of Hispanic Origin made up
6.3%, and those who are two or more races made up 2.5%.

Twelve people were between the ages of 18-24, 58 were between 25-34, 28 between 35-44, 27
between 45-54, 18 were 55-64, and 16 were 65 or older. Those who are 18-24 made up 7.5% of
the participants, those who are 25-34 are 36.5% of participants, 35-44 make up 17.6% of the
participants, 45-54 make up 17%, 55-64 make up 11.3%, those that are 65 or older make up
10.1% of the total sample. 83 people were considered digital immigrants, and 76 were digital
natives. Digital immigrants made up 52.2% of the sample, and digital natives made up 47.8% of
the sample. The goal was 50%. The sample was within a small variance of this. All the
participants were residents or citizens of the United States of America. The following table
summarizes the demographics’ results for the modified sample (after the incomplete surveys
were removed).

Table 2: Demographic Characteristics

Demographic Category Frequency Percent
Gender
Male 48 30.2
Female 110 69.2
Third gender 1 0.6
Race
White 123 77.4
Black or African American 13 8.2
American Indian or Alaskan Native 2 1.3
Asian 7 4.4
Hispanic or of Hispanic Origin 10 6.3
Two or more races 4 2.5
Age
18-24 12 7.5
25-34 58 36.5
35-44 28 17.6
45-54 27 17
55-64 18 11.3
65 and over 16 10.1
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Demographic Category Frequency Percent
Digital Native Status
Born before 1980 (digital immigrant) 83 52.2
Born on or after 1980 (digital native) 76 47.8

4.2. Preliminary Analysis

Scales were formed based on the study by Boss et al. [11]. Summary statistics on the scales are
presented in Table 2. The normality of the scales was assessed using z-scores formed by dividing
skewness by the standard error of skewness (SK/SE). Values above +/- 3.29 are indicative of
departures from normality [22]. As shown, two of the scales, the dependent variable, Intent to
Use Anti-Malware, and one of the independent variables, response efficacy, were negatively
skewed. Before using these scales in the comparative analyses to test the hypotheses, a
normalizing transformation was applied to the values, as recommended by [23].

Specifically, the scores were reflected (each score was subtracted from 6), and then the square
root was taken of the result. In presenting the results, the directions of all relationships (either
positive or negative) were adjusted to represent the original variables.

Table 3: Summary Statistics for Study Measures

Scales Mean SD Skewness SE SK/SE
Non-normalized scales

Intent to use anti-malware 3.92 1.09 -0.82 0.19 -4.28
Response efficacy 3.97 0.83 -0.83 0.19 -4.34
Self-efficacy 3.87 0.92 -0.61 0.19 -3.18
Fear 2.85 1.03 0.20 0.19 1.06
Maladaptive rewards 2.65 111 0.22 0.19 1.12
Response costs 2.72 1.04 0.19 0.19 0.96
Normalized Scales (square root of reflected scores)

Intent to use anti-malware 1.40 0.37 0.45 0.19 2.35
Response efficacy 1.40 0.29 0.29 0.19 1.51

Once intent to use anti-malware was normalized, the z-value was brought down to 2.35, which is
well within the tolerances for normality (West et al., 1995). Standard deviation and skewness
were also reduced. Response efficacy was then normalized. The z-value was brought down to
1.51, which is also well within the tolerances for normality [22]. Standard Deviation and
Skewness were also reduced.
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Self-efficacy met normality requirements with a z-value of -.318, which is just inside the
tolerance for normality [22]. No normalization was needed for this construct. Fear met the
normality requirements at 1.06, which is well within tolerance for normality [22]. No
normalizations were required for this construct as well. Maladaptive rewards also met normality
requirements with a value of 1.12. This value is within the tolerance for normality [22]. This
construct also did not require normalization. Response costs met normality requirements with a
value of 0.96. This value is well within tolerances for normality [22].
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The analysis found that several hypotheses could be supported, whereas several of the Null
Hypotheses were supported (see Table 4 for a summary). This section details the testing that was
done for each guestion and whether the null was accepted or rejected.

Table 4: Results of Data Analysis for All Hypotheses

Hypothesis Variable Entered F p Null Accepted?
H1 Fear 12.43 0.001 No
DNSa 0.04 0.839 No
Fear*DNS 0.3 0.586 No
H2 Maladaptive Rewards 0.03 0.856 Yes
H3 Response Efficacy 125.09 <0.001 No
H4 Self-Efficacy 100.26 <0.001 No
H5 Response Costs 1.61 0.689 Yes

Hypothesis 1: Higher levels of Fear are related to increased usage of antivirus software when

moderated by digital native status.

This hypothesis was tested using a multiple linear regression analysis using the normalized Intent
to Use Anti-Malware scale as the outcome, and Fear as the predictor, moderated by Digital
Native Status. The scales were standardized by subtracting the sample mean from the scores and
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dividing by the sample standard deviation to aid in interpretation. A cross-product was then
created by multiplying the centered Fear values by digital native status, which was coded 1 for
those born during or after 1980, and zero otherwise. The results are presented in Table 3. As
shown, Fear was a significant predictor of the Intent to Use Ani-Malware (F(1,157) = 12.43, p =
.001), explaining a minimal (7.3%) but non-random amount of the variance in the outcome.
However, Digital Native Status did not add to the prediction (F(1,156) = 0.04, p =.839), nor did
it moderate the effect of Fear on the outcome (F(1,155) = 0.30, p = .586). While there is not
sufficient evidence to support the claim that digital native status moderates the relationship, the
results support the rejection of the null hypothesis in that higher levels of Fear were significantly
related to the increased usage of antivirus software.

Table 5: Linear regression on Intent to Use Anti-Malware using Fear as the predictor and Digital Native
Status as a moderator

Variable R? F
Step Entered R R? Change Change df p B t p
1 Fear 0271 0.073 0073 1243 1,157 0.001 0.228 2.03  0.044
2 DNS* 0271 0074 0000 004 1,156 0839 0016 020 0.840
3 Fear'DNS 5575 0075 0002 030 1,155 0586 0061 055 0586

Hypothesis 2: Higher acceptance of maladaptive rewards does lead to higher usage of antivirus
software.

This hypothesis was tested using a simple linear regression on Intent to Use Anti-Malware using
Maladaptive Rewards as the predictor. As shown in Table 6, Maladaptive Rewards was not
significantly predictive (F (1,157) = 0.03, p = .856). Therefore, the null hypothesis is accepted.

Table 6: Linear regression on Intent to Use Anti-Malware using Maladaptive Rewards as the predictor

R R2 F B p
0.014 0.000 0.03 -0.014 0.856

Hypothesis 3:Higher levels of response efficacy do lead to higher usage of antivirus software

This hypothesis was tested using a simple linear regression on Intent to Use Anti-Malware using
Response Efficacy as the predictor. As shown in Table 7, Response Efficacy was significantly
predictive (F (1,157) = 125.09, p < .001). This result supports the rejection of the null hypothesis.

Table 7: Linear regression on Intent to Use Anti-Malware using Response Efficacy as the predictor

R R2 F B p
0.666 0.443 125.09 0.666 <.001

Hypothesis 4:Higher levels of self-efficacy do lead to higher usage of antivirus software

This hypothesis was tested using a simple linear regression on Intent to Use Anti-Malware using
Self-Efficacy as the predictor. As shown in Table 5, Self-Efficacy was significantly predictive (F
(1,157) = 100.26, p <.001). This result supports the rejection of the null hypothesis.
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Table 8: Linear regression on Intent to Use Anti-Malware using Self-Efficacy as the predictor

R R2 F B p
0.624 0.39 100.26 0.624 <.001

Hypothesis 5:Higher levels of response costs lead to higher usage of antivirus software

This hypothesis was tested using a simple linear regression on Intent to Use Anti-Malware using
Response Costs as the predictor. As shown in Table 4, the Response Costs variable was not
significantly predictive (F (1,157) = 1.61, p = .689). Therefore, the null hypothesis is accepted.

Table 9: Linear regression on Intent to Use Anti-Malware using Response Costs as the predictor

R R2 F B p
0.032 0.001 1.61 0.032 0.689

4.4. Summary of the Results

First, it was found that for Hypothesis 1: Higher levels of Fear are related to an increased
usage of antivirus software when moderated by digital native status, the construct of digital
native status did not have a strong mediating effect on the relationship between Fear and
increased usage of antivirus software. Multiple linear regression analysis using the normalized
Intent to Use Anti-Malware scale as the outcome, and Fear as the predictor, moderated by digital
native status, found that F = 0.3 and p = 0.586; p is more than the alpha level of 0.05, so it is not
significant.

It was also found that there was not a strong relationship between digital native status and intent
to use anti-malware (F = 0.04 and p = 0.839, where p is more than the alpha level of 0.05, so it is
not significant). However, it was found that there is a significant relationship between Fear and
usage of antivirus software (F = 12.43 and p = 0.001, where p is less than the alpha level of 0.05,
so it is significant), so the null hypothesis cannot be fully accepted and must be rejected.

Next, for Hypothesis 2: Higher acceptance of maladaptive rewards does lead to higher usage
of antivirus software. It was found that maladaptive rewards did not significantly impact the
intent to use antivirus. Using simple linear regression on Intent to Use Anti-Malware using
maladaptive rewards as the predictor, it was found that F = 0.03 and p = 0.856, where p is more
than the alpha level of 0.05, so it is not significant. The null hypothesis was accepted.
Maladaptive rewards is not predictive for the protective measure, intent to use anti-malware.

Next, it was found for Hypothesis 3: Higher levels of response efficacy lead to higher usage of
antivirus software. There is a significant relationship between response efficacy and usage of
antivirus software. Using simple linear regression on Intent to Use Anti-Malware using response
efficacy as the predictor, it was found that F = 125.09 and p = <0.001, where p is less than the
alpha level of 0.05, so it is significant. The alternative hypothesis was accepted. This means that
response efficacy is predictive for the protective measure of intent to use anti-malware.

For Hypothesis 4: Higher levels of self-efficacy do lead to higher usage of antivirus software.
There was a significant relationship between self-efficacy and intent to use antivirus. Using
simple linear regression on Intent to Use Anti-Malware using self-efficacy as the predictor, it was
found that F = 100.26 and p = <0.001, where p is less than the alpha level of 0.05, so it is
significant. Since there was a significant relationship, the null hypothesis was rejected. This
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means that self-efficacy is also predictive for the protective measure of intent to use anti-
malware.

Lastly, for Hypothesis 5: Higher levels of response costs lead to higher usage of antivirus
software, there was not a significant relationship found. Using simple linear regression on intent
to use anti-malware using response costs as the predictor, it was found that F = 1.61 and p =
0.689, where p is more than the alpha level of 0.05, so it is not significant. In this case, the null
hypothesis was accepted. This means that response costs are not predictive for the protective
measure of intent to use anti-malware.

Figure 2 displays the results of the data analysis in graphical form. Overall, response efficacy,
self-efficacy, and Fear showed significant relationships with the intent to use antivirus.
Conversely, maladaptive rewards and response costs did not show enough of a relationship to be
considered having an impact on intent to use antivirus. Digital native status also did not have a
high enough of a relationship to be considered a mediating factor; however, since Fear did have
an impact, the null hypothesis was not accepted for H1. The next section looks at
recommendations for further research.

5. RECOMMENDATIONS FOR FURTHER RESEARCH

This section looks at recommendations for further research. It details constructs and other items
that have the potential to impact research on the topic. Further research should include fear
manipulations, such as the fear appeals used in the Boss et al. [11] study. These manipulations
have been shown to influence the results of studies on PMT, and therefore, they should be further
examined. Other research has also looked at different methodologies for delivering these appeals
[24]. The delivery methods of fear appeals might be something to consider in future research.

Further research should also incorporate a different mediating factor. Technology anxiety has
been examined as a mediating factor in some studies using the technology acceptance model
(TAM), and research has shown that such anxiety does have an impact on the decision-making
process [25]. As such, it may be a factor to consider for future research. Other factors seen in
research have been experience [26], security awareness [27, 37], and trust [26]. Researchers can
consider a variety of variable relationships in future research.

Further research could also compare longitudinal data and one-time results. According to Boss et
al. [11], fear levels may be affected by time. In one study, the fear appeal was drawn out, while in
another, the fear appeal was acute and sudden [11]. In the study that used acute fear appeals, the
results were more dramatic. The difference may have been due to the message’s sudden nature,
making the fear appeal seem more immediate or extreme. Further studies can help clarify this
phenomenon.
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Figure 10 Results of the Data Analysis

Next, it is recommended to look at varied populations in future research. This study was limited
to the United States; cultural factors could play a role in the study results. The results of this
study may be limited to the United States population. Further research using different populations
may net different results. The study was limited because only intent to use antivirus, not actual
antivirus usage, was measured. There could be differences in the intention to use versus actual
usage of antivirus software. Boss et al. [11] suggested that examining actual usage might yield
more accurate results than just measuring intent. Looking at this action, an experimental approach
may provide a more definitive answer on whether age or digital native status impacts PMT and
antivirus usage.

Lastly, further research should examine fear appeals that vary in strength. Boss et al. [11]
suggested that including fear appeals impacts the results of the study. However, no studies have
examined how varying levels of Fear appeals impact behavior or how appeals that are too strong
(i.e., elicit too much of a fear response) would affect the participant. This provides a possibility
for future research. The next section concludes the study and provides some end-thoughts from
the researcher.
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6. CONCLUSION

This section concludes the paper. In this section, a discussion on the study, its results, and end-
thoughts from the researcher are presented. End user behavior research has focused on many
factors, including age. There is an assumption among some researchers that a person’s age
impacts their behavior in online environments. To better understand this phenomenon, the present
study examined end-users’ intentions to use antivirus software through the lens of digital native
status. Typically, age is studied using cohort groups and not by digital native status. The intention
of using digital native status was to understand if a combination of age and technological
knowledge could help explain end-users’ protective online behavior.

A nonexperimental survey research design and protection motivation theory were used to
examine the assumptions associated with digital native status and end-users’behaviors. The
present study specifically examined how digital native status mediated the relationship between
Fear and intent to use antivirus software. It was found that digital native status did not mediate
the relationship between Fear and intent to use antivirus software. Digital native status did not
have any correlation at all with the intent to use antivirus software. While digital native status
was not significantly related to fear or intent to use antivirus software, a strong positive
relationship did exist between Fear and intent to use antivirus software. This significant positive
relationship was consistent with previous research.

Previous research suggested that digital native status could impact decision making, as digital
immigrants may not be as familiar with technology as their digital native counterparts.
Technological familiarity is thought to have an impact on end-users’ decision-making
processes. This study found that digital native status does not seem to impact the decision-making
process, previous research suggests that technology familiarity does and should be studied in
more detail.

Relationships between intent to use antivirus software and other constructs in the PMT model
were also examined as part of the present study. Other factors, such as self-efficacy, response-
efficacy, response-costs, and maladaptive rewards, were examined to determine if these factors
influenced end-users’ intent to use antivirus software. It was found that self-efficacy and
response-efficacy were significantly related to the intent to use antivirus software. The two
constructs had a strong, positive relationship with the adaptive response of intent to use antivirus
software. However, the results for the remaining constructs (i.e., maladaptive rewards and
response-costs) were insignificant and not in line with previous research. The lack of a significant
result may have been due to the absence of fear appeals in the present study. A more in-depth
examination is needed to clarify these relationships between these factors in future research.

Overall, the present study confirmed that self-efficacy and response-efficacy are positively
correlated with the intent to use antivirus software. The present study’s findings also confirmed
that Fear is positively correlated with the adaptive response of the intent to use antivirus software.
Digital native status was not correlated with the adaptive response, however. The lack of a
significant result regarding digital native status meant that the combination of age and
technological familiarity does not seem to impact the decision-making process when it comes to
PMT.

In practice, the present study’s findings indicated that self-efficacy, response efficacy, and Fear
were far more likely to contribute to better end-user Security than age, technological familiarity,
maladaptive rewards, and response costs. Professionals should focus on creating training
programs that bolster self-efficacy and response efficacy. It is also important to develop security
controls that inform users about the threats and vulnerabilities they face when antivirus software
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is not used. According to Boss et al., fear appeals that properly explain a risk effectively drive
end-user behavior.

The present study has left some questions about maladaptive rewards and response-costs
unanswered. Most studies on PMT find that the two factors are negatively correlated to the
adaptive response. However, a few studies, including this one, have found little to no relationship
between the two constructs and the adaptive response. The lack of a scholarly consensus leaves
the relationship between the two factors and the adaptive response unclear, at best. Further
research should concentrate on these factors to provide more precise guidance for the variety of
stakeholders with an interest in PMT and end-users’ online security behaviors.
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