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ABSTRACT

Nowadays, there is a rapid increase in the population throughout the globe and causing more urbanization
in the landscape. Advanced medical monitoring and disaster relief require more reliable, long-range
communication, feasible, and high connectivity with increased accuracy. The Internet of Things (1oT) has
revolutionized the way we interact with technology and has led to the emergence of a new class of
interconnected devices. These devices rely on efficient and reliable networking to communicate with each
other and with the outside world. The proposed work presents an loT-based mobile adaptive routing
algorithm (I0T-MARA) that is designed to work in a ubiquitous network, where a large number of devices
are connected and can move around. The proposed algorithm is an adaptive algorithm that can adjust its
routing decisions based on the current state of the network and the devices that are connected to it. The
algorithm considers the mobility of devices and the dynamic nature of the network to select the most
efficient path for data to travel. It also aims to minimize network congestion and improve overall network
performance. Simulations are used to evaluate the IOT-MARA algorithm and the results show that it
outperforms existing routing algorithms in terms of network throughput, delay, and energy consumption.
The proposed algorithm is helpful in the field of ubiquitous networking because it addresses the challenges
of mobility and dynamic network conditions during a fire mishap scenario. This research has implications
for the design and deployment of Ubiquitous Networks for the development of future communication
systems.
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1. INTRODUCTION

Wearable wireless sensor systems (WRWSSS) have shown rapid development in recent years in
the application of the Internet of Things (10T) [1-3]. The firefighter’s biggest enemy in the event
of a large-scale fire is not only the fire itself, but also toxic, smoke, harmful gases, and high
temperature, which is very difficult for human detection. The fire-fighters may fall into a coma
when they came into contact with these dangers. During this time, they may not be able to call for
any help and the situation may reach too unexpected. Therefore, it is necessary to have a system
to provide early warning to people to save their lives [4]. The needed ubiquitous network for this
purpose will not only collect environmental and human information, but it should also provide an
early warning signal. In this regard, WRWSSS has the best choice for the purpose.

A traditional WRWSSS structure in a fire scenario is combined with the people movement rule
and unreachable range distribution. The ubiquitous network consists of several fire fighters,
connectors, and a Base Station [5]. The connector and firefighters both have controller nodes and
general sensor nodes. The physiological information, such as blood pressure, electrocardiogram
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(ECG), and heart rate of the nodes is monitored using general sensor nodes. The general sensor
node information is collected by the controller node [6]. Figure 1 shows the ubiquitous network
transmission divided into three processes: 1) the collected data by the controller node is sent to
the destination node, 2) the exchange of the data between the controller node and sensor nodes, 3)
communication is performed by the connector with the Base Station.

In the scenario of a fire, the WRWSSS has a long transmission distance with many nodes. In the
literature survey, many studies have addressed this issue [7][8]. Examples such as the energy-
delay constraint adaptive (EDCA) mechanism proposed based on the node's  motion
characteristics [9]. Given the fire scenario, a routing algorithm such as the dynamic temperature
aware method is proposed to monitor the temperature of nodes. The monitoring information helps
avoid the high-temperature path for routing [10]. In most of the cases the routing algorithms are
developed based on the topology. But the topology between nodes and the displacement of a
single node can vary. Hence, researchers have developed routing algorithms based on location
under the premise of a perfect positioning system [11-15]. Figure 1 shows the Fire Rescue
Scenario’s Ubiquitous Network structure.
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Figure 1. Fire Rescue Scenario Network Structure

In the present study, we constructed a WRWSSS and developed the trust value of the Internet of
Things-based mobile adaptive routing algorithm (loT-MARA) to communicate between
controller nodes for fire scenarios. The contributions are as follows:

1. The fire scenario routing requirements were analyzed and a suitable structure for
WRWSSS was developed with 10T-MARA [16]. The developed algorithm has two stages; route
identification and maintenance.

2. In the stage of route identification, the different request zones were designed by
adopting different transmission distances [17]. To handle routing holes, the processing method
was also designed. The algorithm called location-aided routing for multiple request zones (LAR-
MRZ) is developed using these two schemes.

3. In the stage of routine maintenance, trust values are established using lines and nodes.
The stability of the node is calculated according to the state of node movement and neighbour
node model, and the stability of the link is calculated based on the link maintenance time between
nodes and the quality of wireless propagation [18].
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2. ALGORITHM FOR ROUTING IDENTIFICATION

Route identification and node prediction are done based on location-aided routing, but it has
several issues.

1. The zone request design is not reasonably processed, and the number of multiple requests
in the same routing location divides into circular and rectangular shapes [19]. Initially, it is
suitable for middle-distance route discovery, and further route discovery for short-distance [20].
But both techniques are not a good choice for the discovery of long-distance.

2. The routing holes are not considered in the general scenario, but they are considered in
the scenario of fire due to flame exceeding when the unreachable range occurs [21].

In the present work, we have developed an algorithm to address these problems. For a request
zone, this algorithm finds a reasonable range and gives the technique for dealing with the routing
holes [22]. The notation used in the LAR-MRZ algorithm is shown in Table 1.

2.1. Selection of Request zone

The different request distances such as short, medium, and long are adapted by designing the
three-request zone mode, and Algorithm 1 shows the process of selection [23-27]. Figure 2

shows the comparison of three request zones and the distance ratio ¥idea is represented in

equation 1 when ¥ = ¥1, less distance between the source and destination nodes, when ¥1 =1 ,

expansion of the source node when ¥ = ¥ larger distance between the source and destination
[28].

\I'.:nx— ay) 4+ (by—by)®

¥ = z (1)

Expected
Zzone Request zone
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Figure 2. Three request zones comparison in ubiquitous network.

! I, . . .
Where %x is represented the node at the middle part of the expected zone, %y is described the
node at the source side and Er is identified as the expected zone radius.

Algorithm 1: identification request zone (IRZ)

Step 1: Input_Parameters d (Y,X),d (Y:z]rEr

Step 2: Out Parameters R€s:
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Step 3: if (d(¥,X) = 5E, then Re_+<3;

Step 4: else
if

Step 5: else
Re_+1;

Step 6: End if
Step 7: Return

(m E. < d(v.2)< 55,,jmen Re, < 2;

Table 1: Abbreviations

SI. No | Notation | Description
1 i Source node
2 z Destination node
3. X Middle part of circular expected zone in ubiquitous network
4. [“zr 1?3] Location of ‘Z’
5 [ﬂsr bsj Location of ‘S’
6 [ﬂxr bxj Location of ‘X’
7 Tz Time interval of when data transfer from [“zr bz]
8 T Time interval of when data transfer from [“xrbx]
9 ¥ Distance ratio
10. R_ Request Zone
11. E, Expected zone radius in ubiquitous network
12. ¥1 Ratio between short- and medium-range distances
13. ¥z Ratio between medium- and long-range distances
14. d (Y,X) | Distance between ¥ and %
15. d (Y,Z) | Distance between ¥ and £
Different strategy of the expected zone in ubiquitous network:
R > One when Rz is triangular flooding.
16 ®s > Two when &= is rectangular flooding.
> Three when &= is circular flooding.
17. @ Phase at ¥ when = is triangular flooding.
18 @' Expended Phase at Y \when Bz is triangular flooding.
19 d (i,X) | Node distance between v and X
20. d (N,X) | Neighbor Node distance between i and X

2.2. Handling of Routing Hole

As the flame increases in a fire scenario, the discovery of route repetitions, route setting time, and
route overhead create the routing holes [29]. For long-distance transmission, the proposed
strategy of the triangular zone is enhancing the probability of routing holes. To solve the routing
holes two methods are proposed such as local processing and global processing. Global
processing is used when local processing is failed. Even if global processing failed, the
ubiquitous network is flooded and the worst-case scenario occurs [30]. Figure 3 shows the basic
idea of local processing algorithm. The process of routing holes is represented in Algorithm 2.

Where ‘w’ is represented as neighbour node of node ‘v, hole_source_rqr js described as data
packet request to the nodes and ‘m’ is represented the number of nodes in the zone [31].
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Figure 3. Process of route discovery in ubiquitous network.

Algorithm 2: Local hole handling (LHH)

Step 1: Rz, d(w, X)
Step 2: pathlist (¥(m)),m
Step 3: T'Eceive hole_source_rreq;
step 4 i (W € R.)ihen
Step 5: abort the hole_source_rqr;
Step 6: else if
5d (K, X) <d (w.X)) then allocated pathlist (Y(m));
Step 7: ™M m + 1;

Step 8: Call Algorithm 3; else
Step 9: V hole_soure_error'w'

Step 10: end if

2.3. Number of Multiple Requests in the Same Routing Location

It is common for multiple requests to be sent to the same routing location in a network or system,
as routing locations are typically designed to handle multiple requests at once. The process is
divided into three sections: request of the route, processing of the hole, and route replay [32-35].
The process of the hole is carried out in two ways: local processing and global processing.
Initially, the source node starts processing the local hole if it finds the hole during the discovery
of routing. If local processing fails, then it switches to global processing. The developed
pseudocode for each step is given below.

2.3.1. Number of Multiple Requests in the Same Routing Location Pseudo-code

From steps 1-6 request of the route request (RQR) to the process of route finding. Further from
step 7-9 followed by the hole processing, and the last steps 10-12 show the process of route
replay (RRP). The request zone of the source node expanding is shown in Figure 4 [36].

The packet RQR in step 3 is described as follows:
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type < — reguest;

Source < — request;

destination < — id (D);

h < —0;

m =< — 1;

The content of RREP in step 10 is described as follows:
Source =id (Z);

Destination = id [F(m]);

pathlist (¥(m));

gps(Eg Fy)

E'xpected
Zone

The area surrounded by the
nodes of the hole.

Figure 4. The request zone of Source node expanding

3. ALGORITHM FOR ROUTING MAINTENANCE

There are a variety of routine maintenance algorithms that are used in different networking
contexts like Link-state routing, Distance-vector routing, Path-vector routing, Hybrid routing,
Hierarchical Routing, etc. These are just a few examples of routing maintenance algorithms, and
the specific algorithm used will depend on the needs of the network and the devices it is being
used on. The nodes in the WRWSSS become disconnected in a fire scenario. Hence, the process
of route maintenance must be incorporated. In the present study, we established the trust value
between pair nodes [37]. Trust management in a decentralized network is particularly challenging
due to the lack of centralized communication infrastructure and the fast varying feature of the
node movement in the environment. This has been used to represent the node's links and trust
values. Further, the RMA-TV basis is formed and routing maintenance is done with the trust
values. The maintenance of routing has been done at the two stages. The fault pre-processing is
done at the first stage and trust value is evaluated between the nodes during the data transmission.
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Algorithm 3: Number of Multiple Requests in the same routing location

Consider: ™ < 0

Input: Y(m),(a.,b.), 7, [Source code]
Output: routing path

Step 1: Determine the radius «Rop» and distance d(y, x)
Step 2: IRZ Algorithm used to identify the request zone

Step 3: RQR field set and determine = and Tx.
Step 4: Broadcast RQR packets

Step 5: RQR request receiver at node
if destination =id (V)
Jump to step 10;
else if ¥V € Bz then
Jump to step 6;

else abort RQR and Jump to step 12;
end

Step 6: if = d(N,x) < d (v.,x) then jump to step 4, else if ¥ d(N,x) < d(v,x) then jump to
£V d(N,x) > d (v, x) en hole_soure_error

<17

step 4. else i
Step 7: if hole_source_rgr

is broadcasts by node ‘v’

packet received by node ‘w’ then hole processing algorithm LHH
executes node ‘w’end.
Step 8: if hole soure_error

Jump to step 9.

rgr_error

packet received at node ‘v’ then is sends to node ‘y’

Step 9: TAT_ET'TOT received at node “y’, Update the original rqr packets with strategy value ‘R’

then jump to step 4.
Step 10: rqr received at node ‘Z’ then rpr packets message send to ‘Y’ along with information about route
in reverse direction.

Step 11: ¥ p € pathlist [Y(m])

if 7 Y() then move towards to pathlist (Y(m)):

else™ < m—1 jem = 0y

call the pathlist (Y(m)) stored step 7 and continue to reply;

£ = O then jump to step 12;

elsei
end
end

Step 12: end

3.1. Stability of Node

The Stability of a node in a network refers to the ability of the node to maintain its connectivity
and function properly. A stable node can consistently receive and transmit data and is not
vulnerable to frequent disconnections or malfunction. The following points are discussed to
understand the proposed method.

3.1.1. Remaining Time

The node lifetime can be improved with the energy consumption speed and remaining
energy. Hence, At is used to represent the remaining time of the node and defined the
remaining lifetime as equation 3.
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ey (@)
AT = @-am Q

T
Where, e,(T) is represented as residual node energy at a time T and e,(0) is described as a

residual node at the initial time. Within the threshold the linear relationship is used to represent
the remaining lifetime of the node as given in equation 4 [38].

Th,(t)=1 A 4)

Tth

Where Th,(7)is represented the threshold of linear relationship at time, T;, is described as the
threshold value set for the remaining time and At is identified as zero when no node is available.

3.1.2. Neighbor Node Model

There are two neighbor nodes having each control node. The first neighbor nodes are in the body
of the other node and one node is a set control node that acts as a reference point [39-41]. The
reference point in the ubiquitous network and other nodes are having a close relationship. The
neighbor nodes in the second type act as the control nodes on other bodies and it follows the
mobility model with random walking.

3.2. Trust Value

The trust value denoted by T, which is a combination sum of node stability and link stability is
represented as given in equation 5 and its operation is represented as shown in Figure 5.

TL‘ = Els ”’1: (I) + Ef st,;l_.' (Ij (5)

Where, 5™y s defined as node stability, Ls s represented as line stability and the weight
coefficients are represented by €1 and ©z.

v e o
\/A 0o 3 W

v @ -

Figure 5. Nodes relative movement
3.3. Algorithm

The algorithm for data transmission is as follows:
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3.3.1. Preprocessing

Once the discovery process of the route is done, the transmission data path assumed to follow the

pathd =B — € =D = E = F s shown in Figure 6. Own node stability is maintained to
exchange data with the neighbours. The node is set to the latest stability, during the data packet
transmitted through the node and it transmitted it to the ubiquitous network. The data packet is

sent to the next node, this node finds the trust value T and the link stability. The calculated trust
value if it is less than the threshold value, the corresponding link is marked as shown in Figure 7.

Between the node C and D trust value T+ satisfies the condition T» < Tu then pre-processing
mechanism is started by node D.

The detailed steps for pre-processing at RMA-TV are described below:

1. To maintain node stability Node D has to exchange packets with neighbour nodes periodically.

2. The trust value T» between nodes D and C is calculated when a packet passes through D.
3. As per the process given in Table 2 between D and C is the trust state St is obtained.

4. The processing goes to step 6 if St = 1, otherwise, go to step 5.

5. D re-establishes a path by disconnecting from C.

6. In the packet header mobile state of C is replaced by D and forwards the packet.

(®) ™)
\@/@\@/

Figure 6. Diagram for simplified data transmission

o @ ©
\@/ No/

Figure 7. Between C and G case of distrust
3.3.2. Reverse repair

The reverse repair mechanism is used when the link fails while connecting trusted nodes. There
may be damage to the ubiquitous network if the link is unidirectional in a fire scenario. Example
node D i.e. next hop node will collect the first when previous node C is damaged.

Once a link is disconnected the procedure for the route is repaired and is as follows

Step 1: The process of route repairs starts once node D finds it is disconnected from node C.

Step 2: Local route repairs is started by Node D, it goes to step 3 if the search sues otherwise go
to Step 5.

Step 3: the request packet from node D is received by Node B and the attribute of the packet are
verified.
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Step 4: remaining packets send by node D through the founded path to C.

Step 5: the discovery process started by Node D to the source node A.

Step 6: The request packet is received by node A from Node D and checks the attribute of the
packet.

Step 7: node D waits for the packet to time out to declare that the maintenance has failed.

Step 8: End.

4. ANALYSIS OF SIMULATION RESULTS

The ubiquitous network simulator tool NS2 is used to validate the proposed method. The area for
the simulation is set with a dimension of 1800 m x 840 m. Node 1 is set as Base Station and 50
firefighters are comprised in 1l0T-MARA. The frequency set for the simulation was 12.5 ms/time
and the length of the packet is 50 bytes. The range of 0-12 m/s is selected as the node moving
speed. As the increases the number of hopes, the overhead of ubiquitous network control
decreases as shown in Figure 8. Further overhead of the ubiquitous network is minimized by
limiting the number of hops to 5.

—— MARA
| —GPsR
el loT-MARA

=NV
Ll

Maintenance hop Thersholds (Hop)

Metwork Control Overhead (%)

Figure 8. The different hop thresholds for ubiquitous network vs control overhead

The performance of the proposed 10T-MARA algorithm is compared with the location-aided
algorithm Greedy Perimeter Stateless Routing (GPSR) and Ad-hoc On-demand Distance Vector
routing (AODV). In delivering the packet, the effect on the packet delivery rate is determined by
the speed of nodes as shown in Figure 9. The rate of the packet delivery is gradually declined
with increasing the speed of moving node. The increase in the moving speed may lead to packet
loss and reduces the node's stability. During the nodes low-speed moving, we can observe the
packet delivery rate has increased in MARA. The simulated results show that I0T-MARA is a
good choice for WRWSSS low-speed mobile nodes.

44



International Journal of Computer Networks & Communications (IJCNC) Vol.15, No.3, May 2023

83

98

Packet Delivery Rate (%)

Lo
L]

LTl

Bl
H_\_—\\u-
Bt

— MARA
—— GPSR

loT-MAR A

0.5 1

L B B R

LI e
i 4

Hode M oving Speed (m/s)

Figure 9. Nodes moving speed vs packet delivery rate

The three algorithms' end-to-end delay is observed with the moving speed of the node being
increased as shown in Figure 10. This analysis indicates that 10T-MARA provides the better
result as compared to other algorithms.

End-to-End Delay (ms)

—— MARA f
—— GPSR
loT-MARA ;
o
|
0.5 1 2 4 § 16

Node moving speed (m/s)

Figure 10. Nodes moving speed vs End-to-end delay

The packet loss rate of the node is depending on the link quality. Figure 11 shows the link quality
impact of three algorithms. In the simulation, it is observed that three algorithms are relatively
similarly performed when LQI > 120, but 1o0T-MARA has been shown to provide advantages
when LQI < 120. Hence the proposed method is the best option for fire scenarios.
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In the simulation, it is observed that as the number of nodes increased the delivery rate of the
packet decreased. Figure 12 shows the relationship between the delivery rate of the packet and

the number of nodes. The simulation results show that 10T-MARA has performed better as
compared to other algorithms.
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Figure 12. Representation of number of nodes vs packet delivery rate

The analysis of end-to-end delay in the number of nodes is carried out and corresponding
simulation results are shown in Figure 3. In the simulation results it is observed that when the
number of nodes increased from 20 to 40, the delay decreased gradually. Similarly, when nodes
increased from 60 to 80 density of the node decreased. This result analysis indicates the 10T-
MARA provides the better result as compared to other two algorithms.
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Figure 13. Numbers of nodes vs End-to-end delay

5. CONCLUSION

In this paper, the proposed 10T-MARA in ubiquitous wireless sensor network performs
effectively in large-scale fire scenarios by utilizing 10T devices and sensors concerning the
network control overheads, packet delivery rate, end-to-end delay (ms), and pack loss rate as
compared to conventional methods. The performance analysis has been done by considering
standard parameters for analysis and comparison purpose. In WRWSSS ubiquitous network,
performance analysis has been done on a set with a dimension of 1800m * 840m, frequency set
of 12.5 ms/time, packet length 50 bytes, and node moving speed 0-12m/s. By considering the
above standard parameters, the simulation and comparative analysis have been done with respect
to the network control overhead. From the results, the proposed method shows better
performance as compared to MARA and GPSR by 1.1% and 0.8% respectively. With respect to
the simulation results, the proposed method shows better performance in packet data delivery of
about 0.75% and 0.35% more as compared to conventional methods MARA and GPSR
respectively. With respect to the simulation results, the proposed method shows better end-to-end
delay (in ms), which is reduced about 0.25% and 0.15% as compared to conventional methods
MARA and GPSR respectively. With respect to the simulation results, the proposed method
shows better performance by considering packet loss rate (ms) of about 0.123% and 0.1% less as
compared to conventional methods MARA and GPSR respectively. So, the proposed IOT-
MARA performs better in a ubiquitous network scenario.

Future scope: when more wearable wireless sensor system is adopted in ubiquitous wireless
sensor network, then there is fault data injection, abnormal behaviour and increased malicious
activities in smart cities. In such conditions, the proposed method can be enhanced for the
identification process of the trust value of ubiquitous wireless sensor networks in the huge cloudy
region and their classification.
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