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ABSTRACT

Trust in online environments is based on beliefs in the trustworthiness of a trustee, which is composed of
three distinct dimensions - integrity, ability, and benevolence. Zimbabwe has slowly adopted Internet of
Things for smart agriculture as a way of improving on food security in the country, though there is
hesitancy by most farmers citing trust issues as monitoring of crops, animals and farm equipment’s would
be done online through connecting several devices and accessing data. Farmers are facing difficulties in
trusting that the said technology has the ability to perform as expected in a specific situation or to
complete a required task, i.e. if the technology will work consistently and reliably in monitoring the
environment, nutrients, temperatures and equipment status. The integrity of the collected data as it will be
used for decision making. There is a growing need to determine how trust in the technology influence the
adoption of 10T for smart agriculture in Zimbabwe. The mixed methodology was used to gather data from
50 A2 model farmers randomly sampled in Zimbabwe. The findings revealed that McKnight etal. trust in
technology model can be used to influence the adoption of 10T through trusting that the technology will be
reliable and will operate as expected.Additional constructs such as security and distrust of technology can
be used as reference for future research.
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1. INTRODUCTION

The adoption of Internet of Things for Smart Agriculture in Zimbabwe will see an increase in
food production resulting in improved food security and minimizing food imports such as
maize, wheat and soya beans as revealed through research by[1]. The introduction of technology
in agriculture has boosted food production in some of the developed countries especially in the
United States of America (USA) and other developing countries. Although the Zimbabwean
farmers are gradually adopting smart agriculture because of its perceived usefulness and
perceived ease of use which are the key determinants of IoT use in agriculture. Farmers are
facing challenges in trusting 10T farming systems as the technology has failed to perform as
expected in a specific situation or to complete a required task. Also farmers need to trust the
integrity of the collected data as it will be used for decision making.

Five agro-ecological regions in Zimbabwe are classified as natural regions. These regions are
categorized according to the amount of rainfall, soil quality, vegetation, climatic conditions
among other factors. Zimbabwe’s rainfall pattern ranges from 550 to 900 millimeters across the
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five regions. Most of the Zimbabwean farmers rely on rainfall for crop farming and some of the
Al and A2 farms largely rely on irrigation[2]. Zimbabwe has slowly adopted IoT for smart
agriculture citing trust issues.The rapid use of 10T in agriculture has brought in new risks thus
farmers losing trust in the adoption of the smart technology. Potential cyber threats paused by the
Internet has led farmers to be skeptical in the implementation of 10T in agriculture.

2. LITERATURE REVIEW

Internet of Things is defined as a network of interconnected devicessuch as sensors and
communication networksconnected through the internet to transfer information without human
intervention[3].10T has managed to change the traditional method of farming, by aiding farmers
with the use of technology. This has transformed the agricultural sector from precision farming
into smart farming[4].A farmer can monitor their field with the use of sensors and drones. The
type of sensors that are used with I0T are: location sensors, optical sensor, electro-chemical
sensors, mechanical sensors, dielectric soil moisture sensors and airflow sensors. Location
sensors are used by farmers to identify or locate a specific area using Global positioning Systems
(GPS) or manned or unmanned aerial devices. Optical sensors are used to understand the
properties of the soil and crop through analyzing the amount of reflected light on the growing
parts of the plant in real time. The optical sensors are used to examine moisture and plant
nutrients such as Nitrogen content. Electro-chemical sensors are used to monitor the pH level of
the soil such as the levels of Phosphorous, Potassium, Calcium, Sodium, Nitrogen, Copper and
Iron. Mechanical sensors are used to monitor plant growth such as the amount of force that roots
exert when absorbing water. Dielectric soil moisture sensors are used to monitor the soil
moisture. Airflow sensors determines the properties of the soil, its compaction, moisture holding
and capacity.

The sensors gives an opportunity for a farmer to plan watering times and areas that need to be
irrigated the most. Sensors can also be used to monitor and alert the farmer on the movement of
pests in the field. 10T allows farmers to remotely control farm activities, processing, and logistic
operations by the use of sensors and actuators, e.g. it allows for accuracy in the application of
pesticides and fertilizers or robots for automatic weeding. 10T can be used to monitor food
quality during transportation by remotely accessing and controlling the geographic location and
conditions of shipments and products.
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Figure 1. Hlustration of Internet of Things in agriculture[1]
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Figure 1 illustrates the application of the Internet of things in agriculture which is composed of
four elements, communication services, monitoring applications, services, and sensors.
Communication services include network services for Internetdata that can be offered through
satellite, mobile fixed networks[5]. Data transmission of 10T devices varies and can be supported
with 2G-5G cellular networks. Internet-linked devices enable farmers to collect and exchange
data without human involvement. The monitoring applications can be used to monitor soil
moisture, soil health, crop health, crop diseases, and animal population[6]. Machinery such as
combine harvesters, tractors, irrigation equipment, and drones can be fitted with sensors[7], for
example, Hello Tractor developed a low-cost monitoring device that can be used to monitor the
condition of the tractor[8].10T canbe applied through an agricultural drone which is a
relativelyinexpensive device fitted with a mechanism that provides farmers with information
about the status of the crops which can result in an increasein yields and reduce crop damage.The
drone can also be used to track and monitor the movement of animals and check if there is any
danger being paused in their area[9]. 10T can also be used with irrigation equipment where water
usage can be monitored. The services include the detection of soil nutrients andthe amount of
fertilizer required. The services for 10T in agriculture vary from crop yield to, detection of pests
and herbs affecting the growth of the crop. Sensor devices play a pivotal role in the collection of
data about the status of the land, crop, or animal, for example, the devices can be used to
determine fruit size, moisture,or nutrient content[10].

With the adoption of loT, farmers will be able to control the internal processes and thereby
decrease production risks. The availability of data allows farmers to foresee the output of
production and allows for better planning especially crop management and product distribution.
With enhanced control over overproduction, waste levels canbe reduced and costs can be more
effectively managed. Knowledge about any anomalies or challenges in the rate of crop growth or
the health of livestock allows farmers to mitigate the risk of diminished yield or even crop
failure[11].

Current agricultural trends have seen the adoption of novel strategies of crop production such as
greenhouses, hydroponics, vertical farming, and phenotyping to increase crop yield[10]. Crop
production in greenhouses is done in a controlled environment which allows for seasoned and
unseasoned crops to be grown anywhere at any time. Wireless communication, mobile devices,
and other Internet devices are used in the greenhouse to monitor humidity, temperature, light, and
pressure. Hydroponics allows farmers to grow seasonal and unseasonal crops in water under
controlled conditions without a soil medium and the nutrients are applied through the irrigation
system. Wireless devices connected through the Internet are used to monitor the water level,
nutrients, and fertilizers used for crop production. Vertical farming allows farmers to grow crops
in a controlled environment on a small piece of land. This type of farming is commonly used in
Japan[12]. The use of IoT in vertical farming permits the control of moisture and groundwater
using computers or cellular devices such as tablets and smartphones. Phenotyping “is an
advanced genetic engineering technique and biotechnology which correlates the genetic
sequences of crops for agronomical and physiological aspects ”[13]. In this approach, 10T is used
to determine and analyzethe characteristics of genetic engineering and biotechnology of the
crops[3].

10T is also being used to improve the sustenance of food production in aquaculture. Aquaculture
is an agricultural activity where farmers focus on producing fish, water plants, and diverse
oceanic organisms[14].Devices can be used to monitor the water, oxygen and nutrients levels and
transmit this data through the Internet. Aquaponics is a sustainable agriculture in a symbiotic
environment by combining aquaculture and hydroponics[15]. The water system should flow on
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the planting medium periodically to ensure the plants get the nutrients, while the water can be
filtered properly by the medium.

0T can be used with cloud computing which resolves some of the limitations of the devices and
sensors, by providing storage solutions and computing power for analysis. Cloud computing also
offers farmers an opportunity to obtain valuable information about markets, especially seeds,
fertilizers, equipment, and farming methods. Cloud computing can also facilitate the use of Big
Data analytical tools forfarmers[16][17].

Trust in technology is defined as a willingness to depend on the specific technology in a given
situation in which negative consequences are possible[18]. For farmers to adapt to loT smart
farming, they need to trust the technology for example, believing that the technology is
performing to the expected standards, considering that the data/information collected will be
critical for decision making.

The theoretical framework of this research is based on the [19] model which has three constructs:
Propensity to Trust General Technology, Institution — Based Trust in Technology and Trust in
Specific Technology. The relationship of the three constructs are shown in Figure 2.
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Figure 2 Relationship among Technology-Related Constructs[18]

In the ‘Propensity of Trust in General Technology’ two aspects are involved which are ‘Faith in
General Technology’ and ‘Trusting Stance in General Technology’. Faith in General Technology
claims that if farmers have faith in general technology they assume that the 10T technology is
consistent, reliable, functional and can provide the help required, while Trusting Stance in
General Technology is when a farmer trust a technology until it provides a reason not to be
trusted.

Institution-based Trust in Technology involves ‘Situational Normality’ and ‘Structural
Assurance’. Situational Normality gives a belief that success with a specific technology is likely
when farmers feel comfortable using the general type of technology. While Structural Assurance
is when farmers believe that enough support - be it as legal such as contractual obligations or
physical such as replacing faulty equipment really do exist to ensure successful use of IoT
technology.
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Trust Intention on Specific Technology involves beliefs about the context and features of
technology were farmers expects the 10T technology to work consistently and reliably with the
capacity to complete the required task, as well as Trusting Intention- Specific Technology were
farmers express a willingness to depend on a specific technology in uncertain or risky situations.
Trust can be affected by security issues such as privacy, confidentiality, integrity, availability,
authenticity and non-repudiation factors as shown in Table 1.

Table 1: Overview of possible attacks per security aspect in agricultural cybersecurity[20]

Security | Example of Agricultural Consequences Studies
Aspects Attacks
Privacy Physical The collection of information regarding the type and possible | [[21][2
Attack usage of devices concerning agriculture projects. These security | 2][23][
Replay leaks can be used in order to get access to infrastructure and | 24][25]
Attack production standards as well as getting privacy data and | [26]
Masquerade | compromising the privacy of the system. Theft and vandalism
Attack purposes can be the outcome of possible violation of privacy
Confiden | Tracing The usage of various communication devices in a smart farming | [27][21
tiality attack or an agricultural system based on ICT can outcome into data | ][23][2
Brute force | travelling through several interconnected devices and protocols | 8][29]
attack from source to destination. Possible confidentiality problems
Known-Key | can lead to the persistence, on many occasions, of loss of
Attack privacy and data or information breaches. The unauthorized
access to important data as a result of the confidentiality loss
could lead to theft of key information and also cause serious
threats over the involved agriculture system users’ confidential
information
Integrity | Forgery This can be as a result of an unauthorized or improper changes | [21][23
Attack in the trustworthiness of data or resources, information between | ][26][2
Man-In-The- | agriculture Information Communication Technology (ICT) or | 0][30]
Middle smart farming system can no longer be reliable or accurate. The
Attack transmitted information or data between the devices and/or
(MTM) people/farmers/stakeholders involved in an agricultural business
Biometric or even a process can lead to possible financial or authentication
template frauds due to the assurance that the information is sufficiently
attack accurate for its purpose.
Trojan
Horse
Attack
Availabil | Denial of | A smart farming environment is meant for real or near real-time | [21][23
ity service operations in order to keep a real world impact. An attacker can | ][31][3
(DoS) suspend the activities of the installed smart network, or even | 2][33]
Attacks establish the service unavailable to the farmers. The lack of
(SYN availability of the provided services can lead to business
Floods, Ping | disruption, possible customer’s loss of confidence and revenue.
of Death,
Botnets
Authenti | Attack Authenticity ensures the authentication of certain information | [21][23
city against provided from a valid/authorized source. Forged attackers’ | ][34][3
Authenticati | identities can mimic legal/authorized persons and gain access to | 5][36]
on the smart farming system. Possible results can be the data
9dictionary | breach/loss and/or alternation, service unavailability, loss of
attack, devices connectivity or even smart farming agriculture system
Session corruption and/or destruction.
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Hijacking,

Spoofing)
Non- Malicious During the authentication process, a commonly known service | [21][23
Repudiat | code Attack | that provides proof of the integrity as well as the origin of data, | ][37][3
ion Repudiation | both in an unforgeable relationship, and can be verified by any | 8]

Attack third party at any time with high assurance and genuineness, is

non-repudiation. The repudiation of information an attacker to
repudiate all the power consumption, generated information and
production processes of an agricultural ICT system, which can
lead to a situation of refusing services, authentication
information or data transmission through the codes of the
system.

Trust plays a crucial role in 10T for smart agriculture as it shapes technology related-beliefs and
behaviour of farmers and help improve the adoption rate of loT for smart agriculture in
developed countries. Trust in technology was necessitated by various security threats and risks
that are associated with the use of technology which prompts farmers to really want to be assured
of whether 10T technology for smart agriculture would perform as expected, work properly and
whether the collected data is reliable so that it can be used for decision making. This paper
investigated howtrust can be used to influence the adoption of loTin agriculture in developing
countries such as Zimbabwe.

3. RESEARCH METHODOLOGY

This research examined how trust can influence the adoption of 10T in developing countries such
as in the Zimbabwean agricultural sector.The mixed methodology was used in this research
involving the collection of qualitative data through interviews and this was also supported by
documentation and literature from the Internet.50 farmers from A2 model farms in the five agro-
ecological regions were interviewed online due to the Covid- 19 restrictions. The data was
collected about how trust influences the adoption of 10T developed countries. Farmers who had
access to the Internet and Social media platforms were identified through purposive sampling.
The three constructs of[19] model was used as guidance for this research. Data was systematical
analyzedand factors that influence trust in the adoption of 10T in Zimbabwean agriculture were
identified.

4. FINDINGS

From the interviews held online, farmers expressed different views on trust in the adoption of
IoT in agriculture.The views were categorized into classes: Propensity to trust general
technology, institution based trust in technology, trust specific technology and other issues raised
by farmers concerning trust.

4.1. Propensity to Trust General Technology

During the interviews, some of the farmers who had adopted 10T had faith in the services
provided. The farmers indicated that the services provided were reliable, consistent and
functional and had back up power facilities during outages. Other farmers indicated that as long
as loT farming system is providing the expected results they have a reason to trust the technology
until such a point when the system performs otherwise.
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4.2. Institution Based Trust in Technology

In the situational normality beliefs farmers expected that service providers of 10T (Internet
services, devices, applications and installations) During the interviews,some farmers were
knowledgeable about 0T, but are still adopting the technology. The reasons that were given by
the farmers for not adopting such technology were cost, lack of proper infrastructure, poor
internet connectivity, and the requisite skill to adopt such systems. The farmers stated that
adopting such technology using the existing mobile or fixed networks had challenges during
access, uploading, and downloading dataas services were poor and not accessible in some other
areas. The other alternative which is satellite services were said to be costly in Zimbabwe.

4.3. Trust Specific Technology

During the interviews, some of the farmers revealed that they had adopted 10T and the benefits
were quite enormous. The farms that had adopted loT,were able to monitor soil nutrients,
moisture, water usage, temperature, humidity, light, weed, and pests. Some of the farms had
sensors in their greenhouses to monitor the environmental parameters for example the sensors
were able to monitor temperatures, humidity, soil nutrients, and light. In one of the farms, the
farmer installed global tracking devices on some of the bull cattle. This assisted the farmer in
animal management i.e. ability to locate the animals if they had been lost or stolen.

The following benefits were highlighted on the farms that were adopting IoT in Zimbabwe:
enhanced decision making, savings in electricity, preservation of water, better yields, and reduced
labour. The farmers indicated that they were able to monitor their fields or animals remotely and
could make faster decisions especially if they had challenges on the farm. The farmers also stated
that electricity was saved due to constant monitoring of the moisture content of the soil rather
than physically checking the wetness of the ground. The farmers also revealed that water usage
was reduced because only areas that needed to be irrigated would get the required amount of
water. There was an improvement in the yields as farmers were able to monitor the growth of
their plants especially the soil nutrients and other adverse weather conditions. Labour costs were
also reduced as the farmers did not have to send someone to the field to physically check the
temperatures, moisture, or nutritious content. This data would be remotely transmitted to the
farmer.

4.4. Other Issues Raised by Farmers Concerning Trust

The majority of the farmers interviewed were not aware of the loT technology and its benefits
and it was their first time to be introduced to such technology. Some of the farmers who did not
know about the existence of such technology revealed that they were eager to embrace this
innovative technology. But, some of the farmers, although made aware of IoT in agriculture
through this interview said they would not adopt such technology due to the perceived security
threats and risks.

The security issues raised by the farmers includes: confidentiality, privacy, authenticity,
availability of the services, integrity and non-repudiation as major concerns. The farmers felt that
data transmitted or received through the Internet may be subjected to attacks such as Denial of
Service (DoS) attacks, malicious code attacks and sniffing attacks. Because of these security
concerns the farmers had distrust in the adoption of 10T in agricultural activities.
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5. DISCUSSION AND ANALYSIS

Trust plays a significant role in the adoption of I0T in Zimbabwe. Many benefits come with the
adoption of 10T by Zimbabwean farmers such as remote monitoring of farming activities and

enhancing the decision-making process.

Although the benefits of loT in agriculture are

enormous, some farmers were concerned about security issues in the adoption of such systems as
the risks perceived from the threats of their data transmitted over the Internet outweighs the
benefits of adopting such systems.The security concerns can lead to data loss, link failures or
even loss of login credentials such as passwords as shown in Table 2.

Table 2: Security threat in loT for smart farming [20]

Layer

Security threat

Smart farming effects

Solution

Application

Data thefts
Access Control
Attacks

Service
Interruption
Attacks
Malicious Code
Injection
Attacks
Sniffing Attacks
Reprogram
Attacks

The top of the stack in the already mentioned
loT layer architecture. Possible effects or
problems could be considered the lack of
delivery of services between the respective
users from various domains such as farmers,
retailers and/or other stakeholders. Accessibility
problems for the involved users and lack of
security and privacy are also major issues.

[21][23][20][1
6](39]

Middleware

This layer operates in two way mode. More
specifically, this layer stands between (in the
middle) of the application and the hardware
layer and also acts as an interface between them.
Major problems that come as a result of attacks
on this layer can affect data and/or device
(nodes  installed into  the  agriculture
infrastructure and other types of issues such as
device information discovery, access control by
users and data analysis as well.

[21][23][16][1
1]

Internet

The most crucial layer concerning the
establishment of the communication between
the distinct endpoints such as device to device,
device to cloud, device-to-gateway, and back-
end data sharing. In case of failure the
communication is being disrupted and the loT
system is practically out of service. Improper
communication service services and/or and lack
of automatic updates could lead to privacy
concerns among the user’ private information
(e.g. access credentials).

[21][23][16][4
0]

Access
gateway

Access Gateway layer contributes to the
handling of the very fast data as well as to
bridging the gap between the client (farmers,
stakeholders, retailers) and the end point (node
or device). Message routing, identification and
subscribing problems between the 10T system
nodes could be possible outcomes to the client

[21][23][16][3
9][41]
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side concerning the final form of the received
message. This message may also include the
desired information as well as transport
encryption/integrity verification, so sensitive
data could easily then be intercepted.

Edge This layer is consisted of majority of hardware | [21][23][16][3
Technology parts (e.g. Sensors, Radio-Frequency | 9][11]
Identification (RFID) tags) and have a
significant role for the communication between
the involved devices as well as the data
collection within the network and the servers
that are installed for the loT farming system.
Possible attacks on the entities of this layer
could lead to important problems of monitoring
or sensing various phenomena. Additionally,
information thefts and or tampering could also
be possible results.

Farmers should not doubt about who they share the 10T data/information with on the Internet. To
win trust on the adoption of 10T in agricultural activities service providers (Internet, device,
application, cloud service)have to ensure that the data/information that they provide to farmers is
shared ina transparency manner. The service providers should also enable farmers to analyze and
act on data in real-time without too much interference.

Data confidentiality/loss prevention plays a critical role in the building of trust in the adoption of
IoT by farmers. The critical information collected through the interconnected loT platform
should be encrypted at the transport layer and at the rest state using strong encryption, data
integrity checksums, and data loss prevention mechanism. This will help ensure the
confidentiality and completeness of the sensitive datathereby increasing the trust belief.

Some of the farmers who were computer illiterate may fail to trust the system as they feel that the
system is not user friendly. This can be exacerbated by complex user interfaces which some of
the framers are not able to understand especially the elderly. Some 10T devices lack application
and/or human user interfaces for device management, leading to inability to acquaint concerned
individuals to provide meaningful consent for processing their Personal Identification (PI). This
situation is worsened due to lack of universally accepted standards for 10T APIs, thus fostering
interoperability among loT devices.

By using smart agriculture technology, Zimbabwean farmers will gain better control of
farmingactivitiessuch as the rearing of livestock and growing crops, bringing about massive
efficiencies of scale, cutting costs, and helping save scarce resources such as water.As Zimbabwe
is often affected by droughts, IoT will allow the country to preserve water. With the adoption of
0T, Zimbabwe will be able to provide smart solutions in agriculture.

6. CONCLUSIONS

Trust is an important aspect in the adoption of 10T in agriculture in developing countries. The use
of 10T has immense benefits to Zimbabwean food security as farmers will be able to make faster
decisions thereby boosting agricultural productivity. 10T will enable framers to monitor soil
nutrients, environmental parameters, water usage andenabling farmers to be well informed about
agricultural activities in their fields regardless of geographic area.
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However, it is important to note that some of the farmers concerns on security such as the use of
the Internet of Things and what the technology is expected to transmit and receive should be
adequately addressed. It is recommended for further research on security of 10T in agriculture.
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