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ABSTRACT 
 
Virtual private networks (VPNs) and peer‑to‑peer (P2P) systems are widely employed to protect 

information from unauthorised interception and analysis. However, traditional traffic‑routing approaches 

in such networks remain vulnerable to “man‑in‑the‑middle” attacks, especially during the initial 

connection‑establishment phase. One promising countermeasure is the multiple‑start connections (MSC) 

algorithm, whose core idea is that the initiator node simultaneously sends several initial packets to 

different intermediate nodes, thereby complicating an attacker’s ability to identify the actual data path. A 

recently proposed enhancement permits the initiator and recipient nodes themselves to re‑appear as 
intermediates, further increasing the combinatorial diversity of possible forwarding routes. Implementing 

this enhancement, however, requires a rigorous formalisation of the number of routing scenarios – 

something not yet achieved for the general case of an arbitrary number of routing steps and transmitted 

packets. The aim of this study is to formalise the calculation of the total number of possible routing 

scenarios in the MSC algorithm when the initiator and recipient may be reused as intermediate nodes for 

any given number of steps. Such a formalisation will enable precise control over route combinatorics and 

the development of practical methods to constrain it, including accounting for real‑world network 

limitations. Future work will prepare the model for subsequent investigation of the proposed approach’s 

resilience to man‑in‑the‑middle attacks. 
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1. INTRODUCTION 
 

The rapid development of telecommunications and the ubiquity of distributed systems have 
sharply raised the bar for information‑security requirements [1–4]. Traditional 

virtual‑private‑network (VPN) technologies – such as OpenVPN, WireGuard, and others – are 

typically organised in a client–server fashion [5–7]. While this simplifies administration, it 
creates a single point of failure and can facilitate man‑in‑the‑middle (MITM) attacks [8]. 

Peer‑to‑peer (P2P) VPNs, by contrast, distribute routing responsibilities across all nodes, 

increasing flexibility and fault tolerance [9–11]; yet in some cases they complicate the task of 
securing connections [12]. 

One promising mechanism for improving traffic protection during session establishment is the 

multiple‑start connections (MSC) algorithm [13–15]. Its essence is that the initiator (sender) node 

(𝐴) does not rely on a single tunnel to the recipient (𝐵); instead, it simultaneously opens several 
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parallel tunnels through different nodes. An eavesdropper must therefore monitor all potential 
paths, greatly increasing the difficulty of mounting MITM attacks. Recent studies [16, 17] have 

examined an additional complication – allowing both the initiator (𝐴) and the recipient (𝐵) to 

re‑appear as intermediate hops – thereby multiplying the total number of possible forwarding 

scenarios. 
 

Extending the MSC algorithm, however, creates a need for a strict formalisation of the number of 

unique routes and for accounting for every possible packet‑transfer case [17]. The aim of this 
article is to develop a detailed combinatorial analysis that quantitatively evaluates the 

combinatorial explosion in scenario count [18] as the number of routing hops and the number of 

simultaneously dispatched start packets increase. The formulae proposed here can serve as a 
foundation for further research into the security of P2P VPNs and for building probabilistic 

models of their resistance to MITM attacks. 

 

2. THEORETICAL FORMALISATION 
 
We present a formalisation of the MSC algorithm based on a combinatorial approach for 

peer‑to‑peer networks. Consider a system of 𝑛nodes in which node (𝐴) is the initiator and node 

(𝐵) is the recipient. In the general case, the initiator (𝐴) simultaneously sends 𝑘start packets. 
 

At the first routing step, initiator (𝐴) chooses the recipients from the remaining (𝑛 − 1) nodes 

(excluding itself), so the total number of possible forwarding scenarios is given by the standard 

combinatorial expression: 
 

𝐶𝑛−1
𝑘 = 𝐶𝑛−2

𝑘−1
⏟

𝐵𝑖𝑠 𝑡ℎ𝑒𝑟𝑒

+ 𝐶𝑛−2
𝑘
⏟
𝐵𝑛𝑜

    (1) 

 

where the first term 𝐶𝑛−2
𝑘−1 represents the number of scenarios in which the recipient node (𝐵) is 

necessarily included among the addressees (e.g., configuration 𝐵𝐶), and the second term 𝐶𝑛−2
𝑘  

gives the number of scenarios in which node (𝐵) is not involved (e.g., configuration 𝐶𝐷). 

 

At the second routing step, we must separately examine the two situations: (i) the recipient node 

(𝐵) was among the first‑hop addressees, and (ii) (𝐵) was not among them. 
 

In the scenario where the recipient node (𝐵) is among the first‑hop recipients (for example, the 

configuration 𝐵𝐶), both nodes (𝐵) and (𝐶) assume the same role that the initiator node (𝐴) had in 

hop 1: each must choose its addressees from the remaining (𝑛 − 1) nodes, excluding itself. For 

the recipient node (𝐵), the number of possible forwarding choices is 𝐶𝑛−1
𝑘 . For node (𝐶), by 

contrast, we must again distinguish whether the recipient node (𝐵) is or is not included among its 

own list of addressees: 

 

(𝐶𝑛−2
𝑘−1 + 𝐶𝑛−2

𝑘 )            (2) 

 

The total number of variants for this scenario (with the recipient node (𝐵) is therefore expressed 

as follows: 

 

𝐶𝑛−1
𝑘
⏟
𝐹𝑜𝑟𝐵

× (𝐶𝑛−2
𝑘−1 + 𝐶𝑛−2

𝑘 )
𝑘−1

⏟            
𝐹𝑜𝑟𝐶

     (3) 
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Here, in the general case (for any number of packets 𝑘)), the exponent (𝑘 − 1) denotes the 

number of nodes – other than the recipient (𝐵) – that simultaneously received packets in the 

previous step and now behave like the initiator node. 

 

If, on the other hand, the recipient node (𝐵) was not among the first‑hop addressees (for example, 

configuration 𝐶𝐷), then – just as in the initial step – all nodes are in equivalent positions, and the 

total number of scenarios is given by the following expression: 

 

(𝐶𝑛−2
𝑘−1 + 𝐶𝑛−2

𝑘 )
𝑘
             (4) 

 

Next, by combining these two scenarios—one in which the recipient node (𝐵) is present and one 

in which it is absent – we obtain the final formula for the second step: 

 

𝐶𝑛−2
𝑘−1
⏟

1 𝑠𝑡𝑒𝑝 (𝐵𝑖𝑠 𝑡ℎ𝑒𝑟𝑒)

× 𝐶𝑛−1
𝑘
⏟
𝐹𝑜𝑟𝐵

×
⏟    

( 𝐶𝑛−2
𝑘−1
⏟

𝐵𝑖𝑠 𝑡ℎ𝑒𝑟𝑒

+ 𝐶𝑛−2
𝑘
⏟
𝐵𝑛𝑜

)

𝑘−1

⏟              
nodes other than𝐵

2 𝑠𝑡𝑒𝑝,   2.1 (𝐵𝑖𝑠 𝑡ℎ𝑒𝑟𝑒)⏟                              
2 𝑠𝑡𝑒𝑝𝑠

+ 𝐶𝑛−2
𝑘
⏟

1 𝑠𝑡𝑒𝑝 (𝐵𝑖𝑠 𝑡ℎ𝑒𝑟𝑒)

× ( 𝐶𝑛−2
𝑘−1
⏟

𝐵𝑖𝑠 𝑡ℎ𝑒𝑟𝑒

+ 𝐶𝑛−2
𝑘
⏟
𝐵𝑛𝑜

)

𝑘

⏟            
2 𝑠𝑡𝑒𝑝,   2.2 (𝐵𝑛𝑜)⏟                        

2 𝑠𝑡𝑒𝑝𝑠

(5) 

 

To simplify the notation, let us introduce the following symbols: 

 

𝑎 = 𝐶𝑛−2
𝑘−1, 𝑏 = 𝐶𝑛−2

𝑘 , 𝑐 = 𝑎 + 𝑏 = 𝐶𝑛−1
𝑘  

 
With these symbols in place, expression (5) can be condensed into the following compact form: 

 

𝑎⏟
1 𝑠𝑡𝑒𝑝 (𝐵𝑖𝑠 𝑡ℎ𝑒𝑟𝑒)

× 𝑐⏟
𝐹𝑜𝑟𝐵

×
⏟  

( 𝑎⏟
𝐵𝑖𝑠 𝑡ℎ𝑒𝑟𝑒

+ 𝑏⏟
𝐵𝑛𝑜

)

𝑘−1

⏟            
nodes other than𝐵

2 𝑠𝑡𝑒𝑝,   2.1 (𝐵𝑖𝑠 𝑡ℎ𝑒𝑟𝑒)⏟                            
2 𝑠𝑡𝑒𝑝𝑠

+ 𝑏⏟
1 𝑠𝑡𝑒𝑝 (𝐵𝑖𝑠 𝑡ℎ𝑒𝑟𝑒)

× ( 𝑎⏟
𝐵𝑖𝑠 𝑡ℎ𝑒𝑟𝑒

+ 𝑏⏟
𝐵𝑛𝑜

)

𝑘

⏟            
2 𝑠𝑡𝑒𝑝,   2.2 (𝐵𝑛𝑜)⏟                      

2 𝑠𝑡𝑒𝑝𝑠

(6) 

 
Or: 

𝑎 × 𝑐 × (𝑎 + 𝑏)𝑘−1 + 𝑏 × (𝑎 + 𝑏)𝑘                                    (6а) 

 

An illustrative example of the MSC algorithm with three routing steps is presented in Figure 1. 
The scheme demonstrates how identical packets are redistributed by intermediate nodes, leading 

to multiple possible forwarding outcomes. 
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Figure 1. Example of the MSC algorithm execution for three routing steps 

 

At the third and subsequent steps, the structure of the expressions obtained at the previous step 

repeats. Each new step generates factors that are combinations of expressions from the preceding 
steps. In the general case, the pattern for the third and later steps can be expressed as follows: 

 

{
𝑎 i𝑠multiplined by 𝑐 × (𝑎 + 𝑏)𝑘−1

𝑏 and 𝑐 are multiplined by (𝑎 + 𝑏)𝑘
              (А) 

 
Thus, the total number of scenarios after three steps is given by the following expression: 

 

𝑎 × 𝑐 × (𝑎 + 𝑏)𝑘 × (𝑎 × 𝑐 × (𝑎 + 𝑏)𝑘−1 + 𝑏 × (𝑎 + 𝑏)𝑘)
𝑘−1

+ 

+𝑏 × (𝑎 × 𝑐 × (𝑎 + 𝑏)𝑘−1 + 𝑏 × (𝑎 + 𝑏)𝑘)
𝑘
 (7) 

 
If the third hop is the final one, an additional routing rule of the MSC algorithm [14–17] must be 

taken into account: 

 

 If the sender at the penultimate hop was the recipient node (𝐵), it forwards all 𝑘 

𝑘packets to nodes other than itself; 

 If the sender was any other node, exactly one of the 𝑘 packets must be addressed to the 

recipient node (𝐵). 
 

With this constraint, pattern (𝐴) is modified for the last hop and can be written as follows: 

 

{
𝑎 i𝑠multiplined by 𝑐 × 𝑎𝑘−1

𝑏 and 𝑐 are multiplined by 𝑎𝑘
    (𝐵) 

 

where the factor 𝑏 is omitted, because it represents combinations of nodes in which the 

recipient node (𝐵) is not involved. 
 

Accordingly, formula (7), with this MSC routing rule taken into account, becomes: 

 

𝑎 × 𝑐 × 𝑎𝑘 × (𝑎 × 𝑐 × 𝑎𝑘−1 + 𝑏 × 𝑎𝑘)
𝑘−1

+ 𝑏 × (𝑎 × 𝑐 × 𝑎𝑘−1 + 𝑏 × 𝑎𝑘)
𝑘
 (8) 

 
After algebraic manipulations, formula (8) simplifies to: 

 

(𝑎𝑘+1 × 𝑐 + 𝑏 × (𝑎 × 𝑐 × 𝑎𝑘−1 + 𝑏 × 𝑎𝑘)) × (𝑎 × 𝑐 × 𝑎𝑘−1 + 𝑏 × 𝑎𝑘)
𝑘−1

= 

= (𝑎𝑘+1 × 𝑐 + 𝑏 × 𝑎𝑘(𝑐 + 𝑏)) × (𝑎𝑘(𝑐 + 𝑏))
𝑘−1

= 

= 𝑎𝑘 × (𝑎 × 𝑐 + 𝑏 × (𝑐 + 𝑏)) × 𝑎𝑘
2−𝑘 × (𝑐 + 𝑏)𝑘−1 = 

= 𝑎𝑘
2
× (𝑐 + 𝑏)𝑘−1 × (𝑎 × 𝑐 + 𝑏 × (𝑐 + 𝑏)) 

 

And takes the final form: 

 

𝑎𝑘
2
× (𝑐 + 𝑏)𝑘−1 × (𝑎 × 𝑐 + 𝑏 × (𝑐 + 𝑏))   (9) 

 

Taking into account that 𝑐 = 𝑎 + 𝑏, we finally obtain: 
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𝑎𝑘
2
× (𝑎 + 2𝑏)𝑘−1 × (𝑎2 + 𝑎𝑏 + 𝑏 × (𝑎 + 2𝑏))       (10) 

 

Building on the established patterns (𝐴) and (𝐵), the formulas for the fourth step were derived in 
an analogous way: 

 

𝑎𝑘
3
× (𝑎 + 2𝑏)𝑘

2−𝑘 × (𝑎2 + 𝑎𝑏 + 𝑏 × (𝑎 + 2𝑏))𝑘−1 × 

× ((𝑎2 + 𝑎𝑏) × (𝑎 + 2𝑏) + 𝑏 × (𝑎2 + 𝑎𝑏 + 𝑏 × (𝑎 + 2𝑏)))     (11) 

 

And likewise for the fifth step: 

 

𝑎𝑘
4
× (𝑎 + 2𝑏)𝑘

3−𝑘2 × (𝑎2 + 𝑎𝑏 + 𝑏 × (𝑎 + 2𝑏))𝑘
2−𝑘 × 

× ((𝑎2 + 𝑎𝑏) × (𝑎 + 2𝑏) + 𝑏 × (𝑎2 + 𝑎𝑏 + 𝑏 × (𝑎 + 2𝑏)))
𝑘−1

× 

× ((𝑎2 + 𝑎𝑏) × (𝑎2 + 𝑎𝑏 + 𝑏 × (𝑎 + 2𝑏)) + 𝑏 × 

× ((𝑎2 + 𝑎𝑏) × (𝑎 + 2𝑏) + 𝑏 × (𝑎2 + 𝑎𝑏 + 𝑏 × (𝑎 + 2𝑏))) (12) 

 

Let us now rewrite the simpler formula (6), explicitly isolating 𝑐 = 𝑎 + 𝑏: 

 

𝑎 × (𝑎 + 𝑏) × (𝑎 + 𝑏)𝑘−1 + 𝑏 × (𝑎 + 𝑏)𝑘  (13) 
 

If the second hop is the final one, then—taking the above‑mentioned MSC routing rule into 

account – formula (13) simplifies to: 

 

𝑎 × (𝑎 + 𝑏) × 𝑎𝑘−1 + 𝑏 × 𝑎𝑘       (14) 

 

And, after transformations, takes the form: 

 

𝑎𝑘 × (𝑎 + 2𝑏)         (15) 

 

From the derivations of formulas (15), (10), (11) and (12) above, it is evident that with each 

subsequent step the structure of the previous step’s expressions is preserved, while a new factor – 
formed as a linear combination of the preceding factors – is introduced. In the general case this 

yields a recursive system of formulas for the number of routing scenarios 𝑁(𝑗): 
 

𝑁(𝑗) = {
𝑎,                                            𝑗 = 1

𝑁𝑗−1
𝑘 ×𝐴𝑗−1

−1 × 𝐴𝑗,              𝑗 ≥ 2
     (16) 

 

Where the auxiliary factors 𝐴(𝑗) are defined as follows: 

 

𝐴(𝑗) = {

1,                                                        𝑗 = 1
𝑎 + 2𝑏,                                             𝑗 = 2

(𝑎2 + 𝑎𝑏) × 𝐴𝑗−2 + 𝑏𝐴𝑗−1,         𝑗 ≥ 3
    (17) 

 

Substituting the original values of 𝑎and 𝑏back into formulas (16) and (17) and rewriting them in 
terms of binomial coefficients, we obtain the final system of formulas: 

 

𝑁(𝑗, 𝑘, 𝑛) = {
(𝑛−2
𝑘−1
),                                     𝑗 = 1

𝑁𝑗−1
𝑘 × 𝐴𝑗−1

−1 × 𝐴𝑗 ,               𝑗 ≥ 2
        (18) 

 

Where: 
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𝐴(𝑗, 𝑘, 𝑛) = {

1,                                                                                          𝑗 = 1

(𝑛−1
𝑘
) + (𝑛−2

𝑘
),                                                                  𝑗 = 2

(𝑛−2
𝑘−1
) × (𝑛−1

𝑘
) × 𝐴𝑗−2 + (

𝑛−2
𝑘
) × 𝐴𝑗−1 ,                       𝑗 ≥ 3

(19) 

 

This system of formulas fully describes the number of possible routing scenarios in the 

MSC algorithm for any number of hops and enables the solution of tasks related to managing and 
optimising routes in secure peer‑to‑peer networks. 

 

According to formulas (18) and (19), let us present a calculation example for the case of 𝑛 =  4 

nodes, 𝑘 =  2 start packets, and 𝑗 =  2 routing steps. 
 

Step 1 (𝑗 =  1): 

 

𝑁(1,2,4) = (
4 − 2

2 − 1
) = (

2

1
) = 1 

 

So, at the first hop there are 2 possible scenarios. 
 

Step 2 (𝑗 =  2): 

 

First compute auxiliary factor: 
 

𝐴(2,2,4) = (
𝑛 − 1

𝑘
) + (

𝑛 − 2

𝑘
) = (

3

2
) + (

2

2
) = 3 + 1 = 4 

 

Then: 

𝑁(1,2,4) = (𝑁(1,2,4))2 × 𝐴1
−1 × 𝐴2 

 

Since 𝐴1 = 1, we have: 

𝑁(1,2,4) = (2)2 × 1 × 4 = 16 
 

For 𝑛 =  4, 𝑘 =  2, and 𝑗 =  2, the MSC algorithm yields a total of 16 possible routing 

scenarios. 

 

3. RESULTS AND DISCUSSION 
 

The derived system of formulas (16) - (19) provides an exact method to calculate the number of 

possible routing scenarios in the MSC algorithm. As demonstrated in the worked example, even 

for a small-scale configuration (𝑛 =  4, 𝑘 =  2, 𝑗 =  2), the number of routing scenarios rapidly 

increases to 16. This highlights the combinatorial explosion effect, where the scenario count 

grows exponentially with the number of routing steps. 

 
Compared to traditional client–server VPN models, where the routing path is predetermined and 

static, the MSC approach significantly enhances unpredictability. In a classical scheme, an 

attacker attempting a man-in-the-middle (MITM) attack needs to compromise only a single route. 
In contrast, in MSC, the attacker must simultaneously monitor a rapidly growing set of possible 

paths, which becomes practically infeasible as 𝑛, 𝑘, and 𝑗 increase. 

 

This exponential growth of scenarios can therefore be directly interpreted as a factor of resilience 
against MITM attacks. The diversity of potential routes raises the cost of adversarial interception 
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and complicates traffic analysis. At the same time, this diversity comes at the price of additional 
packet duplication and potential routing overhead, which must be carefully managed. 

 

A limitation of the current theoretical model is the absence of constraints reflecting real-world 

network conditions. In practice, nodes may have limited bandwidth, non-uniform reliability, and 
varying latency. Introducing such restrictions into the combinatorial framework would provide 

more realistic performance estimates. Future research should also focus on integrating 

probabilistic models of node availability and simulating MSC in real P2P VPN implementations 
(e.g., WireGuard or N2N). 

 

4. CONCLUSION 
 
In this study, a rigorous combinatorial formalisation of the MSC algorithm was presented. The 

obtained formulas enable exact calculation of the number of routing scenarios for arbitrary 

network sizes, numbers of start packets, and routing steps. The analysis demonstrates that the 

number of scenarios increases exponentially, which substantially strengthens the algorithm’s 
resistance to MITM attacks by forcing an adversary to cover an infeasibly large set of routes.  

 

In comparison with traditional VPN approaches, the MSC algorithm introduces significantly 
greater uncertainty into route establishment. This advantage, however, must be balanced against 

practical limitations, such as network overhead, packet duplication, and resource constraints of 

intermediate nodes. 

 
Future work will address these limitations by extending the model with real-world parameters, 

including bandwidth restrictions, node reliability, and latency, as well as by validating the 

combinatorial predictions with simulation results. Such refinements will not only increase the 
accuracy of the model but also support the practical deployment of MSC-based routing in secure 

peer-to-peer networks. 
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