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ABSTRACT

This paper discusses about how to design a teaching and learning (T&L) framework for cyber security
using game at higher education in Malaysia. The paper begins with literature review of key concepts and
issues associated with Capture the Flag (CTF) and cybersecurity education framework, which led to the
process of defining the CTF game to support the research aims. A version of CTF game was created using
an open-source engine through Technology Pedagogy and Content Knowledge (TPACK) framework and
five-step gamification approach, which was aligned to the course structure of cyber security courses
offered in two institutions of higher education in Malaysia. The intended learning outcomes of the course
were mapped into the CTF game features. The constructive alignment and the CTF game were then
verified by subject matter experts. Pre and post-test are conducted to study the difference in students’
performance. Mixed-mode research approach with quasi experiment will be used to study the difference
among the treatment group. Data collection and analysis require supplement from follow-up interviews in
order to complete the analysis of this T&L framework.
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1. INTRODUCTION

In the face of the growing cybersecurity skills gap, educators and researchers have explored
innovative approaches to engage and train the next generation of cybersecurity professionals. One
promising strategy is the use of Capture the Flag (CTF) competitions, which have been shown to
effectively develop and assess cybersecurity skills [1] [2] [3]. However, the current forms of CTF
exercises often require extensive technical knowledge or lengthy time commitments, making
them inaccessible to a wider student audience [2]. By studying the knowledge and skill gap
between Malaysia and other countries students, [1] there is a need to customize a CTF training
framework that addresses these challenges and provides a more inclusive and engaging
cybersecurity education experience among Malaysia undergraduates. To address this challenge,
this study proposes incorporating principles of TPACK and gamification to create student-
focused CTF experiences [4].
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2. CYBERSECURITY EDUCATION AND SKILL BUILDING

The National Initiative for Cybersecurity Education (NICE), led by the National Institute of
Standards and Technology (NIST) in the U.S. Department of Commerce, is a partnership
between government, academia, and the private sector focused on cybersecurity education,
training, and workforce development to promote a robust network and an ecosystem of
cybersecurity education, training, and workforce development [5]. The curriculum designs in
NICE Cybersecurity Workforce Framework are aimed to increase the impact of cybersecurity
educational practice in depth and breadth [6]. Reflecting the trend to Malaysia, in the effort of
leveraging Internet Communication Technology (ICT) to scale up quality learning across
Malaysia as part of Malaysia Education Blueprint 2013-2025 (Ministry of Education Malaysia,
2013), there is a huge gap to be filled in order to prepare Malaysian technology students to be as
competence as a cybersecurity defender. The Malaysian Administrative Modernization and
Management Planning Unit (MAMPU) in 2015 embarked on the development of the Cyber
Security Framework for Public Sector (Rangka Kerja Keselamatan Siber Sektor Awam -
RAKKSSA). The RAKKSSA framework was developed to provide guidance to the public sector
on managing cybersecurity protection and safeguarding government information and
communication technology assets. However, the framework focuses on maintaining the current
IT implementations but did not cover cybersecurity education in depth as a long-term solution to
resist cybersecurity threats.

The challenge got tougher when Malaysia’s world ranking in mathematics and science standards
had increased but fell below the middle point of scale in Trends in International Mathematics and
Science Study (TIMSS) and Programme for International Student Assessment (PISA) [7]. This is
a vital issue which cybersecurity topics covers not only covering programming logics but also
computational thinking and troubleshooting skills. An ISACA’s studies (2015) found that there is
a significant lack of trained security experts, which will result in a shortfall of as many as 1.5
million workers by 2020, according to Frost & Sullivan and the International Information
Systems Security Certification Consortium ISC2 [8]. (ISC)2 has verified the skill gap persists in
2018 with 37% of the participating organizations experiencing lack of skilled cybersecurity
personnel. Despite the investment flowing in with conferences and workshops to increase
awareness, a constant upgrade in cybersecurity learners is needed to sustain the movement of
defending cyber threats. Compared to 2016 studies by Cloud Passage, the top 10 U.S. computer
science programs now require a cybersecurity course for graduation [9]. This indicates that there
is an urgent need to inculcate innovative teaching and learning framework in cybersecurity
education to fulfill the industry demand [10].

Educators find it challenging to reasonably standardize a core curriculum that students are
expected to learn. Besides gaining experience at higher level of organizational policies and
operations, learners have a series of fundamental technical knowledge such as malware analysis,
information protection, system security, and network security etc. Personalized learning has
shifted the learning behavior. Learners were used to being tested with replication of situations
through multiple choice or short answers, but this phenomenon has gradually changed to virtual
laboratories and online collaborations [11]. However, utilization of latest ICT facilities in
Malaysia tertiary education are yet to be exerted [12]. Common T&L process of cybersecurity
courses are still following the conventional learning methods in tertiary level education.
Traditional approaches including lectures, coursework, live-through case studies, paper-based
case study are often used to educate graduates [13] . The T&L process should stimulus learner’s
intrinsic motivation to explore the lesson that has been taught [14]. This is because learners still
have to refer to the lecture notes during their post-learning session to understand the theories,
thus being able to link the theory with the actual application. In other words, learners have to
imagine within their mind just to be able to combine the concepts and theories learned without
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clear learning medium during assessments. Despite having different student learning capabilities,
to prove the efficiency, this research will also provide empirical evidence to support the use of
CTF towards the T&L of cybersecurity. There is a need in increasing the interest of future
Malaysian workforce in defending cyber threats, covering from home to organizational
environment. Influenced by the increment of cybersecurity awareness but constrained by the gap
of ICT skills between Malaysian students and other countries, this paper aimed to design a
framework for cybersecurity education using CTF before moving into higher level of challenges.

2.1. Core Intelligence Domain Knowledge in Cybersecurity

Gardner’s multi-intelligences theory suggests that individuals possess varying levels of different
types of intelligence, including linguistic, logical-mathematical, spatial, bodily-kinesthetic,
musical, interpersonal, and intrapersonal intelligence [15] Cybersecurity education should aim to
develop multiple forms of intelligence in students, besides just focusing on technical skills.
Effective cybersecurity professionals require a combination of technical skills such as system
administration, programming, networking and cryptography while non-technical skills cover
critical thinking, problem-solving, and peer communication [16]. For introductory-level
cybersecurity training courses, the curriculum should initially emphasize the development of
logical-mathematical intelligence, with other forms of intelligence, such as linguistic, spatial, and
interpersonal, gradually incorporated as the training progresses.

The fundamental areas for developing cybersecurity skills include the core principles of
information security, such as preserving confidentiality, maintaining integrity, and ensuring
availability, as well as addressing common security threats and attack methodologies [16] [17].
Additionally, the supporting technologies and mechanisms required encompass cryptography,
vulnerability identification, and recognition of defense controls. Capture the Flag events are an
effective way to engage participants in applying these concepts in a simulated, hands-on
environment. The challenge creator can reproduce the vulnerable scenario so that individuals can
practice their skills in a monitored, safe environment [1][18].

The cybersecurity training framework can be designed to align with the multiple intelligences
theory by incorporating learning objectives that cover a range of skills according to Bloom's
Taxonomy. This hierarchy can progress from the lower-order abilities of applying cybersecurity
knowledge to the higher-order skills of analyzing and evaluating security incidents. This research
targets cybersecurity beginners and will focus on the lower and mid-level skills in Bloom's
Taxonomy, such as comprehending security principles, identifying common vulnerabilities, and
analyzing security threats. Unlike advanced CTF participants, the novice learners in this study
will not need to develop customized tools for automated attacks, but rather concentrate on
acquiring fundamental cybersecurity skills [17] [19].

2.2. Inclusive Approach for Diverse Learning Styes

While current focus is on improving technical skills, which aligns well with cybersecurity and
CTF activities, the development of human-centric skills is equally important. Cybersecurity
professionals require a combination of technical expertise and non-technical competencies like
communication, teamwork, and creativity [20]. The gamification framework should strive to
cultivate a holistic set of skills, catering to learners with diverse backgrounds and learning
preferences. In diverse learning modalities, the 3 fundamental types of learners are: visual,
auditory and kinesthetic learners. This research focuses on skill building especially on technical
cybersecurity knowledge such as system administration, Linux commands, network traffic
analysis, and cryptography. Soft skills in problem-solving, critical thinking, communication and
collaboration are also emphasized after the core knowledge is established. In mapping the CTF
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into TPACK framework and gamification guidelines, challenges exist in providing an inclusive
and comprehensive skill training framework to cater wider range of learners while still
maintaining the focus on cybersecurity skills.

In technological knowledge of TPACK, the nature of CTF provides flexibility in learning paths,
allowing learners to explore, discover and self-pace their learning journey based on their
individual learning preferences and interests [21] [22]. The integration of narrative elements and
interactive features in the gamified CTF lessons could cater to the learning preferences of visual
and auditory learners. Meanwhile, the hands-on, exploratory nature of the CTF activities would
suit the needs of kinaesthetic learners. This approach aligns with the pedagogical knowledge
component of the TPACK framework, as it incorporates diverse teaching strategies to address the
learning styles of students. While the gamification elements may not encompass the full content
knowledge specified by the TPACK framework, they can be leveraged to present various
cybersecurity concepts through diverse formats, such as narrative-driven and visual-based
approaches.

The effectiveness of the cybersecurity training framework will be evaluated through a
multifaceted assessment approach. This will include pre- and post-tests to measure knowledge
gains, observations of learner behaviours and engagement levels, as well as surveys to gather
feedback on the overall learning experience. In CTF challenge design, the challenges in the CTF
shall be structured to provide visual collaborative, reflective and narrative-based to cater different
learning styles.

2.3. Capture the Flag (CTF)

Capture the Flag (CTF) competitions are events designed to test participants' cybersecurity skills
through a series of challenges [23]. However, CTF are usually designed to cater for experienced
participants, and may not be suitable for students at the secondary or tertiary level [4]. In the
context of Southeast Asia countries such as Malaysia, CTFs have been primarily used for
awareness raising purposes rather than as an integral part of cybersecurity education curriculum
[1]. A typical CTF event involves a series of challenges that participants must solve in order to
gain points in a limited time. The challenge categories vary from general coding, cryptography,
web vulnerabilities, forensic analysis and reverse engineering [23]. Cybersecurity professionals
and enthusiasts around the world host and participate in these events to test and improve their
skills. Among the famous CTFs are Defcon, CSAW, HITCON, PlaidCTF and National Cyber
League [1].

There has been a growing interest in utilizing Capture the Flag as a pedagogical tool in
cybersecurity education [24] [23]. Advanced countries such as the United States, the NICE
framework structures a holistic framework to foster a partnership between government, academia,
and the private sector focused on cybersecurity education, training, and workforce development
[25]. Without the support of an education framework for cybersecurity, Malaysian students are
only exposed to formal Information Communication Technology (ICT) courses during their
tertiary education. In the fast-evolving cybersecurity landscape, students will receive inconsistent
knowledge and skills without a cybersecurity education framework. Compared to several
countries implementing K12 education systems where cybersecurity concepts are introduced at
elementary level, Malaysian students require to speed up their learning in both ICT skill and
specialized cybersecurity topics within their university term [26].

A review of Southeast Asia cybersecurity landscape, the cybersecurity threat statistics are not at
the critical level but there is a need in filling the workforce gap by fostering more Malaysian
cyber defenders [27][9]. Cybersecurity scientists have moved the cyber landscape from Big Data
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Analytics into Artificial Intelligence (A.l.). Defense Advanced Research Projects Agency
(DARPA) has invested 3 years and more than USD 2 million in Cyber Grand Challenge (CGC)
to develop an automated cybersecurity tool to take part against human players in a digital attack
and defense competition (DARPA, 2014). However, cybersecurity education is still suffering
from the gap in catching up the pace of fast changing cybersecurity landscape. Cybersecurity
courses is not widely introduced across tertiary level institutions. Previous studies [28] [4] [1]
have suggested that CTF competitions can increase student engagement and motivation in
cybersecurity education, but the requirements to design a CTF framework that can be integrated
into cybersecurity curricula and pedagogical approaches remain a challenge [29] [10]. After the
success of CGC, studies on gamification of cybersecurity have been initiated in the United States
on the effect of cybersecurity games to produce next generation of talent [23][30]. Studies
showed that novices and individual who is lacked cybersecurity domain knowledge find it
difficult to engulf the fast evolving and vast coverage area of cybersecurity [31][10].

However, the current design of CTF events may not be fully aligned with the learning
requirements of students. Tertiary-level students often still require development of foundational
computing knowledge, and traditional CTF events may exceed the skill level of this student
population [32]. To address the shortcomings of traditional cybersecurity education and the
limited use of CTFs, this research aims to develop a cybersecurity skills training framework that
leverages the use of CTFs, underpinned by the TPACK model and 5-step gamification approach.

2.4. Experiential Learning in Capture-the-Flag Exercises

Experiential learning is a key aspect of cybersecurity education as it allows students to actively
engage with security concepts through hands-on activities. Cybersecurity graduates are expected
to begin their professional careers with strong technical expertise and skills, which they can then
leverage to advance to managerial roles over time [33]. To achieve this, educators must design
curricula that go beyond lectures and labs, and instead immerse students in simulated security
scenarios where they can apply their knowledge and hone their skills [34]. One effective
approach to experiential learning in cybersecurity is the use of Capture the Flag exercises. A
typical CTF challenge requires participants to perform various security-related tasks such as
vulnerability identification, exploit development, and incident investigations. Extensive practical
experience allows learners to reinforce the technical knowledge and skills they have gained
through other educational activities.

2.5. Technology Pedagogy and Content Knowledge (TPACK) Framework

Mishra and Koehler's Technological Pedagogy and Content Knowledge framework [1] can be a
suitable model to design the CTF framework. TPACK emphasizes the complex interplay of 3 key
components of knowledge: content, pedagogy, and technology, and the intersection between
them. For cybersecurity education, the content knowledge includes the fundamental concepts and
techniques such as cryptography, networking, programming; the pedagogical knowledge involves
selecting appropriate teaching methodologies; and the technological knowledge encompasses the
tools and platforms used in the learning process; the technology knowledge includes using a CTF
platform, developing CTF challenges and automating the evaluation and scoring process.

Emerging research suggests that for CTF to be an effective educational tool, the competition
should be designed with a focus on promoting student engagement and learning, rather than just
technical mastery [4]. By integrating the TPACK framework into the design of the CTF-based
training, the framework can ensure that the technical skills development is balanced with
appropriate pedagogical approaches and leverages relevant technological tools. In this research,
the academic, CTF creator, and student perspective will be considered to develop the integrated
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framework. The academic will focus on the content and pedagogical knowledge, the CTF creator
will contribute the technological and content knowledge, and the student perspective will ensure
the framework meets the learning needs and motivations of the target audience.

2.6. Five-Step Gamification

Huang and Soman’s five-step gamification framework can be a useful approach to guide the
design of the CTF-based training [35]. The steps include: 1) Understanding the target audience
and their characteristics; 2) Defining the learning objectives; 3) Structuring the experience; 4)
Identifying the resources; and 5) Applying gamification elements.

In the first step, the target audience of tertiary-level students in learning cybersecurity would be
profiled to identify their prior knowledge, learning preferences, and motivational drivers. It can
be achieved by providing a pre-test assessment. The learning objectives in the second step would
be aligned with the TPACK framework to ensure technical mastery, pedagogical effectiveness,
and technological integration. This requires the close collaboration between academic and the
CTF challenge creators. The third step of structuring the experience would involve designing the
CTF challenges with appropriate difficulty levels, feedback mechanisms, and peer collaboration
and competition. Academics can adopt the formative assessment and the CTF creator can
perform real-time monitoring of the learner’s progress. The fourth step of identifying resources
would encompass the selection of the CTF platform functions, development of challenge
scenarios, and facilitation of the learning activities. Finally, the fifth step of applying
gamification elements would incorporate game-like features such as scoring, rewards and
recognitions, and progress tracking to enhance student engagement and motivation.

By integrating the 5-step gamification into TPACK-aligned CTF design, the CTF-based training
can be designed to effectively engage students, scaffold their learning, and evaluate their
progress. Learners can leverage the benefits of gamified learning to develop well-rounded
cybersecurity knowledge and skills. To validate the effectiveness of the proposed framework,
empirical studies can be conducted to measure the impact on student learning outcomes,
engagement, and motivation. The framework can then be refined based on the findings and
feedback from academics, industry experts and experienced CTF organizers.

3. RESEARCH OBJECTIVES

This research aimed to design and develop a cybersecurity skill training framework for teaching
and learning (T&L) cybersecurity in Malaysia through a Capture the Flag (CTF) game. The
proposed framework will incorporate the TPACK model and the 5-step Gamification model to
design and develop the CTF-based cybersecurity training. Efficiency in learning cybersecurity
within the limited time becomes an important matter. Undergraduate degree students have an
average of four years studies to acquire knowledge and skills on cybersecurity, before entering
the workforce associated to cyber and information technology sector. The problems identified
were:

1. Malaysia is lacked a framework for T&L cybersecurity
2. Malaysian students suffer a skill gap in cyber security area
3. There is no guideline for Malaysian educators in delivering cybersecurity modules

A CTF game has been recognized as the game to support this skill training framework. This game

is embedded with real time gameplay, which possesses generic game characteristics, such as
avatar, scoring system, instant feedback, social connections and reward, affording lecturers or
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instructors to monitor learning progress. The game can capture real time data for use in analyzing
the cybersecurity skill training framework. To attain the research aim, the following research
objectives are formulated in this study:

1. To design a CTF-based cybersecurity training framework using the TPACK and 5-step
Gamification models.

2. To assess the effectiveness of the proposed CTF-based cybersecurity training framework in
improving cybersecurity knowledge and skills among Malaysian undergraduate students.

3. To compare the effectiveness of the proposed CTF-based cybersecurity training framework
with traditional classroom-based cybersecurity training.

Research questions are derived from the identified problems and research objectives:

1. Is there a statistically significant difference in students’ performance in acquiring
fundamental cybersecurity concepts before and after learning through a CTF game?

2. Is there a statistically significant difference in students’ performance in acquiring types of
cybersecurity threats before and after learning through a CTF game?

3. Is there a statistically significant difference in students’ performance in acquiring
cryptography concepts before and after learning through a CTF game?

4. METHODS

The CTF training framework is based on a constructive mapping of Introduction to Security or
similar module in 2 universities. An initial prototype will be tested and evaluated by academics
and subject matter experts. Pilot test evaluation with students from different cohort and respective
assessor will be followed up.
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Figure 1. The conceptual framework of the digital game platform where CTF is embedded in the TPACK
and Gamification models

The proposed framework suggests a unique approach to cybersecurity education and training,
centered around the cybersecurity concepts of fundamental concepts, types of threats, and
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cryptography, along with game design elements. This research will be using a combination of
quantitative and qualitative methods. For the quantitative approach, a quasi-experimental design
will be used to assess the effectiveness of the proposed CTF-based cybersecurity training
framework. The experiment involves involve a pre-test and post-test design to measure the
students' knowledge gain in cybersecurity concepts after using the CTF-based training
framework. Interviews and focus groups will be used for the qualitative approach to gather in-
depth feedback on the proposed framework from subject matter experts, lecturers, and students.
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Game Development
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Subject matter I
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Selection of control
and treatment group
Pre-Test Pre-Test
l Failed
Treatment
Post-Test Post-Test

__
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J

Figure 2. The research design using quantitative approach involving expert validation of the skill
training framework

5. METHODS

The participants for this study will be undergraduate university students majoring in software
engineering, computer science, or information technology programs at selected universities in
Malaysia. The participants will be randomly assigned to either the experimental group, which
will use the proposed CTF-based cybersecurity training framework, or the control group, which
will receive traditional classroom-based cybersecurity training. The participants are expected to
be between 18-25 years old, with no prior formal training in any cybersecurity domains.

Recruiting sufficient number of participants for this study may prove challenging due to the
limited enrollment in an academic year for Malaysia cybersecurity programs. As a result, the
participants will likely be drawn from a pool of students enrolled within the same cohort, who
will then be randomly assigned to either the control or experimental group.

The duration of the research and skill training will take place over a 10-week period. To reduce
validity threats on the control group, participants in the experimental group will be required to
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sign a non-disclosure agreement, prohibiting them from discussing the details of the experiment
with individuals outside the study. They will access the CTF platform using unique identifiers
linked to their university accounts. Participants' access time, IP addresses, and game progression
data will be tracked to ensure reliable data collection. This will help maintain the integrity of the
study and prevent any potential contamination of the control group by the experimental group
participants. The research team will closely monitor the participants’ engagement and
performance throughout the 10-week training period.

6. RESEARCH INSTRUMENTS

cybersecurity knowledge. This is to study if there is a statistically significant difference in the
students' performance before and after using the proposed CTF-based cybersecurity training
framework, as compared to the control [1] [36] group. The pre-test and post-test will consist of
20 multiple-choice questions covering the three key cybersecurity concepts: fundamental
concepts, types of threats, and cryptography.

Additionally, semi-structured interviews and focus group discussions will be conducted with the
experimental group participants, instructors, and subject matter experts to gather in-depth
qualitative feedback on the proposed CTF-based cybersecurity training framework. The
interviews will be conducted during the pilot test and the actual experiment. This qualitative data
will provide valuable insights into the participants' experiences, perceptions, and opinions
regarding the effectiveness and usability of the framework. The interviews and focus groups will
explore aspects such as the learning experience, engagement with the CTF game, application of
cybersecurity concepts, and overall satisfaction with the training approach. The feedback
collected from these sessions will help the researchers identify areas for improvement and refine
the framework to better meet the needs and expectations of the target audience.

7. EXPECTED OUTCOME

The expected outcome of this research is a novel CTF-based cybersecurity training framework
that can effectively improve cybersecurity knowledge and skills among undergraduate students.
CTFs are usually conducted in limited time such as one-day events, but this research proposes an
integrated training framework that incorporates the CTF game as a core component over an
extended duration of 10 weeks. This extended duration is expected to provide more opportunities
for students to engage with the CTF game, explore cybersecurity concepts, and develop their
skills. The control group may have exposure to other CTF competitions through extra-curricular
activities, but it is expected that the experimental group, who will use the proposed CTF-based
training framework, will demonstrate a significantly higher performance level in acquiring
cybersecurity knowledge and skills. This is because the customized CTF game is embedded
within the TPACK and gamification models, which are tailored to the specific research
objectives. Both the control and experimental groups will undergo the same post-test, covering
similar topics in the pre-test, at the end of the study to measure the effectiveness of the proposed
framework. For further analysis, the experimental group's in-game performance data will be
correlated with their pre-post test scores to establish the relationship between CTF game
engagement and improvement in cybersecurity knowledge. This comprehensive assessment will
provide valuable insights into the effectiveness of the proposed CTF-based cybersecurity training
framework in enhancing students' cybersecurity skills and knowledge
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8. CONCLUSION

Game-based Learning is not a novel concept in the education sector [37]. This paper aims to
extend the use of GBL to develop specialized profiles for students in Malaysia, particularly in the
cybersecurity field. The study's outcome will contribute to enhancing cybersecurity education.
Educators will be guided on the key areas to emphasize in curriculum design and delivery.
Learners who adopt this learning approach will not only acquire cybersecurity skills and
knowledge but also develop valuable employability skills.

While there are existing studies on games for Science, Technology, Engineering, and
Mathematics education, including cybersecurity [30][38], this research specifically targets
Malaysian cybersecurity students to help them become self-sustaining in adapting to the dynamic
cyber threat landscape. The roadmap of a cybersecurity practitioner typically starts from the
front-line roles, such as security testers and incident responders, before progressing to managerial
positions like department leaders and policy makers. This study aims to extend the application of
GBL to a specialized industry that operates on diverse platforms, requiring logical reasoning and
operations.

The study will be supported by creating and assessing the logical-mathematical intelligence from
the seven core intelligence profiles proposed by Gardner [39]. This research will also empower
educators to focus on the skill development process and assessments, helping students achieve
the industry's needs and expectations.
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