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ABSTRACT

The field of cybersecurity education has undergone a significant transformation, with the emergence of
innovative e-learning platforms that aim to bridge the gap between academic institutions and industry.
This study investigates the effectiveness of SKRCTF, a customized Capture-the-Flag platform designed to
support cybersecurity skill development, through comprehensive analysis of user performance patterns and
learning experiences. Drawing from data collected from 120 participants over a 12-week period, this
research employs mixed-methods analysis to examine learning progressions, engagement patterns, and
skill development pathways in cybersecurity education. The findings reveal three key insights: 1. the
emergence of distinct specialist and generalist learning patterns, challenging traditional assumptions
about linear skill progression; 2. the identification of an optimal engagement zone that maximizes learning
effectiveness; and 3. the discovery that analytical challenges serve as effective entry points for
cybersecurity skill development. The study also uncovers a complex relationship between perceived
difficulty and learning outcomes, where higher perceived difficulty often correlates with increased
persistence rather than decreased engagement. These insights contribute to both theoretical understanding
of cybersecurity skill development and practical platform design considerations. The research suggests
that effective cybersecurity education platforms should support multiple learning pathways, implement
structured engagement mechanisms, and carefully sequence challenges to optimize skill development.
These findings have significant implications for the design of cybersecurity education programs and the
development of future security professionals.
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1. INTRODUCTION

This study investigates SKRCTF, a customized Capture-the-Flag platform designed to support
hands-on cybersecurity skill development. EXxisting cybersecurity training methods often struggle
to cater to the diverse skill levels and backgrounds of participants, leading to suboptimal learning
experiences [1].

1.1. Background and Research Context
The rise of cyber ranges has offered a more immersive and practical training approach in
Malaysian universities, yet their resource-heavy nature restricts widespread accessibility [2]. This

observation led us to explore more accessible alternatives such as CTF-style environments [3][4].
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These platforms combine practical challenges with educational scaffolding, enabling learners to
develop technical competencies in a controlled environment. However, current research shows
limited evidence of their effectiveness in developing threat recognition and pattern identification
skills [5].

We designed SKRCTF to address these gaps, offering a customizable e-learning platform that
adapts to diverse learner backgrounds and skill levels. The key features of SKRCTF include:

e Gamified learning that simulates real-world scenario in a safe environment.

e Scaffolding and guided learning by providing structured learning paths and progressive
challenge difficulties.

e Adaptive and personalized learning with data-driven performance tracking.

e Community-driven learning via peer-to-peer learning through discussion forums.

1.2. Platform Overview and Scope

SKRCTF encompasses the typical topics in cybersecurity education. The 12 categories were
warm up tutorials, web security, cryptography, digital forensics, software reverse engineering
(RE), binary exploitation, Open-Source Intelligence (OSINT), mini games, programming,
steganography and miscellaneous. Each challenge category contains varying difficulty levels,
with a total of 127 challenges. This study examines data from 120 participants aged 19-30 who
engaged with the platform over a 12-week period.

1.3. Research Objectives and Questions

Previous research on the SKRCTF platform found limited evidence of learners recognizing
cybersecurity threats and cryptography patterns, despite their involvement [6]. This study now
shifts focus to investigating factors influencing learner motivation in the Malaysian cybersecurity
education context. The research questions are:

1. What factors contribute to the variability in performance between high and low scorers?
2. How does perceived challenge difficulty relate to actual performance?

3. What demographic factors influence performance across challenge categories?

4. How do user expectations align with their platform experience?

5. What patterns emerge in challenge completion rates across different user groups

2. METHODOLOGY

To address these research questions, this study employed a mixed-method approach, combining
guantitative and qualitative data analysis.

2.1. Data Collection

We collected survey data from learners using SKRCTF to train cybersecurity skills. We included
a survey question as part of the challenges to measure the learners’ perception and performance
level. The study duration is between 1st August 2024 to 18th September 2024. Ethical
considerations, such as data anonymization and informed consent, were followed.
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2.1.1. Survey Design and Distribution

The survey consisted of four sections: demographic information, performance self-assessment,
challenge difficulty perception, and learning strategy preferences. The survey was distributed
after participants attempted 20 challenges through the SKRCTF platform, and participants were
incentivized to complete the survey with points and virtual badges.

2.1.2. Performance Data Collection

The researcher recorded the participants' performance data, including the number of challenges
completed, number of challenge categories completed, and total attempts taken to complete each
challenge.

2.2. Data Analysis Techniques

Descriptive statistics were employed to summarize participant demographics, challenge
completion rates, and overall performance metrics. Correlation analysis, specifically Pearson's
correlation coefficient, was used to examine relationships between perceived difficulty and
performance, as well as inter-category performance correlations. Comparative analysis was
conducted to assess performance differences across demographic groups and difficulty perception
categories. Frequency analysis and cross-tabulation were utilized to examine the distribution of
responses across various categorical variables.

Thematic analysis was employed to categorize and interpret participants' suggestions for platform
improvement. Content analysis was used to identify recurring patterns and themes in participants'
feedback and experiences.

3. FINDINGS

The collected data and analysis, based on the 5 research questions, led to the identification of 2
main themes: 1) Progressive learning patterns; and 2) Performance-Engagement dynamics. The
research guestions were then mapped to these developed themes.

3.1. Progressive Challenge Design and Skill Development

The data showed that the learning curve on the SKRCTF platform was not linear but follow
distinct patterns across challenge categories and participant types. Analysis on the completion
aretes and engagement patterns led to 3 key findings: natural learning progression, specialized
skill development paths, and optimal engagement zones.

3.1.1. Natural Learning Progression

Completion rates across challenge categories revealed a clear skill progression hierarchy. The
categories difficulty tiers are: 1. Entry level (>40% average completion rate): Warm up (54.46%),
OSINT (83.33%), Forensics (47.19%), Linux (44.64%); 2. Intermediate Level (25-40% average
completion): Web (29.83%), Crypto (33.51%), Steganography (35.42%), Binary (29.17%); 3.
Advanced Level (<25% average completion): Programming (12.50%), Misc (14.17%).
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Figure 1. Challenge distribution and difficulty level.

Increased practice attempts do not directly translate to greater learning effectiveness, shown in
Figure 2. The scatter plot shows a weak positive correlation between the number of attempts and
the completion rate. Even among participants with similar attempt counts, there is substantial
variability in their completion rates. Interestingly, the highest average completion rate of 52.1%
is observed within the 101-150 attempt range. This aligns with prior research [7], which indicates
that the effectiveness of learning cybersecurity skills is enhanced by an environment that
encourages active participation and structured learning, rather than just repetitive practice.
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Figure 2. Average completion rate against category size

The number of challenges attempted decreases as difficulty increases, suggesting a natural
learning curve [8][9]. Learners tend to be more successful in completing entry-level challenges
compared to advanced ones. Beginning with easier challenges can help build learners'
confidence, which may then lead to increased engagement and attempts at higher-difficulty
challenges.

The challenge categories reveal a weak negative correlation between category size and
completion rates. Larger categories tend to have lower average completion rates, though some
exceptions exist. Categories with many challenges show this negative correlation, while medium-

4



The International Journal of Multimedia & Its Applications (IJMA) Vol.16, No. 6, December 2024

sized categories have varied completion rates. Further analysis based on prior research [10], the
categories can be classified into three types: Technical, Analytical, and Mixed. Figure 3 presents
the new group type and their distribution of difficulty and completion rates.
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Figure 3. Challenge categories and completion rate for each difficulty level

The Technical category, which includes Web Exploitation, Reverse Engineering, Binary
Exploitation, and Programming, exhibited the lowest average completion rates (27.98%). In
contrast, the Analytical category, such as Digital Forensics, Open-Source Intelligence,
Cryptography, and Steganography, demonstrated the highest completion rates (46.74%). The
remaining Mixed category, requiring cross-domain skills including Warm-up, Linux, Mini
Games, and Miscellaneous, had an average 36.70% completion rate.

The Analytical and Mixed categories have higher completion rates for beginners at 42.86% and
57.14% respectively, but the rates gradually decline at higher difficulty levels. This suggests that
the entry points for these categories effectively engage learners but may require better support for
progression. In contrast, the Technical category has a lower beginner completion rate but higher
rates at the intermediate level, showing a more consistent progression through higher difficulty
levels. This indicates that the Technical category builds upon foundational skills with steady
development, providing an effective learning curve for more experienced participants, but may be
more intimidating for beginners. [11].

The relationship between challenge type and completion rates offers valuable insights for
designing learning progressions in cybersecurity education. This pattern suggests that analytical
challenges provide better entry points for beginners, while technical challenges require more
structured scaffolding but enable consistent skill development [12][13].

3.1.2. Specialist and Generalist Development

Analysis of individual learning trajectories revealed two distinct learner profiles: Specialists
(n=62), who achieved high performance with over 70% completion in specific categories; and
Generalists (n=46) maintained consistent performance of over 40% completion across multiple
categories. The remaining 54% displayed a mix of performance patterns.
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Diving deeper into each performance characteristics, Specialists required an average of 1.92
attempts per success in their dominating category while Generalists averaged 1.85 attempts per
success across all categories. These patterns suggest differences in their learning strategies [14]
[15]. Specialists may focus on developing deep expertise within a particular domain, while
Generalists adopt a broader, cross-disciplinary approach. Specialists tend to have higher success
rates in advanced challenges within their specialty, while Generalists may exhibit greater
adaptability across different challenge types. Recognizing these distinct learner profiles can guide
the design of personalized learning pathways and support mechanisms, moving beyond a one-
size-fits-all approach.

3.2. Performance-Engagement Dynamics

Analysis reveals a complex relationship between participants' perceived difficulty, engagement
patterns, and actual performance on the SKRCTF platform. Perceived difficulty reliably indicates
performance while revealing interesting engagement and persistence patterns.

3.2.1. Perceived Difficulty-Performance Patterns

The correlation between perceived challenge difficulty and performance exhibited significant yet
nuanced patterns. A moderate negative correlation (-0.421) emerged between perceived difficulty
and average scores, with performance varying by difficulty perception: "Easy peasy" had the
highest average overall completion (36.75%); "Somehow challenging” performed second-best
(31.52%); "Quite challenging" group had an average performance of 27.55%; "Very challenging"
group had the lowest average performance (22.92%).

However, perceived difficulty showed unexpected relationships with engagement. Participants
rating challenges as "Very challenging" made significantly more attempts (average 107.4)
compared to those rating them "Easy peasy" (average 72.9). This suggests that higher perceived
difficulty often motivated deeper engagement rather than deterring participation. This aligns with
the learning progression where practitioners often start with a broad approach before gradually
specializing [16]. As these participants gain more experience, their self-awareness and
metacognitive abilities improve, leading to a better alignment between their perceived difficulty
and actual performance.

3.2.2. Optimal Engagement Zones

The weak positive correlation between attempts and completion rates combined with the
variability in success rates among participants with similar attempt counts, suggests that effective
learning depends more on approach strategy than persistence alone. This aligns with findings
from [17] about the importance of balancing challenge and skill for optimal engagement.

Figure 4 shows that the 101-150 attempt range is the most optimal engagement zone across the
127 total challenges, achieving 52.1% completion rate. This finding challenges the assumption
that more practice automatically leads to better outcomes. The data indicates that the importance
of structured, measured practice yields better results over raw attempt numbers. Building on prior
research [18], the different challenge categories exhibited distinct patterns in learner engagement.
Technical challenges demonstrated lower overall completion rates but consistent progression
through increasing difficulty levels, while analytical challenges had higher initial accessibility but
varying progression patterns.
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Figure 4. Attempt vs completion rate scatter plot

Different challenge types require tailored engagement strategies. This indicates a need for more
effective category-specific learning strategies than uniform approaches. The data suggests
diminishing returns after certain thresholds, highlighting the importance of designing engagement
mechanisms that encourage regular, measured practice rather than intense bursts. Harnessing
these insights, learning platforms can integrate adaptive analytics to steer learners towards more
productive practice strategies and better long-term outcomes.

4. DISCUSSION

The data-driven insights gathered from the SKRCTF platform can help inform the development
of innovative e-learning models optimized for effective cybersecurity skill acquisition. Though
the 5 research questions did not uncover notable distinctions in demographic factors, we explore
the pivotal theoretical insights and practical applications of the findings, with a view toward the
broader vision of enhancing cybersecurity education framework development.

4.1. Theoretical Implications

Research in technical education has demonstrated the potential of Capture-the-Flag activities to
improve student engagement and self-efficacy in computing domains [14] [1]. Our findings
extend this understanding by revealing how the SKRCTF platform supports different learning
pathways while fostering sustained engagement. The complex relationship between perceived
difficulty and learning outcomes suggests a "confidence-competence spiral” where initial success
in general skill categories, particularly analytical challenges, builds the foundation for tackling
more technical domains.

The identification of distinct specialist and generalist learning patterns offers a novel conceptual
framework for comprehending skill development in cybersecurity skill development. This dual-
path framework challenges traditional models of linear progression [19][20], suggesting that
effective platforms must support both deep domain expertise and broad skill acquisition. The
divergent attempt patterns observed between specialists and generalists suggest fundamentally
diverse learning strategies, challenging the conventional one-size-fits-all approach in
cybersecurity education.
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Our analysis challenges the assumption on increased practice automatically leads to improved
performance in cybersecurity education. The optimal engagement zone suggests a more complex
relationship between effort and achievement. The stark difference in completion rates between
technical and analytical categories reveals a fundamental distinction in how these skills are
acquired with analytical skills potentially laying the foundation to technical competency. This
insight is significant given that participants who perceived challenges as more difficult showed
higher persistence, serving as a motivator rather than a deterrent in self-directed learning
environment.

4.2. Practical Implication

The findings from SKRCTF provide concrete guidance for designing cybersecurity learning
platforms. The clear differentiation in completion rates between technical and analytical
categories suggests that platforms should intentionally sequence challenges to build learner
confidence. Starting with analytical challenges that demonstrate higher accessibility before
introducing technical challenges can create more progressions while building learner confidence.
Entry point planning across each cybersecurity challenge category is crucial. Well-designed
introductory challenges showed more consistent engagement patterns, suggesting that careful
attention to initial challenge design is crucial for learner retention. This extends beyond simple
difficulty ratings to include consideration of required background knowledge and skill
prerequisites. The distinct engagement patterns between specialists and generalists underscore the
need for flexible support systems. Specialized deep-dive resources should be available for
specialists, while generalists should be provided with broader contextual connections to enhance
their learning.

The optimal engagement zone could be a transformative guide for instructional design,
suggesting a need for more sophisticated gamification beyond basic points and badges in
cybersecurity education. Platforms should implement analytics-driven mechanisms on supporting
sustained, meaningful engagement rather than maximum attempt numbers. Understanding the
relationship between perceived difficulty and engagement patterns can help determine
appropriate reward structures, support diverse engagement styles, provide meaningful feedback,
and encourage strategic practice patterns.

4.3. Educational Framework Development

SKRCTF and associated research findings contribute to the emerging field of cybersecurity
education by providing a data-driven framework for designing effective e-learning systems.

The identification of distinct specialist and generalist learning patterns [18] [8] offers a novel
conceptual model for understanding skill development in cybersecurity education. The observed
progression from analytical to technical challenges aligns with established educational principles
of scaffolded learning while addressing practical cybersecurity skills.

A proposed integration framework includes:

o Using analytical challenges (forensics, cryptography) to introduce core concepts

o Gradually incorporating technical challenges (web security, reverse engineering) to build
practical skills

o Leveraging OSINT and steganography challenges to develop investigative thinking

o Employing binary exploitation and programming challenges for advanced skill
development
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A balanced skill development model recognizes that effective cybersecurity education must foster
both depth and breadth of knowledge. The SKRCTF case study showcases how data-driven
insights can inform the design of flexible, adaptive curricula to cater to the diverse needs of
learners. The framework features core components starting with foundational skills common to
all tracks, as well as specialized deep-dive opportunities. It also incorporates cross-domain
integration projects with industry-aligned challenge scenarios. This underscores the importance
of enabling learners to develop along their natural inclinations while ensuring baseline
competency across essential domains.

Despite the current SKRCTF platform having limited sample size and demographic constraints,
we propose an integrated assessment framework that combines formative and summative
evaluations based on the platform's engagement patterns and performance metrics. Analyzing
learners' attempt patterns and problem-solving approaches across different skill domains can
provide meaningful feedback to both educators and learners, informing their respective
improvement efforts.

While maintaining pedagogical rigor, bridging academic learning to industry needs remains a
critical priority. Besides mapping challenges to learning outcomes and producing metrics for skill
evaluation, developing industry-relevant tools and techniques, supporting continuous professional
development are paramount in preparing the next generation of cybersecurity professionals.

5. LIMITATIONS AND FUTURE RESEARCH

The preliminary research conducted on the SKRCTF platform represents an initial step in
understanding how adaptive e-learning can transform cybersecurity education. Limitations
include the relatively small sample size, limited time frame, homogeneous demographic, self-
reported difficulty perception.

To further enhance the SKRCTF platform, future research should focus on expanding the range
of learners, incorporating diverse challenge types, and conducting longitudinal studies to track
skill development over time. While SKRCTF provides a robust foundation for cybersecurity
education, certain platform-specific limitations should be acknowledged, such as the distribution
of challenges across categories, the need for a more sophisticated implementation of scaffolding
mechanisms, and the development of more nuanced assessment metrics.

Several promising research directions arise from this work, including learning analytics [19],
cross-platform integration, and cognitive load analysis. These areas could warrant further
investigation into adaptive learning systems, team learning dynamics, industry impact, and
cultural factors. Specifically, future research could explore the application of learning analytics to
gain deeper insight into specialist-generalist learning patterns and performance on the SKRCTF
platform. Cross-platform integration could enable the sharing of resources and best practices
across different cybersecurity education initiatives, fostering a more collaborative and
comprehensive approach to curriculum development [20]. Cognitive load analysis could provide
valuable insights into the relationship between perceived difficulty, actual complexity, and
learning outcomes, informing the design of more effective instructional strategies and challenge
sequences [21]. Additionally, investigations into team learning dynamics and the impact of
cultural factors on cybersecurity education could lead to the development of more inclusive and
supportive learning environments. Exploring these research directions could significantly
enhance the design and implementation of adaptive learning systems for the cybersecurity field.
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6. CONCLUSION

This study provides valuable insights into the design and implementation of effective
cybersecurity education platforms through a comprehensive analysis of the SKRCTF platform.
The research reveals several key findings that contribute to our understanding of how learners
engage with and develop cybersecurity skills in an online environment.

First, the identification of distinct learning patterns, particularly the emergence of specialist and
generalist approaches, challenges the traditional assumptions about linear skill progression in
cybersecurity education. This suggests that effective platforms must support multiple learning
pathways while maintaining core competency development across essential domains.

Second, the research demonstrates a complex relationship between perceived difficulty,
engagement patterns, and learning outcomes. The discovery of an optimal engagement zone and
the observation that higher perceived difficulty often correlates with increased persistence rather
than decreased engagement provides valuable guidance for platform design and pedagogical
approaches.

Third, the analysis of category-based learning patterns reveals that analytical challenges may
serve as an effective entry point for cybersecurity education, with technical challenges requiring
more structured support and scaffolding. This insight can inform the design of more effective
learning progressions in cybersecurity education platforms.

While this study has limitations, including sample size and demographic constraints, it provides a
foundation for future research in cybersecurity education. Future studies should explore
longitudinal learning patterns, investigate team-based learning dynamics, and examine the impact
of cultural factors on cybersecurity skill development. This research contributes to the ongoing
development of evidence-based approaches to cybersecurity education, ultimately supporting the
preparation of the next generation of cybersecurity professionals.
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