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ABSTRACT

These days the security provided by the computer systems is a big issue as it always has the threats of
cyber-attacks like IP address spoofing, Denial of Service (DOS), token impersonation, etc. The security
provided by the blue team operations tends to be costly if done in large firms as a large number of systems
need to be protected against these attacks. This leads these firms to turn to less costly security
configurations like IDS Suricata and IDS Snort. The main theme of the project is to improve the services
provided by Snort which is a tool used in creating a vague defense against cyber-attacks like DDOS
attacks which are done on both physical and network layers. These attacks in turn result in loss of
extremely important data. The rules defined in this project will result in monitoring traffic, analyzing it,
and taking appropriate action to not only stop the attack but also locate its source IP address. This whole
process uses different tools other than Snort like Wireshark, Wazuh and Splunk. The product of this will
result in not only the detection of the attack but also the source IP address of the machine on which the
attack is initiated and completed. The end product of this research will result in sets of default rules for the
Snort tool which will not only be able to provide better security than its previous versions but also be able
to provide the user with the IP address of the attacker or the person conducting the attack. The system
involves the integration of Wazuh with Snort tool in order to make it more efficient than IDS Suricata
which is another intrusion detection system capable of detecting all these types of attacks as mentioned.
Splunk is another tool used in this project which increases the firewall efficiency to pass the no. of bits to
be scanned and the no. of bits scanned successfully. Wazuh is used in this system as it is the best choice for
traffic monitoring and incident response than any other of its alternatives in the market. Since this system
is used in firms which are known to handle big amounts of data and for this purpose, we use Splunk tool as
it is very efficient in handling big amounts of data. Wireshark is used in this system in order to give the IDS
automation in its capability to capture and report the malicious packets found during the network scan. All
of this gives the IDS a capability of a low budget automated threat detection system. This paper gives
complete guidelines for authors submitting papers for the AIRCC Journals.
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1. INTRODUCTION

The attacks faced today by the industry are known to have a disastrous effect on the data privacy
and security of the companies, which is an important part of patent infringement prevention and
employee data security [27]. The security provided by the big firms these days are effective in
most cases but they tend to be more and more costly day by day. This leaves the small budget
firms and companies unprotected or end up in trusting not suitable software systems. A solution
to this can be provided by using the solution provided in this paper which uses an appropriate
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approach for protecting the data by alerting the customer by performing a basic blue team
operation scan. An Intrusion Detection System (IDS) is a system that monitors network traffic for
suspicious activity and issues alerts when such activity is discovered. It is a software application
that scans a network or a system for the harmful activity or policy breaching. Any malicious
venture or violation is normally reported either to an administrator or collected centrally using a
security information and event management (SIEM) system.

SIEM system integrates outputs from multiple sources and uses alarm filtering techniques to
differentiate malicious activity from false alarms. Although intrusion detection systems monitor
networks for potentially malicious activity, they are also disposed to false alarms [28, 29]. Hence,
organizations need to fine-tune their IDS products when they first install them. It means properly
setting up the intrusion detection systems to recognize what normal traffic on the network looks
like as compared to malicious activity. Intrusion prevention systems also monitor network
packets inbound the system to check the malicious activities involved in it and at once send the
warning notifications. Intrusion detection system (IDS), an influential approach, is primarily
implemented to detect abnormal activities in a target applications or computers. An IDS has two
main methods [1], signature-based detection and anomaly-based detection. Signature-based
detection is used to detect identified attacks using rule-based methods. Conversely, anomaly-
based detection is utilized to detect both the known and unknown attacks by learning their
behaviour. Intrusion prevention systems also monitor network packets inbound the system to
check the malicious activities involved in it and at once send the warning notifications.

2. RELATED WORK

The main reason for the project to be created in the first place is that IDS Snort, the already
existing version of the snort system, could not locate the IP address of the system attempting to
attack. The already existing IDS is also effective against these attacks, but the time taken by the
system to prevent damage from these attacks is much longer than the proposed system. The
original design consisted of firewalls which protect the system from external threats. Those are
two types, i.e., packet filtering router and application gateway [5]. Another type is a circuit-level
gateway which typically relays TCP packets. Basic web security, like access level security and
transaction level security, was also one of the core features of the existing design [4,5].

Issues in the existing system included training time which was a significant issue as setting up
earlier 1DS required a lot of training and setup time. During this time, the system was vulnerable
as it needed the original security to be dismantled before setting up a new one [6]. Attack
identification was also a big concern as it took hours to identify a simple brute force attack which
was one of the low-level attacks.

In a recent study, cyber defence mechanism has become a more sophisticated and challenging
approach for accurately detecting intrusion detection [25]. Data confidentiality, integrity, and
availability need more attention and have been widely addressed in wireless-compatible networks
[23, 24]. Numerous intrusion approaches are widely surveyed in literature to tackle computer
security threats, which can be broadly classified into Signature-based Intrusion Detection
Systems (SIDS) and Anomaly-based Intrusion Detection Systems (AIDS). This approach
discusses several review comparisons, dataset illustrations, workflow, and evaluation
mechanisms. The techniques widely investigated by attackers in detecting network traffic
analysis and future research challenges to counter such methods for making a secure approach
make the study attractive [21, 26].

Intrusion detection provides security not only for an individual entity but also for an organization
as a whole. Several exciting studies for intrusion detection exist. One such approach is the use of
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the ontology approach. The work addresses the problems that handle syntax and semantics,
affecting the IDS system performance. SNORT rules were designed in a more challenging
manner, and such design supports SNORT rule verification using OWL ontology. The function is
to detect harmful traffic from the ontology design construed. The primary issue in this task would
be the design of efficient detection and SNORT rule specification [7].

Similar other approaches, which were expressive in creating rules, were not only trivial tasks,
especially for the self-defined rule but also needed to be more challenging in measuring the
complexity of the network creation process for network monitoring. The work presented in the
approach discusses a signature-based approach called Network Intrusion Detection Systems
(NIDS). Most systems were designed for something other than modern high-speed network
capability, which includes a choice for such high-speed networks, network flow-monitoring and
Internet Protocol Flow Information Export (IPFIX) definition standard. There exist no current
solutions that are even to handle payload in these flows. Recently, the concept of application
layer HTTP flow has been extended to improve the version of the IPFIX-based Signature-based
Intrusion Detection System (FIXIDS). The study measures the evaluation that could be of high
deal with four times higher network data rates without drops than Snort while maintaining the
same event detection rate. Furthermore, a substantial part of the data traffic can be outsourced to
Fixids so that Snort can be relieved of a significant portion of rules and traffic. This increases the
detection and data rates the overall security appliance can handle [24].

3. PROPOSED ARCHITECTURE

The architecture followed by the system is presented here and outlined in detail.

Snort Plugin
Snort Plugin and
and Packet - Classification
decoding of Packets
through ML
Capture Snort
Network packets p — Detection Alarms
Infrastructure >> through > —— Engine and logging
Sniffing Rule set
Log file
analysis

Figure 1. Proposed system architecture

Figure 1 shows why our approach is better than any other machine learning approach applied in
the system in the usual case as we reach the same result of alarm logging in the end without
allowing the project to make a leap for a high processor needing approach of machine learning
[26].

The step of preprocessor is the step where Wireshark will decide to make the approach to snort
tool in order for it to check for packet anomaly. The step of log file analysis is where our project
will be applying the tools wazuh and Splunk.
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4. INTRUSION DETECTION SYSTEM USING CUSTOMIZED RULES FOR SNORT

The tools involved in the project include Wireshark, Snort, Wazuh and Splunk. Each tool needs
to be setup like the normal IDS configuration tool but the time taken to setup these tools is
comparatively very low on an Ideal system which means that it means the minimum requirement
for running it efficiently. For most of these tools there is no specific OS required but for Snort
tool to run the experiments related to this paper and research community rules were imported
which could be found on snort.org.

*Wireshark-This tool is very essential part of the whole IDS as it does for the system the basic
reconnaissance which detects the first crucial minutes of the attacks. Basically, what it does is, it
scans the traffic of the machine on which the scan is performed and each packet is scanned for
the time at which it made a transition, the type of security the communication channel is using
and the encryption it uses for the packet, the type of protocol used, the layer in which the
communication is taking place. All of this is done in real time as each packet passes through the
scan.
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Figure 2. Wireshark tool showing packet configuration

The black highlighted packet in the Figure 2 is a suspicious packet as the tool has found an
anomaly in the packet. Grey highlighted packet shown in the image is an analyzed packet in
which the anomaly is found and dealt with. This shows a silent feature of the tool which is very
helpful in our case and is one of the main reasons for using this tool which is that is automatically
moves onto the next packet analyzation after completing the action on one packet.

*Snort-This is the most important tool of our setup as it is responsible for incident response for
the attack and also helps with the blue team effort for the first line of defense against the attack. It
consists of rules which are divided into different categories such as community rules, user
defined rules and etc. Out of these, community rules include most of the rules required for
avoiding most of the attacks but most of the time due to large number of rules it takes a long time
to analyze a single packet and during this time the attack has already caused damage to the
system. For this reason, we are creating a particular rule set which decreases the time taken by the
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IDS to analyze and take action regarding the packet. This is far more efficient for basic attacks
like brute force attack and phishing attack.

HOME_NET

ar EXTE

RNAL_NET

i jefine

DNS_SERVERS $HOME_NET
SMTP_SERVERS $HOME_NET
t of web server n your
HTTP_SERVERS $HOME_NET
var SQL_SERVERS $HOME_NET

- INSERT --

Figure 3. Rulesets

In the Figure 3 multiple rule sets for different servers are shown this is also another feature of
snort that the rules can be defined for a particular section at a time which increases the time
efficiency of the system. We can also add additional rule set by using “ipvar <name of the server
to be applied to> SHOME NET” command. Then comes the permissions provided by the user to
the tool in order to protect the sections for privacy protection. As we know that there are read,
write and execute permissions for the tools to be used for the files. This file permission is the
tricky part for the configurations as it depends on user how much access he/she wants to give to
the tool.

Figure 4. Configuration Settings
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Figure 4 shows the different configurations done to the tool permissions in order to give the tool
access to operate freely on the desired files. There can be different set of permissions to different
sets of files depending on the user. Another benefit of using this tool is that it acts as a wall
between any communication to the server and an external connection as shown in figure 5

Internal Network
192.168.2.0/24
External Network v
) c—— &>
A —HBiEd 4T uy
e Switch
R
Kad Uinux Snort Vuinerable Linux
RunningOn . s
etasplotable2
Ubuntu 20,04 :

Figure 5. Snort framework

Then comes the part of exclusion of rules which can be done easily by giving the system the
serial no. of the rules to be excluded. For example: If we want to disable rules from 578 to 696
which is set of rules for checking the admin access for the downloads folder for the system then

we need to type “578,696s/"/#” and the rules for that part will be excluded as shown in Figure 6.

include SRULE_PATH

include SRULE_PATH
31 include $RULE_PATH
592 include $SRULE_PATH
93 include SRULE_PATH
94 include SRULE_PATH
95 include $SRULE_PATH

96 include SRULE_PATH

Figure 6. Exclusion of rules

Finally, the system will give a check of the rules applied to the system and give the details
regarding which ones have been violated, which rules have found an anomaly in the system, files
which are out of order and the packet which was received was a malicious one or not (presented
in Figure 7). This all information is given in a single report format.
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Figure 7. Identification of malicious packet

After this we come to designing of rule sets of our own which is a process that might differ from
user not user as they not only design the rules but also check for violations with other rules. There
is a format in which the rules need to be designed which is shown in Figure 8.

Source Address Direction
. 4 Destination Address
Action Protocol ’
® » Source Port Destination Port
" v

alert icmp 192.168.1.10 any -> :m_\" any (msg: “ICMP Arttempt Attack™: sid:1000005)

Rule Header Rule Option

Figure. 8 Proposed rule format

After the rule has been designed it is really hard to check for the violations that this rule has with
other existing rules which can be checked while applying those to the system. For the ease of
creating the rules and checking them at the same time we used Snorpy tool, as shown in figure 9,
which is easy to use as well as customization of the rules is also done a lot faster than the normal
speed.

Figure 9. Snorpy tool for checking rules
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Snorpy tool has different protocols to customize from along with each field defined clearly for
rule generation and the final rule is shown in the base box for finally checking the rule before it is
applied. After the rules has been created, we need to insert it which can be done by addition
process of rules in snort tool which is given as screenshot in Figure 10.

include SRULE_PATH

. $RULE_PATH

» SRULE_PATH
» $SRULE_PATH

i
i
1
lude
lude
i
#FAr flude SRULL
include SRULE_

PA

- INSERT --
Figure 10. Addition of rules.

In the final hierarchy snort is placed along with the IDS in the following place, as depicted in
figure 11., i.e., behind the firewall as it will be looking at traffic and anomaly after it has passed
through the firewall protection.
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Figure 11. Position of Snort with IDS

The rules created as the result of this process are:

alert icmp +> SHOME_NET msg

alert tep  SHOME_NET 22 (msg
(]:"” { [(p

Figure 12. Result of Snort placement — detection of attacks
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These rules operate in the TCP and ICMP layer of the OSI model, will look for ICMP ping
attack, SSH authentication attempt and FTP authentication attempt. The messages for detecting
each of these attacks will also be displayed as shown in Figure 12. As for the results for
attempting the attack and seeing if this works or not are also recorded in Figure 13.

Figure 13. Attempts on breaking the system

Figure 14 shown is the result after attempting to attack by ICMP ping impersonation method.

Figure 14. Result of attempting the attacks

This image shows a SSH authentication attempt on the system which is one of the basic steps of
brute force attacks.

*Wazuh-This tool is used for checking for other attacks as it looks out for the session time outs
and other attacks like ping impersonation which cannot be detected by using only snort tool. It is
shown in Figure 15.

Figure 15. Checking for impersonation using Wazuh tool

It has the role of granting permission to the snort tool and detecting the level of security breach
faced by the system which is described in Figure 16.
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Figure 16. Granting permission to snort tool

It works in a report-based format as it gives report on the damage faced by the files, and level of
vulnerability that the system has at the time (as presented in Figure 17).
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ST 2757265202, Mtp:/ lwen opermal) Aty /2001 /781, Mitps
debian, org/debian- 1ts-ammounce/2021/06/msg0i2S htal, Mtps

1000, Mtp://people, canonical, con/~ubun

Ritre.org/egi-bin/cvename, coiTnanesCVE- 202131873

Figure 17. Vulnerability report generation

The image if from the time when the system detected the attack and labeled the critical threat
level. As far as ping detection goes it can be customized in the base code in the following method

as in Figure 18 and the system will show the detection if it finds an anomaly as shown in Figure
19.

/ Ccommand>»

Figure 18. Labeling the critical threat level with time

Figure 19. Anomaly detection
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*Splunk-This tool is responsible for interpreting the result given by Snort tool and giving it in a
report format. It is essential as the result given by snort rules is not in human readable format as
highlighted in figure 20.

Figure 20. Report Generation using Splunk tool

This result given by Snort and Wazuh integrating is then easily interpreted by Splunk and given
in the format readable by us humans i.e. in Figure 21.

Figure 21. Result of Snort and Wazuh integration

Finally, the report of the attack is given by Splunk in the following report format as shown in
figure 22.

Figure 22. Report about attacks by Splunk

11



International Journal of Managing Information Technology (IJMIT) Vol.15, No.3, August 2023

It gives us a side advantage of graph which helps us understand better the whole timeline of
events which makes incident response with our system better than any other on the market
already present.

5. CONCLUSION AND FUTURE WORK

The final conclusion drawn from the project is that the IDS system is a vast field and there is a
scope for a lot of approaches in the field. Our system eliminated the need for a machine learning
algorithm for basic attacks like brute force attack, token impersonation attack, ssh privilege
escalation attack. These attacks don’t require a lot of effort which is put by other high-level
algorithms that use machine learning as they could be handled in a matter of few hours than a
whole 7 to 8 hours. This project is not a method or approach of trying to remove focus from
developing those machine learning projects but is a quicker way of handling small scale attacks
than so that those large-scale algorithms could be put up to use in other large-scale attacks which
cannot be solved by our system.

The IDS used a whole of 4 tools which are Wireshark, Snort, Wazuh and Splunk. Out of these
Wireshark produced the result of initial reconnaissance by analyzing the traffic and reporting on
the malicious packet. Snort used the set of rules from the user and the community section to find
the anomaly in the packet given by Wireshark. Side by side snort is integrated with wazuh for
checking ping impersonation attempts which might slow snort operations and also allows snort
permissions to conduct changes in the packet. Then after analyzing the result wazuh adds its
results to snort report and gives a human unreadable result. This result is then sent to Splunk
which analyzes it and gives a human readable result along with the incident report which was
generated from the result. The whole process took a time of 5 hours which is a lot less than any
known algorithm in the market. The usual time taken by the process is 7 to 8 hours which gives
our method a total of approximately 3 hours of advantage which is helpful in incident response.
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