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ABSTRACT

Today, the world is facing a world of risks. No matter the country, the riskiest elements are perceived to
emanate from the realms of information technology and climate change. In this article, we look at how the
nature of today’s risks are perceived across the G7 Nations - Canada, France, Germany, Italy, Japan, the
United Kingdom, and the United States — and how this can — and is — impacting strategic management
decision-making. We begin with a look at how we individually and collectively process risk, and
specifically, risks that are spurred both by information technology, specifically from cyberattacks and
artificial intelligence, and by climate change in general and specifically, as it relates to extreme weather
and forest fires and the destruction of natural habitats. Then, using a database constructed from the four
years of existence of the Munich Security Index, we examine how the perception of both IT-related and
climate-driven risks has elevated between 2022-2025 in the G7 countries, but with important intercountry
differences and discrepancies between IT-related risks and those coming from “Mother Nature.” The
results of this analysis and then discussed, along with directions for future research in this area and the
implications of all of this for strategic management. .
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1. INTRODUCTION

Risk. It is something that is just part of life. And yes, life today has plenty of risks. Today,two of
the most “loud” threats are the risks emanating from information technology and climate change.
The contemporary focus on these two specific risk areas stems from an intricate interplay of
psychological, sociological, and communicative factors. As society confronts the issues posed by
rapid technological advancements and the impending effects of climate change, public
engagement and awareness become crucial dimensions that shape how risks are understood and
addressed, and ultimately, how these risk perceptions play into the decisions we make as
individuals — and collectively, in corporate management.

Starting with climate change, the urgency of this issue has galvanized attention due to perceived
existential threats posed to future generations. The framing of climate change as a moral and

DOI:10.5121/ijmvsc.2025.16201 1


https://airccse.org/journal/mvsc/vol16.html
https://doi.org/10.5121/ijmvsc.2025.16201

International Journal of Managing Value and Supply Chains (IJMVSC) Vol.16, No.2, June 2025

ethical dilemma elevates the salience of this risk in public discourse, driving a fear of
disenfranchising the future [1]. Studies indicate that when citizens engage with information about
climate risks, they often encounter an array of narratives that can lead to divergent perceptions.
Some may underestimate risks due to a lack of comprehensible communication, while others may
experience overestimation, influenced by sensationalized media portrayals [2]. The challenge of
effectively communicating risks requires an understanding of how these perceptions are formed
and evolve, attributing significant importance to the influential roles of trust in researchers and
the context of information dissemination [3] [4].

Regarding information technology, the rapid advancement of digital platforms and artificial
intelligence has generated significant public discourse around associated risks, such as privacy
concerns, cybersecurity threats, and threatsarising from the rapid and stunning growth of artificial
intelligence (Al). The advent of technologies like ChatGPT unveils complex cognitive responses
where individuals often evaluate risks based on personal relevance and previous experiences [5].
Furthermore, the management of information technology risks within organizations underscores
an ongoing struggle to mitigate potential hazards that could endanger companies and societal
integrity [6]. The public often amalgamates perceptions of risks from varied technology sources,
including social media, which can lead to heightened anxieties based solely on the prevalent
narratives propagated therein [7].

Public perception plays a pivotal role in both domains. Effective risk governance necessitates the
inclusion of public sentiment and apprehension regarding both climate and technological risks, as
these perceptions influence not only individual behaviors but also community and governmental
responses. For instance, insights demonstrate that when individuals possess a higher level of trust
in the mechanisms that govern these technologies or policies, there is a resultant decrease in
perceived vulnerability, thereby enabling more engaged societal participation [3]. This interplay
indicates a reciprocal relationship between risk perception and communal trust where increased
transparency and effective communications can alleviate fears at scale.

Moreover, the phenomenon of amplification in risk communication suggests that perceptions can
be disseminated remarkably quickly through network effects, influencing broader societal
sentiments [4]. Thus, addressing these perceived risks requires deliberate and calibrated
communication strategies that reduce misinformation and promote informed discussions.

In brief, the heightened focus on risks from information technology and climate change is driven
by a complex web of public perceptions, influenced by ethical considerations, communication
failures, and trust in governing bodies. By understanding these dynamics, there exists potential
for more effective engagement strategies that not only address the risks but also align public
concerns with actionable solutions.

1.1. Threats from Information Technology-Related Sources

As the digitization of societal functions deepens, concerns surrounding threats from information
technology, particularly in the form of cyberattacks and the influence of artificial intelligence,
have escalated significantly. Cybersecurity has emerged as a paramount concern across various
sectors, including healthcare, finance, and supply chains. Both cyberattacks and Al pose unique
challenges that necessitate robust countermeasures, heightened awareness, and strategic
innovation.
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1.1.1. Cyber Threats

Cyberattacks are increasingly sophisticated, evolving from mere nuisances to major threats that
can compromise organizational integrity and even national security. Indeed, there are
multifaceted roles within cybersecurity frameworks that underscore the need for a comprehensive
approach to counteracting these threats, emphasizing roles like security provision, operation and
maintenance, and analysis [8]. The increasing prevalence and complexity of these attacks have
engendered a toxic mix of technical vulnerabilities and human factors that contribute to security
breaches. For instance, attacks can stem from a variety of actors, including individual hackers and
state-sponsored groups, each with diverse motives, ranging from financial gain to espionage [9].
The proliferation of artificial intelligence in cybersecurity presents both immense opportunities
and challenges. Al systems have been integrated into various aspects of threat detection and
response strategies, which greatly enhances the ability to recognize and neutralize threats before
they can cause substantial harm [10]. Moreover, advancements in machine learning (ML) are
facilitating real-time threat detection, allowing organizations to pivot quickly in response to
evolving cyber challenges [11]. Nonetheless, the same technologies that enhance security can
also be exploited by malicious actors to conduct sophisticated cyberattacks [12].

1.1.2. The Double-Edged Sword of Artificial Intelligence

Al serves as a critical tool for enhancing cybersecurity measures, but its capabilities can also be
misused for malicious purposes. For example, Al technologies can analyze vast datasets to
identify patterns indicative of potential cyber threats that might remain hidden from human
analysts [13]. A comprehensive understanding of the implications of Al in cybersecurity is
necessary for organizations to harness its benefits while mitigating the associated risks. One must
always bear in mind the dual-use nature of Al; while it improves defense mechanisms and
incident response, it also requires robust governance strategies to prevent misuse [9].

Integrating Al with established cybersecurity frameworks enhances overall resilience against
cyber threats. Research has shown that the convergence of these technologies, powered by Al,
leads to transformative improvements in threat management and incident response [13]. This
synergistic approach ensures that organizations can adapt to the dynamic nature of modern cyber
threats, highlighting the necessity for innovative and forward-thinking cybersecurity strategies.

1.1.3. Resilience in the Cyber Landscape

In addressing cybersecurity, a focus on resilience has become increasingly critical. Resilience not
only involves the capacity to protect information systems against attacks but also the ability to
recover swiftly from incidents. The evolving landscape of cybersecurity today necessitates a shift
from reactive to proactive strategies [11]. Organizations must embrace continuous learning and
adaptive approaches that allow them to anticipate potential threats before they materialize.
Particularly within supply chains, the integration of digital technologies expands vulnerabilities
to cyber threats that can significantly disrupt operational integrity. As supply chains today
increasingly converge with digital platforms, the risks from cyber threats escalate, thus
underlining the need for strategic cybersecurity measures [14]. Prior researchin this area has
highlighted the importance of constant vigilance and adaptability, ensuring that organizations not
only defend against current threats but also anticipate future challenges and adapt accordingly
[15].
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1.1.4. The Role of Governance and Human Factors

Implementing robust cybersecurity practices requires not only technological advancements but
also sound governance structures and a culture of security awareness. Organizations must
cultivate a security-conscious workforce, as human errors continue to be a leading cause of data
breaches. The importance of cybersecurity training is also underscored as an essential best
practice today, as organizations with enhanced awareness programs have consistently shown
significant improvements on the cybersecurity front [16]. Additionally, governance structures
must be built on recognized standards to ensure alignment between IT capabilities and
organizational objectives to provide the best possible cyberdefense for organizations [17].

1.1.5. Summary on Cybersecurity Threats

As cybersecurity challenges continue to evolve, the interplay of Al and increasing cyber threats
presents both opportunities and challenges for all. Organizations must adopt holistic strategies
that encompass advanced technologies, effective governance, and a culture of security to enhance
their protective measures. By understanding the complex dynamics of cybersecurity and adapting
to emerging threats, entities can fortify their defenses in an increasingly digital world.

1.2. Threats from Natural Sources (Relating to Climate Change)

As climate change continues to escalate, it poses significant threats that affect ecosystems, human
health, and economic stability globally. These threats manifest primarily through the increasing
severity and frequency of natural disasters, impacts on biodiversity, and alterations in agricultural
productivity. The intensity of these changes calls for urgent recognition and action across
multiple sectors.

1.2.1. Climate Change as a Driver of the Threat Environment

The amplified frequency of extreme weather events is one of the most concerning consequences
of climate change, profoundly affecting both the natural environment and human societies.
Climate change acts as a macro-driver behind various threats by exerting pressure on institutional
capacities and diminishing the availability of essential natural resources [18]. This pressure
intensifies the probability of disasters such as floods, droughts, and hurricanes, which have been
linked with climate variability and change, and the intensification of climate change renders
communities vulnerable to natural disasters, ultimately leading to societal upheaval [19].

1.2.2. The Impact of Climate-Driven Threats

Human health is deeply intertwined with the effects of climate change, particularly through the
exacerbation of pre-existing conditions and the emergence of new health threats. Extreme
weather events, changes in infectious disease patterns, and food security issues have been
consistently shown to have severe repercussions for population health [20]. The health risks
associated with climate change are often compounded by socio-economic factors, whereby
vulnerable populations face disproportionately higher risks due to limited resources for
adaptation [21]. Furthermore, increasing awareness regarding the adverse impacts of climate
change on health is essential for promoting urgent public health interventions [22].

The implications of climate change extend beyond environmental and health concerns to
encompass broader socio-economic stability and security. Today, there can be no doubt that
climate change contributes to instability and may exacerbate conflicts over dwindling resources
such as water and arable land [18]. Water scarcity, in particular, is a critical concern as changing
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precipitation patterns threaten access to clean water, necessary for both human consumption and
agricultural activities [23]. Understanding these cascading effects is crucial for developing
effective climate adaptation and mitigation strategies.

As communities assess the perceived risks of climate change, it becomes evident that both
individual and collective actions are necessary to combat its effects. Psychological distance plays
a role in shaping responses, as local experiences often motivate action more than distant effects
[24]. By fostering awareness and encouraging community-centric adaptive strategies, initiatives
can better incorporate localized knowledge into addressing climate challenges related to natural
disasters, agricultural shifts, and biodiversity protection [25].

Furthermore, the role of insurance and risk management in adapting to these threats must be
emphasized. Indeed, many have recognized that climate change necessitates a reevaluation of risk
frameworks and insurance models due to the increasing unpredictability of natural disasters [26].
Building resilience within communities and empowering local governance structures becomes
essential in mitigating the socio-economic fallout of climate change.

1.2.3. Summary on Climate-Driven Threats

In brief, the threats posed by climate change today present multifaceted challenges that
necessitate concentrated efforts across various sectors. From enhancing agricultural resilience to
protecting biodiversity and promoting public health, it is vital to acknowledge climate change as
a profound security threat that underscores the interconnectedness of environmental, economic,
and social systems. Activating adaptive strategies and fostering resilience at local levels while
addressing broader systemic issues will be crucial in constructing pathways toward sustainability
amid these pervasive threats.

1.3. Overview of This Study

The present research examines the interplay between individual risk perceptions, specifically
those relating to the risks associated with threats emanating from information technology and
climate change, and strategic management. The study is unique in that it looks transnationally
across the G7 countries - Canada, France, Germany, ltaly, Japan, the United Kingdom, and the
United States, making use of a database constructed from the results of surveys conducted for the
Munich Security Conference to produce the Munich Security Index (MSI) over the most recent
four-year period (2022-2025). The study begins with an extensive review of the related literature,
examining the impact of risk perceptions on both personal and corporate decision-making, along
with a look specifically at the areas of risks associated with IT risks (specifically those risks
emanating from cyberattacks and Al) and climate change (climate change generally, and more
specifically, extreme weather and forest fires, along with the destruction of natural habitats,
coming as a result of climate change). Examining these five specific areas of IT and climate
change risks, both within and between the G7 nations, enables us to gain insights into how risks
from information technology-related sources and those arising as an outgrowth of climate change
predominate much of our thinking today in the Western World. The article concludes with a
discussion of the implications of all of this for strategic management and directions for future
research.

2. REVIEW OF THE LITERATURE

In looking at how risk regarding threats from various sources is processed, we will begin with an
overview of how we process risks in our minds. Then, we will look at how we look at risks from
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the two areas under specific focus in the present research — risks emanating from information
technology and from natural sources, specifically those relating to climate change. Finally, we
bring this review full circle, examining how our personal perceptions of risk impactupon
decision-making in the corporate realm and ultimately, company strategy and performance.

2.1. Personal Perceptions of Risk

The nature of personal perceptions of risk is a complex and multifaceted construct influenced by
a variety of psychological, cultural, and situational factors. At its core, risk perception refers to
individuals' subjective judgments about the likelihood and severity of negative events arising
from specific actions or situations. This subjective evaluation significantly shapes individual and
collective behaviors, particularly in contexts such as health, entrepreneurship, and environmental
concerns.

Research has shown that personal risk perception is often closely intertwined with psychological
factors such as anxiety, emotional response, and cognitive biases. For instance, we all lived
through seeing how the heightened fear during the COVID-19 pandemic affected individuals' risk
perceptions, contributing to increased emotional distress[27]. Similarly, prior research has shown
that risk perceptions can mobilize protective behaviors, indicating that anxiety and perceived
vulnerability can lead to proactive measures, such as increased adherence to health
recommendations [28]. Thus, emotional and cognitive components play pivotal roles in how risks
are assessed and acted upon.

Cultural dimensions further complicate the landscape of risk perception. Research by has
demonstrated that cultural attitudes, such as collectivism and uncertainty avoidance, shape how
various populations perceive environmental risks, with older individuals often displaying
heightened concern for health-related risks compared to younger counterparts[29]. The role of
media and cultural narratives also cannot be understated, as they contribute to shaping public
perception and societal norms regarding risk, especially in health crises like HIV/AIDS [30].
These cultural factors influence not only individual risk perception but also community responses
to risks, necessitating effective risk communication strategies tailored to cultural contexts [31].
Moreover, personal risk perception varies significantly across different domains, as evidenced in
studies related to health (e.qg., stroke risk) [32], entrepreneurship [33] [AA], and technology (e.g.,
cell phone radiation) [34]. The understanding of risks in these domains is not solely based on
objective assessments but is affected by socio-economic status, previous experiences, and
psychological factors, reinforcing the notion that risk perception is a subjective construct [35]
[36].

Finally, emerging evidence indicates that risk perception can evolve over time and is susceptible
to change through social interventions and education [37]. For instance, discussions about
perceived risks can enhance knowledge, thereby improving individuals' ability to make informed
decisions concerning their health and safety. This dynamic nature of risk perception underscores
the importance of continuous research and tailored strategies in public health and risk
management initiatives.

In brief, personal perceptions of risk are fundamentally shaped by a combination of emotional,
cognitive, cultural, and situational factors. Understanding this complex interplay is crucial for
developing effective interventions and communication strategies aimed at enhancing public
awareness and safety in the face of various risks.
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2.2. Perceptions of Risks from Information Technology

Perceptions of risks associated with information technology (IT) are shaped by various factors,
including individual experiences, cognitive biases, emotional responses, and the information
disseminated through multiple channels. Understanding how individuals perceive these risks is
crucial for stakeholders in technology development and implementation, as perception
significantly influences acceptance, usage, and behavior concerning specific technologies.

One crucial element affecting risk perception in IT is the emotional response to technology. For
instance, research indicates that feelings associated with using or interacting with technology can
influence perceptions of potential risks and benefits. For example, individuals with more
experience using self-driving cars tend to express lower risk perceptions and higher trust in the
technology, suggesting that familiarity and emotional engagement significantly shape risk
attitudes [38]. This finding aligns with the broader literature, where emotional responses have
been shown to mediate how individuals assess risks, especially in contexts involving emerging
technologies [39].

Another important aspect is the influence of information sources and communication channels on
risk perception. The proliferation of information through social media and other online platforms
significantly impacts how risks are perceived during public health emergencies. Prior research
has confirmed that exposure to varied information affects users' health risk perceptions,
particularly during crises such as the COVID-19 pandemic [40]. Additionally, research on avian
influenza indicated that repeated messaging through mass media amplified public awareness and
heightened risk perceptions [41]. This highlights the role of media in framing risk narratives and
shaping public understanding.

Cognitive biases and individual differences also play a substantial role in risk perception within
IT contexts. Studies have shown that women generally perceive greater risks from technology
than men [42]. Furthermore, perceptions of risks may vary based on individual attributes, such as
previous experiences with technology, levels of expertise, and personal information-seeking
behaviorsPersonal methodological differences in individuals’ risk assessment can impact
perceptions, emphasizing that various factors, including individual beliefs and organizational
contexts, affect perceptions of IT-related risks [43].

Moreover, the interplay between trust in technology and risk perception is critical. Trust acts as a
mediating variable that can mitigate perceived risks associated with technology use and adoption.
For instance, individuals exhibiting higher levels of trust in the accuracy and utility of
technological messages are more likely to adopt those technologies despite potential risks, as
evidenced in the context of autonomous vehicles [44]. This illustrates how trust can modify
often-negative perceptions surrounding emerging technologies.

In brief, perceptions of risks associated with information technology are shaped by emotional
responses, the information environment, cognitive biases, demographic factors, and levels of
trust. Understanding these dynamics is essential for developing effective communication
strategies and designing technologies that align with user perceptions and concerns.

2.3. Perceptions of Risks from Climate Change and Related Natural Forces

Perceptions of risks associated with climate change and related natural forces are complex
constructs influenced by various factors, including individual experiences, educational
background, cultural context, and trust in information sources. Understanding these perceptions is
essential for developing effective communication strategies and policy frameworks aimed at
mitigating climate impacts.
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One key construct in understanding climate change risk perception is the significance of
education and knowledge. Research has shown that individuals with higher educational
attainment tend to have a greater awareness of climate change risks [45]. Moreover, studies have
shown that knowledge significantly influences risk perception, as those with more information
about climate phenomena are generally more likely to recognize and respond to potential dangers
[46] [NN] (Aksit et al., 2017).For instance, prior research has found that educated farmers in
Ghana were more aware of climate risks, attributing this to their access to relevant information
about climate impacts [47]. Such insights underline the necessity of educational interventions
aimed at enhancing public understanding of climate change to foster proactive behavior in risk
mitigation.

Moreover, psychological and emotional factors play a pivotal role in shaping climate risk
perceptions. Prior research has shown that evolving emotional responses, including eco-anxiety,
significantly influence individuals’ intentions to engage in behaviors that mitigate climate change
effects [48]. Similarly, research has also demonstrated how personal stakes, familiarity with the
issue, and perceived fairness can enhance or mitigate climate change risk perception, particularly
when moderated by political orientations [49]. These findings imply that emotional and affective
aspects must be carefully considered in climate communication to foster constructive public
engagement.

Political orientation further complicates the landscape of climate risk perception. For instance, in
the United States, which has markedly differing views on climate issues among its populace,
political affiliation has been determined to affect how individuals perceive flooding risks
associated with climate change, revealing significant disparities in perceptions based on whether
individuals identify as Republicans or Democrats [50]. This divergence reflects broader
sociopolitical narratives that can either exacerbate or alleviate public concern over climate risks.
Additionally, the framing of scientific consensus on climate change plays a critical role in
shaping perceptions, with studies indicating that awareness of scientific agreement can lead to
increased public support for climate policies [51].

Social context and collective experiences, such as exposure to extreme weather events, can also
influence perceptions of climate-related risks. Personal experiences with extreme climatic
phenomena are strongly linked to heightened risk perception among individuals [52]. Indeed,
skeptical individuals often perceive climate change as a distant threat, dampening their
engagement with climate mitigation efforts [53]. As such, personal and collective experiences
must be integrated into public discourse to enhance the urgency surrounding climate action.

In brief, perceptions of risks from climate change are shaped by an interplay of educational,
emotional, political, and experiential factors. An effective response to climate change requires not
only enhancing public knowledge but also understanding the underlying emotional and
sociopolitical contexts that influence these perceptions. By addressing these dimensions,
policymakers and communicators can better engage the public and promote collective actions
toward climate resilience.

2.4. How Personal Perceptions of Risk Impact Corporate Decision Making

Personal perceptions of risk are crucial in shaping corporate management decisions and
influencing strategies across multiple dimensions, such as innovation, financial performance, and
compliance. Key decision-makers, including CEOs and top management teams, frame their
corporate strategies based on their risk perceptions, which can stem from individual experiences,
psychological traits, and organizational cultures.
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One significant aspect is how risk perceptions dictate managerial decision-making styles.
Research has demonstrated that decision-makers exhibit varying levels of risk aversion and risk-
seeking tendencies based on their personal backgrounds and experiences. For instance, decision-
makers who perceive high personal risk are more likely to adopt conservative strategies aimed at
safeguarding their wealth and corporate reputation [54][55]. These tendencies reflect a broader
behavioral finance perspective where cognitive biases influence managerial behavior, indicating
that not all corporate decisions are made under conditions of rational expectation [55].
Consequently, CEOs and top executives who experience prior financial failures may become
risk-averse, prioritizing stability over aggressive growth [54].

Moreover, the organizational environment and culture significantly influence how personal
perceptions of risk are integrated into corporate decision-making. The establishment of a risk-
aware corporate culture can help mitigate individual biases in risk assessment. By fostering open
discussions regarding risk, companies can better align their risk appetite with strategic objectives,
leading to more informed and collective decision-making [57]. Findings indicate that firms
actively engaging in comprehensive risk management practices, which consider both internal and
external threats, tend to perform better in the long run [56]. This holistic approach encourages
transparency and accountability, essential for effective governance and performance [57].

The role of innovation is another critical area where personal perceptions of risk manifest in
corporate management decisions. Innovation often requires significant investment in uncertain
outcomes, and understanding these inherent risks is vital. Studies suggest that a decentralized
decision-making style can enhance innovation by empowering employees to pursue novel and
risk-laden projects. When leaders perceive the potential for substantial rewards from innovations,
they might foster a risk-taking climate that allows for creative solutions and competitive
advantages [58].

Climate risk, especially in contemporary discussions about sustainability, is another crucial
dimension of risk perception affecting decision-making. Corporate management's awareness of
climate-related risks has transformed strategic planning processes, prompting organizations to
integrate sustainability into their core business strategies [59]. Managers often respond to
perceived climate risks by adopting proactive measures, which can include shifting
organizational resources towards sustainable practices, thereby aligning long-term corporate
goals with societal expectations [58][59].

In brief, personal perceptions of risk are fundamentally intertwined with corporate management's
decision-making processes. These perceptions shape managerial behaviors, influence the
adoption of innovative strategies, and determine how organizations respond to external risks,
including climate change. Understanding the psychological underpinnings of these perceptions
can lead to more effective risk management frameworks, ultimately contributing to resilient
corporate governance and enhanced organizational performance.

3. RESEARCH METHODS

3.1. Background on the Munich Security Index

The present research is based on the Munich Security Index (MSI). The MSI Index is part of an
annual report issued since 2022 by the Munich Security Conference (MSC), The MSC produces
this report in conjunction with Kekst CNC, a leading global strategic communications
consultancy.
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To generate the MSI Index, an annual survey is done across 11 countries, all 7 G7 nations
(Canada, France, Germany, Italy, Japan, the United Kingdom, and the United States) and the
“BICS” countries (the nations commonly referred to as “BRICS,” Brazil, India, China, and South
Africa, excluding Russia since its invasion of Ukraine in 2022). Each national sample is made up
of 1,000 individuals, carefully selected to represent the respective country’s demographics in
terms of gender, age, residency, formal education, and income in order to ensure
representativeness. Taken together, the 11 national surveys combine to produce an annual survey
size of 11,000 for the MSI Index. The annual surveys that form the basis for each year’s Munich
Security Indexes [60, 61, 62, 63] and larger, more comprehensive Munich Security Conference
Reports[64, 65, 66, 67] are conducted late in the preceding year (hence, the surveys for the 2025
MSI Index were actually taken in the field in November 2024.

The Munich Security Index is comprised of a series of composite scores drawn from five
questions that elicit input from survey participants in each of the 11 countries about 27 of today’s
major global risks. These risks, which will be examined in the analysis section of this article,
span the gamut of risk factors facing us as a society, from economic to political to technological
to natural forces.

Each survey participant was asked to respond to 5 questions regarding each of the 33 risk areas
(the 27 risk factors and the 6 countries). In the words of the researchers in the most recent (2025)
MSC Index Report, “The Munich Security Index combines the crucial components that make a
risk more serious. Public perceptions of trajectory are combined with imminence and severity
alongside a measure to give equal weight to perceptions of preparedness” [63] To that end, the 5
questions asked of all participants across the 11 surveyed countries were:

e Question 1 — How great is the overall risk to your country? (assessing overall risk
perception);

e Question 2 — Will the risk increase or decrease over the next twelve months? (assessing
perception of the trajectory of the risk - i.e. will it increase, decrease, or stay the same)
over the next 12 months);

e Question 3 — How severe would the damage be if it happened? (assessing perception of
risk severity - i.e. how severe the damage would be to your country if this risk actually
did occur);

e Question 4 — How imminent is the risk? (assessing perception of the imminense of the
risk - i.e. is it likely to happen in the short-term, the long-term, or never); and

e Question 5 — How prepared is your country? (assessing perception of the how prepared -
or unprepared - the country may be for the specific risk).

To calculate the Munich Security Index score for each risk factor for each country, participant
responses to these 5 questions - overall risk, trajectory, severity, imminence, and preparedness -
are totaled and then rescaled to range from 0 to 100. The final MSI index score is an absolute
figure (with 100 indicating the highest perception of risk and 0 being the lowest possible risk
indicator). With this standardized risk assessment methodology, the MSI index allows for
comparisons of risk perceptions in nations to be made between countries and over time,
something that is being done for the first time in the present study. Further, the Munich Security
Indexis unique among risk analysis tools in its connection between subjective perceptions of a
wide variety and types of risk factors today andobjective criteria (including risk imminence,
severity, and preparedness).
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3.2. Data Analysis Using the Munich Security Index

In the present research, the author analyzed the four annual Munich Security Conference Reports
that, to date, have included the Munich Security Index. The author extracted the data from these
reports [60, 61, 62, 63] and created a data set that spans the MSC Reports from 2022 to 2025 (the
present year). The construction and analysis of this new, large data set formed the foundation for
the present study, which examines both inter and intra-country trends found in the MSI Index.
The present research is novel in that it is the first longitudinal study to be conducted on the
annual data collected for the MSI Index, and as such, it establishes a new way of gaining insights
into cross-national perspectives on a variety of pressing technological, social, political, and
economic issues facing business leaders - and the general public - in the nations included in the
research that underlies both the Munich Security Conference Reports [64, 65, 66, 67]and the MSI
Indexes [60, 61, 62, 63] created to date.

4. DATA ANALYSIS

The results of the analysis of this data set, constructed from combining the results of the four
years of the MSI Indexproduced to date (2022-2025) are presented in this section, with a
discussion provided for the reader as to each specific area of the analysis. First, the researcher
looked at overall risk perception across the seven G7 countries regarding the twenty-seven
distinct risks investigated for the Munich Security Conference Reports. Then, the analysis turns
to perceptions regarding two specific areas of information-technology-related risks - cyberattacks
and artificial intelligence — and then three specific areas of threats springing from “Mother
Nature” — namely climate change (generally), extreme weather and forest fires, and finally,
destruction of natural habitats. The culminating area of analysis in the present research examines
overall risk perceptions across the G7 countries concerning the aggregate IT and climate change-
related risks addressed within the MSI Index framework. As highlighted in the analysis and
discussion regarding the findings, across the G7 nations, despite all the “hype” associated with
risks arising out of information technology, today, risks stemming from natural causes —
specifically climate change — raise a higher alarm levelamong the general populace of these
countries.

4.1. Overall Risk Perception in the G7 Countries

As you can see in Table 1 (Ranking of Risk Perceptions in the G7 Countries and in the United
States, 2025), the analysis of risk perceptions across the G7 indicates that cyberattacks emerge
as the most critical risk factor, receiving a high index score of 69, ranking first in both the G7
overall and the United States individually (for reference, the average rating of all 27 distinct
threat areas across the G7 nations stood at 55.43 for 2025). The consensus regarding the severity
of cyber threats underscores a comprehensive understanding within the G7 of the evolving
nature of digital security, where knowledge and preparedness are pivotal in shaping national
security strategies [68] [69].
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Table 1. Ranking of Risk Perceptions in the G7 Countries and in the United States, 2025.

2025 Index
Score — 2025 G7 2025 USA

Risk Factor G7 Overall Index Rank Index Rank
Cyberattacks on your country 69 1
Extreme weather and forest fires 68 2
Destruction of natural habitats 67 3
Climate change generally 66 4 10
Mass migration 64 5 16
Economic or financial crisis in your
country 63 6 6
Disinformation campaigns from enemies 62 7
Rising inequality 61 8 23
Radical Islamic terrorism 60 9 17
International organized crime 60 10 20
Divisions amongst major global powers 59 11 7
Use of nuclear weapons by an aggressor 58 12 11
Political polarization 57 13 4
Racism and other discrimination 56 14 21
Use of biological weapons by an aggressor 55 15 13
Divisions among Western powers and
institutions 55 16 15
Trade wars 55 17 12
Use of chemical weapons and poisons by
an aggressor 55 18 18
Artificial intelligence 54 19 8
Civil war or political violence 51 20 14
Energy supply disruption 50 21 19
Food shortages 49 22 25
Rapid change to my country’s culture 47 23 22
Breakdown of democracy in my country 47 24 9
Right-wing terrorism 46 25 26
Coronavirus pandemic 31 26 27
Future Pandemic 31 27 24

Source Data: Munich Security Index Reports, 2022-2025

After the concurrence on the risk of cyberattacks as the number one risk today, the MSI Index
data shows that the perceived threat level from climate change and related risksis high among
the G7 countries. Following cyber threats, the perception of extreme weather and forest fires
ranks second overall among the G7 nations. The heightened awareness reflects a growing
recognition of the impacts of climate change, particularly in vulnerable regions. As climate-
related adversities become increasingly prevalent, G7 countries are expected to prioritize
environmental resiliency within their security agendas to mitigate these risks effectively [68]

12



International Journal of Managing Value and Supply Chains (IJMVSC) Vol.16, No.2, June 2025

[70].The ranking continues with the destruction of natural habitats and climate change generally,
scoring 67 and 66, respectively across the G7 countries. These concerns are indicative of a
global trend toward recognizing the interconnections between ecological health and
socioeconomic stability, where threats to biodiversity and climate are perceived as critical risk
factors. The implications of environmental degradation on human migrationcannot be
underestimated, as much of this emigration is driven by the impact of armed conflicts,
economics, and yes, climate change (ranked fifth in risk perception with an index score of 64),
further illustrating how interconnected these factors are in the G7's risk landscape [69][71].

Economic and financial crises are also highly ranked, reflecting the intrinsic vulnerabilities of
modern economies. With a rank of sixth, the concern for economic stability aligns with the
understanding that financial turmoil can exacerbate social tensions and lead to increased
susceptibility to other risks, such as disinformation campaigns and rising inequality, which rank
seventh and eighth, respectively [72][73]. These perceptions highlight the multifaceted nature of
risk, where social and economic elements are inextricably linked, forming a complex web of
vulnerabilities that demand comprehensive management strategies.

In contrast, some risks, such as political polarization (ranked 13th) and breakdown of democracy
(ranked 24th) across the G7 nations, indicate varying perceptions of the urgency of domestic
issues compared to external threats, which may shape the political discourse and policy-making
processes differently across the G7 nations. Such divergence could stem from differing national
contexts, influencing the prioritization of responses to perceived internal vs. external threats
[69][74].

The diversity of concerns also highlights the different levels of preparedness and focus areas
within G7 nations. For instance, the United States ranks disinformation campaigns significantly
higher (ranked 2) compared to its G7 counterparts, suggesting a more acute awareness of the
strategic threat posed to democracy and social cohesion [75] [76]. Overall, as can be clearly seen
inTable 1, climate-related risks, while still perceived as being high in threat potential, were
assessed much lower in the U.S. than these same risks were in the remainder of the G7
countries. In assessing these risk perceptions, it is essential to consider the various underlying
factors, including geopolitical scenarios, economic stability, and the evolving landscape of
technological threats, which collectively inform the G7's strategic orientations toward risk
management [77][78].

In brief, the ranking of risks for G7 countries illustrates a comprehensive and interconnected
understanding of the myriad threats anticipated in 2025. The prioritization of cyber threats,
environmental challenges, and socio-economic issues points toward a collective approach to
addressing security that incorporates both immediate and long-term perspectives. These insights
can serve as a foundation for further research and intervention strategies to enhance resilience
within these nations.

4.2. Risk Perception of IT-Related Threats
The Munich Security Conference research encompassed two IT-related threats in the MSI Index,
specifically the perceived threats arising from cyber attacks and artificial intelligence. In this

section of the research, we will explore and analyze how these threats were viewed across the G7
countries over the most recent four-year period, 2022-2025.
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4.2.1. Risk Perception of Cyberattacks

As you can see in Table 2(Perceptions of Risk from Cyberattacks in the G7 Countries from the
Munich Security Index, 2022-2025),the analysis of cyberattack risk perceptions in G7 countries
reflects significant trends in public sentiment amidst evolving cybersecurity landscapes. Overall,
there is a noticeable rise in perceived risk across most G7 nations, highlighting an increased
awareness of cyber threats. The average perception of risk has increased from 63.71 to 69
between 2022 and 2025, with notable variation among the countries analyzed.

Table 2. Perceptions of Risk from Cyberattacks in the G7 Countries from the Munich Security Index, 2022-

2025.

Country/Year 2022 2023 2024 2025

Canada 62 61 63 67
France 60 62 65 69
Germany 68 74 70 76
Italy 65 65 64 67
Japan 68 67 72 69
United Kingdom 57 61 61 69
United States 66 64 65 66
Average 63.71 64.86 65.71 69.00
Average w/o USA 63.60 65.80 66.40 70.00

Source Data: Munich Security Index Reports, 2022-2025

Overall, the statistics from the Munich Security Index indicate a collective increase in risk
perception regarding cyberattacks across the G7 nations and underlines the urgent need for
cohesive cyber policies and interconnected strategies. The differing initial perceptions of risk
could stem from varying levels of media coverage of cybersecurity threats and the effectiveness
of governmental awareness campaigns[79] [80]. Indeed, the heightened fear of cyberattacks seen
across the G7 nations may be influenced by recent high-profile cyber incidents and governmental
responses to enhance national cybersecurity measures [81] [82]. These findings align with
literature suggesting that the severity of past cyberattacks substantially shapes public perceptions
of risk and vulnerability. Indeed, research has shown that countries that have experienced a
higher number of cyberattacks tend to exhibit a greater awareness of their severity and the
consequent need for protective measures [81] [82]. This correlation is critical for understanding
how past events influence future perceptions and strategies toward cybersecurity in G7
nations.These statistics underscore how cultural and historical contexts shape each country's
approach to cybersecurity, evidenced by diverging educational initiatives and government
policies [83] [84]. For example, the emphasis on cybersecurity education varies significantly
across not just the G7 countries, but globally as well. affecting the perceived competence in
handling cybersecurity issues [84][85].

In brief, the Munich Security Index data on cyberattack risk perceptions illustrates a growing
awareness of cyberattack risks among G7 countries, which appears to be driven by past
experiences with cyber threats, governmental responses, and public discourse around
cybersecurity. This trend suggests that policymakers must consider these perceptions when
formulating future cybersecurity strategies to effectively mitigate risks.
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4.2.2. Risk Perception of Artificial Intelligence

As you can see in Table 3(Perceptions of Risk from Artificial Intelligence in the G7 Countries
from the Munich Security Index, 2022-2025), the analysis of the perceptions of risk stemming
from artificial intelligence in the G7 countriesreveals significant trends and variations across
different nations. This period witnessed an evolution in public sentiment concerning Al,
reflective of growing global discourse on its implications for society and individual lives.

Table 3. Perceptions of Risk from Artificial Intelligence in the G7 Countries from the Munich Security
Index, 2022-2025.

Country/Year 2022 2023 2024 2025

Canada 39 42 55 55
France 40 42 49 52
Germany 44 45 55 59
Italy 39 40 49 52
Japan 48 48 51 53
United Kingdom 35 38 53 54
United States 41 41 52 52
Average 40.86 42.29 52.00 53.86
Average w/o USA 41.20 42.60 51.40 54.00

Source Data: Munich Security Index Reports, 2022-2025

From 2022 to 2025, the average perception of Al risk among G7 countries rose from 41 to 54,
suggesting a growing concern about Al's role and its potential impacts on various sectors,
including employment, privacy, and security. This aligns with findings in the literature regarding
public anxiety about transformative technologies.

The significant rise in the perceived risks posed by Al taking place across all G7 nations can be
ascribed to several factors. First, this trend possibly reflects increased media coverage and
governmental policy discussions on Al [86][87]. This jump mirrors a trend where nations with
more engaged public discourse around technological impacts demonstrate higher awareness and
concern [88].This substantial jump may also suggest heightened public awareness and sensitivity
in light of current political and societal debates surrounding technology and privacy, especially
post-COVID-19 [87][89]. Japan saw the lowest real percentage increase in perceived risks from
Al, rising from 48 and rising to 53 over the four years. Japan’s cultural dynamics toward
technology acceptance likely contribute to this steadiness, emphasizing trust in technology while
being cautious of its risks [88].The overall slowing growth in Al risk perception seen over the
past two years (2024-25)suggests that while individual countries are increasing their awareness of
Al risks, they're facing similar challenges regarding public education and trust in Al technologies
[86] [87].

In brief, the findings from the Munich Security Index regarding the perceived risks posed by
artificial intelligence emphasize a collective movement towards heightened awareness of Al risks
across G7 countries. This sentiment shift calls for policymakers to address public concerns
through transparent regulations and robust frameworks that prioritize ethical considerations and
societal implications of Al deployment. The data suggests that fostering trust and understanding
in Al technologies will be paramount in navigating the future landscape of artificial intelligence,
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especially as public perceptions become increasingly pivotal in shaping technological acceptance
[87] [89].

4.3. Risk Perception of Threats from “Mother Nature”

The Munich Security Conference research encompassed three specific areas of threats springing
from “Mother Nature” in the MSI Index, namely climate change (generally), extreme weather
and forest fires, and finally, destruction of natural habitats.In this section of the research, we will
explore and analyze how these threats were viewed across the G7 countries over the most recent
four-year period, 2022-2025.

4.3.1. Risk Perception of Climate Change

As you can see in Table 4(Perceptions of Risk from Climate Change in the G7 Countries from the
Munich Security Index, 2022-2025), the perceptions of risk associated with climate change — in
general - among G7 countries exhibit notable. When analyzing these perceptions, it becomes
evident that each country reacts differently to climate change risks, influenced by a multitude of
socioeconomic factors and existing policies.

Table 4. Perceptions of Risk from Climate Change in the G7 Countries from the Munich Security Index,

2022-2025.
Country/Year 2022 2023 2024 2025
Canada 69 65 62 63
France 71 68 69 74
Germany 74 70 63 64
Italy 78 82 75 78
Japan 70 66 70 73
United Kingdom 62 65 61 58
United States 53 52 50 52
Average 68.14 66.86 64.29 66.00
Average w/o USA 71.00 70.20 67.60 69.40

Source Data: Munich Security Index Reports, 2022-2025

Italy emerged with the highest risk perception scores among the G7 over the 2022-2025 time
frame, while the United States consistently scored the lowest. Italy's elevated perception could be
linked to its vulnerabilities to extreme weather events, as prior research has demonstrated that
countries with higher exposure to climate-related issues often exhibit increased concern regarding
their long-term impacts on energy security and economic stability [90]. On the other hand, the
U.S.'s much lower risk perception, which slightly decreased by 2023 and later fluctuated, may be
attributed to prevailing skepticism among segments of the population regarding the severity of
climate change effects [91] [92]. Notably, public attitudes toward climate change often diverge,
comprising complex layers influenced by political, economic, and social contexts, which
indicates that countries with robust environmental policies tend to develop greater public concern
for climate-related risks [90] [93].

The average risk perception across the G7 countries without the U.S. remains higher (71) than the
overall average (68.14) through the years analyzed, suggesting that when excluding the least
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concerned nation, a more significant awareness prevails [91] This trend emphasizes the need for
global cooperation and aligned strategies targeting climate change, reinforcing prior research as
to how green policies and sustainability efforts in G7 nations collectively bolster national and
global resilience against climate change [94].Research has also shown how nations that
consistently face climate change repercussions align their public policies with evidence-based
environmental strategies, which directly impact risk perception[95].Such trends could correlate
with prior research suggesting that effective communication about climate tipping points
significantly enhances public concern in nations actively engaging in climate discourse [91] [93].
In brief, the perceptions of climate change risk among G7 countries reflect the complex interplay
of national policies, public sentiment, and socio-environmental dynamics. Key factors
contributing to these perceptions include existing ecological policies, public awareness efforts,
and vulnerability to climate-related phenomena. These dynamics ultimately shape the nations'
responses and adaptations toward climate change, influencing both individual and collective
actions for future resilience.

4.3.2. Risk Perception of Extreme Weather and Forest Fires

As you can see in Table 5 (Perceptions of Risk from Extreme Weather and Forest Fires in the G7
Countries from the Munich Security Index, 2022-2025), the analysis of the perceptions of risk in
the MSI Index from extreme weather and forest fires among G7 countriesreveals notable trends
in public sentiment regarding these pressing environmental issues. Over this period, a consistent
concern regarding extreme weather patterns and forest fire risks has emerged, reflecting both
immediate experiences and longer-term trends associated with climate change.The data from the
Munich Security Index indicates a perception of risk from extreme weather and forest fires across
G7 countries, which fluctuated only slightly from 68.57 in 2022 to an average of 68.29 in 2025.
This slight decline suggests a generally stable but cautious attitude toward the risks posed by
these environmental phenomena[96].

Table 5. Perceptions of Risk from Extreme Weather and Forest Fires in the G7 Countries from the Munich
Security Index, 2022-2025.

Country/Year 2022 2023 2024 2025
Canada 71 68 68 69
France 70 69 69 74
Germany 75 73 66 68
Italy 81 82 78 82
Japan 68 63 68 70
United Kingdom 57 61 60 56
United States 58 59 57 59
Average 68.57 67.86 66.57 68.29
Average w/o USA 70.20 69.60 68.20 70.00

Source Data: Munich Security Index Reports, 2022-2025

In brief, the findings indicate that risk perceptions regarding extreme weather and forest fires
among G7 nations remain a complex interplay of experience, preparedness, and public
awareness. Over the analyzed period, nations with high exposure and historical experiences—
such as Canada and Italy—exhibit higher risk perceptions, while those with a comparatively
milder history of extreme weather, like the United Kingdom, maintain lower perceptions. And yet,
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in the United States, where hurricanes and wildfires have presented extreme danger across almost
the entirety of the nation over the past few years (witness the January 2025 urban wildfire that
destroyed parts of Los Angeles [97] [98], the risk perception from such climate change-fueled
weather phenomena has remained relatively steady, even in the face of demonstrably rising
dangers [99].

In brief, as countries confront these environmental challenges, the data underscores the necessity
for proactive communication strategies that educate the public about risks and foster adaptive
behaviors. Continued investment in disaster preparedness and response strategies will be crucial
for bridging the perception-reality gap and enhancing resilience to extreme weather events, and
forest fire incidences in the face of climate change threats.

4.3.3. Risk Perception of Destruction of Natural Habitats

As you can see in Table 6(Perceptions of Risk from Destruction of Natural Habitats in the G7
Countries from the Munich Security Index, 2022-2025), the MSI Index results present a nuanced
view of how countries perceive the risk associated with the destruction of natural habitats. The
data indicates varying levels of concern across G7 nations, with three key themes emerging from
this analysis: stability of perceptions over time, implied socio-political influences, and
implications for biodiversity conservation strategies.

Table 6. Perceptions of Risk from Destruction of Natural Habitats in the G7 Countries from the Munich
Security Index, 2022-2025.

Country/Year 2022 2023 2024 2025
Canada 69 68 66 67
France 68 66 65 70
Germany 75 73 68 70
Italy 79 78 73 76
Japan 69 63 68 69
United Kingdom 60 65 62 60
United States 57 59 56 58
Average 68.14 67.43 65.43 67.14
Average w/o USA 70.20 69.00 67.20 69.00

Source Data: Munich Security Index Reports, 2022-2025

Starting with the stability of perceptions, it is significant to note that Italy consistently ranks the
highest in perceived risk from the destruction of natural habitats in the MSI Index throughout
the period assessed from 2022 to 2025, peaking at a high-risk level of 79 in 2022 before slightly
declining to 76 in 2025. This suggests a robust concern for habitat destruction that might reflect
broader socio-political commitments to environmental issues in Italy, as indicated by research
that illustrates the intrinsic link between public perception and environmental advocacy
[100][101]. Other countries like Germany and Canada exhibit moderately high levels of
concern, albeit with a gradual decrease over the years. Such trends may reflect an increasing
normalization of habitat destruction as an accepted risk but could also indicate a fatigue
regarding environmental issues, often amplified in contemporary discourse [102].
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Implied socio-political influences on these perceptions can provide further insight. The United
States, which consistently ranks lowest in the perceived risk level of destruction of natural
habitats, with values between 57 and 59, might suggest a diminished public prioritization of
ecological concerns, possibly reflecting political and administrative narratives focusing on
economic growth over environmental stewardship [102]. Conversely, countries like Japan and
the United Kingdom, with risk perceptions showing greater fluctuation, may experience shifting
political landscapes or socio-ecological strategies that influence public opinion on the
importance of habitats [103].

Lastly, the implications for biodiversity conservation strategies are paramount. The average
perception of risk regarding the destruction of natural habitats among the G7 countries shows a
slight, marginal decline, decreasing from 68.14 in 2022 to 67.14 by 2025. This downward trend
in collective risk perception does raise concern about the future prioritization of biodiversity
conservation efforts, which face challenges due to habitat destruction — noted as one of the
residing threats to biodiversity [104] [105]. These findings reiterate calls for global
environmental efforts to address habitat destruction, affirming that a concerted focus on public
awareness and political will is essential for fostering an effective response to ecological risks
[106].

In brief, while there remains a general concern regarding habitat destruction among G7
countries, the observed fluctuations in perception signify underlying socio-political factors and
pose questions about future biodiversity conservation efforts. Continued engagement with
ecological education and proactive governmental policies will be crucial for reversing any
complacency toward habitat destruction in the coming years.

4.4. Comparison of Risk Perceptions from IT-Related Threats and Natural Threats

The culmination of this analysis is to compare the relative threat levels that are perceived by the
populace of the G7 countries regarding threats that emanate from the realm of information
technology versus those found in the natural world. The analysis of the data presented in Tables 7
(Perceptions of Risk from All IT-Related Threats Across the G7 Countries from the Munich
Security Index, 2022-2025)and 8 (Perceptions of Risk from All Natural ThreatsAcross the G7
Countries from the Munich Security Index, 2022-2025)on IT risks and natural risks highlights
contrasting trends in public perception over the years 2022 to 2025. The data reflects an
increasing concern over cyberattacks and Al-related risks, while simultaneously revealing a
decline in the perception of natural risks associated with climate change.

Table 7. Perceptions of Risk from All IT-Related Threats Across the G7 Countries from the Munich
Security Index, 2022-2025.

Risk Factor 2022 2023 2024 2025
Cyberattack Risk Perception:

G7 Countries 63.71 64.86 65.71 69.00
Al Risk Perception:

G7 Countries 40.86 42.29 52.00 53.86
Average 52.29 53.57 58.86 61.43

Source Data: Munich Security Conference Index, 2022-2025.
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Table 8. Perceptions of Risk from Destruction of Natural Habitats Across the G7 Countries from the
Munich Security Index, 2022-2025.

Risk Factor 2022 2023 2024 2025
Climate Change Risk Perception: G7

Countries 68.14 66.86 64.29 66.00
Extreme Weather and Forest Fires Risk

Perception: G7 Countries 68.57 67.86 66.57 68.29
Destruction of Natural Habitats Risk

Perception: G7 Countries 68.14 67.43 65.43 67.14
Average 68.29 67.38 65.43 67.14

Source Data: Munich Security Conference Index, 2022-2025.

In the realm of IT risks among G7 countries, there is a noticeable increase in the perception of
cyberattack risks, which has risen from 63.71 in 2022 to 69.00 in 2025, representing a rise of
8.63%. Additionally, Al risk perception has surged significantly, from 40.86 to 53.86 during the
same period, marking a remarkable 32.85% increase. These escalating concerns about IT risks
illustrate a heightened awareness of cybersecurity threats and the implications of Al
technology[107], possibly fueled by increasing media coverage of cyber incidents and public
discourse on Al ethics and safety measures [108]. The substantial increase in Al risk perception
aligns with research indicating that public sentiment can shift rapidly based on recent events and
societal debates around technology [87].

Conversely, the aspects of natural risks displayed in the data indicate a decline in perceived
threats, particularly regarding climate change and related phenomena. The perception of climate
change risk fluctuated, showing a net decrease of 3.15% from 2022 to 2025, along with similar
trends in perceptions about extreme weather events and the destruction of natural habitats [48]
[109]. These decreasing trends might reflect a normalization of climate risk perception as
communities become accustomed to the discourse surrounding climate change, a phenomenon
noted in studies indicating that higher exposure can sometimes lead to reduced perceived risk.
Furthermore, various research suggests that societal and institutional responses to climate change
can alter individual risk perceptions, potentially leading to complacency about the urgency of
climate action [110].

Furthermore, the comparison of average risk perception between IT and natural risks
demonstrates that while IT risks show rising concerns, natural risks appear to be suffering from a
decreasing urgency in terms of public perception internationally. The G7 composite average for
IT risks climbed from 52.29 to 61.43 (an increase of 20.74% over the four years under review),
whereas the composite average for natural risks marginally declined, from 68.29 to 67.14 (or -
1.57%), between 2022 and 2025. This divergence suggests a shifting landscape where
technological threats are becoming more prominent in public consciousness compared to natural
disasters, despite the potentially far-reaching implications of climate change [111].

In brief, the contrast in findings sheds light on a significant shift in public risk perception over the
years, with a clear escalation in fears surrounding IT-related risks juxtaposed against a backdrop
of diminishing anxiety regarding natural climate-related threats. This analysis underscores the
complexity of how societal influences, media narratives, and personal experiences converge to
shape public perception, highlighting the need for continuous engagement and education around
both technology and climate change issues to ensure a balanced understanding of risk.
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5. CONCLUSIONS

Through an extensive exploration of risk perception relating to the dual threats posed by
information technology and climate change, this article has highlighted the intricate
interconnections between individual perceptions, corporate decision-making, and collective
responses across diverse contexts, especially within the G7 nations. As examined throughout the
article, the framing of these risks is colored by factual impacts and social, emotional, and
communicative influences that shape how various stakeholders understand and react to these
dangers.

Understanding the perceptions surrounding climate change reveals how moral and existential
dimensions amplify risks as they are perceived by both individuals and societies. While
awareness of impending environmental changes fosters a heightened sense of urgency to act,
there exists a counterbalance in misinformation and apathy propagated by media portrayals and
emotional distancing. Prior research confirms that the escalation of extreme weather events,
driven by climate change, correlates with increased public awareness and concern, yet
complexities arise in how different demographics digest and respond to such information [112].
Further, trust in governing bodies, educational background, and psychological attributes directly
influence risk perceptions and subsequent behaviors [113]. Therefore, trust in risk management
frameworks can alleviate such vulnerabilities, thereby fostering greater community engagement
and proactive behaviors in response to climate-related threats.

Similarly, the landscape of risk associated with advancements in information technology,
particularly concerning cybersecurity and artificial intelligence, unveils a complex interplay
between perceived risks and personal experiences with technology. The emotional responses
elicited by technological innovations often dictate acceptance and use, establishing a direct
connection between user familiarity and perceived safety. Moreover, the landscape of emotions
tied to technology extends beyond mere acceptance; individuals’ perceptions are inherently
shaped by their social circles, media consumption, and prior experiences, fostering
environments rich in both anxiety and trust [114]. The dual-edged nature of Al presents both
enhanced security capabilities and heightened risks of exploitation, requiring a calibrated
approach to governance and communication [115] [116].

The findings converge on the critical role of education and effective communication in shaping
public perceptions, as evidenced by the correlation between knowledge levels and risk
recognition across varied contexts. Educational initiatives that provide clear, accurate
information on the risks associated with climate change and advancements in technology can
significantly enhance public understanding and engagement. As reported in various studies,
individuals with more extensive knowledge of climate phenomena demonstrate greater
awareness and willingness to engage in adaptive behaviors. This suggests that concerted efforts
to disseminate accurate information can bridge the gap between risk awareness and practical
action, ultimately leading to more resilient communities.

Moreover, the implications of these findings stretch into the corporate realm, where perceptions
of risk inform strategic decisions markedly. As individuals at the top of organizations process
their own risk perceptions, these insights directly influence innovation, sustainability efforts,
and governance. Firms operate under increasing societal and environmental scrutiny, and leaders
who integrate an understanding of climate risks into their business strategy benefit from
enhanced financial performance and stability. Research indicates that effective corporate
governance linked to sustainability initiatives can mitigate perceived risks attached to climate
change effects, and, in turn, affect creditworthiness and financial terms granted by lenders
engaged in sustainability practices [114][117].
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Aligning strategic management with heightened risk perceptions regarding both climate-related
and technological threats is therefore not merely advantageous, but imperative. The societal
expectation for corporations to adopt ethical practices around sustainability and risk
management reflects a shifting paradigm whereby firms must not only comply with regulatory
frameworks but also actively engage in transparent risk communication and responsibility [31]
[118]. By fostering a culture of accountability and proactive risk management within
organizations, decision-makers can navigate the litany of risks while enhancing their firm’s
reputation and market performance.

From a policy perspective, the intertwined dynamics of personal risk perceptions and
organizational responses necessitate a multi-faceted approach. Investments in educational
frameworks that promote understanding of both climate change and emerging technological
risks can encourage community participation and informed decision-making. Furthermore,
developing communication strategies that resonate with public sentiment and foster trust will be
pivotal in promoting cooperative efforts at both local and global scales. As societies globally
navigate the uncertainties ushered in by climate change and rapid technological advances, a
collective, informed, and trust-driven approach will be paramount in addressing perceived risks
effectively.

In conclusion, this research underscores the significance of perceiving risks from both climate
change and technological sources as interconnected phenomena that demand nuanced
understanding and multi-level responses. The evolving landscape of risks calls for strategic
management approaches that consider psychological, social, and emotional dimensions
influencing public engagement and organizational behavior, ultimately shaping a safer, more
sustainable future for all stakeholders involved. Future research should delve deeper into the
longitudinal impacts of trust-building measures and educational interventions, focusing on their
effectiveness in changing behaviors and perceptions surrounding these critical issues.

6. IMPLICATIONS FOR STRATEGIC MANAGEMENT

As the present research demonstrates, the Munich Security Index (MSI) provides a
comprehensive framework for understanding global risk perceptions, focusing on differences —
and similarities - across countries. This article synthesized insights derived from the MSI
surveys conducted between 2022 and 2025, emphasizing their relevance for strategic
management across diverse sectors, focusing on the differing perceptions of perceived threats
originating from information technology and those based on changes in the climate. The present
research allows for a nuanced understanding of how citizens across various demographics
perceive security risks, thus aiding policymakers and business leaders in making informed
strategic decisions going forward [119]. It also sets the stage for future longitudinal research
making use of the MSI Index involving a whole host of cutting-edge issues today, beyond the
realm of IT and climate change.

One of the key insights from this analysis of MSI data is the prominence assigned to cyber
threats, particularly cyberattacks, which consistently rank as the most significant risk across G7
nations. This increase underscores a growing acknowledgment of digital vulnerabilities,
significantly influencing strategic management practices within businesses and governments that
rely increasingly on digital platforms [120]. The recognition of cyber threats can drive
organizations to prioritize cybersecurity, necessitating investments in technology, training, and
policy formation that align with evolving risks [121].

Another salient aspect revealed through this analysis of the MSI data is the escalating concerns
regarding climate-related threats. Perceptions of extreme weather, habitat destruction, and
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general climate change risk have developed significantly, particularly among nations with high
exposure to environmental changes. The G7 countries exhibit varying risk perceptions; for
instance, ltaly ranks the highest in concern around climate risks, which correlates with regional
vulnerabilities to extreme weather events. Strategic management in these contexts must reflect
an acute understanding of these risks. For instance, companies engaging in sectors sensitive to
climate fluctuations may prioritize adaptive strategies that enhance resilience against
environmental impacts [122].

Furthermore, the radical shift in perceptions toward artificial intelligence also raises strategic
management considerations, reflecting widespread public anxieties surrounding the
technology’s potential implications for employment, privacy, and security [121]. This rising
concern compels organizations to consider ethical guidelines and regulatory frameworks in their
strategic planning processes, emphasizing responsible Al development and deployment [123].
Effective management strategies would include transparent decision-making protocols, aiming
to bolster public trust and regulatory compliance amidst technological advancements [124].

Risk perception analysis within this analysis of the MSI Index data also emphasizes the
interdependence of economic stability and security. For instance, concerns around financial
crises rank highly, indicating that economic uncertainties can exacerbate other risks, such as
social unrest, cyber threats, and political polarization. This interconnectedness suggests that
organizations must adopt holistic strategic management approaches that accommodate economic
health as a core component of national and organizational security [125] [126].

Additionally, the divergence in risk perceptions highlighted across the G7 points to varying
levels of preparedness and overall response strategies. The United States, for example,
demonstrates a distinct emphasis on disinformation and political polarization, ranking these
risks higher relative to its G7 counterparts. This variance suggests a need for tailored strategic
responses that account for national contexts and the unique challenges each country faces [127].
In this regard, strategic managerial frameworks must incorporate comprehensive risk
assessments reflective of both domestic and international landscapes, ensuring that organizations
adapt their strategies accordingly to manage perceived threats effectively.

The present research, based on an extensive analysisof the MSI data, thus aids strategic
management by providing critical insights that inform resource allocation and risk prioritization
through detailed cross-national comparisons. By interpreting these data metrics, organizations
can better navigate the complexities posed by both immediate and emerging threats while
fostering resilience. The insights derived from the MSI Index convey essential lessons regarding
proactive risk management, urging leaders to prioritize educational and communicative
initiatives that raise awareness of the security landscape [128].

Finally, the intersection of technology and climate change risk compels strategic management
actors to integrate environmental considerations into their operational strategies. The increasing
acknowledgment of climate-related risks necessitates organizations to adopt sustainable
practices that not only comply with regulatory directives but also enhance their competitive
advantage by addressing rising public expectations for corporate responsibility in environmental
stewardship [129] [130].

In conclusion, the implications of the Munich Security Index for strategic management resonate
profoundly amid contemporary uncertainties. By identifying shifting public perceptions of
risks—from cybersecurity and Al to economic stability and climate change—organizations and
governments can ensure their strategies are reflective of real-world challenges. By embedding
an understanding of risk perception into their strategic agendas, enterprises can enhance
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resilience, foster stakeholder trust, and better navigate the complexities of an interconnected —
and increasingly volatile - global landscape.
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