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ABSTRACT

Source code vulnerabilities are an important cause leading to many information security incidents in
modern software systems. Due to the diversity of causes and technical characteristics, source code
vulnerability detection is difficult to be effectively addressed by a single method. This paper focuses on
classifying, evaluating, and comparing source code vulnerability detection methods in order to provide a
systematic view of this problem. The first contribution of the paper is to develop a classification approach
for source code vulnerabilities based on causes and technical characteristics, thereby clarifying the nature
of each vulnerability group. Next, the paper analyzes and evaluates common detection method categories,
including static analysis, dynamic analysis, and machine learning and deep learning based methods, with
consideration of the application scope and characteristic limitations of each approach. On that basis, the
paper conducts an overall comparison among the methods to indicate that there does not exist a single
technique that can effectively detect every type of source code vulnerability. Finally, the paper proposes a
combined approach to leverage the advantages of different methods in source code vulnerability detection.
The results and analyses in the paper are expected to support researchers and software engineers in
evaluating, selecting, and orienting the development of vulnerability detection solutions in the future.
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1. INTRODUCTION

In modern information systems, software plays a central role in delivering services across critical
domains such as e-government, finance, healthcare, cloud computing, and artificial intelligence.
As software systems become larger and more interconnected, source code vulnerabilities have
remained a major root cause of security incidents, leading to system compromise, data leakage,
and service disruption. In practice, vulnerabilities may arise from diverse causes and manifest in
different technical forms, ranging from memory management errors such as buffer overflow [1],
out-of-bounds access [2], and use-after-free [3], to input handling flaws such as SQL injection
[4], command injection [5], and format string vulnerabilities [6]. Many vulnerabilities, especially
those depending on program logic and context, may not trigger immediate runtime failures and
only appear under specific execution scenarios, which makes detection particularly difficult.

To address source code vulnerabilities, researchers and practitioners have developed multiple
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detection approaches. Static analysis inspects programs without execution, leveraging syntactic
rules and program analysis techniques to identify suspicious patterns early in the development
process. While widely adopted, static analysis often suffers from high false positives and limited
capability in handling context-dependent vulnerabilities. Dynamic analysis and fuzzing, in
contrast, focus on runtime behaviors and input-driven testing to uncover vulnerabilities that only
manifest during execution. Although such techniques can provide stronger evidence of
exploitability, their effectiveness depends heavily on test coverage and the diversity of generated
inputs. More recently, machine learning and deep learning based methods have been proposed to
exploit statistical and structural features of source code for automated vulnerability detection [7].
These learning-based approaches reduce reliance on handcrafted rules, yet their performance still
depends on the quality of training data, feature representation, and generalization capability.

Despite notable progress, source code vulnerability detection remains a complex problem in
which no single technique can reliably detect all vulnerability types across real-world settings.
Many existing works focus on improving individual detection methods or reporting performance
on limited vulnerability sets, while the relationship between vulnerability characteristics and
method suitability is often not made explicit. As a result, selecting appropriate detection
techniques for complex, multi-language software systems remains challenging. This observation
motivates the need for a systematic perspective that (i) Clarifies vulnerability categories, (ii)
Analyzes detection methods under consistent criteria, and (iii) Supports hybrid-oriented thinking,
where complementary methods can be combined to mitigate individual limitations.

Motivation and Scope: The motivation of this study arises from the observation that source code
vulnerability detection research is often fragmented across different methodological directions.
While numerous works propose improvements for individual techniques, fewer studies provide a
structured comparison that explicitly links vulnerability characteristics to detection capabilities.
As a result, method selection in practice is frequently driven by tool availability rather than
systematic understanding. The scope of this paper is therefore analytical rather than algorithm-
centric. The study does not aim to introduce a new state-of-the-art detection model, nor to
conduct large-scale empirical benchmarking. Instead, it focuses on organizing vulnerability
categories, examining major detection paradigms under consistent evaluation criteria, and
discussing a hybrid-oriented direction supported by illustrative validation. By clarifying
relationships among vulnerability types and detection strategies, the paper seeks to provide a
conceptual and comparative framework that supports informed decision making in both research
and practical deployment.

To address this need, this paper adopts a structured and analytical viewpoint on source code
vulnerability detection. Rather than proposing a single algorithm and claiming universal
superiority, the paper focuses on organizing the problem space and providing a coherent
comparison that supports both research understanding and practical decision making. The main
contributions of this paper are threefold:

0] Vulnerability classification by causes and technical characteristics: The paper
develops a classification approach that groups vulnerabilities according to their
causes and technical manifestations, thereby clarifying the nature and detection
challenges of each group, including memory-related vulnerabilities[8] and input-
handling vulnerabilities [9].

(i) Evaluation and comparison of major detection method categories: The paper
analyzes representative method groups, static analysis, dynamic analysis/fuzzing
[10], and learning-based approaches [11], and compares them using consistent
qualitative criteria, highlighting their strengths, limitations, and applicability

2



International Journal of Network Security & Its Applications (IJNSA) Vol.18, No.2, March 2026

boundaries across vulnerability types.

(iii) Hybrid-oriented direction and proposed approach discussion: Based on the
comparative findings, the paper discusses a combined approach that leverages
complementary advantages of different techniques, aligning with recent hybrid-
oriented research trends [12]. The experimental part is used to illustrate feasibility
and to support the evaluation and comparison statements, rather than aiming at
large-scale optimization or state-of-the-art claims.

Through this structured approach, the paper aims to provide researchers and software engineers
with a systematic reference for evaluating, selecting, and orienting the development of
vulnerability detection solutions in practice.

The remainder of this paper is organized as follows: Section 2 presents a structured
classification of source code vwvulnerabilities based on causes, technical characteristics,
development stages, and application contexts; Section 3 analyzes major categories of
vulnerability detection methods, including static analysis, dynamic analysis, and learning-based
approaches; Section 4 provides a qualitative comparative evaluation framework that highlights
strengths and limitations of each method group; Section 5 introduces an illustrative hybrid
detection model and presents baseline experimental validation to support the analytical findings;
Section 6 discusses implications, limitations, and practical considerations; Finally, Section 7
concludes the paper and outlines directions for future work.

2. SOURCE CODE VULNERABILITY CLASSIFICATION

Source code vulnerabilities appear in diverse forms due to differences in causes, technical
characteristics, and exploitation contexts. Since each type exhibits distinct structural and
behavioral properties, treating vulnerabilities as a homogeneous group limits effective analysis
and evaluation of detection methods.Vulnerability classification clarifies the relationship between
vulnerability characteristics and detection capabilities, providing a structured basis for comparing
different approaches. It therefore serves as a foundational step for the analytical and comparative
discussions presented in this paper.

2.1. Classification Based on Causes and Technical Characteristics

Classifying source code vulnerabilities by their causes and technical characteristics is a common
approach in software security research. This perspective clarifies the relationship between code
structure, runtime behavior, and exploitability, allowing vulnerabilities to be grouped into several
main categories as follows:

¢ Memory management related vulnerabilities [13]:

Memory management vulnerabilities occur when a program performs unsafe operations on
memory regions, leading to data overwriting or unauthorized memory access. Common forms
include buffer overflow, out-of-bounds access, and use-after-free. This group of vulnerabilities is
frequently encountered in programming languages that allow manual memory management, such
as C and C++. The following example illustrates a buffer overflow case caused by the lack of
input length control:

void copy(char *input) {

char buf[16];
strepy(buf, input);}
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In the above code snippet, if the input data exceeds the size of buf, adjacent memory regions may
be overwritten. Detecting this type of vulnerability becomes difficult when the program contains
multiple conditional branches or depends on dynamic input data, making it challenging for
conventional testing techniques to achieve sufficient coverage.

¢ Input handling related vulnerabilities [14]:

This group of vulnerabilities arises when a program processes data from untrusted sources
without performing necessary validation or constraints. Typical vulnerabilities include injection,
format string vulnerabilities, and errors during data deserialization. A common characteristic of
this group is that input data can alter the intended behavior of the program. The following
example illustrates an injection vulnerability when constructing a query from user-provided data
in Java:

String query = "SELECT * FROM users WHERE id =" + userInput;

Statement stmt = conn.createStatement();

stmt.executeQuery(query);
In this case, if userInput contains intentionally injected data, the executed query may be modified.
Although the nature of this vulnerability is relatively clear, automated detection is not always
straightforward because data validity depends on the usage context and application logic.

e Logic and control flow related vulnerabilities [15]:

Logic vulnerabilities arise when a program performs incorrect or missing necessary checks
within its processing flow. Unlike purely technical vulnerabilities, this group typically does not
cause runtime errors but instead leads to unintended behavior under specific scenarios. The
following example illustrates a logic flaw in access control within Python code:
def withdraw(amount, balance):
if amount < balance:
balance -= amount

return balance
In the above code snippet, the absence of a check for the condition amount > 0 may result in
behaviors that deviate from the intended business objectives. Because such logic vulnerabilities
do not trigger execution errors, they are very difficult to detect using syntactic analysis or error-
based testing, and they often require an understanding of the system context and functional
requirements.

e Vulnerabilities caused by unsafe API or library usage [16]:

This group of vulnerabilities is related to the use of functions, APIs, or external libraries in an
unsafe manner or in ways that are inappropriate for the given context. Some functions or APIs,
although syntactically valid, may pose risks if they are used improperly. The following example
illustrates the use of an unsafe string handling function in C code:

char buf[32];

gets(buf);
Although the above code snippet is simple, the use of the gets function can lead to buffer
overflow if the input data exceeds the allocated memory size. The difficulty in detecting this type
of vulnerability lies in the fact that not every API call is dangerous; rather, the level of risk
strongly depends on how and in what context the API is used within the program.

From the vulnerability groups discussed above, it can be observed that each type of vulnerability
exhibits distinct technical characteristics and detection challenges. This diversity indicates that no
single method can effectively detect all types of source code vulnerabilities, thereby emphasizing
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the need to combine multiple approaches in modern vulnerability detection research and systems.
2.2. Classification Based on Stages in The Software Development Life Cycle

In addition to cause-based classification, source code vulnerabilities can be analyzed according to
the stage of the software development life cycle at which they arise. This perspective helps link
vulnerabilities to appropriate detection methods and supports more effective method selection
and evaluation.

o Design-level vulnerabilities [17]:

Design-level vulnerabilities emerge at the early stages of the software development life cycle,
when system architecture, authorization models, or business process flows are defined.
Vulnerabilities in this group are typically related to inadequately designed authentication and
authorization mechanisms, improper functional separation, or the lack of security constraints at
the architectural level. Since they exist before concrete source code is implemented, design-level
vulnerabilities are often difficult to identify through pure source code inspection.

Detecting vulnerabilities at the design level requires analyzing system architecture and initial
security assumptions, rather than relying solely on program syntax or structure. If not identified
early, these vulnerabilities may propagate into the implementation stage and become more
difficult to remediate in later phases of the software life cycle.

¢ Implementation-level vulnerabilities [18]:

Implementation-level vulnerabilities arise during the programming phase, when designs are
translated into concrete source code. This group includes common issues such as unsafe memory
management, insufficient input validation, errors in condition checking, and improper use of
APIs and libraries. It is the most extensively studied group of vulnerabilities and is often directly
related to the structure and content of source code.

Because they occur at the implementation level, these vulnerabilities can be detected through
source code inspection techniques or by observing program execution behavior. However, the
effectiveness of detection strongly depends on the characteristics of each vulnerability type, as
well as the coverage capability of the applied method.

e Integration and deployment vulnerabilities [19]:

Integration and deployment vulnerabilities arise when software components are combined or
deployed in real-world environments. Although individual modules may appear secure in
isolation, incompatibilities, misconfigurations, or violated assumptions during integration can
introduce new weaknesses.

Detecting such vulnerabilities typically requires analyzing the system in its operational context,
where runtime interactions and deployment conditions are considered. This life-cycle-based
classification highlights that detection methods should be selected according to the stage at which
vulnerabilities emerge, forming a basis for the comparative analysis in Section 3.

2.3. Classification Based on Context and Application Environment

Beyond technical causes and development stages, the application context also influences how
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vulnerabilities arise, their risk level, and their detectability. The same vulnerability may have
different security implications across environments. Therefore, environment-based classification
provides a more comprehensive view of vulnerability detection and evaluation challenges.

e Vulnerabilities in web applications [20]:

In web applications, source code vulnerabilities commonly appear at points where user data is
received and processed. Errors related to input handling, authentication, or session management
can lead to serious risks, as such systems are typically publicly accessible. The following
example illustrates a case of unsafe input handling in a web application:
String query = "SELECT * FROM users WHERE name ="' + userlnput + """
statement.executeQuery(query);
In a web environment, the above code snippet can be exploited to alter the executed query.
Detecting this vulnerability typically requires examining input data flows, the relationships
among server-side components, and user interaction scenarios, rather than relying solely on
source code syntax inspection.

e Vulnerabilities in embedded and 10T systems [21]:

In embedded and loT systems, source code vulnerabilities are often associated with resource
constraints and simplified access control mechanisms. Errors in memory management or unsafe
data handling can lead to serious consequences, as such devices typically operate continuously
and are difficult to update. The following example illustrates a memory management flaw in an
embedded program:

void receive(char *data) {

char buf[32];

strcpy(buf, data);}
Although this flaw is similar in nature to vulnerabilities found in conventional applications, in an
IoT environment it may lead to device takeover or disruption of the entire system’s operation.
Vulnerability detection in this case often relies heavily on source code analysis and behavioral
modeling, since dynamic testing on real devices is difficult to perform.

¢ Vulnerabilities in cloud services and microservices architectures [22]:

In cloud and microservices environments, vulnerabilities may arise not only within individual
services but also from their interactions. Inconsistent authentication or authorization assumptions
across components can create weaknesses that are difficult to detect. For example:

@app.route("/internal/data")

def get_data():

return sensitive _data
While this code may appear safe in isolation, it can become vulnerable when exposed beyond its
intended scope within a distributed system. Detecting such issues requires considering
deployment architecture, communication flows, and configuration settings rather than evaluating
services independently.
These examples show that vulnerability risk and detection requirements depend heavily on
deployment context, emphasizing the need to select and combine appropriate detection methods
in modern systems.

2.4. Relationship Between Vulnerability Types and Detection Methods

The nature of source code vulnerabilities directly influences the effectiveness of detection
methods. Therefore, evaluation should consider specific vulnerability groups rather than
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assessing techniques in isolation.

o Memory-related vulnerabilities (e.g., buffer overflow, out-of-bounds access) are
closely linked to code structure and memory operations, making static analysis with data and
control flow examination particularly suitable, although false positives remain a concern.

e Logic and control-flow vulnerabilities are harder to detect using rule-based
approaches because they depend on design intent and business context. Machine learning and
deep learning methods are more promising in this area due to their ability to learn complex
behavioral patterns.

o Vulnerabilities involving unsafe API or library usage require context-aware analysis,
as the same function may be safe or unsafe depending on usage conditions. Semantic
representation models and contextual reasoning are therefore essential for accurate assessment.
Overall, no single method can effectively detect all vulnerability types. This relationship
highlights the need for hybrid approaches that combine complementary strengths, forming the
basis for the comparative analysis in Section 3.

e The above analysis shows that:

(i) Memory, input handling, and logic vulnerabilities remain the most common in current
systems. Memory-related issues are prevalent in low-level languages such as C/C++, while input
and access control flaws are frequent in web and server-side applications, showing that
vulnerability distribution depends on programming languages and deployment environments.

(ii) Static and dynamic analysis dominate practice due to automation and integration
capability. Meanwhile, machine learning and deep learning approaches gain attention for context-
dependent vulnerabilities, although their effectiveness varies by vulnerability type and data
quality.

(iii) Existing studies often focus on common and data-accessible vulnerabilities, while
complex logic flaws and component interaction issues remain challenging.

These observations emphasize the need to evaluate detection methods in relation to specific
vulnerability types, forming the basis for the analysis in Section 3.

3. VULNERABILITY DETECTION METHODS

3.1. Static Analysis (SAST)

Static Application Security Testing (SAST) [24] is a widely used approach that analyzes source
or intermediate code without execution, relying on predefined rules and vulnerability patterns to
detect weaknesses early in development.

e SAST examines code structure using syntactic, control flow, and data flow analysis.
Tools typically construct intermediate representations such as abstract syntax trees or control
flow graphs and apply rule-based detection models derived from known vulnerability patterns.

For example, the following code may lead to a buffer overflow:

void copy(char *input) {
char buf[32];
strcpy(buf, input);}

The unsafe use of strcpy without input length control can be detected by identifying risky
function calls combined with buffer size information.

e Advantages. SAST enables early detection, fast analysis, and easy integration into
development workflows (e.g., DevSecOps pipelines). It can analyze the entire codebase,
including branches difficult to trigger during execution.

o Disadvantages. SAST often produces high false positives and struggles to distinguish
safe from unsafe usage in complex systems. It is less effective for vulnerabilities dependent on
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execution context or business logic.

Overall, SAST is well suited for structure-related vulnerabilities such as memory errors
and unsafe API usage, but limited for context-dependent flaws, highlighting the need for
complementary methods.

3.2. Dynamic Analysis (DAST, Fuzzing)

Dynamic Application Security Testing (DAST) [25] is a group of vulnerability detection methods
based on observing program behavior during execution. Unlike static analysis, DAST does not
directly inspect source code structure but instead focuses on evaluating program responses to
different inputs and usage scenarios. This approach is particularly suitable for vulnerabilities that
only manifest when the program is executed under specific conditions.

e The principle of DAST is based on supplying designed or automatically generated

input data to a running program and then monitoring abnormal signs such as execution errors,
program crashes, memory violations, or behaviors that deviate from expectations. Among these
techniques, fuzzing is a representative approach that uses random or semi-structured input
generators to trigger different execution paths of the program.
Modern fuzzing tools such as AFL (American Fuzzy Lop) [26] and libFuzzer [27] improve
detection effectiveness by leveraging feedback from program execution, such as code coverage
information, to guide input generation. As a result, fuzzing is not purely random but is capable of
focusing on program branches that have not yet been tested.

e The following example illustrates an input processing function that may cause errors
when receiving unexpected value:

int parse(char *input) {
int X = atoi(input);
int arr[10];
return arr[x];}

When the program is executed with different input data, a fuzzing tool may generate a
value of x that exceeds the array bounds, leading to a memory access error. Such errors are often
difficult to detect using static analysis alone but can be effectively identified through dynamic
analysis and fuzzing.

e Advantages: A prominent advantage of DAST is its ability to detect execution
dependent vulnerabilities, particularly memory management errors, input handling flaws, and
issues that only appear under specific runtime scenarios. Dynamic analysis helps reduce the
number of false positives compared to some static analysis techniques, since vulnerabilities are
confirmed through actual runtime failures. In addition, modern fuzzing tools offer a high degree
of automation and do not require deep knowledge of the internal structure of the program.

o Disadvantages: Despite its effectiveness in many cases, DAST also has significant
limitations. This approach strongly depends on the coverage of test scenarios and input data,
making it difficult to ensure comprehensive vulnerability detection in large and complex
programs. Moreover, DAST often requires a suitable execution environment and incurs higher
time costs than static analysis. For logic vulnerabilities or those that depend on business context,
triggering faulty behavior through fuzzing or dynamic testing remains a major challenge.
Considering the relationship between vulnerability types and detection methods discussed in
Section 2.6, DAST is particularly suitable for vulnerabilities that only manifest during program
execution, such as memory errors or input handling flaws. However, the detection capability of
this approach is still constrained by execution coverage, indicating that DAST needs to be
combined with other approaches to achieve more comprehensive effectiveness.
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3.3. Machine Learning-based Vulnerability Detection

Traditional machine learning approaches for source code vulnerability detection [28] aim to
overcome the limitations of rule-based analysis by learning from labeled source code data.
Instead of relying solely on predefined patterns, these models distinguish between secure and
vulnerable code through data-driven training, enabling better adaptation to diverse vulnerabilities
encountered in practice.

e Machine learning-based approaches typically involve two stages: feature extraction
and classifier training. Source code is first transformed into numerical representations capturing
syntactic, structural, or behavioral properties, then classifiers such as SVM [29], Random Forest
[30], or XGBoost [31] are trained to distinguish vulnerable from non-vulnerable samples.

o Model effectiveness depends largely on feature quality. Common feature types
include syntactic features from ASTs [32], structural features from control flow graphs (CFGs)
[33] and program dependence graphs (PDGs) [34], and low-level behavioral or statistical
features. The choice and combination of these features directly affect detection capability.

e For example, buffer overflow detection in C programs may rely on AST and CFG
features describing memory operations, which are then classified using models such as Random
Forest based on learned patterns.

e Advantages: ML approaches reduce reliance on handcrafted rules and can capture
nonlinear relationships among features. Models like RF and XGBoost often improve detection
performance and allow feature importance analysis for partial interpretability.

e Disadvantages: Performance depends heavily on labeled data quality and feature
engineering. Extracting AST, CFG, or PDG features incurs high preprocessing cost and
scalability challenges. Moreover, traditional ML models still struggle with logic vulnerabilities
and context-dependent semantics.

Considering the relationship between vulnerability types and detection methods discussed in
Section 2.6, traditional machine learning approaches are suitable for vulnerabilities that can be
modeled through syntactic and structural features. However, for vulnerabilities that require deep
understanding of program semantics and context, these methods need to be combined with or
extended by deep learning techniques, which are presented in the next section.

3.4. Deep Learning-based Transformer-based Vulnerability Detection

Deep learning approaches for source code vulnerability detection [35] aim to overcome the
limitations of traditional machine learning by learning representations directly from source code
rather than relying on handcrafted features. Transformer-based models [36] have recently become
a prominent direction due to their ability to capture semantic and contextual relationships.

o Deep learning approaches map source code into latent representations using multi-
layer neural networks for vulnerability classification. Early models employed RNNs or CNNs,
while Transformer-based architectures leverage self-attention [37] to capture long-range
dependencies and overcome contextual limitations of previous methods.

e In practice, Transformer models are pre-trained on large code corpora and fine-tuned
for wvulnerability detection tasks, enabling them to learn general syntactic and semantic
knowledge before adapting to specific vulnerabilities.

o Unlike traditional ML, deep learning models do not require manual feature extraction.
Source code is represented as token sequences or combined with structural information such as
ASTs and data flows. Transformer representations capture semantic and structural relationships,
supporting deeper contextual understanding.
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o For example, in detecting access-control logic flaws, a Transformer model can learn
dependencies among conditional checks, state variables, and function calls across an entire
function without predefined rules.

e Advantages: Transformer-based models effectively capture complex semantics and
context, making them suitable for logic or interaction-based vulnerabilities. Pre-training reduces
feature engineering effort and improves generalization.

o Disadvantages: High computational cost, large resource requirements, limited

interpretability, and dependence on training data remain key challenges, particularly for
deployment in large-scale or cross-project scenarios.
Considering the relationship between vulnerability types and detection methods discussed in
Section 2.6, deep learning and Transformer-based approaches are particularly suitable for logic
vulnerabilities and cases that require deep understanding of program semantics. However, due to
cost and interpretability limitations, these approaches are often most effective when combined
with other methods within a comprehensive vulnerability detection system.

3.5. LLM-based/Hybrid Approaches

LLM-based approaches [38] and hybrid models [39] aim to leverage large-scale semantic
reasoning capabilities while addressing the limitations of individual detection methods. Rather
than treating vulnerability detection purely as a classification task, these approaches integrate
multiple techniques within a unified pipeline.

Representative source-code-oriented models include CodeLLaMA [40], StarCoder [41], and
GPT-4 [42]. CodeLLaMA is suitable for research due to its specialization and independent
deployment capability; StarCoder provides an open-source multilingual alternative; GPT-4 serves
as a reasoning benchmark despite cost and reproducibility limitations.

LLM-based methods utilize pre-trained models to analyze and reason about code, either directly
or through task-specific fine-tuning. In hybrid systems, LLMs are typically integrated with static
analysis, dynamic analysis, or machine learning. Alerts generated by SAST or ML models can be
further examined by LLMs to reassess severity and reduce false positives.

Unlike earlier deep learning models, LLMs capture syntax, semantics, and global context
simultaneously. For example, suspicious access-control code identified by static analysis can be
re-evaluated by an LLM to determine whether it represents a genuine vulnerability or a legitimate
usage pattern.

The main advantage of LLM-based and hybrid approaches lies in their semantic reasoning
capability, particularly for logic and context-dependent wvulnerabilities. However, high
computational cost, deployment complexity, and stability concerns limit their standalone use.
Therefore, LLMs are most effective as complementary components within a broader detection
architecture rather than as full replacements for traditional methods.

3.6. Proposed Source Code Vulnerability Detection Architecture

The analyses in Sections 3.1-3.5 indicate that each detection method is effective only within
certain scopes. Static analysis provides early detection but often generates high false positives;
dynamic analysis and fuzzing validate runtime behavior but depend on test coverage; machine
learning and deep learning improve detection of complex patterns but rely on data quality and
computational resources; large language models offer strong semantic reasoning but face
challenges in stability and deployment efficiency. These limitations suggest that no single method
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can fully satisfy practical detection requirements.

Based on this insight, a hybrid-oriented architecture is proposed, organizing complementary
methods into functional layers rather than replacing existing techniques.

As illustrated in Figure 1, the pipeline includes:
(i) Static analysis for early-stage screening and broad coverage;
(ii) Dynamic analysis and fuzzing to validate execution-level vulnerabilities and reduce
false positives;
(iii) Machine learning/deep learning models to analyze syntactic and structural patterns,
particularly for complex or logic-related vulnerabilities;
(iv) Large language model-based reasoning for semantic reassessment and alert
consolidation, helping reduce noise in final results.

Rubebased Static _,  Dynamic Amalysis _,  Machine Learning

Analysis & Fuzzing & Deep Learning
Advaneed
i Conterteal
Initial Screesing Behavioral Testing Conticaten onteitual Resoniag.
Swspicion Findien Vabidated Alerts Susplclous Findings

Figure 1. Pipeline for source code vulnerability detection combining static analysis, dynamic analysis,
machine learning, and large language models

The core idea lies in coordinated layering, allowing flexible adjustment according to accuracy
requirements, computational constraints, and development stages. Although not fully
implemented within this study, the architecture outlines a practical direction for future hybrid
vulnerability detection systems, consistent with the paper’s analytical and comparative
objectives.

4. EVALUATION AND COMPARISON OF SOURCE CODE VULNERABILITY
DETECTION METHODS

This section evaluates and compares the detection methods discussed in Section 3 to clarify their
application scope, strengths, and limitations. The analysis provides a structured perspective on
the overall landscape of source code vulnerability detection.

4.1. Evaluation Criteria

The comparison of methods is conducted based on qualitative criteria that reflect common
requirements in both research and practical deployment, including: (i) Suitable vulnerability
types: the groups of vulnerabilities that a method can effectively detect; (ii) Detection capability:
the degree to which target vulnerabilities are correctly identified; (iii) False positives: the
tendency to generate alerts that do not correspond to actual vulnerabilities; (iv) Computational
and deployment cost: the resources required to operate the method; (v) Scalability: the suitability
of the method when applied to large-scale or multilingual systems; and (vi)Context dependence:

11



International Journal of Network Security & Its Applications (IJNSA) Vol.18, No.2, March 2026

the ability to handle vulnerabilities that depend on program logic and execution context.
These criteria are applied consistently throughout the comparison tables and discussion to ensure
coherence in the evaluation.

4.2. Summary Comparison Table of Detection Methods

Table 1. Qualitative comparison of source code vulnerability detection methods

. . Context
Method Smt_a_ble Detecypn Fe_ll_se Cost depen-
vulnerability types capability positives q
ence
S[?ASJ Memory, API, syntax Medium High Low Low
DAST/Fuzzing Memory, input Medium - Medium - .
[25] handling High Low High | Medium
ML-hased Pattern-based Medium Medium Medium Medium
[28] vulnerabilities
DL/Trfgg]former Logic, semantics High Medium High High
LLM-based . . Low - . Very
[38] Logic, complex context High Medium Very high high
Hybrid Multiple vulnerability . . .
[39] types High Low High High

The comparison indicates that no single method is superior across all criteria; each approach has
distinct strengths and limitations.

Transformer-based models have become central to modern deep learning due to their ability to
capture long-range dependencies through self-attention. Variants such as BERT [43], CodeBERT
[44], and GraphCodeBERT [45] extend this architecture to better represent source code by
incorporating syntactic and structural information. More recently, large-scale models such as
CodeLLaMA further enhance semantic reasoning, providing a foundation for hybrid approaches
that integrate deep learning and large language models in vulnerability detection.

4.3. Analysis and Discussion

The comparison highlights distinct strengths and limitations across detection methods.

e SAST remains widely used due to low cost and easy integration into development
workflows. However, its reliance on fixed rules leads to high false positives and limited
effectiveness for context-dependent or logic vulnerabilities.

e DAST and fuzzing are effective for vulnerabilities that manifest during execution,
particularly memory and input-handling flaws. With sufficient coverage, they can improve alert
accuracy, but execution cost and limited coverage remain major constraints.

e Machine learning and deep learning methods extend detection to pattern-based and
semantic vulnerabilities. Transformer-based models, in particular, show strong capability in
handling logic-related cases. Nevertheless, these approaches require high-quality data, significant
computational resources, and often lack interpretability.

o LLM-based approaches further enhance semantic reasoning and global context
understanding, helping reduce false positives and detect complex vulnerabilities. However, high
deployment cost and concerns about stability limit their standalone use.

e Hybrid approaches attempt to balance coverage and precision by combining
complementary strengths. Their effectiveness depends on careful system design and integration,
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typically at higher operational cost.

Overall, the analysis confirms that no single method is universally effective. Detection capability
depends on vulnerability type, deployment context, and system requirements. A unified
comparative framework clarifies this landscape and explains the growing interest in hybrid
strategies.

5. PROPOSED MODEL AND EXPERIMENTAL EVALUATION

5.1. Hybrid Vulnerability Detection Model Combining ML and LLM

Based on the comparative analysis in Sections 3 and 4, this paper proposes a hybrid source code
vulnerability detection model that combines traditional machine learning with a large language
model to leverage complementary strengths at different stages of detection. CodeLLaMA-34B is
employed at the triage stage to provide semantic and context-aware reasoning for suspicious code
fragments.

The architecture follows a two-layer design:

o First layer: Machine Learning Classification: Traditional models such as Random
Forest, XGBoost, and SVM are used to perform fast classification based on syntactic and
structural features. This layer serves as an initial filtering stage, enabling efficient large-scale
processing. In experiments, ML models achieved Fl-scores of 0.72-0.78, indicating stable
detection capability for common vulnerability types.

e Second layer: LLM-based Triage: Alerts generated by the ML layer are passed to
CodeLLaMA-34B for semantic analysis. Instead of analyzing the entire codebase, the LLM
processes only suspicious cases, reducing computational cost. The triage stage examines logical
context and code intent to reassess alerts and reduce false positives. Experimental results show
that LLM-based triage reduces the average False Positive Rate by approximately 25-35%
compared with standalone ML models.

The model is implemented at a baseline level, including preprocessing, ML classification, and
LLM-based triage. The objective is not performance optimization but feasibility validation.
Results indicate that the hybrid model maintains detection performance while significantly
improving alert precision through noise reduction, supporting the practical value of integrating
machine learning and semantic reasoning in a unified architecture.

5.2. Experimental setup

The experiments aim to provide illustrative validation rather than state-of-the-art benchmarking.
The hybrid ML-LLM model is evaluated to examine whether semantic triage can reduce false
positives while maintaining detection capability. The results should therefore be interpreted as
empirical support for the hybrid rationale derived from the comparative analysis.

o Datasets. Experiments are conducted on two widely used benchmarks: The Juliet Test
Suite [46] and Big-Vul [47]. Juliet contains synthetically generated C/C++ functions with labeled
vulnerable and non-vulnerable cases, while Big-Vul consists of real-world vulnerable and
patched functions from open-source projects.

o Dataset clarification. No new dataset is constructed. Both datasets are publicly
available and used in their standard form. The unit of analysis is function-level code. For Big-
Vul, vulnerable and corresponding non-vulnerable functions are treated as independent samples
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after preprocessing. No manual relabeling is performed; preprocessing includes cleaning,
normalization, and feature extraction for machine learning.

e Baselines. Three configurations are compared: (i) SAST only (rule-based static
analysis); (ii) ML only (Random Forest and XGBoost); (iii) ML + LLM-based triage (proposed
hybrid model).

o Evaluation metrics. Performance is measured using Precision, Recall, F1-score, and
False Positive Rate, emphasizing detection quality and alert noise reduction.

5.3. Experimental results and analysis

Table 2 presents an overall comparison between SAST, traditional machine learning models, and
the proposed hybrid ML-LLM models on the Juliet Test Suite and Big-Vul datasets. Integrating
CodeLLaMA-34B at the triage stage significantly reduces the False Positive Rate while
preserving detection performance.

SAST achieves high Recall (0.81) but suffers from low Precision (0.48) and a high False Positive
Rate (0.42), reflecting the limitations of rule-based analysis. Traditional machine learning
improves performance, with Random Forest and XGBoost reaching F1-scores of 0.71 and 0.74,
and reducing the False Positive Rate to 0.30 and 0.26, respectively. XGBoost consistently
outperforms Random Forest due to its stronger nonlinear modeling capability.

Table 2. Experimental results comparing source code vulnerability detection methods

Method Precision | Recall | F1-score | False Positive Rate
SAST 0.48 0.81 0.60 0.42
ML (Random Forest) 0.68 0.74 0.71 0.30
ML (XGBoost) 0.72 0.76 0.74 0.26
Hybrid (RF + CodeLLaMA-34B) 0.80 0.75 0.77 0.20
Hybrid (XGBoost + CodeLLaMA-34B) 0.82 0.76 0.79 0.18

The hybrid models further enhance detection quality. RF + CodeLLaMA-34B achieves an F1-
score of 0.77 and a False Positive Rate of 0.20, while XGBoost + CodeLLaMA-34B reaches the
best overall performance (F1 = 0.79, FPR = 0.18). These results confirm that semantic triage
effectively reduces alert noise without sacrificing detection capability.

Table 3. Experimental results of the Hybrid model on individual datasets

Data Set Method Precision | Recall F1-score Falseéz?:itive
RF + CodelL LaMA-34B 0.83 0.77 0.80 0.18
Juliet Test Suite | XGBoost +3i:gdeLLaMA— 086 078 082 015
RF + CodelL LaMA-34B 0.77 0.74 0.75 0.22
Big-Vul XGBoost +3§1:gdeLLaMA- 0.80 075 077 0.20

Table 3 provides dataset-level results. On the Juliet Test Suite, the hybrid models achieve F1-
scores of 0.80-0.82, with XGBoost + CodeLLaMA-34B performing best (Precision = 0.86, FPR
= 0.15). On Big-Vul, performance decreases slightly (F1 = 0.75-0.77; FPR = 0.20-0.22), but
remains stable, indicating reasonable generalization to more realistic and diverse source code.
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Figure 2. Comparison of Precision, F1-score, and False Positive Rate of the hybrid models (RF +
CodeLLaMA-34B and XGBoost + CodeLLaMA-34B) on the Juliet Test Suite and Big-Vul

On the Big-Vul dataset, both hybrid models show slightly lower performance due to the more
realistic and noisier nature of the code. However, they maintain stable F1-scores and low False
Positive Rates, indicating good generalization to real-world scenarios.

As illustrated in Figure 4, the XGBoost + CodeLLaMA-34B model consistently outperforms RF
+ CodeLLaMA-34B, achieving higher Precision and F1-score while maintaining a lower False
Positive Rate across both Juliet and Big-Vul datasets.

Although performance on Big-Vul is slightly below that of Juliet, both hybrid models effectively
control alert noise, demonstrating the benefit of LLM-based triage. Among CodeLLaMA variants
(7B, 13B, and 34B), CodeLLaMA-34B is selected due to its stronger semantic reasoning
capability, making it more suitable for the triage role in the proposed hybrid architecture.

6. DISCUSSION

The experimental results in Section 5 provide several key observations regarding the
effectiveness of different detection methods and the value of the proposed hybrid approach.

o First, rule-based static analysis (SAST) achieves high Recall (above 0.80), reflecting
strong coverage and early detection capability. However, its low Precision (=0.48) and high False
Positive Rate (above 0.40) confirm its limitations in handling context-dependent and logic-related
vulnerabilities.

e Traditional machine learning models, including Random Forest and XGBoost,
significantly improve detection quality. The F1-score increases from approximately 0.60 (SAST)
to 0.71-0.74, while the False Positive Rate decreases to 0.26-0.30. Nevertheless, relying solely on
syntactic and structural features remains insufficient to fully eliminate false positives.

¢ Integrating a large language model at the triage stage further enhances performance.
The hybrid models reduce the False Positive Rate by approximately 25-35% compared to
standalone ML models, while maintaining or slightly improving the F1-score (0.77-0.79). Using
CodeLLaMA-34B improves Precision to above 0.80, demonstrating the benefit of semantic
reasoning for distinguishing context-dependent cases.

e Between the two hybrid configurations, XGBoost + CodeLLaMA-34B consistently
outperforms RF + CodeLLaMA-34B, achieving F1-scores approximately 0.02-0.03 higher and
lower False Positive Rates (around 0.15-0.20 versus 0.18-0.22). This indicates the advantage of
XGBoost in capturing nonlinear feature relationships while confirming the robustness of the
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hybrid architecture.

e Across datasets, the hybrid model achieves F1-scores of 0.80-0.82 on the Juliet Test
Suite and 0.75-0.77 on Big-Vul. Although performance slightly decreases on Big-Vul due to its
realistic and noisier nature, maintaining a False Positive Rate below 0.22 demonstrates stable
generalization capability.
Despite these positive results, the study remains limited to baseline experiments on a small
number of datasets. Computational cost and interpretability of LLM-based triage are not analyzed
in depth and should be addressed in future work.
Overall, the findings empirically support the hybrid ML-LLM rationale and align with the
comparative analysis presented in earlier sections.

7. CONCLUSION

This paper presents a systematic perspective on source code vulnerability detection, beginning
with a structured classification of vulnerability types and followed by a comparative analysis of
major detection approaches. The comparison clarifies the strengths, limitations, and applicability
of each method group.

Based on this analysis, a hybrid detection model combining traditional machine learning with a
large language model at the triage stage is introduced and evaluated on the Juliet Test Suite and
Big-Vul datasets. The results demonstrate that the hybrid approach reduces the false positive rate
while maintaining or improving the F1-score, confirming the feasibility of integrating
complementary methods.

Although limited to baseline evaluation, the findings support the complementary role of machine
learning and large language models in vulnerability detection. Future work may extend the
evaluation to more diverse datasets, analyze computational cost in greater depth, and enhance
interpretability through Explainable Artificial Intelligence techniques.
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