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ABSTRACT

Phishing remains a dominant cybersecurity threat worldwide, particularly affecting Digital Microfinance
Institutions (MFIs) in resource-limited settings. Although the most popular frameworks, including ISO/IEC
27001, NIST CSF, COBIT, and CIS Controls, are widely recognized, their effectiveness in preventing
phishing attacks in MFIs remains unexplored. This research follows a qualitative-dominant mixed-methods
design, with a primary focus on semi-structured interviews with cybersecurity managers (n=24), a staff
survey (n=150), and analysis of phishing incident reports from six MFIs in Nairobi, Kenya. Institutions
that implemented cybersecurity systems holistically reported reductions in phishing incidents ranging from
22-35% within the sampled institutions, especially when detection and response systems were actively
maintained. In contrast, 83% of MFIs used the frameworks as compliance checklists, with limited training
and no real-time monitoring. The semi-structured interviews also indicated that infrastructural limitations,
poor governance, and the lack of behavioral awareness further limited the framework's effectiveness. To
tackle these challenges, the study presents an Adaptive Cybersecurity Framework combining a modular
governance system with a lightweight GRU-based phishing mitigation method, tailored for low-resource
environments. The study advances understanding of framework adaptation in developing economies and
provides actionable insights for developing robust, human-centered cybersecurity frameworks within
digital financial inclusion ecosystems.
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1. INTRODUCTION

The rapid digitalization of microfinance services has transformed financial inclusion in emerging
markets; however, significant gaps remain in technological development and cybersecurity
readiness. In Sub-Saharan Africa, platforms such as Kenya’s M-Pesa enable Microfinance
Institutions (MFIs) to integrate API-based systems to detect fraud. Such structural differences
create a specific vulnerability profile: Kenyan MFIs face the risk of API exploitation and
Subscriber Identity Module (SIM) swapping.

Phishing persists as the most flexible and widespread cybersecurity threat, exploiting technical
vulnerabilities and human behavior through SMS spoofing, fake applications, and region-specific
social-engineering tactics. Lack of infrastructure, small IT departments, and inconsistent training
programs limit MFIs' cybersecurity maturity relative to that of commercial banks. Unequal
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preparedness and insufficient regulatory enforcement were identified in a study by Wang et al.
[1], which found that 73% of MFIs lacked incident-response measures.

Although comprehensive cybersecurity frameworks such as ISO/IEC 27001, NIST Cybersecurity
Framework, COBIT, PCI-DSS, and CIS Controls are accessible, their adoption within
microfinance institutions (MFIs) remains primarily symbolic. Frameworks are often used as
compliance checklists, which miss local attack vectors, bandwidth limits, and behavioral factors
that shape user vulnerability. The lack of connection underscores the need for context-aware,
resilience-oriented cybersecurity strategies that integrate technological and human defense
components.

Digital Microfinance Institutions (MFIs) play a significant role in promoting financial inclusion
for underserved populations; however, the rapid digitalization of their operations has also
increased their vulnerability to advanced phishing attacks that exploit both system and cognitive
vulnerabilities. [2], [3]. Such attacks, including SMS and email spoofing schemes, fake agent
portals, and others, are especially hazardous in low-resource environments due to limited
cybersecurity resources and awareness [4]. According to recent surveys, over 60% of MFIs lack
real-time monitoring capabilities and rely on limited or outdated staff training [1], [5]. As a
result, phishing attacks are on the rise, undermining institutional credibility and threatening the
stability of digital financial ecosystems.

The main problem is that existing cybersecurity frameworks remain mostly focused on
compliance and are technologically demanding, with limited adaptation to the sociotechnical
ecosystems of MFIs. To address this gap, it is essential to assess their practical effectiveness and
develop adaptable, scalable solutions, such as Al-driven phishing detection and a resilience-
oriented security culture, to enhance protection in low-resource settings. This study fills the gap
by empirically evaluating the effectiveness of widely used cybersecurity frameworks in digital
microfinance institutions operating in resource-limited environments.

Drawing on a mixed-methods multiple-case study of MFIs in Nairobi, the research examines how
governance structures, human behavioral factors, and contextual infrastructure constraints
influence phishing resilience. Based on these insights, the study proposes an adaptive
cybersecurity framework that integrates lightweight Al-assisted threat detection, modular
governance mechanisms, and behaviorally embedded security practices tailored to the operational
realities of digital microfinance ecosystems.

1.1. Research Objectives

1. Identify and categorize predominant forms, frequencies, and delivery mechanisms of
phishing attacks targeting MFIs, emphasizing how they exploit infrastructural and human
vulnera-bilities.

2. Evaluate the degree of adoption and practical effectiveness of existing cybersecurity frame-
works in reducing phishing incidents and improving detection-response outcomes.

3. Examine how organizational structures and human factors jointly influence institutional
resi-lience.

4. Design adaptive enhancements to existing frameworks, including lightweight Al-based
phishing detection mechanisms such as Gated Recurrent Unit (GRU) models, optimized for
low-bandwidth environments.
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1.2. Research Questions

1. What are the dominant forms, delivery channels, and contextual features of phishing attacks
targeting digital MFIs?

2. To what extent do existing cybersecurity frameworks reduce phishing incidents and enhance
detection and response in MFIs?

3. How do governance structures and human behavioral factors collectively affect institutional
resilience against phishing?

4. What adaptive, Al-supported mechanisms can be embedded in existing frameworks to
streng-then phishing detection and response in constrained environments?

2. LITERATURE REVIEW
2.1. Cybersecurity Frameworks in Financial Institutions

Cybersecurity frameworks provide well-organized systems for handling digital threats and
enhancing resilience. The most well-known are ISO/IEC 27001, the NIST Cybersecurity
Framework (CSF), COBIT, PCI-DSS, and the CIS Controls, which have strengthened
governance in the commercial banking sector [6], [7]. However, their applicability to digital
microfinance institutions (MFIs) is limited by differences in infrastructure, culture, and resources.

ISO/IEC 27001 is a well-established risk-based information security management framework, but
it demands documentation, audits, and leadership engagement, which are often impractical for
small MFIs. The five foundational functions of NIST CSF, which are Identify, Protect, Detect,
Respond, and Recover, presuppose centralized logging and real-time monitoring [8], capabilities
not available to many MFIs. COBIT focuses on congruence in IT governance [9], whereas CIS
Controls offer practical configurations [10] that rely on expensive automation tools. Beyond the
widely adopted frameworks discussed above, several additional cybersecurity standards are
particularly relevant to financial institutions. The Payment Card Industry Data Security Standard
(PCI-DSS) provides a comprehensive set of security controls to protect payment systems and
cardholder data in financial transactions. Similarly, the National Institute of Standards and
Technology Special Publication 800-53 (NIST SP 800-53) provides an extensive catalog of
technical security controls that cover system monitoring, identity management, incident response,
and data protection. While governance-oriented frameworks such as ISO/IEC 27001 and the
NIST Cybersecurity Framework focus on organizational risk management and strategic
oversight, PCI-DSS and NIST SP 800-53 emphasize operational and technical safeguards that
support system security implementation [9], [11].

Despite their robustness, these frameworks often assume advanced technological infrastructure,
continuous monitoring, and specialized cybersecurity expertise. Such requirements may be
difficult to satisfy in digital microfinance institutions operating in low-resource environments.
Consequently, the adoption of these frameworks within MFIs is often partial or symbolic,
emphasizing documentation and regulatory compliance over fully operational security practices.
Across the frameworks, a recurring weakness is inadequate accommodation of human and
contextual vulnerabilities, especially in phishing [12].

These frameworks are conceptually sound but operationally incomplete when applied in MFI
contexts, thereby prompting investigation of their adaptive performance in low-resource
environments.
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2.2. Application of Cybersecurity Frameworks in Microfinance Contexts

The adoption of frameworks within MFIs is partial and nominal. Severe budgetary, expertise, and
infrastructural constraints limit implementation beyond policy documents [5], [11]. Most MFIs
use cloud-based systems like NAMBUIT, which often have limited local expertise [13]. The
requirements of frameworks, such as automated patching and continuous monitoring, are difficult
to meet in rural or resource-limited environments [14].

Weak governance further undermines institutional resilience; most MFIs lack dedicated
cybersecurity positions, robust audit controls, or regulatory oversight [15]. The behavioral
dimension worsens these issues; phishing exploits psychological manipulation, linguistic trust,
and social hierarchy [13], [16]. Field employees often fail to recognize phishing messages, which
is a side effect of insufficient awareness training.

However, there are some localized adaptations. Some MFIs have used modular, low-cost
practices, such as manual threat reporting, role-based access control, and peer simulation, which
have shown quantifiable positive impacts [11]. These achievements show that modular, context-
sensitive implementation can be effective in promoting resiliency despite resource limitations.

2.3. Phishing Threats in Digital Finance

The most widespread cyber threat in digital microfinance is phishing [17], [18]. It exploits system
weaknesses and the cognitive and cultural patterns of trust in a low-income society.
Manifestations included smishing, vishing, QR-code spoofing, and fake mobile applications. M-
Pesa and Airtel Money services in East Africa are a particular focus for fraudsters, who use
fraudulent alerts and impersonation messages [14], [19].

Behavioral vulnerabilities can enhance exposure, as users tend to trust community validation over
technical verification [20]. Institutional reactions remain disjointed, as most organizations view
phishing as a form of fraud and lack simulation drills or clear response guidelines [21]. The
ensuing loss of trust poses a threat to financial inclusion [5] and underscores the need to align
framework adoption with the effectiveness of phishing prevention measures.

2.4. Evaluating the Effectiveness of Frameworks

Empirical studies support the hypothesis that the frameworks strengthen governance systems;
however, their effect on reducing phishing cases is not uniform. For example, Taherdoost [22]
found ongoing phishing activity in 1ISO 27001-compliant Brazilian banks, whereas Dupont [10]
found a lack of detection-focused interventions in Namibian institutions. The lack of key
performance indicators for phishing, e.g., susceptibility rates or incident-reporting speed,
prevents an accurate evaluation of organizational resilience [23]. By contrast, simulation-based
interventions have shown a 27% decrease in vulnerability, regardless of the framework [9].

Modern research incorporates artificial intelligence into frameworks; GRU-based anomaly-
detection networks improve phishing detection and response time [24]. However, implementing
these solutions in microfinance institutions is hampered by technical and infrastructural
limitations. As a result, traditional frameworks have underscored the importance of compliance,
underscoring the need for hybrid socio-technical approaches.
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2.5. Gaps in Existing Research

Although numerous studies have examined cybersecurity frameworks, most focus on commercial
banks in developed economies [25], [26]. Very few studies analyze how these frameworks adapt
to the realities of MFIs, characterized by low digital literacy, fragmented infrastructure, and
limited budgets [27].

Theoretical foundations for human behavior are lacking: while phishing in MFIs exploits
cognitive biases and social status, research continues to view human error as a minor factor [28].
Besides, Al-enhanced defense systems are rarely tested in low-resource environments [24].
Cross-sectional designs and audit-based scoring are methodological limitations that hinder
understanding of framework performance over time [21].

To address these gaps, combined and comparative research evaluating contextual, behavioral, and
technological aspects is required. This study responds directly by empirically assessing the
efficacy of frameworks and by suggesting adaptive, Al-aided models for resource-constrained
digital finance.

2.6. Al-Enhanced Phishing Detection in Low-Resource Settings

Recent developments in gated recurrent unit (GRU)-based neural networks offer promising, low-
cost solutions for phishing detection in mobile finance environments. On-device inferences with
TensorFlow Lite enable anomaly detection without high-bandwidth requirements. Prior studies
report detection accuracies exceeding 90% and reductions in false-positive rates of more than
30% in both African and South Asian deployments [28], [29]. Integrating these adaptive models
with traditional frameworks such as the NIST Cybersecurity Framework bridges the gap between
policy compliance and operational resilience, thereby supporting scalable, context-aware
defenses.

2.7. Theoretical Framework

This study adopts a socio-technical theoretical perspective integrating Protection Motivation
Theory (PMT), the Design—Reality Gap model, and Resilience Engineering to explain how
cybersecurity frameworks operate within digital microfinance institutions (MFlIs).

Protection Motivation Theory provides an established behavioral framework for understanding
how individuals respond to cybersecurity threats. PMT posits that protective behavior emerges
through two cognitive processes: threat appraisal and coping appraisal. Threat appraisal evaluates
the perceived severity and vulnerability of a threat, while coping appraisal assesses the efficacy
of responses and self-efficacy. In organizational cybersecurity contexts, PMT has been widely
applied to explain employee compliance with security policies and their ability to recognize
phishing attacks. Employees who perceive phishing as a serious threat and believe they possess
the skills to respond appropriately are more likely to report suspicious communications and
follow security procedures. Conversely, insufficient training or punitive reporting environments
reduce perceived self-efficacy and discourage proactive security behavior [1].

While PMT explains employee behavior at the individual level, institutional cybersecurity
performance is also influenced by structural and technological factors. The Design—Reality Gap
model provides a useful lens for understanding why externally developed cybersecurity
frameworks may fail when implemented in resource-constrained environments. The model argues
that information systems often fail when the design assumptions embedded within them do not
align with the local institutional context in which they are implemented. In the case of MFIs,
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many widely adopted cybersecurity frameworks assume the availability of dedicated security
teams, centralized monitoring infrastructure, and continuous compliance auditing. These
assumptions may not hold in smaller institutions with limited budgets, fragmented technological
infrastructure, and evolving governance structures [3].

Resilience Engineering complements these perspectives by focusing on the adaptive capacity of
socio-technical systems. Resilience-focused cybersecurity methods emphasize an organization's
capacity to anticipate, identify, react to, and learn from disruptions, rather than strictly following
predefined controls. In cybersecurity environments characterized by rapidly evolving threats,
such as phishing, organizational resilience depends on the continuous interplay among
technological defenses, governance mechanisms, and human behavior [3].

Integrating these three perspectives provides a comprehensive framework for evaluating the
effectiveness of cybersecurity in digital MFIs. Protection Motivation Theory explains employee-
level phishing detection behavior, the Design—Reality Gap model explains institutional
challenges in implementing international cybersecurity frameworks, and Resilience Engineering
highlights the importance of adaptive organizational practices. Together, these theories inform
the conceptual foundation of the Adaptive Cybersecurity Framework proposed in this study,
which integrates behavioral awareness, governance adaptation, and lightweight technological
detection mechanisms to enhance institutional resilience against phishing attacks. Table 1
outlines how the theoretical foundations support the proposed Adaptive Cybersecurity
Framework, showing how each perspective influences particular functional parts.

Table 1. Mapping of Theoretical Foundations to Framework Components

Theoretical Perspective | Framework Component Functional Contribution

Protection Motivation | Behaviorally integrated | Enhances user awareness, threat appraisal, and

Theory (PMT) security practices response efficacy

Design—Reality ~ Gap | Modular governance | Enables alignment of cybersecurity controls

Model structures with local institutional constraints

Resilience Engineering | Adaptive  feedback and | Supports continuous system adaptation,
learning mechanisms incident learning, and recovery

This mapping clarifies the interaction between behavioral, structural, and adaptive elements
within the framework, thereby strengthening its conceptual coherence and analytical
transparency.

3. METHODOLOGY

3.1. Research Design

A qualitative, dominant-mixed-methods, multiple-case study design was used in this research to
assess the real-world effectiveness of internationally recommended cybersecurity frameworks,
such as ISO/IEC 27001, the NIST Cybersecurity Framework (CSF), COBIT, and CIS Controls,
in reducing phishing risks in digital microfinance institutions (MFIs) in low-resource
environments. The qualitative part provided explanatory evidence of the behavioral and
institutional processes affecting cybersecurity, and the quantitative element offered an
opportunity to verify patterns and compare cases.

The sample consisted of six MFIs in Nairobi, intentionally selected to represent a wide range of
regulatory, infrastructural, and cultural diversity. Regulated (Tier 1) and community-based (Tier
I11) MFIs were well represented in the study using a maximum-variation sampling model. The
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mixed-methods approach enabled methodological triangulation, juxtaposing formal framework
specifications with on-the-ground realities and clarifying the moderators of contextual phishing
resilience through semi-structured interviews, document analysis, and surveys.

3.2. Sampling Strategy

The study targeted microfinance institutions (MFIs) that offer mobile or cloud-based financial
services and have limited cybersecurity capabilities. Institutional selection followed a purposive
sampling strategy based on three criteria: (a) the degree of digital integration within institutional
operations; (b) documented exposure to phishing attacks or related cyber incidents; and (c) the
presence of either formal or informal implementation of recognized cybersecurity frameworks.
Nairobi provides a particularly relevant setting for this investigation due to its highly developed
digital financial ecosystem and widespread use of mobile money platforms such as M-Pesa,
which have expanded financial inclusion while simultaneously increasing exposure to phishing
and other cyber-enabled fraud.

This study examined six digital MFIs that met the above criteria. Within these institutions,
twenty-four key informants were interviewed, and 150 staff members participated in structured
surveys. The respondent categories included IT officers, compliance managers, operational
personnel, and field agents. These participant groups were selected to capture both technical and
behavioral dimensions of cybersecurity practices, thereby enabling the study to examine how
governance structures, employee awareness, and institutional processes collectively influence
phishing detection and response within digital financial environments.

The selected sample size aligns with the principles of qualitative multiple-case study
methodology, where the objective is analytical rather than statistical generalization. In multiple-
case designs, cases are selected to enable theoretical replication, whereby each case contributes
additional insights into the phenomenon under investigation. Contemporary methodological
research suggests that samples ranging from 4 to 10 cases are generally sufficient to support
cross-case comparison and theory development in complex organizational environments. The
inclusion of six MFlIs, therefore, provided an appropriate balance between analytical depth and
comparative diversity, allowing a detailed examination of cybersecurity framework adoption,
employee awareness, and phishing response practices across institutions operating within similar
regulatory and technological contexts [1].

Access to participating institutions was facilitated through professional networks, including the
Alliance for Financial Inclusion (AFI) and national microfinance associations. Participation was
voluntary, and all respondents provided informed consent prior to data collection. Institutional
anonymity and participant confidentiality were maintained throughout the research process in
accordance with established research ethics guidelines and data protection standards.

3.3. Data Collection Methods

The data were collected using three supplementary tools: semi-structured interviews, institutional
document review, and a structured staff survey.

Institutional experiences related to phishing, cybersecurity models, training, and incident
response processes were investigated during the interviews. A unifying thematic guide ensured
consistency in theme, classifying it along the dimensions of governance, detection, awareness,
and response, thereby enabling comparability while allowing contextual flexibility. All
interviews lasted 45-90 minutes, were recorded with permission, and transcribed verbatim.
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The analysis of the documents was carried out systematically by reviewing cybersecurity
policies, audit reports, awareness resources, and incident registers to assess the formalization of
defense mechanisms and validate the interview results.

The surveys captured staff awareness, reporting behavior, and perceived effectiveness of the
cybersecurity framework using Likert-scale and categorical items. The questionnaire was deemed
clear and reliable, as verified by a pilot conducted on a randomly chosen MFI. Data collection
was conducted from June to September 2025, and all instruments were aligned with the
convergent mixed-methods guidelines promoted by Creswell and Plano-Clark [30].

3.4. Data Analysis

A convergent mixed-methods analytical methodology was used, combining qualitative and
quantitative strands to provide a multidimensional understanding of framework performance.

A thematic analysis of the qualitative data was performed using NVivo version 14 from QSR
International. Coding involved a combination of deductive categories based on the framework
domains and inductive themes identified from participants' narratives. Themes were developed
through repetitive case-to-case comparisons, facilitated by memoing and peer debriefing, to
improve reliability and reflexivity.

Quantitative data analysis was performed with IBM SPSS Statistics version 28 (IBM Corp.). The
descriptive statistics and chi-square tests examined the relationships among training exposure,
awareness, and the frequency of phishing incidents. Qualitative insights were complemented by
numerical patterns that were used to validate them.

The joint display matrix was used to integrate thematic patterns with statistical indicators that
depict the joint influence of governance structures, behavioral factors, and contextual limitations
on the development of phishing resilience. This convergence highlighted differences between
adopting the nominal framework and developing actual defensive capability.

3.5. Ethical Considerations

The study followed the Belmont Report and the Declaration of Helsinki, receiving approval from
the Institutional Review Board for its ethical considerations. Every organization and participant
was anonymized using pseudonyms. Written or recorded verbal consent was taken beforehand.
Ethical compliance also followed national data protection laws, such as the Kenya Data
Protection Act of 2019. Positionality, ethical decisions, and interpretive neutrality were
monitored reflexively through a researcher's journal, thereby ensuring integrity throughout the
research.

This study received ethical approval from the National Commission for Science, Technology, and
Innovation, with Approval License number NACOSTI/P/25/4176419. All procedures complied
with relevant ethical standards for human subject research. Data collection, transcription, and
initial analysis took place simultaneously from June to September 2025. This approach aligns
with typical qualitative and mixed-methods research practices, where iterative analysis runs
alongside data collection to develop themes and maintain methodological rigor.
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4. RESULTS

4.1. Framework Adoption and Implementation Patterns

The adoption of frameworks across the six digital microfinance institutions (MFIs) remains
fragmented and, in most cases, symbolic, due to infrastructural limitations and institutional
mimicry. Only one institution achieved partial ISO/IEC 27001 certification, only its headquarters,
leaving the decentralized mobile-agent network formally ungoverned. Some MFIs adapted the
NIST Cybersecurity Framework controls selected to accommodate M-Pesa integration and
transaction monitoring. In contrast, others relied on agent-based verification systems and
informal oversight.

The policy templates included incomplete placeholders whose main purpose was to appear
regulatory-compliant. One of the compliance officers commented, “The documents are present so
that regulators can see them.” The MFIs' priorities differed: some focused on detecting fraud via
SMS, while others focused on managing agent credentials. At the same time, some lacked
dedicated cybersecurity staff or formal escalation channels. Phishing-specific components, such
as training simulations, awareness modules, and behavioral metrics, were absent from all
institutions.

These findings illustrate the Design-Reality Gap described by Masiero [31], in which frameworks
designed for high-resource environments fail to account for the sociotechnical constraints of
MFIs. Subsequently, implementation has remained policy-based rather than behaviorally
embedded, thereby limiting practical defensive capabilities despite increased documentation
compliance. The partial operationalization directly shapes the pattern of phishing exposure, as
discussed in the next section.

To improve clarity in cross-case analysis, Table 2 highlights key features of the six microfinance
institutions, such as framework adoption, phishing exposure, detection capabilities, and training
methods.

Table 2. Cross-Case Comparison of Participating MFIs

MFI | Framework Phishing Detection Training Local
Adoption Incident Trend | Time Provision Adaptation
MFI- | Partial ISO | Increasing >48 hours None Compliance-
01 27001 focused
documentation
MFI- | Adapted NIST | Moderate 24-48 hours Limited Informal peer
02 CSF reporting
MFI- | Minimal High >48 hours None No structured
03 framework use adaptation
MFI- | Localized Decreasing <24 hours Present Simulation
04 NIST CSF exercises and
localized alerts
MFI- | Mixed Moderate 24-48 hours Limited Role-based
05 framework access control
elements
MFI- | Minimal High >48 hours None Informal
06 framework use communication
channels
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The comparison highlights substantial variation in implementation practices and outcomes across
institutions, reinforcing the finding that contextual adaptation and behavioral integration play a
critical role in enhancing phishing resilience beyond the adoption of formal frameworks.

4.2. Phishing Incident Patterns

The phishing incidents, which were common and varied over the past 18 months, were
systematically underreported across all MFIs. The attacks targeted mobile service channels, agent
communications, and administrative email accounts, using vectors such as SMS-based credential
harvesting, internal email impersonation, and WhatsApp group spoofing. Two institutions
reported voice-phishing (vishing) incidents in which attackers used local dialects to impersonate
regulators, suggesting a prior data compromise.

There was no consistency in reporting mechanisms: only one MFI had a centralized log, while
others relied on informal communication. One of the supervisors remarked, “You realize that you
have lost money after losing it.” This was supported by survey data: only 28% of staff members
had received specific training on phishing; 47% did not correctly identify simulated phishing
messages; and 60% said they would report the incident to a coworker rather than to IT personnel.

These results show that there is a disproportionate security incentive system [32], [33], in which
formal detection systems are perceived to cost more than the anticipated benefits, thereby
sustaining chronic underinvestment. There was limited learning from incidents, as no institution
updated its training or policies after the attacks. Based on this, phishing evolved into a
normalized operational practice, condoned by weak detection capabilities and a lack of feedback
loops.

4.3. Staff Awareness and Behavioral Dynamics

The main weakness that was shared across the institutions was human behavior. The level of
phishing awareness was low despite the presence of the IT policies, especially among frontline
and non-technical staff. Only 28% of employees received specific phishing training, and it was
provided only once at induction. One of the loan officers at MFI-06 remarked, “We were advised
to be wary, but nobody showed what a phishing message looks like.”

These gaps were validated through survey-based behavioral assessments; almost half of the
respondents misclassified phishing incidents, and a majority preferred informal peer escalation
over formal reporting. To illustrate these behavioral vulnerabilities more clearly, Table 3
summarizes key survey indicators on phishing awareness, detection ability, and incident reporting
behavior among staff members across participating MFIs.

Table 3. Staff Phishing Awareness, Detection Accuracy, and Reporting Behavior

Indicator Observed Result
Staff receiving formal phishing awareness training 28%

Staff correctly identifying simulated phishing messages 53%

Staff misclassifying phishing attempts 47%

Staff preferring informal peer reporting over IT escalation 60%

Institutions conducting simulated phishing exercises 0%
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Note: Results based on structured survey responses from 150 employees across six participating
MFIs. Percentages reflect aggregated responses from frontline staff, operational personnel,
compliance officers, and IT staff.

The findings highlight the central role of behavioral factors in phishing vulnerability, reinforcing
the importance of awareness training and supportive reporting environments.

The distribution of phishing awareness indicators among surveyed staff is further illustrated in
Figure 1, which compares training exposure, phishing detection accuracy, and reporting behavior
across participating institutions.

Distribution of Staff Phishing Awareness

80%
60%

40%
=
0%

Staff trained on Correct phishing Misclassification Informal
phishing detection of phishing reporting
preference

Figure 1. Distribution of Staff Phishing Awareness and Detection Indicators

Note: Percentages are derived from aggregated responses of 150 employees across six
participating MFIs, including IT personnel, operational staff, compliance officers, and field
agents.

The figure illustrates key behavioral findings from the staff survey conducted across six
participating microfinance institutions. The results indicate limited exposure to phishing training
and high misclassification rates, with most staff preferring informal reporting channels over
formal IT escalation procedures.

Role awareness also differed significantly: IT personnel were more confident, while agents and
call center employees were more uncertain. None of the MFIs performed simulated phishing
tests, reflecting weak learning cultures.

Interviews also revealed punitive responses; two staff members cited disciplinary measures after
phishing incidents, therefore, promoting silence and underreporting. This pattern aligns with
Bada and Sasse [34] and Nurse et al. [35], who argue that blame-centric environments erode
transparency and hinder organizational learning. According to the Protection Motivation Theory
(PMT), variables such as inconsistent training and punitive feedback reduce self-efficacy and
threat appraisal [31], [36]. Thus, compliance behavior remains reactive, and institutions'
resilience depends on fostering psychological safety and continuous, supportive learning.

4.4. Framework Effectiveness and Performance Metrics
Triangulated data from interviews, surveys, and institutional documents reveal a significant

discrepancy between policy formulation and operational outcomes. Each surveyed microfinance
institution (MFI) mentioned at least one global framework, and only two reported empirically
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measurable reductions in phishing. Phishing reduction measures the percentage change in
reported phishing incidents over a year within participating institutions, using data from logs and
staff reports. Detection performance is assessed through mean time to detect (MTTD) and mean
time to respond (MTTR), based on incident logs and response records.

When metrics were available (MFI-02), the mean time to detect (MTTD) ranged from 18 to 36
hours, while the mean time to respond (MTTR) ranged from 24 to 48 hours. Often, detection
occurred after client complaints rather than through proactive monitoring. In other institutions,
delays exceeded 48 hours, highlighting a lack of real-time detection capacity.

A chi-square test of independence was conducted to examine the association between phishing
awareness training and the ability to correctly detect phishing attempts (3> = 6.84, df =1, p =
0.009, N = 150). The findings reveal a statistically significant relationship, indicating that staff
who underwent phishing awareness training are more likely than those without it to identify
phishing attempts correctly. Nonetheless, because the study primarily uses a qualitative-dominant
mixed-methods approach, these statistical results are viewed as supportive rather than conclusive
and serve to enhance the qualitative insights gathered from interviews and institutional data.

The comparative trend analysis showed that MFI-04, which localized NIST CSF controls through
simulation exercises and simplified agent reporting, reduced phishing by 35% over one year.
However, MFI-01, where ISO 27001 documentation was maintained without reinforcing
behavior, saw a 22% increase in incidents. Controls associated with phishing averaged 0.8/3,
while general policy domains, such as access control, averaged 2.1/3. Statistically, there was no
notable difference in phishing vulnerability between framework-adopting and non-adopting
institutions (Click-through rates = 46% vs 49%). These click-through rates are based on
aggregated staff survey responses rather than controlled phishing simulations. Consequently, they
should be viewed as approximate indicators of user susceptibility rather than exact behavioral
data collected under experimental conditions. This pattern aligns with street-level bureaucracy
theory [37], [38]. This suggests that employees adapt to or circumvent procedures to meet
situational demands.

Institutions that localized frameworks by adding local-language alerts, SMS-based reporting, and
modular response protocols reported a 30-42% improvement in response efficiency despite
minimal formal certification. These positive empirical results support the Design-Reality Gap
Model by Masiero [31] and illustrate that adaptive, modular implementation creates stronger
phishing resilience than strict compliance.

In conclusion, adopting the framework increases visibility into compliance but rarely translates
into defensive capacity. Institutional resilience develops where frameworks are contextually
responsive, behaviorally enforced, and operationally modular, principles that form the basis of
the Adaptive Cybersecurity Framework described in the next section.

5. DiscussioN

5.1. Interpretation of Findings

The results indicate that, despite increasing references to international cybersecurity standards in
digital microfinance institutions (MFIs), their protection against phishing remains symbolic and
fragmented. Adoption of policies has outpaced the development of behavioral and procedural
preparedness, resulting in a persistent gap between documented compliance and operational
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resilience. The problem of phishing is rampant but systematically underreported, creating an
awareness-action gap.

Institutional culture and human behavior have a greater impact on phishing resilience than the
presence of cybersecurity frameworks. The staff demonstrated limited ability to detect phishing
attempts and relied on informal escalation methods. The lack of organized training or simulation
led to reactive rather than preventive responses. As a result, frameworks without behavioral
reinforcement produced only superficial preparedness, a tendency akin to prior studies on the
behavioral boundaries of compliance-based cybersecurity [36], [39]. These observations provide
a foundation for understanding why formal frameworks fail to become practical resilience.

5.2. Gaps in Frameworks and Contextual Limitations

One of the main findings from this research concerns the discrepancy between international
cybersecurity models and the operational realities of MFIs. Standards such as ISO/IEC 27001 and
the NIST CSF assume stable infrastructure, dedicated security staff, and continuous monitoring,
conditions rarely found in low-bandwidth, resource-constrained environments where IT functions
are typically part-time or outsourced. MFI-03 and MFI-06 are examples of this structural
infeasibility, demonstrating real-time detection despite the adoption of nominal frameworks.

This inconsistency is an example of the Design-Reality Gap, as described by Masiero [31], in
which externally engineered systems do not work within the contextual constraints. In addition, a
significant number of MFIs take part in isomorphic mimicry [40]. Frameworks are adopted for
donor or regulatory legitimacy rather than for practical defense. The current standards are
insufficient to address phishing-specific vulnerabilities rooted in linguistic knowledge, informal
communication, and socio-cultural trust. The outcome is a policy architecture that is not optimal
in the socially engineered attacks that predominate in digital financial ecosystems.

5.3. Human Factors and Organizational Readiness

Human behavior and psychology have a greater impact on organizational resilience than
documentation does. Only 28% percent of the employees reported being trained on phishing, and
the vast majority relied on informal means of reporting. This reactive stance exemplifies the
concept of normalization of deviance, as described by Bada & Sasse [34] and Alraja et al. [39], in
which repeated exposure to the risk without correction normalizes vulnerability.

Through the lens of Protection Motivation Theory (PMT), when perceived efficacy is low and
institutional support is weak, employees are inclined to underestimate threats or shift
responsibility [36]. Punitive reactions observed in MFI-01 and MFI-02, where the staff was
reprimanded after incidents, sabotaged the self-efficacy and discouraged disclosure, consistent
with Bada & Sasse [34] and Nurse et al. [35]. The only way reform can be effective is by shifting
from a culture of compliance rhetoric to learning cultures that are psychologically safe and treat
errors as opportunities for feedback—incorporating phishing awareness into daily operations and
using non-punitive reinforcement—shifting defense toward adaptive vigilance rather than rule-
following.

5.4. Comparative and Regional Perspective

The research shows a significant difference in the ability of MFIs and institutions in developed
countries to respond to phishing. However, financial organizations based in OECD countries
have a mean response time of less than six hours [41]. The MFIs discussed in this paper had a
mean response time of 24-48 hours, typically responding after the incident. Weak regulatory
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oversight across Tier Il and Tier IV MFIs worsens the situation by reducing incentives for
proactive investment.

However, local innovations indicate latent adaptive ability. Phishing warnings embedded in
WhatsApp bulletins (MFI-04) or peer-to-peer shortcuts to escalation (MFI-02), among other
practices, improved detection, even though they were not formally structured. These informal
adaptations display resilience potential, which is often overlooked by standardized frameworks.
Nevertheless, such practices remain susceptible to turnover and discontinuity unless they are
institutionalized. It is now important to formalize and scale these grassroots innovations into the
governance systems, a transition explored through the adaptive framework proposed below.

The findings provide a clear, integrated response to the research questions. Phishing patterns
(Research Question 1) mostly involve SMS, email impersonation, and social engineering tactics
(Section 4.2). Regarding framework effectiveness (Research Question 2), the results show that
relying solely on compliance-based adoption does not reduce vulnerability, with similar click-
through rates (46% versus 49%) and inconsistent incident outcomes (Section 4.4). Behavioral and
governance issues (Research Question 3) highlight gaps in awareness, reporting, and institutional
enforcement (Section 4.3). Finally, adaptive mechanisms (Research Question 4) are demonstrated
by improved results in localized implementations, which underpin the proposed framework
(Section 5.5).

5.5. An Adaptive Cybersecurity Framework for Resource-Constrained Financial
Ecosystems

Building on the findings of this study, an Adaptive Cybersecurity Framework for Resource-
Constrained Financial Ecosystems is proposed to address limitations of conventional
cybersecurity frameworks in digital microfinance institutions (MFIs). The framework reconciles
international standards with local operational realities by integrating three mutually reinforcing
pillars: Al-assisted threat intelligence, modular governance structures, and behaviorally
integrated security practices.

The first pillar involves Al-assisted threat intelligence, implemented with lightweight machine-
learning techniques that identify phishing patterns across communication channels commonly
used in digital finance ecosystems. In this framework, Gated Recurrent Units (GRUs) are
proposed as a conceptual detection mechanism due to their relatively low computational
complexity compared with other recurrent neural networks. Prior research shows that GRU-based
models achieve high phishing-detection accuracy while requiring fewer parameters and reducing
training time, making them suitable for bandwidth-constrained environments [28]. When
combined with federated learning approaches, MFIs could collaboratively improve detection
models while maintaining institutional data sovereignty [27].

The second pillar focuses on modular governance structures that translate high-level
cybersecurity frameworks into simplified operational controls for resource-constrained
institutions. Instead of a rigid, compliance-oriented implementation, governance mechanisms are
adapted to local contexts through tiered incident-reporting systems, such as SMS-based reporting
for smaller institutions and USSD-based escalation for larger networks. This modular approach
enables institutions to transform cybersecurity frameworks from static compliance instruments
into practical operational tools that support real-time incident response. Such flexibility reflects
the growing recognition that frontline actors often adapt policy implementation to fit
organizational realities [37], [38].
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The third pillar emphasizes behaviorally integrated security practices, which address the human
factors underlying phishing vulnerability. Contextual phishing awareness training, localized
communication strategies, and non-punitive reporting mechanisms help strengthen employee
self-efficacy and improve incident reporting. These practices align with Protection Motivation
Theory, which highlights the importance of threat perception and response efficacy in motivating
protective cybersecurity behavior [36].

Together, these three components create a continuous adaptive cycle in which technological
detection mechanisms identify emerging threats, governance structures coordinate institutional
responses, and behavioral practices reinforce organizational vigilance. This interaction reflects
the principles of resilience engineering, which emphasize the capacity of socio-technical systems
to anticipate, respond to, and learn from disruptions [42]. The operational interaction between the
three pillars and the resulting adaptive learning cycle is illustrated in Figure 2. The framework
depicts how phishing threats enter the digital financial ecosystem and are processed through
successive layers of technological detection, governance coordination, and human behavioral
response. Incident outcomes then feed back into organizational learning processes, improving
detection models, governance procedures, and staff awareness programs over time.

BEHAVIORALLY

MODULAR GOVERNANCE INTEGRATED SECURITY
in

- Simplified framework controls
- SMS / USSD
« Contextual policy adaptation

ALASSISTED THREAT

PHISHING THREATS INTELLIGENCE

SMS Spoofing, Email Fraud, Fake
Apps, Social Eag.

* GRU-based phishing detection
+ Communication anomaly analysis
- Federated threat intelligence

nt reporting.

* Local language alests

- Localized response procedures + Non-pusitive reporting culture

INCIDENT RESPONSE
Detection — Reporting — Action

* Model retraining

ORGANIZATIONAL
LEARNING

Figure 2. Adaptive Cybersecurity Framework for Resource-Constrained Financial Ecosystems.

The framework illustrates the interaction among Al-assisted threat intelligence, modular
governance structures, and behaviorally integrated security practices to strengthen phishing
resilience within digital microfinance institutions. Phishing threats entering institutional
communication channels are processed through successive technological, organizational, and
behavioral layers that support detection, reporting, and response. Incident outcomes generate a
continuous feedback loop that improves detection models, governance procedures, and employee
awareness, thereby enabling adaptive cybersecurity resilience in resource-constrained financial
environments. By integrating technological feasibility, institutional flexibility, and human
behavior, the proposed framework positions cybersecurity as a core organizational capability
rather than a peripheral compliance requirement.

Traditional frameworks like ISO/IEC 27001 and NIST CSF focus on compliance and
standardized controls, which might be less effective if not adapted to specific contexts, especially
in resource-limited settings. This is supported by findings showing that compliance-focused
approaches (such as MFI-01) led to a 22% increase in phishing attacks. In contrast, adaptive
strategies (such as MFI-04) resulted in a 35% decrease and faster detection times (<24 hours).
Conversely, the proposed Adaptive Cybersecurity Framework combines behavioral
reinforcement, modular governance, and lightweight Al-driven detection to support cybersecurity
management that is tailored to the environment and operational needs.

The detection component of the proposed framework, based on a GRU, draws on prior research
demonstrating the effectiveness of lightweight deep learning models for phishing detection.
However, it was neither implemented nor empirically tested within the microfinance institutions
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involved in this study. Therefore, the Adaptive Cybersecurity Framework should be seen as an
empirically informed and theoretically supported design proposal, not a fully validated technical
solution.

Future research ought to concentrate on pilot testing and methodical performance assessment of
the GRU-based system in resource-limited financial settings to evaluate its practical viability and
efficiency.

5.6. Limitations

This study focuses on six digital microfinance institutions located within Nairobi, Kenya. It
therefore reflects a context-specific analysis shaped by the regulatory, infrastructural, and socio-
economic conditions of this setting. While the multiple-case study design supports analytical
generalization, the findings should not be interpreted as statistically generalizable to all
microfinance institutions or to other geographic regions.

In addition, phishing incidents were frequently underreported across participating institutions, as
evidenced by the reliance on informal reporting methods and the absence of a centralized logging
system. This limitation may affect the completeness of incident-based data, suggesting that actual
phishing exposure may be higher than reported.

Furthermore, the study did not employ controlled phishing simulations. As a result, behavioral
measures such as detection accuracy and response tendencies are derived primarily from self-
reported survey data and retrospective accounts, which may be subject to recall bias or social
desirability effects.

6. CONCLUSION

As this discussion shows, cybersecurity success in microfinance institutions (MFIs) depends on
contextual factors, behavioral mediation, and adaptive design. Conventional frameworks meet
documentation requirements but rarely achieve operational resilience. The current study redefines
cybersecurity as an emerging socio-technical system by incorporating Protection Motivation
Theory, Design-Reality Gap Theory, and Resilience Engineering.

This study contributes to cybersecurity governance research in three ways. Firstly, it offers one of
the few empirical assessments of the effectiveness of cybersecurity frameworks for digital
microfinance institutions operating in resource-limited settings. Second, it integrates the
behavioral, governance, and technological dimensions within a socio-technical analytical
framework to understand phishing resilience in digital finance ecosystems. Third, it proposes an
adaptive cybersecurity architecture that combines lightweight, Al-assisted detection mechanisms
with modular governance and behaviorally integrated security practices, offering a practical
pathway to strengthen phishing resilience in low-resource financial systems.

Theoretically, this integration explains the evolution of adaptive modularity and behavioral
embedding, which convert static frameworks into a dynamic ecosystem that learns and responds
continuously. In practice, the consequent suggestion provides a roadmap for strategic direction
for regulators, donors, and financial networks seeking to introduce scalable, contextually
appropriate cybersecurity reform.

Policy-wise, implementing adaptive governance and federated Al architectures offers an
opportunity to improve collective defense across microfinance ecosystems. Future research
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should conduct longitudinal evaluations of the proposed framework to determine the impact of
ongoing learning cycles on institutional trust and systemic resilience in digital finance.

Future research should extend this work by adopting a longitudinal study design to evaluate the
real-world implementation of the proposed Adaptive Cybersecurity Framework over time. Such
research should include pilot deployments within selected microfinance institutions to assess
operational feasibility, scalability, and contextual adaptability in resource-constrained
environments. Key evaluation metrics should include phishing detection accuracy, mean time to
detect (MTTD), mean time to respond (MTTR), user awareness improvement, and incident
reporting rates. In addition, future studies should investigate the integration and performance of
the proposed GRU-based detection mechanism within live institutional systems to determine its
effectiveness under real-world operational conditions.
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