
International Journal of Software Engineering & Applications (IJSEA), Vol.13, No.3, May 2022 

DOI: 10.5121/ijsea.2022.13303                                                                                                                     27 

 
A SYSTEMATIC LITERATURE REVIEW ON SECURITY 

INDICATORS FOR OPEN-SOURCE ENTERPRISE 

RESOURCE PLANNING SOFTWARE 
 

Jane Wanjiru Njuki, Geoffrey Muchiri Muketha and John Gichuki Ndia 
 

School of Computing and Information Technology,  

Murang’a University of Technology, Kenya 
 

ABSTRACT 
 
Open-source enterprise resource planning (ERP) software has become a preferred alternative for modern 

organizations due to its affordable cost, availability and ease of access. Open-source software allows 
access to customizable code which in most instances may have security loop holes due to the nature of its 

releases. The study is motivated by need for accountability and security assurance by stakeholders and the 

need for justification of investments towards information security. The objective was to analyse security 

indicators for open-source resource planning software. Papers and journals published between 2017 and 

2021 from IEEE, ACM, Springer, arXiv, Wiley online library and EBSCO were reviewed. Out of the 

publications generated through the Google search, 62 publications were selected by reading the title, 

abstract, introduction and full text. Results indicate un-updated software, full access rights, inadequate 

training, failure to comply, single authentication and unauthorized software as some of the factors that 

indicate open-source enterprise resource planning software security. In conclusion effectiveness of 

mitigation measures to address these factors shows security or insecurity. Notably, there is need to institute 

security control measures and metrics for the identified factors to help assess security posture of 

enterprises during ERP software implementation. We recommend the design of security a measurement 
framework and definition of a metrics suite for assessing open-source ERP software security.  
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1. INTRODUCTION 
 

ERP software systems can be referred to as corporate integrated information system 

incorporating all departments and structures of an enterprise into a single information and 

technological computer network to meet all the needs of individual units [3].  ERP systems aim at 
improving organizational competiveness, optimizing and boosting operational performance 

through digital transformation of customer experience [4].  

 
Open-source enterprise resource planning (ERP) software has become a preferred alternative for 

modern organizations due to its affordability, availability and accessibility. Open-source software 

allows access to customizable code which in most instances may have security loopholes due to 

the nature of its releases [1]. As is the case in [1], our motivation is based on the need for 
accountability and security assurance by stakeholders and the need for justification of 

investments towards information security. Vulnerability life cycle affects the security of the 

open-source software (OSS) even though [1] posits several factors that contribute to OSS being 
supposedly more secure. 

https://airccse.org/journal/ijsea/vol13.html
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The results of the study are intended to enlighten researchers on existing gap in the open-source 
ERP software literature. The identified indicators form the basis for secure implementation of 

open-source ERP software.  

 

The rest of the paper is organized as follows. In section two we present the background, in 
section 3 we present methods, in section 4 we present the results, in section 5 we present the 

discussion, and in section 6 we present the conclusion and future work. 

 

2. BACKGROUND  
 

The requirement to ensure data security and privacy by most governments across the globe has 

necessitated both public and private organizations to adopt strategies for assessing their security 

status. This is as a result of increased cyber-attacks targeting personal information and sensitive 
corporate data prompting global need for data protection. General data protection regulation 

(GDPR) [5] passed by the UK government heightened the need for legal considerations by the 

global community. Many other governments have come up with legislations to ensure 
implementation of information security mechanisms for data security and privacy [6][7].  Public 

organizations are required to comply with the requirements of ISO/IEC 27001 on information 

security management systems (ISMS) for assurance of information confidentiality, integrity and 
availability (CIA) [5]. Private organizations are also implementing ISMS to ensure compliance 

with data security and privacy requirements hence the need for secure software development [9] 

[10]. These requirements are well taken care of by the ISO/IEC 27001 standards [8][9]. Data 

security bleaches cost a lot resources to organizations in terms of legal litigations, damage of 
brand and loss of trust [10].   

 

Open-source ERP software is being used by large, medium and small public and private 
organizations to leverage on information communication technologies (ICTs) due to its 

scalability [4]. Need for information security in the ERPs calls for institution of necessary 

security measures to comply with ISO/IEC 25010 and 27001 requirements on software quality 
and information security. ISO/IEC 25010:2011 categorizes safety and security as non-functional 

software quality factors [11] [12] [13] while ISO/IEC 27001 identifies confidentiality, integrity 

and availability (CIA) as principles of information security. Security of a software is indicated by 

measuring the effectiveness of controls instituted throughout software development cycle. 
However, at operational stages of ERP software implementation, some indicators of the security 

posture include use of updated versions of the software, ensuring access on a need to know basis, 

compliance with set standards among others  
 

Estimates on cost of data breach reported in IBM annual report offers insights from 537 real 

breaches to help understand cyber risk in a changing world. This report estimated that data breach 

costs rose from USD 3.86 million to USD 4.24 million in 2021 which was the highest average 
total cost for the last 17 years of IBM report [14]. The McAfee estimates cybercrime costs at 

around $945 billion, or just over 1% of global Gross Domestic Product (GDP) [10] not to 

mention other hidden costs in terms of man hours, opportunity costs, system downtime among 
others.  

 

Most public and private organizations use legacy IT systems whose integration become complex 
as the organization grows. To counter this complexity these organizations are moving towards 

ERP systems with commercial off the shelf packages dominating the scene [15]. Some of the 

ERP software adopted by large organizations include Sage Intacct, Oracle ERP cloud, Microsoft 

Dynamics 365 ERP and SAP. However, their implementation using the black box, very little 
customization options and poor integration with organizational processes are driving 

organizations towards open-source ERPs, hence their high rate of adoption. 
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Open-source software (OSS) has expanded from the operating systems like Linux to web servers, 
database, and Microsoft office-like applications among other systems including open-source ERP 

software [15]. OSS solutions are preferred because they offer a low total cost of ownership 

(TCO) and are also considered high quality systems because of their open and collaborative 

nature of development [4][5]. With OSS, bugs are fixed more quickly and user enhancements are 
made in time. Web-based projects such as Source forge have made collaborative development 

possible due to the ease of communication amongst distributed developers through the internet 

and support environments. Finally, the price of hardware has drastically dropped over the years 
contributing to the popularity of OSS including open-source ERPs. 

 

There are several advantages accruing to open-source software including that source code is 
accessible and subject to inspection by a wide community of developers who are able to find and 

provide fixes for vulnerabilities [16]. However, at the operational stage, user action is paramount 

in security assurance due to the three tier architectural levels of security in the implementation of 

ERP system, namely, user application, network interface and the database. Alenezi and Zarour [18] 
identify information security awareness (ISA) as a starting point towards secure implementation 

of ERP systems. In agreement with the posts, it is important to identify factors that would lead to 

violation of information security in respect to open-source ERP software systems. These factors 
will serve as indicators of a secure implementation.  

 

Challenges that decision makers perceive in their initial reasoning about Free/Libre and Open 
Source Software (FLOSS) integration have been investigated in [20]. This work identified 

technological, organizational, environmental and individual (TOEI) framework for categorizing 

barriers to adopting FLOSS. Open-source ERP software is also subject to these barriers though 

the work did not identify the factors that lead to the same. The current study investigated factors 
that affect open-source ERP software security after its adoption which serve as indicators for 

security. In [21], a systematic literature review on open-source software (OSS) evaluation, 

selection and adoption has analyzed selection models considering evaluation areas and factors 
addressed by OSS evaluation model. This work did not include security factors in its scope. 

Information security and data privacy are key in the current dispensation of organizational 

security posture requirements. This study brings out the indicators of security in open-source 

ERP software by identifying factors to be used in assessment of security posture. 
 

3. METHOD 
 

The systematic literature review method based on the guidelines for performing systematic 
literature review in software engineering [22][23] was used. The process started with planning, 

conducting and reporting the review.  The review protocol included specification of the research 

questions and the methods to be used. The research question was, determination of factors that 

affect the open-source ERP software security. The formulation of search strategy involved 
consideration of the databases and the search criteria. Inclusion and exclusion criteria was 

specified based on the year and type of publication. A systematic literature review of academic 

and non-academic sources including peer reviewed journals and conference papers. 
 

3.1. Research Questions  
 
The research questions addressed in this study include the following: 

 

RQ1. What factors indicate security of an open-source ERP software?  
RQ2. What information security principles are affected by ineffective controls on the identified 

factors?  



International Journal of Software Engineering & Applications (IJSEA), Vol.13, No.3, May 2022 

30 

RQ3. How can the identified factors act as indicators for open-source ERP software security? 
 

3.2. Search Criteria  
 
The amount of existing data in the internet is enormous and using google search a lot of data was 

generated. The research work reviewed was retrieved from the IEEE explore, EBSCO, ACM 

digital library, arXiv, Springer, Wiley online library and Taylor & Francis databases. The 
retrieval involved use of the factors that affect open-source ERP software security as the search 

criteria in all the databases. The documents generated included white papers, conference papers, 

journal, books and book chapters. The work selected was considered on the basis of the title’s, 

abstract’s and the full article’s relevance. The documents selected were those published between 
2017 and 2021. Table 1 shows documents retrieved from each database, those discarded and 

those included.  

 
Table 1. List of databases 

 
Database Number of documents 

retrieved 

Discarded duplicates 

and/or older than 2017 

Considered for 

inclusion 

IEEE Explore  109 103 15 

Springer  54 49 5 

ACM digital library 64 57 7 

Wiley online library 77 74 4 

Taylor & Francis 62 58 4 

EBSCO 21 19 2 

arXiv 79 68 11 

Snowballing    14 

 466 428 62 

 

3.3. Information Sources  
 

Factors that affect open-source ERP software security were used as the search criteria in the 

Google search. The search term yielded tens of thousands of document since each document 
containing the term anywhere was retrieved. In all the databases the first few pages were searched 

and all the duplicate copies generated were discarded. If a document’s digital object identifier 

(DOI) was equal to the DOI of another document, it was considered as a duplicate and discarded. 
The search covered all the documents published up to the year 2021. The search terms have been 

searched in the title, abstract and full article of the publication, whenever possible. Snowballing 

search was also carried out on some of the references in the selected papers and added to the list 
before refining the selection. Information retrieval process included confirming sufficiency of 

documents, searching each database using search terms, removing duplicates and snowballing as 

shown Figure 1. 

 

3.4. Inclusion and Exclusion Criteria 
 
Publications from the year 2017 to 2021 were included in the review with the relevance being 

determined by the presence of the search term anywhere in the document. Further, the retrieved 

documents were categorized as relevant or not relevant after reading the titles, abstract, 

introduction and finally the full article. Documents were included on the basis of their relevance. 
Excluded from the review were any unpublished work on factors that affect the open-source ERP 

software security, documents from other fields and all other documents published in other 

databases. Snowballing was also done where documents cited in the relevant publications were 
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retrieved and included. Snowballing refers to the vertical search where citations are used as a 
guide to gain more insight on a concept.  

 

3.5. Data Extraction and Synthesis 
 

Data was extracted using spreadsheets where each row contained articles published in each of the 

selected databases for the years 2017–2021. Relevant bibliographic information was captured 
(e.g. title, author, database, page numbers) including a hyperlink to the article for viewing. The 

title, keywords and the abstract formed the basis for inclusion of an article for the final review. 

The two-phase process was applied where the abstract was read first and the article coded as 

relevant or not relevant based on the search context. The second phase involved reading the full 
article and contextualizing it as containing the relevant information regarding attribute or factors 

that affect open-source ERP software security. 

 

 
 

Figure 1. Documents retrieval process: Total documents retrieved is 968, No. for each database is as 

indicated, after filtering no. is indicated on the arrow, 62 is the no. reviewed. 

   

4. RESULTS  
 

This section presents a summary of the results. 
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4.1. RQ1: What Factors Indicate Security of an Open-Source ERP Software? 
 

The main attributes of information security also known as information security principles are 

confidentiality, integrity and availability (CIA)[24]. These attributes are core in ISO/IEC 27001 
standard while they are classified as non-functional software product quality attributes in 

ISO/IEC 25010. Nevertheless, they form the basis of our discussion due to the importance of data 

security and protection by global authorities [7][25]. This study investigated factors that indicate 
open-source ERP software security and the type of control measures that are instituted to ensure 

security.  

 

Insufficient control of access rights had the highest number of documents standing at 33.9% as 
shown in Table 2. This indicated that the access control mechanisms instituted highly reduced 

security incidences. Delayed software updates and single authentication both tied at 17.7 %. 

Inadequate training and use of unauthorized software also tied at 11.3% while failure to comply 
was at 8.1%.  

 
Table 2. Representation of the number of papers covering the identified attributed 

 
Factor No. of papers  Percent (%)  

Delayed software updates 11 17.7 

Insufficient control of access rights 21 33.9 

Single authentication  11 17.7 

Inadequate training  7 11.3 

Use of unauthorized/unlicensed software  7 11.3 

Failure to comply 5 8.1 

 62 100 

 

The results in Table 2 were further illustrated using the bar graph in Figure 2. As indicated 

insufficient control of access rights was identified as the highest factor that affected open-source 

ERP software security. Delayed software updates and single authentication were rated as second 
in affecting open-source ERP software security. Use of unauthorized software and inadequate 

user training were rated third while failure to comply was the least factor that affected open-

source ERP software security.  
 

 
 

Figure 2. Number of papers discussing each of the identified attributes 
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4.2. RQ2: What Information Security Principles are Affected by Ineffective 

Controls on the Identified Factors?  
 
Secure software is characterized by security of information in terms of confidentiality, integrity 

and availability. The identified factors were categorized based on the information security 

principle they affected as shown in Table 3. Further, the type of controls instituted to ensure 

security of the open-source ERP software were identified which included technical, logical and 
administrative. Confidentiality, integrity and availability were affected by delayed software 

updates and inadequate training. Insufficient control of access rights and single authentication 

affected confidentiality and integrity. Use of unauthorized software and failure to comply 
affected integrity and availability. Referred articles in relation to identified factors emphasized 

them as security indicators.   

 
Table 3. Categorization of the effects identified factors based on CIA and controls 

 that could be instituted (research data 2021) 

 
 

 

Type of control   Categorization  No. of 

papers  

References 

C   I  A  

Delayed software 

updates 

Technical/ 

Logical  

√ √ √ 11 [1][5][16][19][26][27] 

[61][62][63][64][65] 

Insufficient control of 

access rights 

Technical/ 

Logical 

√ √  21 [4][10][12][20][21][28][

29][30][31][32][33] 

[34][35][36][37][46] 

[50][52]55][60][66][67] 

Single authentication  Technical/ 

Logical/ 

Administrative  

√ √  11 [38][39][40][41][42][55]

[68][69][70][71][43] 

Inadequate training  Administrative  √ √ √ 7 [3][44][45][46][47] 

[48][31][73] 

Use of unauthorized 

/unlicensed software  

Administrative  √ √ 7 [49][50][51][52][53][54]

[55] 

Failure to comply Administrative  √ √ 5 [8][25][56][57][74]  

 62  

 

4.3. RQ3: How Can the Identified Factors Act as Indicators of Open-Source ERP 

Software Security? 
 

Effectiveness of instituted control measures on identified factors implied improved security of the 
open-source ERP software. Use of updated software, user training, sufficient control of access 

rights, proper authentication of users, use of authorized software and compliance with set 

standards were identified as indicators that reduced vulnerabilities as presented in Table 4. 

 
Table 4. Categorization of factors, control measure and effect on confidentiality, integrity and availability 

 
Factor Type of control   Categorization of Effect 

Confidentiality   Integrity   Availability  

Delayed software updates Technical/ 

Logical  

√ √ √ 

Insufficient control of 

access rights 

Technical/ 

Logical 

√ √  

Single authentication  Technical/Logical/ 

Administrative  

√ √  

Inadequate training  Administrative  √ √ √ 
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Use of unauthorized/ 

unlicensed software  

Administrative  √ √ 

Failure to comply Administrative  √ √ 

 

5. DISCUSSION  
 

5.1. Security Indicators  
 
The results implied that delayed software updates, insufficient control of access rights and single 

authentication posed as the highest indicators of open-source ERP software insecurity while 

inadequate training, unauthorized software and failure to comply indicated minimal insecurity. 
Effectiveness of instituted controls indicates security posture of an organization which is of 

interest to decision makers and other stakeholders.   
  

5.2. Effects on Security Principles 
 

Confidentiality, integrity and availability would be affected by the determined factors of open-

source ERP software security. Exploitation of any vulnerability presented by these factors leads 
to modification and fabrication of information which are confidentiality and integrity issues. 

Availability means access to information by the authorized users when needed and when 

attackers exploit these vulnerabilities confidentiality and integrity are also affected.   
 

5.3. Sealing Security Loopholes  
 
Effectiveness of administrative controls to address inadequate training, single authentication, 

unauthorized software and failure to comply would lead to secure open-source ERP software. 

Further, institution of logical and technical controls for mitigation of delayed software updates, 
insufficient access rights and single authentication would enhance open-source ERP software 

security. 

 

6. CONCLUSIONS  
 
During the review factors affecting open-source ERP software security were identified as delayed 

software updates, access rights, single authentication, inadequate training and failure to comply. 

These factors affected the principles of information security which are confidentiality, integrity 
and availability. Effectiveness of instituted administrative, logical and technical control measure 

indicate the security posture of an organization.  

 
The security posture of an organization implementing open-source ERP software informs the 

amount of resources invested on security as well as building stakeholders’ confidence. To 

establish the Security posture measurements and metrics are useful. The use of metrics would 

ensure business continuity. The future work includes design of security measurement framework 
and definition of a metrics suite for assessing open-source ERP software security.  
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