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ABSTRACT

There has been tremendous growth in the field of Al and machine learning. The developments across these
fields have resulted in a considerable increase in other FinTech fields. Cyber security has been described
as an essential part of the developments associated with technology. Increased cyber security ensures that
people remain protected, and that data remains safe. New methods have been integrated into developing Al
that achieves cyber security. The data analysis capabilities of Al and its cyber security functions have
ensured that privacy has increased significantly. The ethical concept associated with data privacy has also
been advocated across most FinTech regulations. These concepts and considerations have all been
engaged with the need to achieve the required ethical requirements. The concept of federated learning is a
recently developed measure that achieves the abovementioned concept. It ensured the development of Al
and machine learning while keeping privacy in data analysis. The research paper effectively describes the
issue of federated learning for confidentiality. It describes the overall process associated with its
development and some of the contributions it has achieved. The widespread application of federated
learning in FinTech is showcased, and why federated learning is essential for overall growth in FinTech.
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1. INTRODUCTION

The fields of machine learning and data science have been described to have an essential role in
science. The development of science through data analysis is associated with the large amounts of
data included across research studies. Therefore, the need for privacy is an ongoing principle for
most individuals. Data collection has been a growing concept across the globe. This can be seen
from the increase in software and applications focused on collecting data. Social media platforms
have also been indicated to collect data from their users, providing better services [1]. Data usage
has increased significantly, resulting in more data that requires privacy. Consumers and
policymakers have therefore focused on privacy-related concepts. The General Data Protection
Regulation (GDPR) is among the actions taken due to data protection across the globe. The move
has been associated with the need for promoting the required types of developments and ensuring
that there are significant achievements related to protected data. Google introduced the federated
learning idea in 2017 [2]. The concept enabled data scientists to share their statistical models in
analyzing data. Security was, however, a key aspect required in data sharing. Federated learning
was, therefore, an effective model for enabling privacy for data analysts across the globe.
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2. FEDERATED LEARNING - AN OVERVIEW

Federated learning was a plan introduced by Google back in 2017, and the idea was associated
with assisting data scientists with what they do [3]. Federated Learning is a machine learning
method for training models on a large corpus of decentralized data. Federated Learning works on
a scalable production framework for independent analysis and machine learning across many
devices and domains. The primary function of federated learning was to ensure privacy and
promote effectiveness in the work of these data scientists. Therefore, scientists could share
statistical data analysis models on decentralized devices and servers with local data sets. This
concept allowed the scientists access to better models that assist their work.

Since the developed systems are decentralized, there was no official control over the statistical
models that the scientist shared. The idea allowed most scientists to be amazed by the capabilities
of the entire federated learning system [3]. The main advantages also included that the data
scientists were not required to send data online or to the cloud. Their only requirement was to
obtain the statistical models from the federated learning and use them to analyze their data.
Comparing the new decentralized system with federated knowledge and the traditional
centralized machine learning techniques showcases a significant advancement in maintaining
data security for different users. Research teams and data scientists can now ensure the privacy of
their data through these systems. Therefore, the number of technology systems has promoted the
need to maintain these types of systems. The overall promotion associated with these data types
is that they ensure no concerns related to data privacy. The confidence induced towards
researchers influences their general research in completing with complete confidence.

Federated learning has attained an increasing awareness of its functionality and capabilities. The
technology tackles a leading problem for most data scientists across the globe. Research teams
focused on sensitive information are also significantly assisted through the new technology,
which promotes privacy for their data [4]. The removal of the centralized server technologies was
also a leading aspect that has enabled this type of technology. More people have appreciated the
new systems, ensuring better and more effective privacy for any sensitive research study or data
analysis [5]. Federated learning has also been described as having minimal updates, providing the
machine learning model is more effective. These unique characteristics have promoted the use of
the federated learning tool and have attracted an increasing number of users from across the
different parts of the globe.

Different companies and data analysis foundations have engaged in using the new system. A
widely known example is Nvidia, which recently used Federated Learning (FL) on its
autonomous driving platform [4]. This model was associated with promoting the required
development of autonomous driving from the different parties available [6]. This model was also
associated with having diverse geographical landscapes and driving situations that all need to be
described. There are also increased data sets that people cannot define [6] (see Fig 1). Therefore,
the data analysis is associated with OEMs who train their driving models individuals and send
them to federated learning (FL), where the shared model becomes more effective than the system
already available [7]. The background of federated learning showcases that it may be adopted in
personally identifiable information (PIl) data analysis [8]. The model may be adopted by
organizations such as FinTech, which will attain more effective processes.
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Fig 1. Centralized topology of Federated Learning (FL) on different local datasets
*LM — Local Model

3. FEDERATED LEARNING AND PRIVACY

By definition, "Federated learning is a machine learning setting where multiple entities (clients)
collaborate in solving a machine learning problem, under the coordination of a central server or
service provider. Each client's raw data is stored locally and not exchanged or transferred,;
instead, focused updates for immediate aggregation are used to achieve the learning objective"
[1]. As described above, the primary use of federated learning was to promote privacy for data
scientists and researchers. Centralized learning and data collection have been described as a
potential risk for users' data [9]. Organizations significantly benefit from increased privacy which
ensures they have avoided legal issues. The risks associated with organizations being sued have
increased the need for using the decentralized model. The expanding community associated with
federated learning indicates that it achieves the required level of privacy that organizations and
scientists require.

3.1. Privacy Principles for Learning and Analytics

The principles of learning and analytics are essential concepts to describe when understanding
whether the decentralized, federated learning system achieves different privacy principles and
explains its popularity and growing community of users [10]. Bonawitz et al. (2021) indicate that
privacy is a multifaceted concept [1]. Privacy could be described from an increased number of
considerations. Bonawitz et al. (2021) consider three main ideas regarding achieving privacy [1].
The article highlights transparency, consent, data minimization, and anonymization are the focus
areas for achieving privacy. The foundation of privacy is showcased to require performing these
three aspects.

Consent and transparency are vital aspects associated with privacy. This element focuses on
describing how both parties agree on using their data. It includes a description of how the first
party approves their data use [11]. Federated learning achieves the concept of consent and
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transparency since parties from both sides understand what is required [12]. The available parties
realize that technology is involved in sharing the resources necessary and avoiding a centralized
model that will describe the data. The main focus is on the exact approach it uses to achieve this
form of privacy.

Data anonymization is another principle that engages in output analysis. Since the technology
involved is associated with attaining the required system. The final output is also significant to
the first party while it is not considered by the second party [13]. The overall focus will attain the
required level of privacy. The principle of data minimization is also achieved through the
federated learning principle [12]. Data minimization focuses on ensuring access has been
minimized to all individuals. Since federated learning limits access to the user alone, it indicates
that federated learning achieves the required level of privacy.

The growing aspect of federated learning focuses on the concept of being combined with other
techniques, promoting its push for privacy. The overall model ensures that the above principles
have been achieved, enabling the essential decentralization characteristics [14]. The approach
ensures that analysts and researchers have benefited from the list of its applications and settings
available. The focus included also provides that direct access is available [15]. Direct access
means that users will not lose any essential data or time when using the system model [12].
Therefore, including Al has promoted the required development and growth associated with these
models. It ensures that users benefit from privacy from the applications included.

3.2. Federated Learning Settings and Applications

Understanding the effectiveness of federated learning requires an overall analysis of its settings
and applications. The main characteristic of federated learning is that it keeps the available data
in a decentralized environment. The system model is effective because it ensures learning via
aggregation has also been achieved. The entire approach remains focused on whether the
information is entirely private and safe. Each of these concepts requires that engaged research has
been provided on its effectiveness in promoting the needed privacy requirements [11].

Therefore, the federated learning environment acts like a data center that ensures data is secure
through different approaches focused on privacy [2]. The learning settings ensure that arbitrary
data can be distributed and shuffled towards adequate data from the selected system. This
engages confidence from the different users who appreciate using this model. These individuals
ensure an overall focus associated with every individual having access to the data from any
location and time required.

There are mainly two federated learning settings that are widely known. They include Cross-
device FL and Cross-silo FL. The cross-device FL refers to a setting in which the clients have
many devices which they can shift [16]. It also applies to 10T devices, effectively accessing the
required services from different regions and devices. On the other hand, the cross-silo FL refers
to where clients are in small organizations, meaning that the institutions do not have many
employees or individuals requiring access to the information available [17]. The data set is also
different for each decentralized data center, making a choice relevant to the company or
organization [18].

Federated learning has been classified into two main concepts. The parts and features across the
two types of systems are different. The categorization focuses on how data is distributed across
the participating parties [19]. It refers to the features in which sample spaces are included and
how they are accessed. Categorization is an essential aspect of the federated learning models
since they refer to the available concept and how it is accepted and referred to by different
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parties. It describes the functional approach associated with reference and storing the data and
how analysis is achieved. The organizations using the required processes may require different
strategies, resulting in the need for different categorizations.

3.3. Federated Learning Security and Privacy Challenges

FL has been described as having several challenges that impact its users. Several privacy and
security challenges are associated with the continuous use of federated learning, FL. The users
are affected by these challenges, which hinder the individuals from carefully executing the
required applications and services of the federated learning tools [20]. The overall approach
focuses on the privacy issues that may impact the users [21]. The main privacy issue is having
raw data in a distributed machine learning setting.

Other concerns have been associated with sharing model information as the training procedure.
The approach has trained the system and machine to become more valuable and approachable
[22]. The overall focus remains on the potential leak, which may be included by the machine
used. The leak could affect the individuals available and have a much more significant impact on
all the individuals available. The issues associated with these practices include the continued risk
of data loss and sensitive text information getting lost [23]. These challenges indicate the required
focus on improving the federated learning system and ensuring people remain safe. Several
approaches have already been developed to ensure privacy has been guaranteed, and the risks and
challenges showcased are resolved.

The concept of differential privacy was developed as a randomized mechanism to ensure output
distribution. The approach focuses on promoting the elements included and removing access to
samples engaged in the systems [24]. It enables some focus to prevent access to the type of
sample used in the machine learning process. Therefore, the learning methods are protected,
which ensures differential privacy has been achieved. The approach can focus on privacy
principles, indicating some effectiveness of the adopted system [25].

Another approach engaged has been the secure multiparty computation SMG. This approach
focuses on a collaborative computational idea that ensures the functions included do not revolve
around the required type of development [26]. It promotes a specific collaborative agreed
function, ensuring leaking is avoided. The approach, therefore, achieves the required learning and
analysis while maintaining security and privacy by preventing leaks. The process has since been
described to work very effectively.

Both approaches described have the limitation of not being able to work more effectively in a
scenario where the organization is larger. It limits the capabilities that could be achieved in the
method which best applies [5]. Machine learning deployments may require an even more
significant focus that the adopted approaches could limit [27]. Therefore, the overall limitation
can be described as limiting to the main focus areas and how they apply to different individuals.
However, Federated learning has been focused on reducing all the challenges it engages across by
focusing on other updates that focus on removing these challenges [28]. The issues of privacy are
therefore disregarded every time there is an update. Thus, Federated learning continues to be
inexpensive through increased users, communication efficiency, and tolerance.

4. FEDERATED LEARNING FOR PRIVACY-PRESERVING

Machine learning has been described to have tremendous success in promoting Al applications.
Cheng et al. (2020) explain that the practicality of Al has been pushed mainly by the success of
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machine learning [2]. The study indicated that speech recognition, self-autonomy, and computer
vision applications had been promoted primarily through machine learning. Two main challenges
impact the success and growth of Al [29]. They include data on isolated islands and the increase
in PPA demand [2]. However, the conventional approaches focus on the older methods of using
centralized data collection approaches, which then contribute toward crucial engagement in the
field of Al. The main problems with Al approaches can therefore be described as isolation and
data fragmentation which is also faced by the issue of privacy protection. The government has
also focused on privacy protection, as showcased by the different laws [30]. This creates a
challenge that must be resolved in the growing field of Al and machine learning researchers and
data scientists. Resolving these challenges was introduced through the development of the FL.

The main advantage associated with promoting the use of FL has been the continued focus on
promoting FL applications [31]. The overall emphasis on methods required to engage in data
privacy contributes to the increased use of FL. The FL capabilities have been employed towards
achieving the government requirements and promoting a specific type of development for parties
available [2]. The entire approach remains focused on achieving privacy and the required service
implementation and how well it promotes the needed type of development and applications [32].
Fundamentally fixing the issues associated with previous models has been the main focus of this
approach and its uses in the larger community.

Federated learning, as described above, achieves several required principles of PPI. The main aim
of promoting this type of development requires more focus on privacy [33]. Privacy contributes
toward a large portion of the PPI required. Organizations mainly contribute to their approaches
by focusing on some of these approaches and how well they can be engaged [2]. The
homomorphic encryptions especially engage towards the required development, how well it
promotes significant growth towards the rising community, and how they achieve the outcome.

Machine Learning, ML requires a stable environment for learning. Federated learning ensures
that this environment has been created and privacy has been preserved [34]. The new FL platform
ensures that privacy-related vulnerabilities can be resolved. Resolving these challenges is among
the main functions associated with federated learning. Federated learning can therefore be
defined to be an alternative to the cloud-centric ML approaches. The model has predominantly
focused on resolving issues from models such as the traditional cloud-centric approach. Most of
the applications can be seen to have already achieved this aspect.

Model learning is among the main concepts associated with the development needed for
promoting the model algorithm. The decentralized and model learning approaches have achieved
the security available [35]. Privacy is a leading concept required, mainly achieved from the
model available. The procedure was carefully executed and ensured that people benefited
significantly in the process [36]. Federated learning in an overall analysis has promoted the
privacy required in the process [37]. FL settings and applications have been approached and
achieved the requirements available [38][39][40].

4.1. Differential Privacy

Federated learning has the possibility of becoming more effective in the future as more of its
challenges are eradicated. The possibilities associated with the general applications of federated
learning have been described as adequate to promote more applications in the future [41]. The
technologies related to this growth and development have been told to highly promote growth
and developments within Al and cybersecurity [42]. Federated learning has therefore promoted
the required set of developments globally and ensured that different people could work more
effectively and promote specific developments within their lives [13][29].
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Differential privacy is a technique that allows researchers and database analysts to extract useful
information from databases that contain people's personal information (PIl) without revealing it.
This is possible by introducing a small amount of distraction into the data provided by the
database or dataset [39]. A differential privacy method, for example, inserts random data into an
original data set during collecting, concealing individual data points before further anonymizing
on a server. The introduced distraction should be broad enough to protect privacy while
remaining confined to keep the information presented to analysts valuable.

Differential privacy can be employed in various contexts, such as recommendation systems,
social networks, and location-based applications. It works well with large amounts of data, but
scaling is complex unless other approaches, such as federated learning, are applied. This is
especially important in sectors where data is sensitive, and privacy is critical [39]. Healthcare,
financial services (FinTech), and the Internet of Things as it scales throughout our homes and
cities are just a few instances of how differentiated privacy produces better results.

5. PRESERVING PII DATA IN FINTECH

FinTech is among the technologies that essentially appreciate cyber security. FinTech mainly
comprises technologies and software focused on financial applications [39]. The increased usage
of these technologies is primarily supported by the growing need for developing these
technologies [38]. The field of finance has been improved over the last few decades by engaging
technologies in the area. This approach has been associated with increased effectiveness in the
financial world [14]. More people have included technologies across financial departments to
ensure that it is more secure.

FinTech requires that an extensive amount of security be applied. Security is a significant
concern for most financial wizards [41]. The required level of security ensures that people safely
deposit their money across different banks and send the money when needed [42]. Business
owners especially require these technologies since they promote the required type of growth
across the community [36]. Therefore, the technology associated with finance applications is an
essential part of the world. Its applications have been described to have a specific meaning in
achieving growth for companies [43]. Algorithms associated with promoting security have been
developed to ensure that the entire field of finance has been appreciated and is secure for all types
of transactions. It has also contributed to reducing fraud across most departments of finance.

Estevez (2020) indicates FinTech first emerged in the 21% century and was applied in the back-
end systems of big financial institutions [41]. The technologies proved very effective, resulting in
an appreciation of the technology across consumer-oriented services. The industries now
associated with FinTech include education, retail banking, fundraising, non-profits, and
investment companies [44]. Each of these companies and industries now achieves a specific type
of growth by ensuring financing effectiveness [45]. The overall applications of this type of
development have applied trust across the finance sectors of these organizations.

The use of crypto is another significant development in FinTech. FinTech allows for sending and
receiving crypto to be available and capable for different financial companies [26]. Promoting
this type of development ensures that people can effectively use different types of finances [46].
The increased technological development across this technology has effectively promoted a
specific result for most individuals. The growth included has been described as having a needed
type of development and a particular type of growth. Al has promoted this type of application for
most users.
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Federated learning has been one of the critical models applied to ensure that machine learning has
been engaged in promoting FinTech. Federated learning has been described as a practical
approach to increasing the applications of Al and machine learning [47]. Machine learning
ensures that devices are made more applicable and that they have attained the required level of
security. The federated machine learning concept promotes the necessary development level in
FinTech [48]. Financial experts believe that the development of machine learning has an overall
promotion of the required growth in financial situations. This type of development is described as
having a huge potential in ensuring financial technology has become effective for all parties.

Federated machine learning has been described as a new evolution that makes people's lives
easier [49]. The solution has been related to effectively promoting a specific type of development
for objectives and responsibilities in the financial realm. Ligade (2020) suggests federated
machine learning is a new concept that has also been developed in response to the available
development and how it impacts people in general [40]. It describes the exact type of influence
that people may acquire for the required product development [34]. Taking advantage of
federated machine learning has been described as a correct approach when dealing with FinTech
(see Fig 2). A fleet of autonomous devices in FinTech may require an up-to-date model to
investigate process and system behavior to function correctly while constructing aggregate
models. Due to the private nature of particular instances, accessing the data and each device's
limited connectivity may be impossible. Federated Learning approaches can aid in developing
models that can adapt to changing conditions while protecting user privacy. When dealing with
devices with censors or 10T connectivity, these learning techniques add more value in delivering
better output instead of connecting them centrally.
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Fig 2. Federated Learning model in FinTech (A-Personalized TinyML Model, B-Updates are
gathered from different users, C- Consensus global model) [40].

Data-protection laws heavily protect FinTech. Most of these laws focus on promoting people and
how well they engage in several factors [50]. The overall approach has been described as having
a specific requirement when dealing with people's finances [23]. Financing, therefore, protects a
lot of people from the different approaches taken by federated learning [49]. Federated learning
has adhered to most of these laws and ensured that it is more effective and that each of these
considerations has been made.
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Global privacy demands that the model updates created at each round be private to all untrusted
third parties other than the central server, as shown in Figure 3, while local privacy requires that
the changes be secret to the server as well. Individual model changes are safeguarded via a secure
aggregation approach. Although the central server cannot access any local modifications, it may
nevertheless view the identical aggregated results at each round. Secure aggregation is a lossless
approach that can keep original correctness while maintaining a high level of secrecy;
nevertheless, the resulting method incurs considerable additional transmission costs. Other works
use differential privacy in federated learning and provide global differential privacy; these
systems have a lot of hyper parameters that impact communication and accuracy and must be
carefully selected [50].
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/»A,;"‘_ — \(\\\)ﬂ—\ (» _‘/—~———~.—-"' "‘\\',,\7\;— =
i Server =C ‘B @ Server L)
v '\\ )3 2 ¥
=, S B\ A S — e RN
A 2, ° A N AW, AW, , 7 A - NN AW,
/7, : 4 7 A %S
oW AW, 'y W N “rw AW, ' w W AN
25 ; 13
K Y ¥ i
Devices Devices
(a) (b)

Fig 3. lllustration of privacy enhancing mechanisms in FL. Mdenotes a randomized mechanism used to
privatize the data. (a) FL without additional privacy protection mechanisms, (b) FL with global privacy
with trusted server [54].

The different features and applications of federated learning have been found to effectively
promote the required growth across the financing department around the globe [46]. The
technology associated with financial solutions has integrated machine learning and Al at an
increasingly positive rate [51,52]. This inclusion has continued to ensure that people have been
promoted and that effective results have been achieved. Ligade (2020) indicates that the entire
focus on these applications has especially attained positive results as indicated by current
financial technologies [40]. Machine learning has ensured that more developments are being
acquired daily and that security and privacy are leading aspects [48]. FinTech has allowed
machine learning to be included when dealing with the required data. Therefore, the data
contained is promoted through the available federated learning and its effectiveness. Federated
learning can thus be described as effectively promoting a specific type of development within
financial solutions [19]. Continued federated learning development ensures machine learning and
financial technologies' success in Al and building a sustainable carbon-free ecosystem [53].

6. CHALLENGES

There are many core challenges dealing and operating with federated learning techniques. Those
challenges are outlined below.

e Expensive Communication

It is critical to design communication-efficient approaches that deliver short messages or
model changes repeatedly as part of the training process, rather than sending the complete
data set over the network. Because this process is carried out in millions of little devices,
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connection, bandwidth, and power are crucial for sustaining these activities. The best two
options for making these processes more efficient and reducing communication in phases
are: 1) lowering the total number of communication rounds; and 2) reducing the amount of
the messages communicated at each round [54].

e Managing System Heterogeneity

Because of differences in hardware (CPU and memory), network connectivity (3G, 4G,
5G, and Wi-Fi), and power supply, the storage, computing, and communication capabilities
of each device in federated networks may change. With millions of devices interconnected,
it's not surprising that a few go down throughout the process, causing interferences by
dropping out. These system-level properties increase issues like straggler mitigation and
fault tolerance. Hence, FL techniques should: 1) promote a modest level of engagement; 2)
use heterogeneous technology; and 3) be resilient enough to establish strategies for dealing
with lost devices [55].

e Handling Statistical Heterogeneity

Devices regularly create and gather data in a very non identically dispersed manner across
the network; for example, mobile phone users employ language in a variety of ways when
doing a next-word prediction job. This presents a significant barrier in managing and
utilizing same data for worldwide forecast. As a result, there are various options, such as
learning distinct local models at the same time using multitask learning frameworks [55].
There is also a tight relationship between leading methodologies for federated learning and
meta learning in this regard. Both the multitask and meta learning approaches provide
customized or device-specific modeling, which is frequently a more natural method to
dealing with statistical heterogeneity in data for greater customization.

7. CONCLUSION

Finally, we learned that federated learning has numerous usability that boosts FinTech. Federated
Learning necessitates adopting new tools and a new way of thinking by machine learning
practitioners: model building, training, and evaluation without direct access to or labeling raw
data, with communication costs as a limiting factor. FinTech is one of the industries that can
benefit from engaging federated learning apps. The report goes into great detail about federated
learning and how it affects people's lives today. The examination of how FinTech has benefited
from federated learning demonstrates the various ways in which people gain from enhanced
privacy. When it comes to FinTech, privacy is the primary reason why federated learning is used.
Most organizations and data scientists are highlighted, as well as how they have profited from the
growing use of federated learning. Therefore, the continued development and research in
federated learning promises growth in FinTech.

We can see that the number, quality, and distribution of data significantly impact the FL output
quality. It will be fascinating to see how the differential privacy component affects the federated
learning output in FinTech in the future.
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