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ABSTRACT 
 
It is common for social scientists to consider building awareness interventions when faced with a social 

issue. The aim of which is to share knowledge about the issue at hand and inform society about the 

dangers, and possible responses. For example, raising awareness of healthy eating, including the benefits 

thereof and the dangers of lifestyle diseases. Or for raising awareness of information security, including 

the safe use of information technology resources about the dangers of technology abuse. One of the 
information security issues at hand is the bullying that takes place on mobile devices (mobile bullying), 

which has been increasing in recent years, especially among adolescents. The problem with mobile 

bullying is that it has severe consequences such as suicide and mental health difficulties. Despite current 

interventions, mobile bullying remains on the rise. The current study followed the design science research 

process to develop a digital artefact in the form of a chatbot to raise awareness of the mobile bullying 

social issue. The findings of this study reveal that information systems artefacts such as chatbots make 

awareness possible because they are easy to use, accessible to mobile device users, and allow for one-on-

one confidential conversations with the users in the privacy of their mobile devices. The use of a chatbot is 

also scalable and makes it easy to reach a large audience through mass communication of awareness 

messages. The conversational element allows the users to direct the conversation, as opposed to it being 

push notifications. 
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1. INTRODUCTION 
 
Awareness interventions may be proactive to prevent or reduce the likelihood of an undesired 

event, or reactive to respond to the occurrence of an undesired event. As the use of information 

technology expands to domestic purposes and mobile applications for convenience, education, 

and efficiency, so do digital harms such as bullying [1], [2]. With bullying now taking place 
online and, especially with the use of personal mobile phones; mobile bullying has become a 

growing social problem which requires the development of various interventions to raise 

awareness of this problem [3]. The term "mobile bullying" describes the practice of using mobile 
technology to bully others [4]. The phenomenon of mobile bullying has detrimental effects, 

particularly when it results in suicide or physically violent outbursts [5], [6]. Despite current 

interventions, the prevalence of mobile bullying is still rising [7]. Existing interventions are not 
enough to stop the increase in mobile bullying [8], [9]. According to several studies [10], [11], 

[12], the persistence of mobile bullying can be ascribed to both a lack of awareness and the 

inefficiency of current interventions. As such, it remains necessary to make efforts towards 

raising awareness of mobile bullying.  

https://airccse.org/journal/ijsea/vol15.html
https://doi.org/10.5121/ijsea.2024.15602


International Journal of Software Engineering & Applications (IJSEA), Vol.15, No.6, November 2024 

18 

This study employed design science for the development of an information systems artefact 
whose function was to raise awareness of mobile bullying. The use of awareness interventions to 

inform society was seen on a global scale in recent years about the spread of the coronavirus 

outbreak. There are many awareness interventions implemented across industries and social 

contexts. The study poses the following question, “How can a digital tool be developed and used 
to raise awareness of mobile bullying”? Awareness has been defined as knowing what is going on 

in the surrounding environment. Awareness is to develop a mindful and acknowledging that an 

issue or topic exists [13]. Although most of the awareness literature merely refers to the term in 
passing without a definition, with the implicit assumption that the reader will use the dictionary 

definition [14], [15], [16]. The Cambridge Dictionary defines awareness as: “Knowledge that 

something exists or understanding of a situation or subject at present, based on information or 
experience”. (Cambridge Dictionary). 

 

The process of raising awareness is closely related to learning such that awareness requires 

learning [17]. Learning is the process of acquiring a skill as an outcome of the learning process. 
A person can only become aware of an issue, after having learnt about that issue. The learning 

process does not have to be formal, structured, or intentional, for someone to develop awareness. 

Furthermore, the term, “awareness” has been used extensively in literature to refer to an 
individual’s consciousness and comprehension of what is going on around them, especially in the 

research area of cyber security awareness and health risk awareness [18], [19].  

 
In addition, learning processes can help raise awareness, especially situational awareness. 

Situational awareness is the ability of an individual to observe, comprehend, learn from, and act 

on the elements of their environment or situations, to project possible future events in the same 

environment [20], [21], [22]. Therefore, an individual’s failure to observe, comprehend, learn 
from and or act on the elements of the environment to project possible future events and plan 

future actions in their environment constitutes a lack of awareness.  

 
This study aimed to raise awareness in the context of mobile bullying amongst adolescents. 

Similarly concerning mobile bullying, it could be said that an individual lacks awareness of 

mobile bullying when that individual has failed to observe mobile bullying in their environment, 

does not comprehend the implications that mobile bullying has on their daily activities or goals, 
and cannot project possible future occurrences of mobile bullying in their environment [23]. 

 

2. RELATED WORKS 
 
Research on mobile bullying has focused on what tools to use in reducing mobile bullying as well 

as the factors that give rise to mobile bullying such as culture, the social environment and age 

[24], [25]. For those who reported on awareness, it was often an auxiliary concept contributing to 

the need for more resources on reducing mobile bullying [26]. On the other hand, the term 
awareness has been used to refer to the lack of teacher and parent knowledge on bullying 

activities among children and not to refer to awareness education [27], [28]. In addition, 

awareness is used to refer to the escalating occurrence of the phenomenon [26]. Awareness in this 
context includes knowledge of the phenomenon, its enablers as well as possible responses. 

 

Awareness of mobile bullying as a topic has received little attention compared to other 
behavioural topics about mobile bullying [12]. There is therefore a lack of research focused on  

raising awareness of mobile bullying in the form of active awareness education and training 

similar to awareness education and training conducted for information security and privacy [29], 

[30]. This study adopted the definition and builds upon the work of [3], concerning the working 
definition of mobile bullying “awareness”. The phrase, “Mobile bullying awareness” is 

henceforth used to refer to possessing knowledge about the kind of behaviour that is considered 
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mobile bullying behaviour; and also knowing about the enablers of this behaviour as well as 
responses and preventative measures. The aspect of mobile bullying awareness efforts that is 

concerned with the design of the intervention has received little attention as compared to the 

behavioural topics on mobile bullying awareness such as the socio-economic influencers of 

aggressive behaviour [3]. 
 

Meanwhile, mobile bullying continues to escalate due to a lack of awareness [9], [31]. 

Essentially, cyberbullying in general remains a rising social issue in many South African schools 
[32], [33]. While there have been interventions put in place to address it, this form of aggression 

continues to escalate among adolescents [34]. It is still not clear why this is the case; however, 

some studies have attributed this problem to the lack of effective awareness and the 
ineffectiveness of existing interventions to reduce mobile bullying [35]. Parents are often not 

aware when their child is being bullied, due to the reluctance of children to talk to their parents 

about bullying-related [36]. 

 
Even when parents become aware, they often do not know what to do to help their child in the 

bullying situation, which suggests that raising awareness should include the necessary coping 

mechanisms to deal with mobile bullying [37]. Researchers further encourage parents to respond 
by notifying the school and cooperating with the school as opposed to taking matters into their 

own hands and approaching the bully or the bully’s parents [38], [39]. Many of the interventions 

currently used to raise cyberbullying awareness are contact sessions and paper-based programs 
which are not easily scalable; and have focused on the factors that give rise to mobile bullying 

such as culture, the social environment and age, and measuring the prevalence of the 

phenomenon, as opposed to raising awareness [8], [40]. The paper-based interventions do not 

communicate awareness vastly enough, their reach is limited by their physical distribution [8]. In 
addition, program-based interventions to address mobile bullying can be expensive and are 

dependent on the availability of participants whereas a mobile intervention can be made available 

to a wider audience as and when they choose to access them online [41]. Digital interventions are 
ubiquitous. Hence a digital intervention was developed in this study to raise awareness of mobile 

bullying. 

 

3. METHODOLOGY 
 
This study followed the [42] design science process as the research strategy as depicted in Figure 

1. Design science research process steps were followed to pragmatically define, design, and 

develop an information systems artefact or awareness intervention in the form of a chatbot 
application. 

 

 
 

Figure 1. Design science general steps [42] 
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Information systems (IS) is a discipline which encompasses the technology, and processes, as 
well as the people and organisations that use the technology and processes for operations [43]. 

Additionally, An artefact in the information systems context, according to [44], is defined as, the 

socio-technical instantiation within a design science project.  

 
The artefact could be in the form of a software mock-up, a prototype, or a visual illustration of a 

design such as a unified modelling language (UML) sequence or use-case diagrams [44]. The 

research question for the study can thus be contextualised and rephrased for the research context 
as follows: 
 

“How can a digital tool be developed and used to raise awareness of mobile bullying?” 
 

The design science research process steps were thus followed to answer the research question and 
develop the artefact. 

 

3.1. Design Science Research 
 

The first step in the design science process is the problem awareness phase. [45], suggests that 

the first step that the researcher should take in scientific inquiry is to assert that their research 
question is relevant and persisting in their respective field, and secondly to show a command of 

the literature in the said field of study. As such, the problem awareness for this study as the first 

step of the design science process, was achieved by way of conducting a literature review to 
establish that the research question is persisting and relevant, which guided the research problem, 

objectives, and the conceptual model. The second step of the design science process is the 

suggestion phase which produces a tentative design of the system. Therefore, in the second phase 

of the design science approach to research for this study, the design thinking methodology to 
artefact designs was applied to conceptualise a prototype design of the artefact.  

 

Design thinking is a design methodology of prototyping which is grounded in design science to 
design artefacts [46], [47]. Whereas design science research also known as design theory is an 

overarching research approach to artefact development with a focus to develop, assess and 

theorise on the development of artefact to address practical problems [48]. However, it is worth 
noting that problem awareness in the design science process is consistent with the first step of the 

design thinking methodology, which is to empathize with the audience and understand the 

problem [47]. In the same way, the second step of the design thinking process is to produce a 

tentative system design or prototype, congruent with the design science process [49]. 
 

Hence it can be said that design thinking encapsulates the problem awareness and suggestion 

phases of the design science process to clarify the design problem and develop a system 
prototype  [50], [51]. In a methodological study to demonstrate the use of design science, [44] 

provide guiding examples of how to operationalise the design science framework by providing 

the process and related outcomes in tabular form. 
 

Similarly, Figure 1 reflects the design science process followed for the current study, and the 

study outcomes for each process step as guided by the work of [44]. The reasoning logic of 

inference used for each of the design science process phases in chronological order was:  
Deductive reasoning in the problem awareness phase through a literature review to develop 

research questions, objectives, and conceptual mode, see Figure 1 [52].  

 
Design science problem awareness phase: The problem awareness is reflected in the first 

chapter of this study as well as the literature review and conceptual model chapters. This step is 
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referred to as the deductive initialisation of design science research projects, which should be 
motivated by gaps identified in existing literature to define the research problem [44].  

 

Table 1 reflects the problem definition conducted for design science research in the current 

project. [44] provide an efficient way to tabulate an overview of the design decisions and logic of 
inference at the design science problem awareness, suggestion, and development phases. The 

table format was similarly used to present the overview in the first three phases of design science, 

see Tables 1, 2 and 3. 
 

TABLE 1 Deductive Problem Awareness (Adapted From (Koppenhagen Et Al., 2012) 

 

 

A literature review was also conducted in the suggestion phase to find existing guidelines or 

requirements for developing interventions as well as to determine the intervention characteristics 
necessary for raising awareness. Furthermore, in the suggestion phase, abductive logic was used 

to develop an inexpensive prototype of the anticipated artefact based on incomplete existing prior 

requirements or specifications from the literature review [42], [56].  
 

The Artefact development phase followed deductive logic to test the research hypotheses [57]. 

Whereas the evaluation phase relied on both the deductive and inductive reasoning from the 

survey questionnaire and interview feedback respectively [42], [58].  
 

The next section presents the suggestion phase of the design science process of the study, with a 

focus on the literature review discussion to identify the requirements and guidelines for an 
awareness intervention. 

 

Design science suggestion phase: The suggestion phase requires the development of prototypes 
or some tangible system representations of the intended system. Thus, the initial image of the 

thought process for developing prototypes of the solution system is depicted in Figure 2 and 

Figure 3.  

 

References Deductive initialisation  

(Problem awareness) 

(Koppenhagen et al., 2012) 

 

The research idea was sparked by noticing that there were frequent 

occurrences of bullying and mobile bullying incidents in South 

Africa that involved adolescents. 

 

The research was driven by the need to proactively inform and help 

lower mobile bullying involvement by adolescents. 

(Islam et al., 2020; Pearce et al., 

2011; Yang et al., 2021) 

 

(Gaffney et al., 2019) 

A literature review was conducted to establish the extent of the 

problem and whether the problem was researchable. 

 

It was noted in literature that the severity of the problem included 

suicide (cyberbullicide).  

(Patchin & Hinduja, 2017; 

Uludasdemir & Kucuk, 2019) 
(Koppenhagen et al., 2012) 

Literature called for more awareness interventions to proactively 

remedy the ongoing problem. 
 

The theoretical framework was guided by theories.  
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Figure 2. The ideation outcome of design thinking (Synthesised by the researchers, 2021) 

 

The anticipated artefact is a chatbot which from Figure 3, should allow the user to log in to the 
platform. The user should be presented with a menu list of mobile bullying awareness topics 

when they start a chat, the menu limits the available text and images presented, related to the 

topic of mobile bullying awareness. The chatbot artefact should have human-aided responses that 

are rule-based for the adolescent user, and not autonomously generated by artificial intelligence. 
This aspect is to make sure that the content is age and topic-appropriate.  

 

The chatbot user should be able to navigate between topics using the main menu and exit the chat 
when they are done. 

 

 
 

Figure 3. Initial Chatbot user interaction use-case diagram (synthesised by the researchers) 

 

In search of the most relevant, appropriate, and useful requirements or guidelines for developing 

awareness interventions, the literature review was thus conducted across industries and in 
multiple disciplines, where interventions had been developed for raising awareness, including in 
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the health and wellness industry, linguistics, and the information security context. Some 
guidelines from the literature review were found to apply to the current study. The applicable 

guidelines were extracted from the occupational health and safety interventions guidelines by 

[59]. The inference logic for the ideation or suggestion phase is presented in Table 2 

 
Table 2 Abductive suggestion using design principles, adapted from [44] 

 
References Design principle abductive 

(suggestion) 

 

(Burstein et al., 2019) 

 

 

 

 

 

(Bider et al., 2013) 

The abductive literature review to determine useful features for an 

awareness intervention provided the design guidelines from the 

antibiotic awareness study by  Bernaud, Manuti and  Herrera-
Sánchez, 2017. 

 

The output guidelines were used to develop the basic requirements 

for awareness interventions. 

 

The basic requirements then informed the artefact prototype designs 

as well as the use case diagrams, and the sequence diagram. 

(Wieringa, 2014; 

Wieringa & Morali, 2012) 

Design principles guided the testing of the prototypes or the design 

validation per Wieringa (2014).  

 

The next phase after the suggestion phase in the design science process is the development phase. 

 
Design science development phase: Several chatbot development tools were available on the 

internet to provide software development environments. For example, the software development 

environment that was used for the first system prototype for the proposal, was app.botsociety.io, 
which had deactivated its development platform or shut down in 2022, after the COVID-19 

pandemic when the second prototyping was needed. Therefore, a second platform was 

investigated for developing the chatbot. 

 
The chatbot presented predefined text to the users and provided limited responses to block 

internet searches and the use of artificial intelligence capabilities as a safety filtering mechanism, 

to make the chatbot safe for use by children.  
 

From the intervention development phase, Table 3 shows a summary of the design decisions as 

well as the mapping of the design principles to the design science artefact development process 

execution. 
 

 

 
 

 

 
 

 

 

 
 

 

 
 

 



International Journal of Software Engineering & Applications (IJSEA), Vol.15, No.6, November 2024 

24 

Table 3 Deductive intervention development (adapted from [44]) 

 
References Deductive artefact (Development) 

(Wieringa, 2014; Wieringa 

& Morali, 2012) 

The design decisions for the project were instantiated using the unified 

modelling language, in the form of a use case diagram in Figure .3.The use 
case diagram was guided by the theoretical model for the study. 

(Bronfenbrenner, 2004) 

 

 

 

(Bandura, 1989, 1991) 

 

(Bornstein, 2018) 

(Frenzel, 2017; Lengel, 

Robert, H. and Daft, 

Richard, 1988) 

The chatbot intervention functionality was tailor-made for adolescent users 

in high school as informed by the socio-ecological model and the social 

cognitive theory for reducing cyberbullying behaviour and participation in 

their immediate environments.  

 

The user system roles were as informed by the role theory to give an 

understanding of the mobile bullying roles. 

 

The functionality was guided by the awareness intervention characteristics, 

the media richness theory, and the marketing mix. 

 

Design science artefact evaluation phase: This phase is executed through the utilization of 

qualitative interviews and survey questionnaires. Artefact evaluation in design science involves a 

comprehensive examination and assessment of the developed artefacts within the context of the 
research project [58], [69]. The purpose of artefact evaluation is to gauge the designed solution in 

terms of its effectiveness, efficiency, and relevance in addressing the research problem 

[70].Artefact evaluation as the next step after artefact development, serves as a crucial component 
of the design science methodology, facilitating the creation of innovative and impactful solutions 

that address real-world problems, see Figure 1 for the evaluation in the process steps heading. 

Table 4 presents an overview of the evaluations conducted for the study. 
 

Table 4 Overview of artefact evaluations (synthesised by the researchers) 

 
Evaluation of Artefacts 

(Testing) 

 

Artefact 

 

draft prototype: 

What the artefact 

could do. 

 

A use-case of 

artefact 

functionality: 

How the artefact 

could function. 

 

A Screenshot of the actual artefact in 

operation: 

How the artefact functions in context. 

 

Evaluated 

by 

 
Conference 

attendees, including 

information 

systems academics 

and postgraduate 

students. 

 
Family and friends, 

specifically those that 

have adolescent 

children. 

 
Study participants  

(high-school learners and teachers). 

 

Evaluation 

process 

The researcher 

presented the study 

at the NEMISA 

2021 conference. 

Feedback 

comments on 

recommended 
improvements and 

changes to the 

prototype. 

The first iteration of 

the implemented 

chatbot was made 

available to friends 

and family members 

to use and provide 

feedback comments 
on how they 

experienced the 

chatbot. 

The learners were given the pre-

intervention survey questions to get their 

views before interacting with the 

chatbot. Then they presented with the 

chatbot for interaction. Thereafter, 

followed by post intervention questions. 

A one-on-one interview was conducted 
with each teacher. The teacher was given 

a copy of the interview schedule with the 

open-ended questions. 
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The artefact evaluation process was instrumental in finding out the features that a mobile 
application should have to effectively raise awareness of mobile bullying. The study found that 

when developing an awareness intervention, the developers of such interventions should answer 

the following questions to determine the key characteristics of their intervention: 

 

 Who is affected by the identified social problem or who are they trying to reach (target  
audience) ?  

 And where can the audience be reached (awareness context)? 

 How can they be reached (medium or communication tool)? 

 When is the best time to reach them with the awareness message (schedule time)? 

 What should be communicated to them for awareness purposes (content/ awareness 

message)?  

 
The questions assisted in deciding the type of intervention for the phenomenon of interest, in the 

chosen research context. These questions inform a conceptual framework for developing an 

awareness intervention. These questions were collated from the prototype evaluations and were 
instrumental in deciding the awareness intervention for this study. It is recommended that these 

questions be taken into consideration as intervention requirements in the suggestion stage of the 

design science process. Even [60] found similar questions useful in their study. Similar questions 

were noted in the study about raising awareness of antibiotic resistance.  
 

Amongst the artefact evaluation feedback suggestions, was to include a direct link to the child 

helpline for the adolescent users of the chatbot who seek urgent help to access professional help 
immediately. The Childline contact details were then included in the information presented in the 

chatbot messages after the evaluation. Another suggestion was made to include age-appropriate 

responses therefore a rule-based response mechanism was used. Some of the evaluation feedback 
was an appreciation for the privacy provided by the chatbot as an interface integrated into a 

WhatsApp platform, which was familiar to them. The familiarity of the platform provided a 

comfortable user experience. One of the key features recommended was to keep the type of 

media simple to cater for low data costs. Therefore, only text and images were presented, no 
videos. These are some of the recommendations that were taken into consideration in the 

development of the final version of the resulting mobile bullying awareness chatbot. The next 

section presents the results from the artefact development process. 
 

The next section presents the results from the artefact development process. 

 

4. RESULTS 
 
For the current study, a chatbot application was built from the design science artefact 

development process. Design science was a guiding principle to pragmatically define, design and 

develop the awareness intervention in the form of a chatbot application. The resulting chatbot had 
the chatbot classification characteristics provided in Figure 4.  
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Figure 4. Chatbot characteristics (adapted from [71]) 

 

The type of chatbot was domain-specific to focus on sharing information related to mobile 
bullying preventative and protective measures. The service provided through the chatbot was 

interpersonal such that it provided a one-on-one interaction per user. The goal of the chatbot was 

to provide information, thus informative. The responses were human-mediated and rule-based as 
opposed to being autonomously from the chatbot. The chatbot still provides instant responses 

within the defined rules and scope of awareness conversation. See Figure 5.  

 

The chatbot was developed on a commercial platform and catered for text and image media. 
Voice communication can be subject to misinterpretation based on the listener’s accent and 

familiarity with the speaker’s accent and dialect. Thus, text and images were used as they are 

easier to interpret and understand. The chatbot was well received as an improvement to paper-
based interventions and push notifications such as short message services (SMS)es for awareness. 

The chatbot was easy to use and comfortable for the end users.  

 
However, the chatbot intervention had some limitations, it provided content that was only limited 

to the scope of mobile bullying awareness. 
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Figure 5. Chatbot message exchange (synthesised by the researchers) 

 
The closed-domain nature of the chatbot and its rule-based responses narrowed down the type of 

answers returned to users by the chatbot, see Figure 5. The interaction was not seamless like that 

of an autonomous chatbot. The developed chatbot demonstrated the use of design science for 
artefact development. The study extended the design science process, by including research 

outcomes for each step of the design science process as noted in the last column in Figure 1. 

 

The chatbot can be used to raise awareness of different topics, across contexts. There is potential 
for further research into the helpful usage of chatbots for societal benefits. Chatbots are a 

communication tool and provide a basis like that brought about by the introduction of letter 

writing, telegrams, telephones, and mobile technological devices. Also, the chatbot’s ability to 
integrate into WhatsApp provides a seamless way to have conversational awareness campaigns. 

The chatbot developed in the current study had restrictions to protect the participants from 

exposure to inappropriate content, as it was rolled out to adolescent children, who are considered 

a vulnerable population. The implementation was for research purposes and the scope was 
limited. Some of the features that are available to businesses might have been unavailable to the 

research team. 

 

5. CONCLUSION 
 

For the current study, a chatbot application was built from the design science artefact 

development process. Design science was a guiding principle to pragmatically define, design and 

develop the awareness intervention in the form of a chatbot application. The resulting chatbot had 
the chatbot classification characteristics provided in the results section. This study presented the 
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design science process that was followed for artefact development, including the design thinking 
and software development methodologies. The study outcomes for each design science process 

step were presented as summarised in the methodology section. The design prototypes from the 

suggestion phase and the artefact representations from the development phase were presented. 

The design science process was useful to guide the development of the artefact. Although it does 
not include the selection of the type of artefact to be developed. This is a crucial step that would 

have been useful for the current study. A change management step should be added to the design 

science process. For example, the service provider of the platform on which the chatbot was 
being developed shut down the platform, just after the chatbot prototyping phase, before the 

development and evaluation processes of the study. An alternative had to be sought. Which led to 

multiple chatbot development environments, or platform service providers being used for 
prototyping and development.  

 

Most chatbot development platforms are provided for chatbots that serve as commercial 

automated customer service and support agents.  The chatbot development platforms were 
intended for use by corporate entities. As such, the platforms have requirements that are specific 

to this niche market. One such requirement is that it is mandatory to have a valid registered 

company whose details can be used for the chatbot integration into the WhatsApp messaging 
service (Facebook business). A registered business registration is required for this. Although 

WhatsApp is commonly used by adolescents, it is also popularly used by businesses to reach their 

clients directly using chatbots for customer service. Therefore, to have stability and continuity in 
the development process, it is recommended that the intervention developers spend sufficient 

time reviewing and testing out development platforms, before selecting at least two. One being 

their most preferred one and the second one being a contingency option. 
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